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YV cmammi ananizylomeca numanHs 3axucmy NEPCOHANbHUX OAHUX
8i0nosiono 0o Pecnamenmy (€C) 2016/679 Eeponeticbkoeo Ilapramenmy ma
Paou 6io 27 xeimusa 2016 poxy npo 3axucm @izuyHux ocib6 y 383Ky 3
00p0oOKOI0 NEPCOHANLHUX OAHUX MA NPO GLIbHE NepeMijeHHs. MAKux OaHux ma
ckacysauns Jupexmueu 95/46/€C ma 6ionogiono oo 3akony Ykpainu «Ilpo
3aXUCm NepcoHalbHux oanux» [4] ax Hesio emnoi uacmuuu 0Oe3neuHoeo,
HAOIlIHO20, CMIUK020, KOHPDIOeHYiliHo20 QYHKYIOHY8aHHA KiOephizuuHux
cucmem 6 makux cghepax, K po3ymMHe SUPOOHUYMBO, KEPYBAHHS OOPONCHIM
PYXOM, eHepeemuxa i3 akyeHmom 6 cghepi oxoponu 300pos’s. Ilpoananizosani
PpIi3HOMAaHIMHI enemMeHmu o0OpOOKU NEePCOHANbHUX OAHUX, YMOBU 3AKOHHOI
00pPOOKU NEPCOHANbHUX OaHUX, (YHOAMeHMAIbHI npasa i c60b600u cyb’ekma
NePCOHANILHUX OAHUX 3 OKPeMUMU BUKIIOYEHHAMU, 0008 s3KU HA2I1008020
opeaHy, KOHmMpoaepa OAHUX ma pO3NOPAOHUKA OAHUX BIONOBIOHO 00
Pecnamenmy y nopiensanui iz npasosum cmamycom 607100Li1bYs NEPCOHANLHUX
O0aHUX ma po3NOPSAOHUKA NEPCOHANbHUX OAHUX BIONOBIOHO 00 3akoHy [4].
Taxooic nposedeHO NOPiGHAHHA NPA8 NEeGHUX HPUOUYHUX OCIO ma acoyiayii
w000 Ni020MoOBKU KOOEKCI8 N0BediHKU y chepi 3axucmy nepcoHAIbHUX OAHUX 3
8I0NOBIOHUMU Npasamu NPOQecilinux, camospsaoOHux acoyiayitl 8i0N08IOHO 00
[4]. Kpim yvoeo npoananizosani nosrnosasicenHs Ynosnosaxcenozo Bepxosnoi
Paou Vkpainu 3 npas nwoounu ma Haoawi nponosuyii w000 000amrosux
NOBHOBAJICEHb ~ YNOBHOBAdNCEH020 ma  [HWUX  MeXAHiZMi8  0epiHcA8HO20
VNPAGNIHHA, SAKI CMOCYIOMbCS  3AXUCM)Y NEPCOHANbHUX OaHUX 8 cghepi
Kibepgizuunux  cucmem.  Haoani  nponosuyii w000  noxkiadamHs
aominicmpamugHoi  gionogioanvHocmi y gopmi wmpagie Ha 60100i1bYs
NePCOHANIbHUX OAHUX MAa POSNOPSAOHUKA NEPCOHANbHUX OAHUX, a MAKO’C
onepamopa Kibepgizuunoi cucmemu.

Knrouogi cnosa: 3axucm nepcoHanbHux OaHux, cy0’€Km NnepcoHANbHUX
O0anux, KOHMpoOaep OAHUX, PO3NOPAOHUK OaHux, Kibepgizuuna cucmema,
eleKMPOHHA CUCMeEMAa OXOPOHU 300P08 51, onepamop KibepdisuyuHoi cucmemu.

B cmamve ananuzupyromes 6onpocsl 3auyumvl NEPCOHANbHLIX OAHHBIX 8
coomeemcmeuu ¢ Pecnamenmom (EC) 2016/679 Eeponeiickoeo [laprnamenma u
Cosema om 27 anpens 2016 2o00a o 3awume @uauueckux auy 6 CeA3U C
00pabomKoll NepcoHANbHbIX OAHHBLIX U O CBODOOHOM NepeMeujeHuy MaKux
oannvix u ommene JJupexmuevr 95/46/EC u 6 coomeemcmeuu ¢ 3akoHom
Vrpaunor «O 3auwume nepconanvuvix oannvixy [4] kax Heomvemaemoul yacmu
bezonactnoeo, HAOeIHCHO20, YCMOoU4Uu802o, KOH@UOEHYUANbHO2O
Qyukyuonuposanus Kubepusuueckux cucmem 6 maxkux cgepax, Kak ymHoe
npou36o0CmMeE0,  YNpaeieHue OO0PONCHLIM — OBUICEHUEM, IHepeemuKa ¢
axkyenmom 6 cgpepe 30pagooxparnenus. Ilpoananusuposansvi paznooodpasvie
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IleMeHmbl 00paAbOMKU NEPCOHATILHBIX OAHHBIX, YCI08UsL 3AKOHHOU 00pabomKu
NEPCOHANLHLIX OAHHBIX, (QYHOAMEHMANbHbIe Npasa U c80000bl CyObeKma
nepcoHalbHblx OAHHBIX C OMOENbHbIMU UCKTTIOYEeHUAMU, obsa3aHHOCIU opeaHa
HAo30pa, KOHMpPoepa OAHHbLIX U PACNOPAOUmens OAHHbIX 8 COOMEEMCMBUU C
Pezcnamenmonm 6 CpABHEHUU C npasosvblm cmantycom eﬂaaeﬂbua nepCcoHallbHblx
OaHHBIX U pacnopaoumensi NEPCOHANbHLIX OAHHBIX CO2NACHO ¢ 3akonom [4].
Taxorce npogedeno cpasHeHue npag ONPEOeeHHbIX WOPUOULECKUX Uy U
accoyuayuii KacameibHo NOO20MOBKU KOOEKCO8 N08edeHUs 8 chepe 3aujumuol
nepCcoHallbHblx OAaHHbIX C coomeemcemeyrowumu npasamu npOd)QCCUOHaJZbeZX,
camoynpasusiemvix accoyuayuti 6 coomeemcmeuu ¢ 3axkonom [4]. Kpome
anoco  npoaraIuU3IuUpoO6aHbl  NOJIHOMOYUA Ynonnomouennozo BerOGHOZO
Cogema Ykpaunvl no npasam uenoseka U NpeoCmasienbl NPeOoHCeHUs
KacamenbHo OONOJHUMENbHBIX NOAHOMOYUL YNoaHoMouenHo2o u 0py2ux
MEXAHUIMOB eocy()apcmeeHHozo ynpaeienus, Komopbvle Kacaromcs 3auiunvl
NepCOHANbHLIX OaHHbIX 8 cghepe Kubeppusuueckux cucmem. llpedcmasnenvl
npedﬂoofceﬁwz O 6037102CEHUU a()MuHucmpamuGHoﬁ omeemcnmeerHHocmu 6
Gopme wmpagos Ha enadervya NEPCOHANbHLIX OAHHBLIX U PACNOPAOUMEs]
NEePCOHANLHBIX OAHHBIX, A MAKMICE ONepamopa Kubeppusuyeckou cucmemol.

Knroueenie ciuoea. sawuma nepCcoralbHblX 0aHHblx, cy6bekm
NEPCOHANbHLIX ~ OAHHBIX, KOHMPOAEp OAHHbIX, PACNOPAOUmMenb OaHHLIX,
Ku6equu3ultecmﬂ cucmema, 9OIEeKmpOHHA:A  cucmema 3()pa600xpaHesz,
onepamop Kubepghuzuuecxo cucmemsi.

The Article analyzes the issues of the personal data protection in
accordance with the Regulation (EU) 2016/679 of the European Parliament
and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (Regulation) and in accordance with
the Ukrainian Law “On the personal data protection” [4] as an integral part
of secure, reliable, resilient, confidential cyber physical systems functioning in
such fields as smart manufacturing, traffic management, energy with the
emphasis on the healthcare. Various elements of the personal data processing
are analyzed, the conditions of lawful processing, fundamental rights and
freedoms of the personal data subject with certain exceptions are analyzed, the
obligations of the supervisory authority, data controller and data processor
according to the Regulation in comparison with the legal status of personal
data possessor and personal data processor according to the Law [4] are
assessed. Also the comparison of the rights of certain legal persons and
associations to prepare codes of conduct in the field of the personal data
protection with the relevant rights of the professional, self-governing
associations according to the Law [4] is made. Besides the authority of the
Commissioner of the Verkhovna Rada of Ukraine on human rights is analyzed
and the propositions as to the additional authority of the Commissioner and
other mechanisms of public management with regard to the personal data
protection in the field of cyber physical systems are made. The propositions for
imposing of administrative responsibility in the form of fines on the data
possessor and the data processor as well as a CPS operator are made.

Keywords: personal data protection, personal data subject, data
controller, data processor, cyber physical system, the electronic healthcare
system, cyber physical systems operator.
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The general articulation of the issue and its connection with the important
research and practice tasks. More than ten years ago in the world has emerged the
concept “cyber physical system” and till today cyber physical systems have developed
in various fields such as smart manufacturing, energy (smart grid), traffic
management, healthcare etc. Cyber physical systems are smart systems that include
engineered interacting networks of physical and computational components [1]. The
essential requirements to functioning of these systems are safety, security, reliability,
resilience, confidentiality. Automated decision-making, including profiling in the
personal data processing constitutes a significant part of cyber physical systems
functioning. As the personal data is processed automatically, computations are
performed in the “cloud” in the network of distant servers, there is a risk of various
cyber threats and real cyber attacks on certain cyber physical system which may cause
a damage or losses to the personal data subject as a result of unlawful destruction, use,
alteration or disclosure of the personal data. The Ukrainian legislation does not contain
the concept ‘“cyber physical system”. The unsolved problem in the Ukrainian
legislation is the recognition of the personal data subject as a central element of any
cyber physical system and the necessity of ensuring balance between the fundamental
rights and freedoms of the personal data subject and the rights of the data possessors,
data processors, data protection officials, the authority of the Commissioner of the
Verkhovna Rada of Ukraine on human rights who gain access to the personal data by
means of personal data subject consent. Thus the important issue is the clear definition
of the responsibility of the data possessors, data processors, data protection officials as
well as CPS operators with regard to the personal data protection and the necessity of
determining the body which shall have the authority to impose administrative fines on
the guilty person. The abovementioned features of cyber physical system characterize
the topicality of the scientific research of the mechanisms of public management of
cyber physical systems functioning and their normative-legal regulation as an element
of public management.

The analysis of recent research and publications regarding the issues this
Article deals with (identification of parts of the general problem that have not been
previously addressed). In this Article the Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (Regulation) [5] is analyzed which is applied from
25 May 2018 and is binding in its entirety and directly applicable in all Member
States. The comparative analysis of the Regulation with the Ukrainian Law [4] which
refers to various elements of the processing of personal data in different processing
systems, to the rights and obligations of the data controller, the data processor, the
supervisory authority with regard to ensuring lawful, secure, confidential processing of
personal data is made. The unsolved problem in the Ukrainian legislation is the
recognition of the personal data subject as a central element of any cyber physical
system and the necessity of ensuring balance between the fundamental rights and
freedoms of the personal data subject and the rights of the data possessors, data
processors, data protection officials, the authority of the supervisory authority who
gain access to the personal data by means of personal data subject consent. Another
unsolved problem is the issue who will bear responsibility in the instance of the
accidental or unlawful loss, destruction, use, alteration, disclosure of personal data to
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third parties without personal data subject consent and what body will have the
authority to impose administrative fines or initiate criminal procedure against suspect
in cases of incurred damages or losses to the personal data subject. The role of the
Commissioner of the Verkhovna Rada of Ukraine on human rights in the protection of
rights of personal data subject in the field of cyber physical systems functioning as
well as the authority in case of any cyber attacks and cyber threat to the security of
personal data should also be clearly defined.

The purpose of the Article. The purpose of the Article is to analyze the personal
data protection in accordance with the Regulation [5] in comparison with the Law “On
the personal data protection” [4]. This analysis is aimed at the revealing of the
progressive provisions of the Regulation which refer to the various elements of the
processing of personal data in different processing systems (including cyber physical
systems), to the rights and obligations of the data controller, the data processor, the
supervisory authority with regard to ensuring lawful, secure, confidential processing of
personal data. Also the purpose of the Article is to analyze the authority of the
Commissioner of the Verkhovna Rada of Ukraine on human rights and to suggest
additional authority in personal data protection in the field of cyber physical systems
functioning.

Presentation of the main research material. In the scientific paper [2] by the
scientists of Riga Technical University the following definition of cyber-physical
system is proposed: “Cyberphysical systems (CPSs) are complex engineering systems
that rely on the integration of physical, computation, and communication processes to
function”.

CPSs integrate computing, communication, data storage with real world’s
objects and physical processes. All the above-mentioned processes must occur in real-
time, in a safe, secure and efficient manner.

In this Article emphasis is made on the analysis of specifics of personal data
protection in the area of medical cyber-physical systems.

CPS sensors generate the sensitive data that must be protected and shared only
in a secure manner. The rapid development of wireless sensor networks, medical
sensors and cloud computing systems makes cyber-physical systems impressive
candidates for use in inpatient and outpatient health care improvement [2].

Health Level 7 is a group of standards for the exchange, integration, sharing,
and retrieval of electronic health information [2]. Currently, there are no standards and
regulations, which relate directly to healthcare cyber-physical systems.

In healthcare facilities only certified cyber-physical systems must be in use.

The Regulation [5] is applied from 25 May 2018. The Regulation indicates that
it shall be binding in its entirety and directly applicable in all Member States.

Ukraine has adopted the Law “On the ratification of the Convention for the
protection of individuals with regard to automatic processing of personal data and the
Additional protocol to the Convention for the protection of individuals with regard to
automatic processing of personal data with regard to the supervisory bodies and to the
transborder flow of data” [3].

In accordance with the Law [3] the body which is imposed the authority
according to the Article 13 of the Convention is the Commissioner of the Verkhovna
Rada of Ukraine on human rights. In conformity with the Law [3] this Law enters into
force simultaneously with the entrance into force of the Law [4] on 01 January 2011.
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In accordance with the Law [4] this Law applies to the processing of personal
data carried out in whole or in part with the use of automated means, as well as to the
processing of personal data contained in the card index or intended to be added to the
card index, using non-automated means. The same provision is stated in the Article 2
of the Regulation.

According to the Article 2 of the Law [4] personal data is the information or a
set of information about an individual that is identified or can be specifically
identified. According to the Article 4 of the Regulation [5] “personal data” means any
information relating to an identified or identifiable natural person (“data subject”); an
identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural
person.

In comparison with the definition of the concept “personal data” contained in
the Regulation the definition of this concept contained in the Law is rather simplified.
The factors specific to the physical, physiological, genetic, mental, economic, cultural
or social identity of the natural person should be also taken into account in developing
the definition of the concept “personal data”.

The Article 2 of the Law [4] contains the concept “personal data processing”
which consists of many elements and among others of the concept “depersonalization”
and “dissemination”, which in turn, includes the concept “realization”. The concept
“personal data depersonalization” means extracting information that allows you to
directly or indirectly identify a person. The Regulation [5], on the other hand, does not
contain concepts “personal data realization” and “depersonalization”.

In accordance with Article 4 of the Regulation “pseudonymisation” means the
processing of personal data in such a manner that the personal data can no longer be
attributed to a specific data subject without the use of additional information, provided
that such additional information is kept separately and is subject to technical and
organizational measures to ensure that the personal data are not attributed to an
identified or identifiable natural person [5].

The Ukrainian law [4] does not contain the concept “pseudonymisation”,
however to the author’s opinion this concept is extremely important in personal data
protection in different areas as well as in the operation of cyber physical systems.
Therefore, the concept “personal data depersonalization” should be substituted in the
Ukrainian law with the concept “pseudonymisation” with the abovementioned
definition.

In accordance with the Article 4 of the Regulation [5] ‘profiling’ means any
form of automated processing of personal data consisting of the use of personal data to
evaluate certain personal aspects relating to a natural person, in particular to analyze or
predict aspects concerning that natural person's performance at work, economic
situation, health, personal preferences, interests, reliability, behavior, location or
movements.

It can be concluded from the abovementioned concept that “profiling” can be
performed in cyber physical systems in such areas as healthcare, energy (smart grid),
traffic management etc. The Ukrainian law does not contain the concept “profiling”.
This concept should be introduced into the law with the abovementioned definition.
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According to the Article 4 of the Regulation [5] “personal data breach” means a
breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to, personal data transmitted, stored or otherwise
processed. The Ukrainian law does not contain the concept ‘‘personal data breach’’
and it should be introduced into the Law for the ensuring of better legal regulation of
the personal data protection as a mechanism of public management.

In accordance with the Article 4 of the Law [4] the subjects of the relationship
connected with the personal data are: personal data subject, personal data possessor,
personal data processor, third party, Commissioner of the Verkhovna Rada of Ukraine
on human rights.

There is a difference in meaning of the concept ‘processor’ in accordance with
the Regulation and the concept “data processor” in accordance with the Ukrainian
Law. According to the Regulation [5] the concept “processor” means a natural or legal
person, public authority, agency or other body which processes personal data on behalf
of the controller. According to the Law [4] the concept “data processor” means only a
natural or legal person who is given by the possessor or by the legislation a right to
process personal data on behalf of the possessor.

Article 5 of the Regulation [5] defines certain Principles relating to processing
of personal data. It is indicated that personal data shall be: (a) processed lawfully,
fairly and in a transparent manner in relation to the data subject (‘lawfulness, fairness
and transparency’); (b) collected for specified, explicit and legitimate purposes and not
further processed in a manner that is incompatible with those purposes (‘purpose
limitation’); (c¢) adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed (‘data minimization’); (d) accurate and, where
necessary, kept up to date; (‘accuracy’); (e) kept in a form which permits identification
of data subjects for no longer than is necessary for the purposes for which the personal
data are processed; (‘storage limitation’);(f) processed in a manner that ensures
appropriate security of the personal data, including protection against unauthorized or
unlawful processing and against accidental loss, destruction or damage, using
appropriate technical or organizational measures (‘integrity and confidentiality”).

All these principles are crucial to the processing of personal data in any kind of
legal relationship between the natural and legal persons, public authority and other
subjects as well as in the operation of cyber physical systems. However the principle
“integrity and confidentiality” is one of the most important principles and is ensured
by the appropriate technical characteristics in the design of CPS. If this principle is not
ensured in the design of CPS these systems will be subject to cyber attacks of different
levels of complexity with the subsequent damage to the secure, reliable, resilient
functioning of CPS and confidential processing of the personal data will not be
guaranteed.

In accordance with the Article 6 of the Regulation [5] processing shall be lawful
only if and to the extent that at least one of the following applies: (a) the data subject
has given consent to the processing of his or her personal data for one or more specific
purposes; (b) processing is necessary for the performance of a contract to which the
data subject is party or in order to take steps at the request of the data subject prior to
entering into a contract; (c) processing is necessary for compliance with a legal
obligation to which the controller is subject; (d) processing is necessary in order to
protect the vital interests of the data subject or of another natural person; (e)
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processing is necessary for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller.

In conformity with paragraph 1 of the Article 9 of the Regulation [5] processing
of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, data
concerning health or data concerning a natural person's sex life or sexual orientation
shall be prohibited. There is an exception from this rule according to paragraph 2 if
processing is necessary for the purposes of preventive or occupational medicine, for
the assessment of the working capacity of the employee, medical diagnosis, the
provision of health or social care or treatment or the management of health or social
care systems and services on the basis of Union or Member State law or pursuant to
contract with a health professional.

Thus it can be concluded that personal data may be processed in case when a
patient is provided a distant medical supervision by means of special cyber physical
systems on the basis of Union or Member State law or pursuant to contract with a
health professional.

In accordance with paragraph 3 of the Article 9 of the Regulation [5] personal
data referred to in paragraph 1 may be processed for the purposes referred to in point
(h) of paragraph 2 when those data are processed by or under the responsibility of a
professional subject to the obligation of professional secrecy under Union or Member
State law or rules established by national competent bodies or by another person also
subject to an obligation of secrecy under Union or Member State law or rules
established by national competent bodies.

That means the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health for the purpose of the
management of health or social care systems (which can be considered cyber physical
systems) and services may only be carried out by or under the responsibility of a
medical professional who has an obligation not to disclose special categories of
personal data.

Article 9 of the Regulation also contains the provision that Paragraph 1 shall not
apply if processing is necessary for reasons of public interest in the area of public
health, such as protecting against serious cross-border threats to health or ensuring
high standards of quality and safety of health care and of medicinal products or
medical devices, on the basis of Union or Member State law which provides for
suitable and specific measures to safeguard the rights and freedoms of the data subject,
in particular professional secrecy [5].

According to the Article 16 of the Regulation [5] the data subject shall have the
right to obtain from the controller without undue delay the rectification of inaccurate
personal data concerning him or her. The Ukrainian law does not contain the concept
rectification of personal data within the concept data processing.

The Ukrainian Law [4] contains the general requirements to the personal data
processing and the special requirements to the personal data processing.

According to the Article 6 of the Law [4] the general requirements to the
personal data processing are: the personal data shall be accurate, authentic and shall be
renewed if necessary with regard to the purpose of their processing; the composition
and content of the personal data shall be relevant, adequate and not excessive with
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regard to the defined purpose of their processing; the processing of confidential
information about the natural person is not allowed without his or her consent with the
exceptions defined by the legislation and only in the interests of national security,
economic welfare and the rights of people; the personal data are processed in a form
that allows the identification of the relevant natural person not longer than it is
required for the legal purpose of their collection or further processing.

The special requirements to the personal data processing are defined in the
Article 7 of the Law [4]. In conformity with the Article 7 of the Law the processing of
the personal data with regard to the racial or ethnic origin, political, religious or
philosophical beliefs, political parties or trade union membership, conviction of a
criminal punishment and data concerning health, sex life, genetic data, biometric data
shall be prohibited.

The provisions of paragraph 1 of this Article shall not apply if the processing of
personal data: 1) is carried out on condition that the personal data subject has given an
unambiguous consent to the processing of such data; 2) is required for the justification,
satisfaction or defence of legal claims; 3) is necessary for the purpose of healthcare,
establishment of a medical diagnosis, for the provision of care or treatment or the
provision of medical services, the functioning of the electronic healthcare system,
provided that such data are processed by a medical worker or other person of the
healthcare institution or an entrepreneur who has received a license for the conduct of
economic activity in medical practice and by his or her employees who are imposed
obligations for the ensuring of the personal data protection and who are subject to the
legislation on the medical secrecy, 4) refers to data which were clearly made public by
the personal data subject.

From the abovementioned follows that the processing of data concerning health,
genetic data, biometric data and other special categories of personal data shall be
allowed, among other instances, if it is required for the establishment of a medical
diagnosis, the functioning of the electronic healthcare system which can be considered
as a special CPS for the provision of distant medical supervision. The essential
requirement of such processing of the personal data is the obligation of medical
worker not to disclose or otherwise unlawfully use the personal data of a patient (who
Is a personal data subject). Today such means of distant medical assistance is called
telemedicine.

In conformity with Paragraph 1 of the Article 22 of the Regulation [5,43] the
data subject shall have the right not to be subject to a decision based solely on
automated processing, including profiling, which produces legal effects concerning
him or her or similarly significantly affects him or her. Paragraph 1 shall not apply if
the decision: (a) is necessary for entering into, or performance of, a contract between
the data subject and a data controller; (b) is authorized by Union or Member State law
to which the controller is subject and which also lays down suitable measures to
safeguard the data subject's rights and freedoms and legitimate interests; or (c) is based
on the data subject's explicit consent.

The similar provision is laid down in the Article 8 of the Law [4] which
emphasizes that the personal data subject shall have the right to the protection from the
automated decision which produces legal effects concerning him or her.

For instance, in CPS personal data is automatically processed in order to fulfil
the functions of CPS in certain areas of deployment. Automated processing and
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computation are performed in the cloud (with many distant servers) and are inevitable
for the appropriate functioning of CPS. However, these operations in the cloud may
constitute a risk of personal data breach and to avoid such consequences an
appropriate technical measures should be taken by the CPS operator in order to ensure
security and confidentiality of the personal data.

In accordance with Article 32 of the Regulation [5] taking into account the state
of the art, the costs of implementation and the nature, scope, context and purposes of
processing as well as the risk of varying likelihood and severity for the rights and
freedoms of natural persons, the controller and the processor shall implement
appropriate technical and organizational measures to ensure a level of security
appropriate to the risk, including inter alia as appropriate: (a) the pseudonymisation
and encryption of personal data; (b) the ability to ensure the ongoing confidentiality,
integrity, availability and resilience of processing systems and services; (c) the ability
to restore the availability and access to personal data in a timely manner in the event of
a physical or technical incident; (d) a process for regularly testing, assessing and
evaluating the effectiveness of technical and organizational measures for ensuring the
security of the processing.

In accordance with paragraph 3 of the Article 32 of the Regulation adherence to
an approved code of conduct as referred to in Article 40 or an approved certification
mechanism as referred to in Article 42 may be used as an element by which to
demonstrate compliance with the requirements set out in paragraph 1 of this Article.

On the basis of the abovementioned it can be concluded that the controller and
the processor implement technical and organizational measures to ensure a level of
security of the personal data which are similar to the technical and organizational
measures to ensure security of the personal data which have to be implemented by the
CPS operator. In particular, it refers to the ability to ensure the ongoing confidentiality,
integrity, availability and resilience of processing systems (which may be considered
as CPSs).

According to the Article 40 of the Regulation the Member States, the
supervisory authorities, the European Data Protection Board and the European
Commission shall encourage the drawing up of codes of conduct intended to
contribute to the proper application of this Regulation, taking account of the specific
features of the various processing sectors and the specific needs of micro, small and
medium-sized enterprises.

In accordance with paragraph 2 of the Article 40 of the Regulation [5]
associations and other bodies representing categories of controllers or processors may
prepare codes of conduct, or amend or extend such codes, for the purpose of
specifying the application of this Regulation, such as with regard to: 1) fair and
transparent processing; 2) the legitimate interests pursued by controllers in specific
contexts; 3) the collection of personal data; 4) the pseudonymisation of personal data;
5) the information provided to the public and to data subjects; 6) the exercise of the
rights of data subjects; 7) the notification of personal data breaches to supervisory
authorities and the communication of such personal data breaches to data subjects; or
8) out-of-court proceedings and other dispute resolution procedures for resolving
disputes between controllers and data subjects with regard to processing.

According to paragraph 5 of the Article 40 of the Regulation [5] associations
and other bodies referred to in paragraph 2 of this Article which intend to prepare a
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code of conduct or to amend or extend an existing code shall submit the draft code,
amendment or extension to the supervisory authority which is competent pursuant to
Article 55. The supervisory authority shall provide an opinion on whether the draft
code, amendment or extension complies with this Regulation and shall approve that
draft code, amendment or extension if it finds that it provides sufficient appropriate
safeguards. Where the draft code, or amendment or extension is approved in
accordance with paragraph 5, and where the code of conduct concerned does not relate
to processing activities in several Member States, the supervisory authority shall
register and publish the code.

In accordance with the Article 27 of the Law [4] professional, self-governing
and other public associations or legal entities may develop codes of conduct for the
purpose of ensuring effective protection of the rights of the data subjects, the
observance of the legislation on the protection of personal data taking into account the
specifics of the processing of personal data in various spheres. In developing such a
code of conduct or making amendments to it, the relevant association or legal entity
may apply for a conclusion to the Commissioner.

The features of the Article 27 of the Law [4] which distinguish it from the
Article 40 of the Regulation [5] are as follows: according to the Article 40 of the
Regulation associations and other bodies representing categories of controllers or
processors have the obligation to submit the draft code, amendment or extension to the
supervisory authority and according to the Article 27 of the Law the relevant
association or legal entity have the right to apply for a conclusion to the
Commissioner; according to the Article 40 of the Regulation the supervisory authority
has the obligation to provide an opinion on whether the draft code, amendment or
extension complies with this Regulation and has the obligation to approve that draft
code, amendment or extension and according to the Article 27 of the Law the
Commissioner of the Verkhovna Rada of Ukraine on human rights has the authority to
provide, upon appeal of professional, self-governing and other public associations or
legal entities, conclusions regarding draft codes of conduct in the field of the personal
data protection and amendments to them.

In accordance with the Article 23 of the Law [4] the Commissioner of the
Verkhovna Rada of Ukraine on human rights has the following authority in the field of
the personal data protection: 1) to receive propositions, complaints of the natural and
legal persons on the issues of the personal data protection and to make a decisions with
regard to them; 2) to carry out on the appeal or on his or her own initiative external or
internal, planned or unplanned audit (control) of the possessors or processors of the
personal data; 3) to receive on his or her demand and to have access to any data
(documents) of the possessors or processors which are required for ensuring of the
personal data protection; 4) to approve the normative-legal acts in the field of the
personal data protection; 5) as a result of the audit or appeal to issue mandatory
demands (orders) for the prevention or elimination of the violation of the personal data
protection legislation; 6) to appeal with propositions to the Verkhovna Rada of
Ukraine, the President of Ukraine, the Cabinet of ministers of Ukraine with regard to
the adoption, making amendments to the normative-legal acts in the field of the
personal data protection; 7) to provide on the appeal of the professional, self-
governing or other public associations and legal persons the conclusions on the draft
codes in the field of the personal data protection and alterations to them; 8) to form
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administrative responsibility protocols and to send them to court according to the
legislation.

Accordingly to the Commissioner of the Verkhovna Rada of Ukraine on human
rights has a vast authority in the field of the personal data protection, however the
scope of the rights and obligations of the Commissioner should be reviewed and
expanded with regard to the personal data protection in CPS.

Conclusions and the prospects of the further research. According to the
definition of the concept “controller” in the Regulation [4] it has the same meaning as
the concept “possessor” in the Ukrainian Law [4].

On the basis of the abovementioned the controller as well as the possessor shall
ensure the appropriate safeguards to the personal data protection, which may include
encryption or pseudonymisation. The essential requirement to the security and
confidentiality of the personal data in any kind of processing systems (including CPS)
is that different types of personal data relating to a relevant natural person shall be kept
separately in order to avoid easy establishment of that person and an obligation of
professional secrecy shall be strictly observed by the controller as well as the
POSSESSOr.

The possessor as well as the controller shall appoint a data protection official
who has a required level of expertise in order to assess the observance of the
fundamental rights and freedoms of the personal data subject and in case of any
infringement of these rights and freedoms shall demand the action to be taken by the
possessor to stop the unlawful processing of the personal data and to return to the
required state of processing of the personal data.

The responsibility of the possessor and processor as well as of CPS operator for
the personal data breach shall be clearly defined and administrative fines shall be
imposed on the guilty natural or legal person. A criterion shall be developed for
imposing a certain type of administrative fines and the appropriate amendments shall
be made to the Code on the administrative offences of Ukraine as the mechanism of
public management, in particular in the field of CPS functioning.

Automated decision-making, including profiling in the personal data processing
constitutes a significant part of CPS functioning. Taking into account the existence of
various types of CPS, which are not interoperable, in different fields, such as energy,
manufacturing, traffic management, healthcare, a specific codes of conduct should be
developed in every field of their deployment. And the workers with the sufficient level
of expertise have to ensure reliable, secure, resilient, confidential functioning of the
relevant CPS. The state, in turn, has to develop a typical principles of any CPS
functioning and to ensure training of highly qualified workers on the newly created
working places.

CPS operator as a data possessor or a data processor shall ensure by all
technical and organizational means the appropriate level of confidentiality in the CPS
functioning. The Commissioner of the Verkhovna Rada of Ukraine on human rights
shall be entitled with a right and an authority to assess the level of the protection of
personal data in CPS. Also the Commissioner shall include the report on the state of
the observance of the personal data protection in CPS into the annual report of the
Commissioner.

Consequently we can come to a conclusion that the data subject is the central
element of any cyber physical system functioning and his or her fundamental rights
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and freedoms are strictly observed in any developed country of the world and in some
cases even if the data subject has given his or her consent to the processing of special
categories of personal data the prohibition to their processing cannot be lifted.

Further research is required in the field of the personal data protection with the
emphasis on the peculiarities of functioning of various CPS with a strict cooperation of
CPS operators, personal data subjects, data controllers and data processors, data
protection officials, supervisory authorities with optimization of interrelation of the
obligations of professional secrecy of certain subjects with the ensuring of availability
of high quality services.
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The Article analyzes the issues of the personal data protection in accordance
with the Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive
95/46/EC and in accordance with the Ukrainian Law “On the personal data protection”
as an integral part of secure, reliable, resilient, confidential cyber physical systems
functioning in such fields (industries) as smart manufacturing, traffic management,
energy (smart grid) with the emphasis on the healthcare.

Various elements of the personal data processing are analyzed, the conditions of
lawful processing, fundamental rights and freedoms of the personal data subject with
certain exceptions are analyzed, the obligations of the supervisory authority, data
controller and data processor according to the Regulation in comparison with the legal
status of personal data possessor and personal data processor according to the
Ukrainian Law are assessed.

The controller as well as the personal data possessor shall ensure the
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appropriate safeguards to the personal data protection, which may include encryption
or pseudonymisation.

Also the comparison of the rights of certain legal persons and associations to
prepare codes of conduct in the field of the personal data protection according with the
Regulation with the relevant rights of the professional, self-governing associations is
made according to the Ukrainian Law.

Cyber physical systems are smart systems that include engineered interacting
networks of physical and computational components. The essential requirements to
functioning of these systems are safety, security, reliability, resilience, confidentiality.

Automated decision-making, including profiling in the personal data processing
constitutes a significant part of cyber physical systems functioning. There is a risk of
various cyber threats and real cyber attacks on certain cyber physical system which
may cause a damage or losses to the personal data subject as a result of unlawful
destruction, use, alteration or disclosure of the personal data.

The unsolved problem in the Ukrainian legislation is the recognition of the
personal data subject as a central element of any cyber physical system and the
neccessity of ensuring balance between the fundamental rights and freedoms of the
personal data subject and the rights of the personal data possessors, personal data
processors, data protection officials, the authority of the Commissioner of the
Verkhovna Rada of Ukraine on human rights who gain access to the personal data by
means of personal data subject consent.

The responsibility of the personal data possessor and personal data processor as
well as of CPS operator for the personal data breach shall be clearly defined and
administrative fines shall be imposed on the guilty natural or legal person.

A criterion shall be developed for imposing a certain type of administrative
fines and the appropriate amendments shall be made to the Code on the administrative
offences of Ukraine as the mechanism of public management, in particular in the field
of cyber physical systems functioning.



