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The paper examines the nature and classification of cybercrime in the USA. Special attention is paid to legal
aspects of cybercrime and cyber evidence. Procedural issues for obtaining of cyber evidence is given.

The term “cybercritne” is a broad term that is usually
applied to a broad range ofcrimes in which computers are,
in some manner, involved. This term, however, is vague
and actually refers to a collection of dissimilar forms of
criminal conduct that are powered by different motives. Iri
this sense the term “cybercrime” is no different from the
imprecise terms used to describe other forms of loosely
related but analytically distinct criminal conduct. The
term, “murder,” for example, actually describes a number
of different types of unlawful killing, e.g. first degree
murder, second degree murder, and felony murder, all of
which are powered by disparate motives, e.g. rage, greed,
in some instances thrill, and money. Just as it is helpful to
distinguish between the different forms of that collection
of criminal conduct we broadly but imprecisely call mur-
der, it is equally helpful to distinguish between the differ-
ent forms of criminal Conduct we broadly and imprecisely
call cybercrime.

Every computer system is threatened by the large
number of crimes we call cybercrimes, but every com-
puter system does not face an equal risk of being victim-
ized by all of those crimes. An engineering firm that de-
signs parts for diesel locomotives, for example, faces a
low risk of attacks from hacktavists and cyberterrorists
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and a high risk of having its computer system targeted for
industrial espionage Understanding the distinctions be-
tween the various types of cybercrimes and the differing
motives of cybercrimes perpetrators permits an intelligent
evaluation of the threats they pose to different cybersys-
tems. This type of threat analysis also facilitates an intelli-
gent and efficient allocation of anti-cybercrime resources
to the specific threats faced by a cybersystem, permits law
enforcement to better focus its resources when investigat-
ing a particular cybercrime, and can assist lawmakers in
designing more effective statutes to fight cybercrime.

This article is divided into two parts. Part one exam-
ines the nature of cybercrime, i.e. the different groups of
offenses that are usually referred to as cybercrimes, and
part two examines the types of persons who perpetrate
cyberoffenses and briefly discusses the types of statutes
used to prosecute them3.

1. The Nature of Cybercrimes

Many people in law enforcement identify three distinct
groups of cyberoffenses. A) offenses where the computer
is the target of a crime, B) offenses where the computer is
the tool used to commit the crime; and C) offenses where
the computer is the repository of evidence ofa crime This
section of the article examines the differences between
each of these groups. It should be noted, however, that
these are not rigid categories and that as committed a par-
ticular cybercrime may actually be a hybrid of two or
more of these offense types. Thus, for example, when a
taxpayer’s computer contains records reflecting his true
sales and he uses his computer to electronically file a tax
return that falsely understates gross sales, the computer is
both the tool used to commit the crime oftax fraud and the

Beeause of the federal system of government in the
United States the vast majority of the cybercrime committed in
the United States is investigated and prosecuted by the states
and using state law Most of the statutes discussed here are
Illinois statutes. Some American states have more experience
than others in writing criminal statutes for cybercrime and in
investigating and prosecuting cybercrime. As one of the larger
industrial stales and with Chicago and its large financial and
commodities markets, Illinois is probably ahead of most
American states in terms of cybercrime statutes and
eybercrime investigation and prosecution.
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repository of evidence ofthat crime.

A. Computer as Target of Crime

One commonly identified category of cybercrime con-
sists of those forms of criminal conduct in which the vic-
tim’s computer is the actual target of the perpetrator’s
actions In this type of offense the perpetrator's purpose is
not to steal data or software, but is, instead, to alter the
data or the software contained in the victim’s computer. A
common example ofa computer as target offense is where
the perpetrator accesses the victim’s computer for the pur-
pose of planting a destructive virus.

Other examples of computer as target offenses are de-
nial of service attacks, such as when the perpetrator directs
hundreds of messages to a victim’s computer system so
that the victim’s customers are unable to access it, and
business operations attacks, such as where a perpetrator
accesses a pipeline company’s computer and alters the
program that controls the delivery and destination of oil or
where a perpetrator accesses a power company’s com-
puter tor the pudgose of disrupting the delivery of electric
power.

Computer as target crimes are usually not engaged in
for the pudose of financial gain In most instances they
are engaged in for the pudose of disrupting business or
governmental operations4. This disruption can be expen-
sive. One leading American manufacturer that is a fre-
quent target of cyberattacks calculates that it costs the
company more than $157,000 per hour for each hour that
its system is down.

B. Computer as Tool to Commit an Offense

A second commonly identified group of cybercrimes
consists of traditional offenses that are committed by us-
ing a computer. Usually these traditional offenses include
crimes such as embezzlement, forgery, theft, or gambling.
A strong argument can be made that when these types of
offenses are committed with the use of a computer they
are not cybercrimes at all and should, in fact, be consid-
ered as nothing more than traditional crimes committed by
a different means. Murder is classified as murder without
regard to the means used to commit it, and there does not
seem to be a strong reason to think of a traditional crime
such as forgery as being different just because a computer
is used to commit it. The cybercrimes in this group are the
most frequently committed types of cybercrimes.

In some instances the crime committed with the com-
puter may not, for technical or other reasons, fit within the
statutory definition of a traditional offenses even though
the result brought about by the use of the computer is
clearly within the concept of a traditional criminal statute
Thus, whether forgery committed with a computer in-
cludes the making of a false electronic record may depend
on how the term “document” is defined in the a forgery

4In some instances the disruption may result in pecuniary
gain to the perpetrator Such gain, if the perpetrator considers
it at all, is almost always a secondary consideration.
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statute and whether using a computer to steal data or trade
secrets constitutes theft will depend on whether the term
“property” in a theft statute includes intangible property.

C. Computer as Repository of Evidence of a Crime

The third commonly identified group of cybercrimes
crimes consists of offenses in which a computer is simply
a repository of evidence of some type of offense. An ex-
ample of this category of cybercrime is the drug dealer
who, like any legitimate businessman, keeps his financial
records and customer lists in a personal computer. Ana-
lytically, it seems incorrect to classify almost any of these
types of offenses as cybercrimes because, with the excep-
tion of those cases such as child pornography where mere
possession of the electronically stored image is a crime, a
computer is not involved in their commission.

Most of the repository type offenses are what might be
called criminal enterprise offenses in which the perpetrator
is engaged in some type of illegal business such as drug
dealing, prostitution, or illegal arms sales and keeps his
records electronically5. This category of offenses also in-
cludes legal income offenses such as tax evasion where
the perpetrator is engaged in a legal business but evades
taxes and keeps his true business records in an electronic
format Finally, this category of offenses also includes
contraband offenses where the computer contains materi-
als, such as child pornography, in an electronic form that it
is illegal to possess.

Repository offenses pose several challenges for law
enforcement, the most important of which is how to ac-
quire the electronically stored evidence. Should investi-
gators obtain a search warrant authorizing them to seize
the contents of the computer or a search warrant that
authorizes them to seize the computer itself? When the use
of personal computers for the storage of business records
first became widespread, law enforcement almost always
sought to seize the computer. Seizure of a business’s
computers often created problems because it usually re-
sulted in a shutdown or a major disruption of the targeted
business. One result of this was that judges were some-
times reluctant to issue a computer search warrant or de-
manded more evidence of probable cause than they re-
quired for traditional search warrants.

To avoid those problems, in legal business investiga-
tions search warrants now are generally sought only for
the data in the computer rather than for the computer it-
self. In these cases hard drives are mirror imaged at the
search site. When, however, law enforcement is investi-
gating a criminal enterprise where there is little concern
about and usually even a desire to shut down the illegal
business, law enforcement continues to seek search war-
rants for the computer itself.

"Those engaged in criminal cntcqgiriscs, no less than those
engaged in a legal enterprise, must keep accurate business
records or, like the proprietors of legal enterprises, they will
soon be out of business.
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A second problem faced in repository offenses is when
the evidence is not stored in the computer for which the
search warrant is sought, but is, instead, stored in some
other offsite computer or server which the computer to be
searched is configured to access. A search warrant issued
for a specific computer or computers does not authorize
the search of a server or other computer not described in
the warrant nor does such a warrant, without more,
authorize using that computer to search other offsite com-
puters or servers. To address this so-called “server prob-
lem,” when law enforcement seeks a search warrant for
data in a particular computer, it includes within the peti-
tion for the search warrant a request that the search war-
rant be for that computer andfor any server which that
computer is configured to access. That language allows
law enforcement to access offsite servers that may actually
contain the evidence or contraband being sought.

When the server is located outside the jurisdiction of
the sovereign issuing the search warrant there may, of
course, be a question about whether the search of the ex-
tra-territorial server is legal under the laws of the sover-
eign in which the server is located. At least under Ameri-
can law an argument can be made that this is an irrelevant
issue.

Historically, the common law was unconcerned with
whether or not evidence ofa crime was obtained illegally6.
As long as evidence could be authenticated it was admis-
sible without regard to how it was obtained7. The exclu-
sionary rule8 was formulated to bar the introduction of
evidence obtained in violation of the United States Con-
stitution7 Evidence obtained pursuant to a properly issued
search warrant, even if that evidence was obtained by ac-
cessing a server located within the boundaries of a differ-
ent sovereign and in violation of the laws ofthat sovereign
would not have been obtained in violation of American
statutory or constitutional law and thus theoretically,
should not be subject to the exclusionary rule.

Finally, in repository offenses the use of a computer
forensics expert is critical to ensuring that the evidence
downloaded or printed out from the computer will be ad-
missible. When executing the cyber search warrant law
enforcement officers should be instructed not to touch the
computer or anything in the room in which the computer
is located, including light switches, until the computer

AUnited States v. Blue, 384 U.S. 251 (1966); Olmstead v.
New York, 277 U.S. 438 (1928).

d.

®The exclusionary rule is a judicially crafted rule that
requires suppression of illegally obtained evidence. In the case
of unconstitutionally obtained evidence the rule requires that
the evidence as well as any evidence obtained from leads
developed from that evidence be suppressed. This is called the
“fruit of the poisonous tree” doctrine.

fakas v. lllinois, 439 U.S. 128 (1978).
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forensics expert has secured the computer itselfl0 Once
the area to be searched has been secured the computer
forensics expert should be the next law enforcement offi-
cer to enter the area where the computer is located

2. Cybercrime Threat Sources

Cybersystems are subject to criminal threats from nu-
merous type of cybercriminals. Generally cybercriminals
can be grouped into three broad threat categories. These
threat categories are distinguished primarily by the motive
that powers the conduct of the perpetrators. The three
threat sources are: A) hacker threats; B) traditional crimi-
nal threats: and C) ideological threats. This section of the
article looks at the perpetrators of the crimes in each of
these threat categories and examines the prosecutorial and
judicial responses to them. It should be noted that the
threat categories discussed below are neither rigid nor
completely discrete and that sometimes there is overlap
and crossover between them. Thus, for example, a hacker
can move into the traditional criminal threat category if he
begins to hack for pecuniary gain.

A. Hacker Threat

Hackers are persons who are motivated by the intel-
lectual challenge of breaking into a computer system and
by what some hackers describe as the “cerebral rush” that
comes with a successful break in. Hackers are distin-
guished from traditional criminals by the fact that they do
not engage in their conduct for direct pecuniary gain and
are different from cyber-ideologs because they are not
acting for ideological or political reasons. None of this is
meant to suggest that the hackers are benign cybemerds.
Frequently hackers are destructive and take pleasure in
demonstrating their power by disrupting a computer sys-
tem or network.

Some hackers and some observers of the cyberworld
like to distinguish between so called “white hat” hackers
and “black hat” hackers1l White hat hackers see them-
selves as “good guys” because after they break into a
computer system they notify their victim of its security
flaws.

Within the white hat category there are really two sub-
categories of hackers. One category is the so-called per-
missive hacker. Permissive hackers break into a computer
system with the consent of the system owner and then
advise the owner about the security defects they find.

I0Some  sophisticated  criminal  enterprises  have
programmed computers to destroy data at the touch of any key
on a keyboard or the flick of a light switch in a room that is
not preceded by entry of a password or code. More recently,
terrorists have added explosives to the mix so that the flick of
a light switch before entry of a password or code into a
computer will set off an explosion that destroys the computer
and Kills those inthe room or building.

“These labels are drawn from stereotypies found in old
American western movies in which the hero or “good guy”
almost always wore a white cowboy hat and the antagonist or
“bad guy” almost always wore a black cowboy hat.
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Categorizing this type ofhacker as a hacker at all seems to
be analytically incorrect. A person who is retained to
break into a building to test an alarm system is not called a
white hat burglar. Indeed, he is not called a burglar at all
He may be a security consultant, but the consensual nature
of the break-in takes him out of the burglar category. To
suggest that it should be otherwise in the cyberworld
would seem to be intellectually lazy and blur the impor-
tant distinction between a legal cyber-entry and an illegal
one.

The other category of white hat hacker is the non-
permissive hacker This type of hacker breaks into a com-
puter system without the consent of the owner and then
notifies the owner of the security flaws he finds. The non-
permissive hackers’ motives are, however, not completely
altruistic because most are hoping they will be offered a
reward or a job for their work. In the real world such a
person at a minimum be considered a trespasser who has
committed a tort for which he may be sued civilly and a
crime for which he may be criminally prosecuted12 Also
in the real world, such conduct would most probably be
viewed by many as nothing more than a subtle form of
extortion. Why it should be seen as anything different in
the cyberworld is unclear. Thus, non-permissive white hat
hackers might more appropriately be classified as gray hat
hackers or worse because they are engaging in illegal con-
duct and are doing so for other than completely altruistic
reasons.

The other category of hacker, the so-called black hat
hacker, breaks into computer systems for the thrill or do-
ing so and does damage to or alters software, data, or sys-
tems.

Hackers, who are usually 15 to 24 years old, are virtu-
ally always an external threat source and are usually male.
Indeed, one study done by professor Nicholas Chandler of
Queensland University of Technology in Brisbane, Aus-
tralia suggests that 95 % of all hackers are male. Many
hackers erroneously believe that if they are caught before
they reach age 18 they will be prosecuted under the much
more lenient juvenile justice statutes. As result quite a few
hackers quit hacking when they reach 1813

12Some commentators argue that the real world concept of
trespass does not work in the cyberworld. Even if one rejects
the application of the trespass concept in the cyberworld, the
idea that unauthorized entrylinto parts of a cyber system that
are closed to the hacker and others should give rise to civil and
criminal liability does not seem to be an unreasonable or
unwarranted extension of the civil and criminal law.

I3The hacker's belief about juvenile prosecution is
incorrect. Under the law of many American states persons
under the age of 18 may be prosecuted as adults. In Illinois 17
year olds who commit crimes are subject to prosecution as
adults. In one Illinois cybercrime investigation the 17 year old
perpetrator defiantly told the investigator that he was 17 and
nothing was going to happen to him. That perpetrator was
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There are a number of informal and formal responses
that can be made to the hacker threat. The most important
and probably the only informal response to the hacker
threat is for systems owners to greatly increase the sophis-
tication and strength oftheir cyber-security systems.

The criminal justice system, however, has a host of
formal responses to the hacker threat. In Illinois, one of
those responses was the adoption of a statute that creates a
crime called Computer Tampering.14 This statute crimi-
nalizes accessing a computer without authority and con-
tains sanctions of graduating severity (from misdemean-
orsi5to low level felonieslf) depending upon whether the
conduct involves access only, access and obtaining data or
programs, access and damaging data or programs, or ac-
cess and insertion of data or a program. lIllinois has also
created an offense called Aggravated Computer Tamper-
ingl7 This offense makes it a Class 2 felony to access a
computer and disrupt vital government service, public
utility service, or create a strong probability of death or
great bodily harm.

Besides the specifically defined computer offenses,
other criminal charges that are frequently brought, de-
pending on the hacker’s conduct, are forgery for creating
false electronic records, i.e. records that are initially cre-
ated electronically and stored electronically and which are
altered while in electronic form18

unpleasantly surprised when he was charged as an adult and
learned that he was old enough to be sent to prison.

Wil. Comp. Stat.. Ch. 720, 8§5/16D-3.

bA misdemeanor in Illinois is an offense for which the
potential sentence is imprisonment for less than one year |Il.
Comp. Stat.. Ch. 720, 85/2-11

I6A felony in Illinois is any offense for which the potential
sentence is death or imprisonment for one or more years. lll.
Comp. Stat., Ch. 720, §5/2-7. In Illinois felonies are classified
as Class 4, Class 3. Class 2, Class 1, and Class X with Class 4
felonies being the least serious (Class 4 felonies carry a
potential prison sentence of one to three years imprisonment)
and Class X felonies being the most serious (Class X felonies
carry’ a mandatory minimum sentence of six years
imprisonment, meaning that when a defendant is convicted of
a Class X offense the judge must sentence the defendant to at
least six years in prison The maximum Class X sentence is 30
years imprisonment. See, Ill. Comp. Stat., Ch. 725, 85/5-8-
1(a)(3). There are no Class X cvbercrimes. Certain violent
Class X felonies, such as First Degree Murder also carry a
possibility' of a sentence of death or life imprisonment.

TIl. Comp. Stat., Ch. 720, §5/16D-4.

IsThe crime of Forgery is an excellent example of
updating an old crime to meet a new form of criminal conduct.
Forgery' in |Illinois historically included the making of
counterfeit documents. People v Maii, 377 111 199 (1941);
People v. Fast-West University, 265 111 App.3d 557 (1st Dist.
1994). In the late 1990's the Illinois legislature expanded the
definition of the term *“document” as that term is used in the
Forgery statute so that it includes electronic records as that
term is defined in the Illinois Electronic Commerce Security
Act. See. lll. Comp. Stat. Chap. 720. 85/17-3(c).
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Except in the cases of repeat offenders or cases of se-
rious tampering, jail and prison sentences are seldom
meted out to hackers. In most instances hackers receive
sentences of probation for a period of 30 months with
special conditions. The special conditions of probation
usually require the defendant to pay restitution to the vic-
tim for damage caused by his conduct, perform a specific
number of hours of Sheriffs Work Program19 forfeit the
computer equipment and software used to commit the
crime, and, in some instances, require cooperation of the
defendant in the prosecution of others involved in that or
other crimes. In some instances, another special condition
of probation is that the defendant not own a computer that
is connected to the telecommunications system.

When cooperation is part of the sentence cooperation
is usually defined to mean that the defendant will fully and
truthfully answer all questions that are posed to him by
investigators and that upon the request of the prosecutor,
and without subpoena, the defendant will appear and give
full and truthful testimony before a grand jury, at any
court hearing or trial, and at any administrative proceed-
ing.

B. Traditional Criminal Threat

A second threat category is the traditional criminal
threat. This threat is posed by those who engage in cyber-
crime for pecuniary gain. Thus, while hackers, cyber-
terrorists, cyber-anarchists, and traditional cybercriminals
are all engaging in criminal conduct, the traditionally mo-
tivated cybercriminal is different from other cybercrimi-
nals because the traditionally motivated cybercriminal
commits the offense for monetary gain while the others
are motivated by non-pecuniary or ideological reasons.

Unlike with the other types of cybercrimals, the tradi-
tionally motivated cybercriminal threat is almost always
an internal one. A recent study of traditionally motivated
cybercrime indicates that more than 80 % of the perpetra-
tors are insiders. For law enforcement this presents both a
problem and a benefit: it’s a problem because initially law
enforcement does not know if one or more of the victim’s
employees who they are interviewing is the perpetrator
and it’s a benefit because it means there is a small uni-
verse of people who are the most likely perpetrators.

Generally, decidedly “no-tech” methods are used to
compromise cybersecurity The threat source in this class
of crimes is usually either the disgruntled employee who
steals or passes on information for monetary gain or the

”’Sheriffs Work Program is a sentencing alternative to
incarceration. The sentence is only available in those Illinois
counties where the county sheriff has created such a program.
Offenders sentenced to work in a Sheriffs Work Program
perform different types of physical labor under the direct
supervision of deputy sheriffs. The work performed is of a
nature that benefits the entire community and is almost always
done in public view. Usual forms of work include picking up
garbage from streets or roadsides and clearing snow and ice
from public sidewalks
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duped or blackmailed employee who is tricked or coerced
into breaching cybersecurity. In one instance a perpetrator
feigned romantic interest in a female employee of an in-
surance company and involved her in a scheme which
resulted in a loss to the insurance company of more than
$700,000.

Traditionally motivated cybercriminals usually engage
in several distinct types of criminal offenses. One group of
offenses frequently committed by traditionally motivated
cybercriminals is intellectual property crime. One com-
mon form of intellectual property crime committed by
computer is where a computer is used to steal trade se-
crets20. This form of cybercrime is really nothing more
than what historically has been called industrial espionage
Nation states also engage in this form of cybercrime to
assist their domestic industry in product or technology
development. According to a 1987 report from the U.S.
Central Intelligence Agency, one priority of Japanese for-
eign intelligence in the early 1980's was to obtain infor-
mation about technological and scientific developments in
the United States and Western Europe.

Other forms of intellectual property offenses commit-
ted by traditional cybercriminals involve copyright and
trademark violations. In copyright violations computers
are used to copy and distribute copyrighted materials.
While this form of crime usually is committed in the con-
text of music and video recordings, it can also include the
pirating of written materials. In trademark violations com-
puters are used to counterfeit trademarks that are then
affixed to cheaper, inferior quality goods. Because of the
large sums of money businesses spend to build up good
will for their trademarks and the reputation for quality
which those marks are designed to represent, losses from
this form of cybercrirne can be large but difficult to cal-
culate.

The problem of counterfeit trademarks is merely an
economic one when associated with clothing and other
trademarked items on whose performance human life does
not depend. Trademark counterfeiting can, however, be
life threatening when the counterfeit mark is affixed to
inferior quality goods whose performance is not within
engineering tolerances required to ensure human safety.
Thus, trademark counterfeiting involving pharmaceuticals
and aircraft, automotive, or machinery parts causes not
only a financial loss to the trademark holder, but, poses a
serious danger to the health and safety of the public at
large.

Another form of cybercrime committed by tradition-
ally motivated criminals is fond transfers. In fond transfer
cases the perpetrator causes banks or investment firms to
transfer fimds or to sell securities and transfer the sale

20As the term “trade secrets” is used here that term
includes not only proprietary formulae such as the formula for
Coca Cola, but also proprietary financial, engineering, and
manufacturing data.
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proceeds from the victim’s account to an account con-
trolled by the perpetrator. While fund transfer schemes
may employ a single large transfer, large transfers will
usually raise red flags that will cause attention to be drawn
to them.

A more frequently used alternative to the large fiind
transfer is the deminimis transfer. In demtnimis transfer
schemes the perpetrator causes the transfer of a very small
amount from a large number of account holders. The
amount usually will be less than a dollar or two, an
amount that many account holders may not notice and
which if they do many are likely to ignore. To the extent
victims do complain, because of the small individual
amount involved, the matter will most likely be handled
by low level customer service employees who will not
have sufficient information to see or the motivation to
look for the larger pattern of criminal activity. The result
is that this form of fund transfer scheme is discovered, if
at all, long after the crime has been committed.

Counterfeiting schemes involving negotiable instru-
ments have become a particularly ubiquitous form of cy-
bercrime that has been made easy and inexpensive by the
development of low cost scanners and simple but effective
programs for altering scanned images. One of the most
common of the counterfeiting schemes involves the
counterfeiting and negotiation of checks. In these schemes
the perpetrator buys check stock at an office supply store,
use a computer to create checks drawn on the accounts of
real businesses, and cashes them. By the time the check is
identified as counterfeit2l the perpetrator has moved on to
a different locale and repeated the process.

Computers are also used in connection with the perpe-
tration of various types of fraud schemes. These schemes
include credit card skimming, telecommunications fraud,
and fraudulent investment and loan schemes.

The crime of identity theft which has become rampant,
is one of the few traditionally motivated cybercrimes that
has no pre-cyber era cognate In most instances the indi-
vidual’s financial information is obtained in very simple
and common ways. Among these are so-called “dumpster
dives” in which the identity thieves go through garbage
looking for a person’s bank statements or credit card
statements. Another way of obtaining a person’s financial
identity is for the perpetrators to pay for them. These
payments are made to low level employees who, as part of

n

“‘identification may take several days because of the time
necessary for checks to be processed after negotiation. This is
a particular problem when the checks purport to be drawn on
banks located in parts of the U.S. far from where the check is
negotiated. The problem is exacerbated if the bank on which
the check is drawn honors it. This frequently occurs when a
small denomination check is scanned and is altered to a much
larger amount. In these cases everything on the check except
the amount is correct and it will easily pass through the
banking system. In these cases it is not until the account
holder complains that the counterfeiting is discovered
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their job, handle people’s financial information. These
employees can be hospital admitting clerks, car dealer
employees, mortgage broker employees, and government
clerks at tax and licensing agencies.

In one sophisticated scheme the perpetrators paid hos-
pital admitting clerks for the financial identification of
recently deceased patients. Using this information the
perpetrators bought luxury cars with the maximum
amount of financing. At the time of the purchase the per-
petrators would buy credit life insurance. Thereafter they
would make several payments and then advise the insurer
that the insured had died. To substantiate the claim the
perpetrators would obtain the purported buyer’s death
certificate, scan it into a computer and alter the date of
death The insurance companies paid the claims, the dece-
dent’s heirs had no idea what had occurred, and the per-
petrators would then resell the cars at large profits.

There are both forma! and informal responses to tradi-
tionally motivated cyber threats The most effective in-
formal response to the theft of proprietary formulae is
never to commit the formulae to an electronic form. Such
formulae are best kept in typewritten form on photocopy
proof paper. For large quantities of proprietary informa-
tion, keeping data in a non-electronic form may not be
practical. In these instances the business is best served by
strictly limiting the number of employees who have access
to the data, regularly reviewing the access list, closely
supervising employees on the list, and removing any em-
ployees from the list who may have substance abuse,
gambling, or other problems that may motivate them to
engage in the criminal conduct.

There is no shortage of statutory tools to prosecute
perpetrators of traditional offenses. Usually the much
more difficult problem is identifying who the perpetrator
actually is. In many U.S. states theft is one statute that can
be used to prosecute traditional computer crime. In some
U.S. jurisdictions theft is not a possible charge because the
definition of property in their statutes includes only tangi-
ble property, i.e. property that is capable of being physi-
cally carried away, and does notinclude intangible prop-
erty. Some U.S. jurisdictions have updated their statutes to
include the theft of intangible property and others, such as
the federal government, have simply enacted statutes
aimed directly at the purloining oftrade secrets.

In some U.S. jurisdictions, including Illinois, where
the crime of Forgery includes the making of counterfeit
documents the statute is used to prosecute cybercrimes
involving computer assisted document counterfeiting. As
discussed above, in lllinois the forgery statute has been
modernized so that the term “document” in that statute is
defined to include electronic records as defined in the
Electronic Commerce Security Act2 The practical conse-

nUl. Comp. Stat., Ch. 720 § 5/17-3(b). The Electronic
Commerce Security Act, Ill. Comp. Stat., Ch. 5, §175/5-105,
defines the term “electronic record” as a record generated.
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quence of that change is that the crime of Forgery now
includes the creation of false electronic records even if
those records are created electronically and not reduced to
tangible written form until after the electronic record has
been altered.

A large number of U.S. jurisdictions, including Illi-
nois, have adopted a statute directed exclusively at crimes
committed with computers. These computer crimes stat-
utes generally make it an offense to use a computer in
connection with a scheme to defraud2l These statutes are
usually quite broad and by their terms apply wherever a
computer or program is accessed for the purpose of de-
vising or executing a scheme to defraud or used to obtain
money or property through such a scheme. Thus, under at
least one prong, these statutes make it a crime merely to
access a computer to advance a scheme to defraud, even if
no one is actually defrauded and under a second prong
they make it a crime to use a computer in a fraud scheme
and thereby obtain money or property. The former cate-
gory of offense is usually a low level felony, while for the
later category, the seriousness ofthe offense ranges from a
Class 4 to a Class 2 felony depending on the value of the
property, money, or services obtained.

One of the most useful offenses for the prosecution of
traditionally motivated cybercrime is the crime of Wire
Fraud, an offense initially aimed at fraud schemes perpe-
trated by telegraph and telephone. In a brief, Wire Fraud
makes it a crime to use the telecommunications or broad-
cast systems in connection with devising or perpetrating a
scheme to defraud The Wire Fraud statute is valuable
because it criminalizes the devising of a scheme and al-
lows, without regard to the number of victims or whether
anyone is actually defrauded, the prosecution of the entire
scheme in one charge. Wire Fraud is also valuable be-
cause, at least under the Illinois statute, it specifically
contemplates the prosecution of perpetrators who, from
outside the state or even outside the United States, use
telecommunications such as e-mail or the Internet to send
communications into Illinois to perpetrate fraud schemes.

Traditionally motivated cybercriminals are much more
likely to see prison sentences than hackers. Certainly,
prosecutors will be much less likely to enter plea agree-
ments that do not have a prison sentence, and, in non-
agreed dispositions, will argue much more vigorously for
prison sentence. Most sentences will also include restitu-
tion to the victims as an element of the sentence and for-
feiture of the equipment used to commit the crime. lIllinois

communicated, received, or stored by electronic means for use
in an information system or for transmission from one
information system to another.

23Because these statutes are aimed at schemes to defraud
they do not address crimes involving child pornography or the
use of computers in perpetrating sex crimes against children.
While that form of criminal conduct certainly can be classified
as a cybercrime, that form of cybercrime is addressed by
different Statutes.
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sees forfeiture as an important element in the punishment
and deterrence of computer crimes. This policy is re-
flected in the fact that Illinois' computer crimes statute has
its own forfeiture provisions.

C. Ideological Threat Sources

Cvbersystems face three ideological threat sources, a)
anarchic threats; b) hacktavist threats; and c) terrorist
threats. This section of the article examines each of these
threat sources.

Anarchic threats are posed by perpetrators motivated
by an ideology' that information and access to information
should be free. This is an ideology that is almost unique to
the cyberworld. The cyberanarchist generally rejects all
intellectual property laws and sees himself as a later day
Robin Hood who takes data from rich information owners
and makes it available to the poor, deserving public by
posting the stolen data on various Internet sites. In fact,
cyberanarchists are really nothing more than common
thieves who do not understand that it is the very’ intellec-
tual property laws they scorn that have made their com-
puters and the Internet possible.

Cyberanarchists are generally prosecuted under com-
puter tampering statutes or for Theft. At its most serious,
computer tampering is the least serious felony under Illi-
nois law. Because the seriousness of Theft is determined
by the value of the data or information stolen, and high
value means conviction of serious felonies, Theft is the
better of the two charges to bring, assuming that the evi-
dence supports that charge.

The second type of ideological threat is the hacktavist
threat. Hacktavists are motivated by political ideology to
attack specific sites as part of political protests. Thus, anti-
free traders may try to hack into the World Bank’s com-
puter system as part of their protest against free trade and
persons with human rights agendas may attack the com-
puter networks of businesses that use low wage offshore
suppliers. It would not be surprising to see hacktavists
who oppose war against Iraq trying to attack computer
networks of companies and universities that have con-
tracts that support the war effort. This would be a logical
progression from the real world protests at brick and
mortar facilities by Vietnam War protestors who, together
with younger anti-war activists now oppose either an Iraqi
war or the w'ar against the Al-Quaeda.

Hacktavist attacks generally take the form of intru-
sions that alter or destroy programs or data, denial of
service attacks, and website defacement. The best avail-
able prosecutorial response to hacktavist attacks is to
charge hacktavists with the offense of Computer Tam-
pering or to charge them as a group with Conspiracy with
Computer Tampering as the target offense.

The third type of ideological threat is from cyberter-
rorists. Cyberterrorists engage in conduct that constitutes
cybercrime for the purpose of effecting political change
through the intimidation of a substantial portion of the
civilian population Because the pudgose of the cyberter-
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rorist is to intimidate a substantial portion of the civilian
population, the targets of cyberterrorists are likely to be
the computer networks of public utilities such as water
companies and telecommunications companies and the
computer networks that control energy distribution sys-
tem, such as the power grid and fuel pipelines.

If a cyberterrorist strikes a utility or government sys-
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tem and disrupts vita! services or creates a substantial risk
of death or great bodily harm, the perpetrator can be
prosecuted for the offense of Aggravated Computer Tam-
pering, a significantly more serious felony than ordinary
computer tampering,
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KAPTEP EABAPA. OOCAILIKYIOUN KOMITHOTEPHY 3/IOYMHHICTL: 1T ®OPMU | 1T 3N10YNHLI

(YACTVHA MEPLLA)

MpvBeAeHO aHani3 NOHATTA i Knacudikayii KOMM’IOTEPHUX 3M104MHIB, SKi cknanncs B CIMIA Ha cbOrogHiLLHin
JeHb. OcobnmBa yBara NPUAINAeTLCA NMTaHHAM NPaBOBOT OLiHKM KOMM'IOTEPHMX 3/104MHIB | KOMN'IOTEPHUX J0-
KasiB, onvcaHo npouecyanbHuii NOPsa0K OTPUMaHHS KOMI"HOTEHMX [0Ka3iB.

KAPTEP SABAPA. NCCNEAYA KOMIMBbIOTEPHYHO MPECTYTMHOCTbL: EE ®OPMbI N EE MPECTYTI-

HVKWN (HACTb NEPBAS)

MprBEAEH aHaM3 MOHATUS 1 KNacCUMKaLMM KOMbIOTEPHBIX MPECTYMEHNIA, KoTopble cnoxuwiics B CLUA Ha
CerogHsiLHMiA feHb. Oco6oe BHUMAHWE YAensieTcsl BOMPOCaM MPaBOBOM OLIEHKM KOMMbHOTEPHBIX NPECTyneHNi
M KOMMbIOTEPHBIX [0KAa3aTeNbCTB, OMMCaH MPOLECCYaslbHbIA MOPSAOK MOMYYeHUst KOMMbIOTEPHBIX [0Ka3a-

TENbCTB.

YK 343.148

O0.9. KOB3AP

Kiposorpaacbeka (inis HauioHanbHOro yHiBEpCMTETY BHY TPILLHIX crnipas

OCHOBHI MOJTIOXXEHHA MIArotoBKM TA NMPN3HAYEHHA
CYAOBNX EKCIEPTUS

3anpornoHoBaHa crcTeMa pekoMeHAaLlii WoA0 NMOCTAHOBKM 3anuTaHb eKcnepTam, fiKi IPYHTYHOTbCSA Ha y3a-
rafibHeHHi Ta aHani3i NPaKTUKK po3c/ifyBaHHSA 3/104MHIB | NPU3HAYEHHS MO HUM eKCNepTuy3.

OfHieo 3 YMOB BMCOKOT AKOCTi po3cniflyBaHHS 310-
YMHIB Npw 3ibpaHHi Ta aHanisi f0Ka3iB € WMPOKe BUKO-
pucTaHHsA creuiaNbHUX HAYKOBO-TEXHIYHUX 3HAHb i3
pi3HnX ranyseii. Hailbinbl NOWMpPEHOI Ta eDEKTUBHOK
(hOPMOI0 X BUKOPUCTAHHA B KPUMiIHANBHOMY CYyJ04YUHC-
TBi € CyfioBa ekcneptum3a. EkcnepTu3o Ha A0CYA0BOMY
CNifCTBI HasMBalOTb CNifuy Ait0, pernamMmeHToOBaHy Kpu-
MiHanbHO-NpoLecyanbHUM 3aKOHOM, fiKa Monfarae y go-
CNiIKeHHI 3a 3aBAaHHAM Cnifg4oro, 0co60t0, L0 BONOAiE
MEeBHVMMN 3HAHHAMMW - €KCNepTOM, HafaHWX B MOro pos-
nopsagXeHHsA martepianiB KpUMiHanbHOT crnpasu, npea-
MeTIB i JOKYMEHTIB 3 METOK BCTAHOB/IEHHA PAKTUUYHUX
JaHuX, WO MalTb 3HayeHHA AN NpaBUNbHOrO i
p03B’A3aHHA.

Bu3HaBWwKM 3a HeobOXifHe NpPOBEfEHHA eKCcrnepTusm,
cnigumnin, kepytoumcs ctattamm 130 i 196 KIXK Ykpainu,
3060B’A3aHWIA CKNAcTW Mpo Le MOTWBOBAHY MOCTAHOBY.
PekBi3nT Uil MOCTaHOBM TaKOX 3akpinfeHi B 4.2
CT. 196 KIMK YkpaiHu.

Y npakTWU4HIi fisnbHOCTI CNigYMX OpraHiB ckianach
Taka (hopma MoCTaHOBM MPO MPU3HAYEHHSA EKCMepTUsmn
npu sKii:

- Y BCTYMHI 4acTUHi 3a3HayaeTbca vac (AeHb, Mi-

cAUb, PiK) Ta Micue i cknafaHHA, XTO CKnaB NOCTaHOBY,
no AKiA KpUMiHaNbHIN cnpasi;

- Yy OMWCOBIN YacTWHI KOPOTKO BWKNAAaeTbCs CyTb
CrnpaBu, KOHKPeTHi 06CTaBMHW, L0 O0OYMOBMIOKOTb He-
06XiAHICTL NpPOBeAEHHA eKCMnepTM3n, 3a3HavyarThCs HO-
pPMW 3aKOHY, Ha MiACTaBi AKMX MPU3HAYaETbCA eKcnep-
TN3a;

- Y PE30/HOTMBHIN YaCTUHI POPMYIOIOTLCA NUTAHHS,
BCTaHOB/IOETLCA, B pasi HeoOXifHOCTi, CTPOK, MpU3Ha-
yaeTbCA ekcnepT abo BM3HAYAETbCSA E€KCMEpPTHA YyCTaHo-
Ba, 40 AKOT HanpaBNATLCA MaTepiann, HaBOAUTLCA Me-
penik matepianis, WO NOLAIOTLCSA HA €KCMEPTU3Y.

OcobnuBniA iHTepec y fAaHiil nocTaHOBI BUK/IMKaE
CKNaflaHHs pPe30ntoTUBHOT YaCTUHMU:

Mepw 3a Bce, HEO6XiAHO COPMYNOBATU MUTAHHS.
BOHM He NOBWMHHI BUXOAUTU 3a MeXi KoMmneTeHUiT Ta
pasom 3 TUM NOBUHHI OYTU peTenbHO BigpeAaroBaHuMM,
W06 YHUKHYTU HEKOPEKTHUX NUTaHb (Hanpuknag, 4n He
6yna noTepnina BariTHOIO abo 4M He cTpaxjana BOHa
iHWOK nNCMXiYyHOK XBOpPO060ID?); KpiM TOro, MUTaHHA
NOBUHHI 6YTN BU3HAYEHUMU, YITKUMMU, 3pO3yMinMmu, Ta
TaKVMU, WO BUKIOYAOTb iX HEOLHO3HAUYHe TNyMayeH-
HS.
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