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BOCAK E. C. IOHSITUE U BUJIbl TPAJULIAN U OBBIYAEB B CUCTEME MEP
NPEAYNPEXIEHUA IPECTYITHOCTHU

OnpeneneHpl MOHATHS TPAIUIMA ¥ OOBIYAEB B CHCTEME MEp NPEayNpeKIEHUS MPECTYIMHOCTH.
Bruigenensr BUBI Tpaguiyid ¥ 00bIYaeB, HMEIOIINX MOJOKUTEIbHOE MPOPHIAKTHIECKOE BO3CHC-
TBHUE Ha MOBEACHHUE JIMII.

Kniwouesvle cnosa: mpaouyuu, obviuau, npedynpesjicoenue npecmynnocmu, npoguiakmuieckas
POJb, penucuosHvie mpaouyuu, OYX08HO-CeMeliHble mpaouyuu, npogeccuoHatbHble mpaouyuu,
MOPATbHO-IMuUYecKue mpaouyuu, HapooHvle mpaouyuu.

BOSAK K. S. NOTIONS AND TYPES OF CUSTOMS AND TRADITIONS

IN THE SYSTEM OF CRIME PREVENTION

The problem of crime prevention is a key issue of the national jurisprudence and practice.
Scientists distinguish preventive measures along with the traditional penal ones that have no less
effectiveness among precautions than punishment for a committed crime. Predominantly, the
crime prevention system is based on religious, cultural, moral and ethical standards. Considering
this fact traditions and customs that form the outlook of individuals and affect their behavior are
distinguished in the system of crime prevention.

Considerable attention of scientists of different branches is paid to the study of traditions and
customs. The author of the article analyzes the notions of traditions and customs offered not only
by criminologists but by theorists of law and philosophers, etc. Based on the generalization of
scientific papers in the field of customs and traditions the author concluded that the preventive role
of the latter in criminology is not highlighted enough. Taking into account this fact, criminological
definition of customs and traditions in the system of crime prevention is offered.

Classification criteria of traditions and customs proposed by scientists are also researched in the
article. Attention is focused on their core types that play a preventive role in crime prevention.
Among them are: religious traditions and customs in the system of crime prevention, which have
significant meaning for preventing crimes against the person; spiritual and family traditions and
customs, which play a significant role in the process of a person’s education; national traditions
and customs that form the national character and are the basis of patriotic education of youth and
guarantee prevention of crimes against the state; professional, moral and ethical traditions and
customs in the system of crime prevention.

Stated traditions and customs in any way have the preventive impact on crime in the sphere of
property relations, production safety, public order, etc.

Keywords: traditions, customs, crime prevention, preventive role, religious traditions and
customs, spiritual and family traditions and customs, professional, moral and ethical traditions
and customs, national traditions and customs, traditions and customs in the system of crime
prevention.
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KAHOUOam 10puouyHUX HAyK,

Odoyenm xkagedpu 3axucmy iHopmayii

gaxyrememy nid2omosxu gaxieyise 0st niopo30inie 6opomvoOU ¢ Kibep3N0UUHHICIIO MA MOP2IGIEH THOObMU
Xapxkiecbkoeo HayionanbHo20 yHi6epcumemy 6HYmMpIilHIxX cnpas,

HauanbHUK Ynpaeninus bopomvbu 3 Kibepsnouunnicmio Minicmepemea enympiwinHix cnpas Yepainu

CBITOBA TA YKPATHCHKA ITIPAKTHKA BOPOTHEH 3 KIGEP3JIOUMHHICTIO

IIpoananizoBaHO CBITOBI MAX0AW B opraHizaiii 60poTh0H 3 Kibep3mounHHICTIO. BU3HAYeHO pOJTb
MiApO3aiIiB 60poTHOHU 3 KiOEep3I0UMHHICTIO B YKpaiHi Ta CBiTi. PO3kpHuTO TIpOo0IIeMH, sKi iCHYIOTh
y MArOTOBII KaapiB UL MiAPO3IiTiB 00pOTHOM 3 Kibep3mounHHICTIO. BH3HaueHO MeXaHi3M X BU-
pimenHs. Bu3HaueHo akTyallbHI TUTaHHA y CBITi Y cdepi 60poTHOH 3 KiOEp3TOUMHHICTIO, SAKi TO-
TpeOyIOTh BUPIIICHHSI.

Knrouosi cnosa: xibepsnoyunnicmo, b6opomvba 3 Kibep3nouunuicmio, nioposdiiu b6opomvou 3
Kibep3nouunnicmio, niocomoska kaopis, Henapmamenm 6opomvdu 3 Kibepsnouunnicmio, MBC
Ykpainu.
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CBiTOBI €KOHOMIYHI IPOIIECH HA CY4acHOMY
eTari Bce OUThIE 3MIMNTYIOThCA y OiK Kibeprpoc-
TOpy. AKe HOTrOo 3aCTOCYBAaHHS SIK 1HCTPYMEHTY
BEJICHHs Oi3HECY Ja€ 3MOTYy 3HAYHO ITiIBUIIATH
npuOyTKH. BogHOUaC MOXKHA CITOCTEpIraTH i 3py-
IICHHS KPUMIHAJIBHOTO €JIEMEHTY y OiK I[hOTO Bip-
TYaJILHOTO CEpeJIOBUINA, 3HAYHY YaCTHHY SIKOTO
CKJIaJIa€ BCECBITHS Mepexka. TakoMy MpoCyBaHHIO
HEPIZIKO CITpHsIE€ TIeBHA aHOHIMHICTB, SKOI MOXKHA
JoMorTHcs y Mepexi. Tox choroani B IHTepHeTi
3’SIBJISIETHCSI BEJIMKA KiIBKICTh JAHHX, 1[0 MICTSTh
03HAKH ITPaBOIOPYIIECHb.

IIpaktruno Oyab-IKUil 3704YWH, TMepemdade-
o KpuMmiHanpbHUM KOJeKcoM YKpaiHu, MO)KHA
3MIHCHUTH 3 BHUKOPHCTAaHHSIM KiOepIpocTopy.
HemoonuHokuMy € BUNAIKKU TPOJaXy HApKOTH-
YHUX 3ac00iB, BOTHEHAJIBHOI Ta XOJIOJHOI 30poi,
PO3MOBCIOJKCHHS TOpPHOrpadiyHUX IMPEeIMETIB
gepe3 Iarepuer. KpiM mepenmidueHnX 3araibHO-
KPUMIHAJILHUX 3JI0YMHIB OCOOJUBOI IIKOIW 3a-
BJIAIOTh BUCOKOTEXHOJIOTIYHI TMPaBOMOPYIIICHHS,
cepel SIKUX 3JIaMyBaHHS CHUCTEM JIUCTaHIIIHOTO
0aHKIBCHKOTO 00CITyTOBYBaHHs, 3aMOBHI DDOS-
aTaky Ha EJNEKTPOHHI PECypcH, 3JIaMyBaHHS Ta
IaXPaiCTBO 3 TEICKOMYHIKAIIHHUMH CUCTEMa-
MU OIEPATOPIB 3B’ SA3KY.

OuiHka KpUMiHOTE€HHOI 0OCTaHOBKH B Kibepc-
(epi A€ MaCTaBU A0 BXKHUTTSA PILIYYHX 3aXOJiB 13
0OKy TPaBOOXOPOHIIIB YCHOTO CBITY 3 METOIO ii
TIOKPAIIEHHS, 3MCHIIICHHST PU3UKY JUIS TIEPECIUHIX
rpoMajisiH MOTPANUTH y TACTKY KiOep3I0uMHIIB.

[Mutansas npotunii KiGep3TOYMHHOCTI Ha CBi-
TOBOMY PiBHI € 00’€KTOM yBaru 3HAYHOI YaCTHHH
HAyKOBIIIB Ta MPAKTHKIB, CEpell SKMX MOXHA BH-
oimuty BiTum3HsSHMX (QaxiBuiB B. M. Bytysoga,
I. O. Boponoga, B. O. I'onybesa, M. B. I'ynamoka,
B. I1. 3axaposa, O. B. Manxas, 0. FO. Opnoga,
E. B. PmxkoBa, O. B. Crenanosa, B. II. Illeno-
MEHIIEBA Ta iH.

Crnig xoHCTaryBaTH, IO HAWOUIBII 3HAYYIII
JOCsiTHeHHsI Y cepi 00poTbOH 3 Kidep3JIourHHIC-
TIO HA ChOTO/IHI MaroTh BenunkoOpuranis (Serious
and Organised Crime Agency), Kurait (People’s
Police), Himeuunna (Bundeskriminalamt), Pociii-
ceka Denepauis (Ympasnenue K), CIIA (Federal
Bureau of Investigation), ®panuis (Office central
de lutte contre la criminalite liee aux technologies
de I’information et de la communication), SIronis
(National Police Agency).

B Vkpaini ¢yskmii 60potsou 3 Kibep3modynH-
HICTIO 30CEpeMKEHO B pyKax OJHOHMEHHOTO
VYnpasniaas (mami — YBK), sike miamopsigxoBaHo
MiHicTepcTBY BHYTpIMIHIX crpaB Ykpainu. Ha
tenepimHii yac B YBK HamaromkeHo KOHCTPYK-
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TUBHY B3a€EMOJIII0 MIOJ0 OOpPOTHOM 3 Kibep3io-
YUHHICTIO MPAKTUYHO 3 yCiMa 3 TEPeiueHnX BH-
e BiIOMCTB Ta TPABOOXOPOHHUMH OpraHaMu
0araThOX 1HITUX KpaiH.

OcrtanniM yacom B YBK Oyno HakomudeHo
Oararo iHopmaii mpo KOHTUHTEHT 0ci0, mpHrye-
THHX JO0 OpTaHi3aIlii Ta 3MIHCHEHHs KiOep3104u-
HiB. Y BiOmoBigHOMY OaHKYy JaHUX € HE TiJIbKH
rpoMajisTHA YKpaiHW, OCTAaHHIMH POKaMH Kijlh-
KICTh 1HO3EMHHX IPOMAJISIH TAaKOX iCTOTHO 3pOC-
na. e migkpeciroe HEOOXiAHICTh MUPOKOI MiK-
HapoHOI criBmpari [1].

VY OGarathox KpaiHax po3poOjieHa Ta aKTHBHO
3aCTOCOBYETHCSI HOPMATHBHO-TIpaBOBa 0asa, mpu-
CBsIYCHA MUTAHHSIM OOpOTHOM 3 Kibep3iIoumHHiC-
TI0. SIK mpaBWiO, BiAMOBIIHI HOPMH BHKJIAJAECHO
Y JIEKUTPKOX 3aKOHOJIABUHX, & TAKOXK ITiI3aKOHHUX
aKTaxX, II0 MaloTh BIJOMYMH a00 MDKBIJOMYMI
xapaktep. [lpukmagom ocranHix € Online
Investigative  Principles for Federal Law
Enforcement Agents 1999 p., FBI Domestic
Investigations and Operations Guide Big
15.10.2011 (CIIA), IToctanosa Jlep>xaBHOi Pann
KHP Big 20.09.2000 Ne 292 «3axomu 1momo
ynpasiiHHs cdeporo [HTepHeT-mocayr ToIwo.

VY HimeuunHi nutaHHsIM OOpoTEOH 3 Kibep3io-
YrHHICTIO TpucBsucHo § 20k 3akony «IIpo dene-
paNbHE YIPABIiHHS KPUMIHAJIBHOI MO Ta
CIiBpoOITHAIITBO (hemeparlii 1 3eMemhb 3a KpuMiHa-
JTpHAMU cripaBaMmy Bif 07.07.1997, 3rigHo 3 sikuM
B OKPEMHX BHUMAJKaX JJ03BOJSETHCS MPOBOIAUTH
CaHKIIIOHOBAaHW HETJIACHHH OHJIaH-00IIIYK.

Y Kurai cr. 11 3akony KHP «lIpo opranm
nepkaBHOi Oe3mexn» Bix 22.02.1993 [2] Ta cT. 6
3akony KHP «IIpo HaponmHy modmimiro» Bif
28.02.1995 [3] TakoX OMNOCEPEIKOBAHO 3adira-
10Th mpobnemu kibepOesneku. Tex came cTOCy-
etbcsi Regulation of Investigatory Powers Act
(BemukobOpuraniss), Copyright Act, Act on
Punishment of Activities Relating to Child
Prostitution and Child Pornography (Anownis).

B VYkpaini ocHOBHY HOpMAaTHBHO-TIPaBOBY Oa-
3y OOpoTEOM 3 KiOEp3TOUYMHHICTIO CKJIaJaloTh
Koncrurytis Ykpaiau [4], y ct. 17 sixoi Bin3Ha4a-
€ThCsI, 110 3a0e3neyeHHs iHdopMamiiHoi Oe3neKu
Vkpainu € HalBaXJTUBILIOW (YHKIIEIO AEpKaBy,
CIIPaBOIO BCHOTO YKPAiHCHKOTO HAPOLy.

Oxpim KoHCTUTYIII MONOKEHHS 1M0I0 00po-
THOU 3 KiOEp3OUMHHICTIO MICTAThCS ¥ KoHBEH-
uii «Ilpo xibGepsznoumnHicTe» Big 23.11.2001,
parudikoBanoi BepxoBHoto Pagoio VYkpainu
07.09.2005, KpuminanbHOMYy KoAekci YKpaiHwm,
KpuminaiibHOMY — TIpolleCyaJIbHOMY — KOJIEKCi
Ykpainn, 30kpeMa ct. 263 (3HATTA iHGOpMarii 3
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TPAaHCIIOPTHUX  TENEKOMYHIKaiHHUX  MEpex),
CT. 264 (3HATTS iHPOPMAILIT 3 SIIEKTPOHHUX 1H(O-
pMarlifHux cuctem), cT. 268 (YCTaHOBJICHHS MicC-
IIE3HAXOKEHHS  PaJiOeIeKTPOHHOTO  3aco0y),
CT. 274 (HermacHe OTPHMaHHS 3pa3KiB, HEOOXil-
HUX JJIs1 TIOPiBHSUTBHOTO IOCTIpKEHH:). Bemmky
pois 'y 0OpoThOi 3 KiOEP3JIOYMHHICTIO TPAIOTh
3akon VYikpaian «[Ipo omepaTHBHO-PO3NTYKOBY
TUSTTBHICTEY (CT. 8) Ta HHU3KA 1HINX 3aKOHOAABUNX
aKTIB, cepe]] SIKUX MOXHA BUJIIUTH 3aKOHU YKpa-
inn «IIpo Tenexomynikauii», «IIpo 3axuct ingo-
pMmariii B iHGOpPMAIIITHO-TETICKOMYHIKaII HHUX
CHCTEMax» ToIIo [5, ¢. 647, 649].

Came YBK nie ma minacrasi Hakazy MBC Ykpa-
inn «[Ipo opranizamito IisUTBHOCTI YTIpaBIiHHS
0opoThou 3 Kibep3mounHHicTiIO MBC Ykpainu Ta
miapo3aiTiB - 60poTOM 3 KiOEp3TIOYMHHICTIO
T'YMBC, YMBC» Bix 30.10.2012 Ne 988 [6].

Ilimpo3minm  GOpoTEOM 3  KiOEP3JIOUMHHICTIO
OepyTb y4actb y ¢opMyBaHHI Ta 3a0e3medeHHi
pearmizawii JIep>KaBHOI MOJITUKM ILIOAO IoIepe-
JUKCHHS Ta TPOTHAIl KPUMIHAJIHLHUM IIPABOIOPY-
IIEHHSAM, MEXaHI3M MIArOTOBKH, BYHMHEHHS
abo TPUXOBYBaHHs SIKUX Iependavyae BHKOPHUC-
TaHHA EJCKTPOHHO-OOYUCIIOBAIbHUX  MAIIWH
(KoMIT'IOTEpiB), CHCTEM Ta KOMII IOTEPHUX Me-
PeX 1 Mepex eNeKTpO3B’A3KYy, a TAKOX 1HIIMM
KpUMIiHAJIEHAM TIPABOIIOPYIIICHHSIM, YIUHECHUM 13
ix BuKopucTaHHIM (chepa 60poTHOH 3 Kibep3sio-
YUHHICTIO). Y TOMY YHCIII:

— KpUMIHAJILHUM TIPaBOMOPYIIECHHSM Y cdepi
BUKOPHUCTAHHS €JIEKTPOHHO-00UHCITIOBATBHUX
MaImuH (KOMIT FOTepiB), CUCTEM Ta KOMIT FOTEPHUX
MEpPEXK 1 MEpEeX EIEKTPO3B’ A3KY;

— KPUMIHAJIBHUM TIPABOIIOPYIICHHSIM, MeEXa-
Hi3M MiJITOTOBKM, BUMHEHHS a00 TPUXOBYBaHHSI
SIKMX Tlepen0dayae BHKOPUCTAHHS €JIeKTPOHHO-
00YHNCITIOBAITEHUX MAIIH (koM 10TEPIB),
CHCTEM Ta KOMIT IOTEPHHUX MEPEXK 1 MEPEX EIEeKT-
po3B’si3ky (y cdepax IDIATINHHUX CUCTEM; O0Iry
iHpopMamii MPOTHIPABHOTO XapakTepy i3 BHKO-
PHUCTaHHSM €JIEKTPOHHO-00UHCITIOBATBHUX MAIIHH
(KoMIT’FOTEpIB), CUCTEM Ta KOMIT IOTEPHHUX MEPEK
1 MEepeX ENEKTPO3B 3Ky (IIPOTHUIIPABHOTO KOHTE-
HTY); €KOHOMIKH, SIKa BKJIIOYa€E B ceOe (iHaHCOBI
Ta TOProBi TpaH3aKWii, IO 3OIMCHIOIOTHCS
32 JONOMOTOI0 MEpeX eJEeKTPO3B’s3Ky UM
KOMIT FOTEpHUX MEPEK, a TaKOXX MPOTHdis 3a00-
POHEHUM BHIAM TOCIIOAAPCHKOT AiSUTHHOCTI Y I
cdepi (eneKTPOHHOI KOMepIIii); HaJaHHS TeJeKO-
MYHIKalUifHAX TOCIYT; a TaKOX ImaxpaicTBam i
neranmizaiii (BiIMHBaHHIO) JOXOIB, OJEPKAHUX
Bil 3a3HAUCHUX BUINEC KPUMIHAJBLHUX IIPaBO-
MTOPYIIEHB ).
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Takoxx 10 ocHOBHUX 3aBgaHb YBK BiZHOCHTE-
Csl CTIPHSIHHS y TIOPSAKY, TIepen0adeHOMY YMHHUM
3aKOHOMABCTBOM, 1HImMUM Tiapo3aitam MBC
Ykpainu y monepepkeHi, BUSIBICHI Ta TIPUITHHEH-
Hi KpPUMIHAJILHUX TPABOMOPYIICHh, 4 TaKOXK Y
MPOBEACHHI JOCYIOBOTO PO3CIiTyBaHHSI.

MiHapo HA CHIBIpAIl € OJHUM i3 TIPiOpHUTe-
TiB y misttbHOCTI YBK.

Tak, 3a ocranHiit pik ekciepramu OBCE Oyo
MPOBEJICHO JBOTHMKHEBHI TPEHIHT IS TIpalliB-
nukiB YBK. Y motomy—0epesni 2013 poky daxi-
Bui YBK minmumucst nocBimom i3 Koneramu 3 iH-
muX ciry>k0. JIisi TpamiBHHUKIB  KPUMiHAIBHOI
MuTimii y crpaBax miTedd Oyio IpoBemeHO Tpe-
HiHT, TPUCBSYEHHUH MOWIYKY 3HUKIMAX IiTeH i3
BUKOPHUCTAHHSAM COILIaJbHUX MEpPEXK Ta IHIIHNX
pecypciB Iarepuer. st cmiuux i3 ycix perioHiB
Ykpaiau Oysio MpOBEACHO 3 TPEHIHTH IO OCHO-
BaX PO3KPHUTTS 3JIOYHHIB, TIOB’SI3aHUX 13 37JaMOM
cucreMm JIBO, 30MTOK Bix SKHX CKJIaB MHHYJOTO
poky Oinbmie 116 mMitH TpH.

Y Gepe3Hi 1ILOr0 POKY 3a MiATPHUMKH MTOCOJBC-
TBa BemukoOputanii B Ykpaini Ha 6a3i HABC
MIPOBEZICHO TPEHIHT 3 NMHUTaHb OOPOTHOM 3 TUTS-
4oto nopHorpadiero B [HTepHeTi.

VY motomy—0Oepesni 2013 poky 3a miaTpUMKH
noconbcTBa BennkoOpuranii B Ykpaini npeacras-
HUK YBK TIpo#moB S-TrKHEBE CTa)KyBaHHS B ITifI-
po3aii Mo 60poTHOI 3 OPraHi30BAaHOI 3JTOYMHHIC-
TiI0 BenkoOpuTanii. PesyneraT Oynu npeamerom
JIOTIOBi/Ii Ha IOPIYHOMY KOHTPECi 3 MUTaHb Kibep-
3JI0YMHHOCTI, 10 MPoX0oAuB y JIOHIOHI.

VY xBiTHI 1IHOTO pOKY Ha 6a3i YBK 10 cmiBpo-
OITHHMKIB TIPOWIIUIM CIICITiali30BaHUN Kypc Ha-
BYaHHS 3 MUTaHb OOPOTHOM 31 IIKIIJIUBUM MPO-
rpaMHUM 3a0e3leUeHHsIM, 7 CIHiBpOOITHUKIB,
30kpeMa 1 kypcant HABC, sxuii B neit yac cra-
’KyBaBcsi B YBK, ycIinmHo ckiamy icliT i OTpH-
MaJIi MDKHApOIHI cepTU(diKaTH.

3a mintpumku Iloconscta CILIA B Ykpaini 1
cniBpobiTHHK YBK mpoiimoB 10-TiKHEBUH Kype
HaBuaHHs B Akanemii @BP, mnanyerscs e omuH.

Sk 1 panime y 2013 pomi Oyimo HampaBiIeHO
2 cmiBpoOiTHHKH YBK mis pobotn B MiKHapoa-
HOMY HeHTpi mpoTtufii kibepsmounHHOCTI (3 20
KpaiH 1mo 6 TIKHIB KoxkeH). [[poro poky 2 cmiBpo-
OiTHUKM  KpuMiHanpHOI momimii  Himeuunau
TIPOMTIUTA TBOTIDKHEBE CTAKyBaHHs Ha 6a3i YBK.

OcHoBHi 3aBaaHHs / pexomenzanii YBK Ha
CBOTO/IHI — II¢ OOMIH TIepPEeIOBUM JOCBiZIOM; 3a-
6esneuenns: podotn HKII B koxkHill kpaini; mo-
CTiliHE HABYaHHS 1 TTiIBUIICHHS KBai(hikarii, Bu-
KOPHCTaHHS [TOCBIMY MIKHAPOIHUX EKCIIEPTIB;
PO3BUTOK BIPTYaJIbHUX CIIIBTOBAPHCTB, SKi Ha
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HedopManbHOMY piBHI CIIPUSIIOTH MPOTHUAIL Kibep-
3ounHHOCTI. [1e oauH BakIMBHI HapsiM poOo-
™ YBK — 11e miaroroBka Kaapis.

VY 3B’a3Ky 3 HaOYTTSIM HOBHX ITOBHOBa)KEHB
CIIYMMH, a 3a IX AOPYUYECHHSIM — ONEPAaTUBHUMHU
NpaliBHUKaMH, HEOOXiZHO Oyllo MeperiaHyTH
MTiIXOIM IATOTOBKH BiANOBIMHUX (axiBIiB. 3Ha-
YHa YacTWHA HOBHX TIIOBHOBAXEHb, 30KpeMa Y
cthepi TIPOBEIEHHS] OKPEMHX CIIITINX Ta HETJac-
HUX cliquux (pO3IIYKOBUX) Mii, MOB’s3aHa i3
3aCTOCYBaHHSIM TEXHIYHUX 3aco0iB. Tomy mpa-
niBaukn OBC, 3amisHi y 00poThOi 3 Kibepsio-
YUHHICTIO, OKpIM BOJIOMIHHS  BiATIOBIIHAMH
IOPUINYHIMHY 3HAHHSIMH, TOBHHHI MaTH HAaBUYKHU
poOOTH 3 KOMII'FOTEPHOIO TEXHIKOIO Ta JOCKOHA-
70 po30upaTUCs y MexaHi3Mi BUYMHEHHs KiOep3-
mounHiB. Ha 0coOmuBY yBary 3aciyroBye KOM-
IUIGKCHA TIATOTOBKA TaKWX IMPAIliBHHUKIB, sKa
0a3yeThCs HA MPUHITATI TTOETHAHHS FOPUIAIHUX
Ta TEXHIYHUX 3HaHb. MOXJIMBICTH 3a3HaueHOl
HiATOTOBKH icHYe y XapKiBCbKOMY HalliOHaJlb-
HOMY VHIBEPCUTETI BHYTPIIIHIX cmpaB. Tomy
came Ha 0a3i 1[LOro BHINY O0YyJO CTBOpEHO (haKy-
JIBTET MIArOTOBKHU (axiBI[B AJIs MiAPO3AiIiB 00-
poTEOH 3 KiOEp3TOYMHHICTIO Ta TOPTIBJICIO JIIO-
IbMU, (axiBIi SIKOTO 3yMITH  HaJIAroAWTH
KOHCTPYKTHBHY ciiBmpaiio 3 YBK.

Ha dakynbTeTi 301HCHIOETHCS ITIArOTOBKA (haxi-
BIIIB 32 HANpPsIMaMH IMATOTOBKH «CHCTEMH TEXHIY-
HOTo 3axucTy iHopmauii» Ta «IIpaBo3HaBCTBOY»
criemiaizanii «00poTeda 3 KiOep3MOYMHHICTION Ta
«0opoThOa 3 TOpriBiclO JrOIBEMEY». KoHIemis

JisTbHOCTI  (paKkyJIbTEeTy MOJNATa€ Yy MiATOTOBLI
KBaTi(DiKOBaHMX KaJpiB, 3MaTHUX €PEKTUBHO MPO-
TUMIATH BHCOKOTEXHOJOTIYHMM 3JIOYMHAM, IO
3aBJIAlOTh 3HAYHMX 30MTKIB (DI3MIHUM Ta IOPUIAY-
HUM 0c00aM, a TakoXX 3JI0YMHAM, TOB’S3aHHUM 13
TOPTIBIICIO JIFOBMH.

[IpoGirema sIKicHOT TIATOTOBKYU KapiB JJIS TTij-
pO3aiTiB OOPOTHOM 3 KiOEP3IOUMHHICTIO € Xapak-
TEepHOIO He Jmre a1 Ykpaian. Hanpuknan, y Hi-
MEYYMHI BiNOBIAHMX (aXiBIiB J0OMparOTh i3
YKClla BUITYCKHUKIB TEXHIYHUX BHIIIB, Y Pociiich-
ter MBC Pocii 3a cnemianpricTio «IHQOpMaITiiiHa
oe3neka», y CIIA myis maroToBKu Takux (axiBIIiB
iCHYIOTh crieliaiizoBaHi Kypcu B Axagemii @BP.

[IpoananizyBaBiy AiSNIBHICTE AEP>KaBHUX Op-
TaHiB pi3HUX KpaiH y cdepi 6opoThdu 3 Kibep3io-
YUHHICTIO, XOTLIOCA O TO3HAYMTH HU3KY Haii-
OUTBIIT aKTyadpbHMX TWTaHb y Mid cdepi, sKi
noTtpeOyroTh BUpimenHs. [lo nepie, e MixkHapo-
JHE YHOPMYBaHHS BiTHOCHH y KiGepmpocTopi Ta
0COOJIMBOTO TIOPSIKY B3aEMOJIIT MPaBOOXOPOHHUX
OpraHiB pi3HHX KpaiH y cdepi kibepbes3mekn Mix
co00I0 Ta 3 MpEJCTABHUKAMU IMPUBATHUX CTPYK-
Typ, MiSTIBHICTh SKUX TIOB’s3aHA 3 HAJAHHAM IT0-
cIyT 4epe3 Mepexy [HrepHer abo y cdepi komy-
wikauid. Ilo apyre, ¢opmyBaHHS Mizpo3aiIaMu
00pOTHOM 3 KiOEP3ITOUMHHICTIO SKICHOTO 0c000-
BOTO CKJIaMy HaWBHUINOI KBamidikallii, 3aaTHOTO
e(eKTUBHO MPOTHIIATH Kibep3nounHHOCTI. I, mo-
TpeTe, 1e po3polKa CIEIiali30BaHOTO MPOrpaM-
HOTO 3a0e3MeueHHSI.
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JIMTBUHOB M. 10. MUPOBASI 1 YKPAUHCKAS TIPAKTUKA BOPbEbBI

C KUBEPIIPECTYIIHOCTBIO

[Ipoanam3upoBaHbl MAPOBBIE MTOIXOABI B OpraHU3AIUN OOpHOBI ¢ KnbepnpecTynHocThio. Onpe-
JIeTIeHa POJIb TIOpa3AesieHHil 10 60phOe ¢ KHOEPTIPECTYIMHOCTRIO B YKpauHe W MHPE. PacKphITHI
MPOOIJIEMBI, KOTOPBIE CYIIECTBYIOT B MOATOTOBKE KaJIpOB JJIs MOIpa3iesieHni mo 6oprode ¢ Kkudep-
npecTynHocThi0. OnpeeneH Mexanu3M ux peureHus. OnpeeneHbl akTyallbHbIe BOIPOCHI B MHPE
B c(hepe O0pbOBI ¢ KHOEPIIPECTYITHOCTHIO, TPEOYIOITHE PEIICHHUS.
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Knroueesvie cnosa: xubepnpecmynnocms, 60pbba ¢ KubepnpecmynHocmolo, NoopazoesieHus no
bopvbe ¢ KubepnpecmynHocmvio, H0020mMoeKka Kaopos, [enapmamenm no 6opvbe ¢ Kubepnpec-
mynnocmoiro, MBJ] Ykpaunoi.

LITVINOV M. Y. THE WORLD AND UKRAINIAN PRACTICE OF COMBATING
CYBERCRIME

The world economic processes at the present stage are increasingly shifting in the direction of
cyberspace because of its use as a tool of doing business allows you to significantly increase
profits. However, you can also observe the criminal elements shift in the direction of this virtual
environment. So, today in almost any crime mentioned in Criminal Code of Ukraine, can be
committed out with the use of cyberspace.

Assessment of the crime situation in the Cyber sphere gives ground to take decisive action on the
part of law enforcement officers for the purpose of its improvement, reduction of risk for ordinary
citizens to fall into the trap of cybercriminals.

The main peculiarity of the fight against cybercrime is that the state alone is not in a position to
confront the phenomenon itself. Only international community in permanent close cooperation can
deal with such issue as a security threat of cybercrime.

The real threat for as ordinary people security as well of security for government structures made
many countries of the world to adopt a number of regulations aimed at prevention and punishment
of cybercrime.

In this article the world approaches in organizing of cybercrime prevention have been analyzed.

In Ministry of Internal Affairs of Ukraine the function of combating cybercrime is performed by
Department of Cybercrime Combating. Currently, the Department established constructive
cooperation with other countries’ law enforcement agencies in combating cybercrime.

In the article the examples of legal documents in cybercrime combating are provided and relative
Ukraine legislation are presented.

The main task for the Department today is the exchange of achievements; continuous learning and
professional development; use the experience of international experts; the development of virtual
communities, which at the informal level contribute to combating cybercrime.

Another important direction of Department activity is the personnel training. The article deals with
problems that exist in the training of personnel for units to combat cybercrime.

Based on the analysis of public authorities activity of different countries in the field of combating
cybercrime, the article outlines a number of the most topical issues in this area that need solution.

Keywords: cybercrime, combating cybercrime, cybercrime units, training of personnels,
Department of Cybercrime Combating, MIA Ukraine.
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IMPUHIOMUIIN HAJIE2KHOCTI EJJEKTPOHHUX TOKA3IB,
OTPUMAHMUX 3 MOBLJIbHUX ITPUCTPOIB

AKTYanbHICTh IILOTO JOCTIIKEHHsS 00yMOBIIEHA BiJICYTHICTIO OYIb-SIKUX JOCTiIKEHb B YKpaiHi
110,10 MOOLIBEHOT (POPEH3MKH, 30KpeMa BiJTHOCHO BiIMOBIAHUX €IEKTPOHHUX JI0Ka3iB, 3 ypaxyBaH-
HSIM TOJIO’KEHb BITYM3HSIHOTO 3aKOHOaBcTBa. [IpoananizoBaHo CyTHICTh MOOUIBHOT popeH3uKH Ta
CJICKTPOHHHUX JI0Ka3iB, BU3HAYCHO JUKEPENa EIEKTPOHHUX JI0Ka3iB Ta JaHO XapaKTEePUCTUKY MPHH-
IIUITiB HAJIEXKHOCTI €JIEKTPOHHUX JI0Ka31B, OTPUMAHUX 3 MOOLIEHUX MPUCTPOIB.

Knwuosi cnosa: xomn’'romepna gopenzuxa, modinbha open3uxa, Kibepsnouut, eiekmponHi (yugh-
Po6i) 0oKasu, ddcepena eieKmpoHHUX 00KA3i6, NPUHYUNU HANEICHOCTT eIeKMPOHHUX OOKA3IE.
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