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1H$popMartiiiHOro paBa HaykoBo-10CIiTHOTO IIEHTPY MPaBOBOI
iHpopmaTrky HarioHanbHOI akaaemii mpaBoBUX HAyK YKpaiHu

MMPABOBI ACHEKTH OXOPOHH TA 3AXHUCTY IH®OPMAIIIIL B
KOMIT'IOTEPHUX CUCTEMAX

Anomauisn. Il[o0o npodem susnauenns nonamms “besnexa inghopmayii’”’, a maxodic kiacupikayii
OCHOBHUX 3aC00I8 iT OXOPOHU | 3aXUCTMY 8 KOMN FIOMEPHUX CUCEMAX 8 OP2AHAX OePIHCABHOL 81A0U.

Annomayun. O npobiemax onpeodeieHusi nowamus ‘“06e3onachocmev uHgopmayuu’, a maxdice
KIAcCUpuUKayuy OCHOBHbIX CPeOCm8 ee OXpaHbl U 3auumvl 8 KOMNbIOMEPHbIX CUCMEMAX 8 Op2aHax
20Cy0apcmeeHHol 61ACmU.

Summary. On the problems of determination of the notion ‘safety of the information’, as well as
classification of main methods of its security and protection of the computer systems at the public
authorities.

Kniouoegi cnosa: 6esnexa ingpopmayii, oxopona i 3axucm iHgopmayii.

Ha cyuacHomy eTani po3BUTKY ri00ajbHOro 1HGOPMaLIHHOIO CYCMiIbCTBA TOCTPO MOC-
tae npobiema iHdopmariitHoi O6e3neku. [le Bukimkano tum, mo iHGOpMallis € He TiIbKU
00’€KTOM CHIBIIpalll, a i CynepHUIITBA. Y CBOIO 4epry iHpopMailiiiHa O0e3neka cTae BaKJINBUM
YUHHUKOM MIATPUMKH JXUTTEBO BAKJIMBHUX 1HTEpPECiB Oynb-sKOi JepXaBHU Y BCHOMY CBITI.
Hapasi ciig 3BepHyTH yBary Ha Ti SIKICHI 3MIHHM y TIpollecax YMpaBJIiHHSA Ha BCIX PIBHSAX,
0OyMOBJIEHI 1HTEHCUBHUM BIIPOBA/I)KEHHSAM CYYaCHUX 1HQOpPMALIMHUX TEXHOJIOTIH, a TaKOX
Ha MapajelibHO 3pOCTarody HeOe3MeKy MOMKIJIMBOCTI IPOCOYEHHS Ta HECAHKI[IOHOBAHOIO
JOCTYIY 10 1HQOopMAIIii 31 3JIOYUNHHOIO METOIO.

st mpobnema TOpkHyNacs 1 JisUTbHOCTI Jep>KaBHUX OPraHiB Pi3HUX PIBHIB, Y SKHUX 3aCTOCO-
BYIOTbCSI 3aCOOM €JIEKTPOHHOI OOYMCIIIOBAIBbHOI TexXHIKM. HampsiMu 3acTocyBaHHS KOMITHOTEPIB
UMHA OpraHaMy TMOCTIMHO PO3IIMPIOIOTECS: (POPMYBaHHS TMPABOOXOPOHHUX OOJMIKIB PI3HOI
CHPSIMOBAHOCTI, HAKOMWYEHHS CIIYy>KO0BOi 1H(opMallii, CKJIQAaHHS JOKYMEHTIB PI3HOTO PIBHS
noctymy. Po3Burok 3aco0iB, MeTomiB Ta ¢opM aBTOMAaTH3allii MpoueciB 0OpoOku iH(opmarii,
MOIIMPEHHS 3aCTOCYBAHHS KOMIT IOTEPIB poOISITh 1H()OPMAIIi0 HabaraTto Bpa3HBIIIIOLO.

OTtxe, came Il TPUYMHH 3MYIIYIOTh TPaBIIAYl Koja KpaiH Bce OuTbIIe 1 OuIbIe mpHIi-
JISATH yBard mpo0jieMaM OXOPOHH Ta 3aXHCTY 1H(pOpMaIlii Ta MOIYKY IIIAXIB 1i BupimeHHs. He
BIJICTa€ B LIbOMY NHUTaHHI ¥ YkpaiHa. B Hamnil nepkaBi akTUBHO BIPOBAKYIOTHCS P
BAXUJIMBUX JUI1 CYCHUIbCTBA 1H(POPMAIIITHO-TENECKOMYHIKAIMHUX CUCTEM, MEpEX 3B A3KY,
nepeaavi JTaHuX, CUCTEM MPUUHSTTS PIIICHb.

AxmyanvHicms 00paHOl TEMHU TOJIATAE TAKOK B HACTYITHOMY:

® TIOCTIHO ICHYIOTHh peajbHI 3arpo3d BUTOKY, OJIOKYBaHHs ab0 MOPYIICHHS ILTICHOCTI
iH(popMallii, 110 CTAHOBUTH JAepxkaBHI 1H(OpMalliiiHI pecypcu;

® MOXJIMBICTh PYHHYBAaHHA Ta JAe30praHizauii iHGopMamiitHoi iHQPACTPYKTYpH JEp>KaBH
IPUPIBHIOIOTHCS 33 HACJIKaMU JI0 3aCTOCYBaHHS 30p0Oi MaCOBOI'O 3HUIIIEHHS.

Memotro poOOTH € BUCBITICHHS PE3yAbTATIB JOCHTIKCHHS MPABOBUX ACIEKTIB OXOPOHH
Ta 3aXUCTY 1H(pOpMaLii B KOMIT IOTEPHUX CUCTEMaxX B OpraHax Jep>KaBHOI BIaJH.

06 ‘ekmom TOCHIIKEHHS] BUCTYIAIOTh CYCIUIbHI BIIHOCHHH HIOJI0 OXOPOHHM Ta 3aXHUCTY
iHpopMallii B KOMIT IOTEPHUX CUCTEMAaxX B OpraHax JepKaBHOI BJaJIu.

IIpeomemom NOCHIIKEHHS € OKpEMI ITPaBOB1 aCIIEKTH OXOPOHH Ta 3aXUCTy 1HGOopMallii B
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KOMIT FOTEPHUX CUCTEMAaX B OpraHax Jep:KaBHOI BIA/IH.

Memooonozis nOCTIIKEHHS 0a3yeTbcsl HAa CHCTEMHOMY TIAXO[l, IO JO3BOJSE
PO3IIISIHYTH CYCIUIbHI BITHOCUHU SIK CUCTEMY — MHOKMHY B3a€MOIOB’ I3aHUX €JIEMEHTIB, 5IKi B
€JTHOCTI
YTBOPIOIOTh HOBY SIKICTh, HE MPHUTAMaHHY il CKJIaJOBUM OXOPOHH Ta 3axXWCTy iH(Dopmarlii B
KOMIT FIOTEPHUX CUCTEMAX.

Crnin 3a3HAUMTH, 11O OKpeMi pe3yibTaTH JOCITIDKCHHS anpoOoBaHI Ha KOH(MEpEHIisX,
KpYriuX CTOJaxX TOLIO Ta y CKJIAJl 1HILIATUBHOI IPYNH JOCIIAHHUKIB MPU PO3POOI MPOEKTY
Konekcy Ykpainu npo indopmarito B HaykoBo-gocniHOMY HEHTp1 MpaBOBOi 1HPOPMATUKH
HamionaneHoi akagemii mpaBOBUX HAyK Y KpaiHU.

Po3pobkoro manoi mpobiemMaTHKU 3aiiMancs psl HAYKOBIIB, cepel Skux bprkko B.M.,
['ony6eB B.O., I'aBnosebkuit B. /1., Hum6amok B.C., Xopomko B.O., Jlazapes I'.I1., Kypanos
O.1., llImiT M.H. Ta i1,

[upoke BOPOBaIKEHHS KOMII' IOTEPHUX 1HQOpPMALIMHUX TEXHOJOTIH Yy cdepax
JepKaBHOI  JISJIBHOCTI, EKOHOMiKM, (piHAaHCIB, OaHKIBCHKOi CIpaBU TOLIO 3yMOBHJIO
MIJIBUIIICHHS BUMOT 110 Oe3IeKku iHpopMallii B KOMII IOTepHUX cucteMax [8, c. 12]. V mpomy
KOHTEKCTI MOHATTSA “Oe3mneka iHpopmarii” po3yMiloTh y TAaKUX aCMEKTax:

® TEXHIYHOMY 200 TEXHOJIOTTYHOMY: Oe31eKa 3MICTOBHOI YacTUHU (3MICTY) iH(opmarii —
BIICYTHICTh CIIOHYKaHHsI JIFOJMHHU JI0 HETaTUBHUX JisiHb, HABMUCHO 3aKJaJCHUX MEXaH13MiB
HETaTUBHOTO BIUIMBY Ha JIIOJICHKY MICUXIKY a00 HETaTUBHUI BIUIMB Ha 1HIIMK OJI0K 1H(OpMarii
(Hampukiaz, iHpopMalliro, 1m0 MICTUThCA B Tiporpami 1t EOM, iMeHOBaHOIO KOMIT IOTEPHUM
BIpyCOM);

® [IPAaBOBOMY: 3aXHILEHICTh 1H(OpMAIii BiJ] 30BHILIHIX BIUIMBIB (CIPOO HEMPaBOMipPHOTO
KOIIOBaHHS, MOIIMPEHH, Moaudikalii (3MiHHA 3MICTY) a00 3HULIEHHS).

Ane 0co6IMBOT TOCTPOTH 11€ MUTAaHHS HAOYIO B KOHTEKCTI MOSBU HOBOI TUJIKU MPaBOIIO-
pYLIEHB, TaK 3BAaHUX KOMII'TOTEPHUX 3J04YMHIB. /{151 3aKk0oHOaBYOr0 3a0e3neueHHsT BUPIICHHS
uiei mpodnemu BepxoBHoro Panmoro Ykpainu OyB mpuiinsatuii 3akoH Ykpainu “IIpo 3axuct
iH(dopmartii B iHpopmaIiiHO-TeIeKOMYHIKaIIHHUX cucTeMax’” (mam — 3akoH) [3].

Jis 3akoHy MNOUIMPIOETbCS Ha Oyap-iKy 1H(popMalito, o o00poOyseTbes B
iHpOpMaILITHUX, TEeNEeKOMYHIKAIHHUX Ta 1HQOpPMAaliiHO-TeNEKOMYHIKAIHHUX CcHCTEeMaXx.
3rigHo 3 UMM 3aKOHOM 00 ’€KTaMHu CYCHUIBHMX BIJIHOCMH y CHCTeM1 € iHdopmarlis, 1o
00pOOJISIETbCS. B KOMIT FOTEPHUX CUCTEMAX, Ta MporpaMHe 3a0e3MeUeHHs], sIKe MPU3HAYEHO IS
00poOku miei iHbopmari. [{lum 3aK0HOM BCTAHOBIIOIOTHCS 00 €KTH HE CTIJIBKH IIPABOBOTO
3aXUCTY, CKITBKHA OXOPOHHU: iH(pOpMAITis, IO 00pOOIIIETHCS, Ta TPOrPAMHE 3a0€3MCUEHHS, SIKE
MIPU3HAYCHO sl 00poOKkH i€l iHpopmartii. besnmocepeH0 BCTAaHOBIICH] 3arajibHi BUMOTH HE
CTUTBKH IIOJ0 3aXHUCTY, CKIIBKM CTOCOBHO OXOpoHHM iH(opmarii (cT. 8) Ta AeKiIapaTuBHUN
00OB'I30K BHHHHUX OCI0 TIOHECTH JUCIHUIUIIHAPHY, aJMIHICTPaTUBHY, KpHUMIHAJIBHY YH
MaTepiajibHy BIANOBIIAJIBHICTh 32 MOPYIIEHHS BUMOT 3aKkoHY (cT. 11).

Ha mpoMy 1pyHTI BHHHKana mpobiemMa: po3MEXKYBaHHS KOMIT FOTEPHHUX 3JIOUYHMHIB 1
MPOCTYIKIB, 3a SIKI MOXKE€ HACTymaTH aJMIHICTpaTHBHA, JHUCLUUIUIIHAPHA YU MaTepiajbHa
BinmoBinanbHICTh. ['omyGeB B.O. BBakae, 1110 BCTAaHOBJICHHS KPUMIHAJIBLHOT BiJNIOBITaIbHOCTI
Oyne JMOIIPHUM JIMIIE Y BUMAAKAX 3aMOMISTHHS BEJIMKOI IIKOIU, TOOTO CKJIaA BiAMOBIIHHUX
37I0YMHIB 3a KOHCTPYKII€I0 TOBHUHHI OyTW MarepiadbHUMH. [Ipu BiICYTHOCTI 3710YMHHUX
HacHmigkiB a00 mMpuU HE3HAUYHUX pO3Mipax 3amodisHOI IIKOAW oco0a TOBHHHA HECTH
aJMIHICTPAaTUBHY  BiONOBiJabHICTE. CTOCOBHO OCTaHHBOTO MOXYTh OyTH  CKJIaau
npaBomnopyuieHs, nependaueHi Kogekcom Ykpainu mpo aamiHICTpaTUBHI MPaBOMOPYIIEHHS
(mam — KYnAIl), a came:
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ect. 186-3 (mopymieHHS TOPSAAKY TMOAaHHS a00 BHKOPUCTAHHS JaHUX JEPKaBHUX
CTaTUCTHUYHUX CIIOCTEPEIKEHB);

e cT. 195-5 (He3akonHe nmpuaOaHHS a00 30epiraHHs CIEMiaIbHUX TEXHIYHUX 3aC001B IS
3HATTS 1HQOpMAIIlil 3 KaHaJIIB 3B’ 3Ky, 1HIIMX 3aC001B HETJIACHOTO OTPUMaHHS 1HpopMallii);

e cT. 212-2 (mopy1ueHHs 3aKOHOAABCTBA PO JIepKaBHY TAEMHULIIO);

e cT. 212-3 (mopyiieHHs paBa Ha iHPOPMAIIIIO);

o CcT. 212-5 (mopyiieHHs TOpsIAKY 00Ky, 30epiraHHs 1 BAKOPUCTAHHS JOKYMEHTIB Ta 1HITUX
HOCIiB 1HQOpMaIlii, K1 MICTATh KOH(DIICHILIHHY 1HPOPMAILIIIO, 110 € BIACHICTIO JIEP/KaBH);

e cT. 212-6 (3AifiCHEHHS HE3aKOHHOT'0 JOCTYITY J10 iH(OopMaIlii B aBTOMAaTU30BaHUX CHCTEMAX).

JluctmrmuiinapHa  BIATNOBIJANBHICTG HAcTaBaTUME 3a CKOEHHS TOMIOHMX [isiHb (Tpu
BIJICYTHOCTI 3JIOYMHHUX HACIHIJKIB) CIIEIIAIbHUM CY0’€KTOM — TEPCOHAIIOM, IO OOCIyTOBYE
ABTOMATU30BaHI CHCTEMH, CIIBPOOITHUKAMH BIIIUIIB YW 1HIIMX CTPYKTYPHUX OJUHHIIL, 0OCST
npodeciiHuX O00OB’S3KIB SKHMX BKIOYae oOpoOKy iH(popMmalii 4u HaAaHHS 1H(OpMAIHUX
nocnyr [8, c. 17].

Crnin 3a3HAYUTH, 110 HA CHOTOJHI JAOCTIHKyBaHa MpobiieMa YaCTKOBO BUpIIIEHA Ha PiBHI
KpUMIHAJIBHOTO 3aKoHOAaBcTBAa: y KpuminambHoMy komekci Ykpainu (2001 poky)
nepeadadero po3ain XVI “3mounHu y chepi BUKOPUCTAHHS €JIEKTPOHHO-OOYMCITIOBAIBHUX
MaIIrH (KOMIT IOTEpPiB), CUCTEM Ta KOMIT IOTEPHUX MEPEXK 1 MEPEK EIEKTPO3B’ 3Ky .

He MoxHa He 3BepHYTH yBary Ha JIOCUTh HEBJIaly Ha3BY BHUIIE3TralaHOTO 3aKOHY. 3TiAHO
i3 3aKoHamMu (OpMaIbHOI JIOTIKM TIOHATTS “‘3aXUCT’ Tiependadae HasBHICTh aKTUBHUX il
MPABOMOPYUTHUKA, TOOTO MOCATaHb. Y CBOIO YEPTy MOHATTS “OXOpOHA” MepeBa)XKHO BKIIOYAE B
cebe 3arpo3y mocsranb. 3 ILbOTO CIIAYE, IO MUTAHHS, MOB’SA3aHI 3 TMOHATTAM ‘‘3aXHUCT’
perymoiotbes  KpuminaneHum  kojgekcoM  Ykpainu abo Komekcom  Ykpainu mpo
aJIMIHICTpaTUBHI TNpaBONOpyIIeHHA. ToMmy JouuibHiIE Oyno O Ha3BaTH JNaHUN 3aKOH —
3akoHom VYkpainm “IIpo oxopony iHdopmauii B iHpOpMamiifHO-TeTEKOMYHIKAIHHUX
cucTteMax’’, a K0 BPaxyBaTH, 110 BiH MICTUTH 1 IIUBUILHO-TIPABOB1 MOJIOKEHHS — TO 3aKOHOM
VYxpaiau “IIpo iHpopmariiro B iHpopMaIliiiHO-TETeKOMYHIKaLIHHUX cUCTeMax .

Sk moka3zye mpakTuKa, s OOpOTHOM 3 MPaBOMOPYIICHHSAMU Y cdepl KOMI IOTEpPHOI
iH(OopMarlii HeoOXiTHO a/IeKBaTHO BHOMPATH 3aXOH 1 3acO0M OXOPOHH Ta 3aXHCTy iH(opmarii
BiJl TIPOCOYYBAHHS Ta HECAHKI[IOHOBAHOTO JOCTYIy 10 Hei. HeoOXimHO Takok 3aKOHOJaBYOl
CTPYKTYpPYBaTH BEJUKY KIJIbKICTh 3aKOHOJJAaBYUX IMOJIOKEHD B 1111 c(epl CyCHITbHUX BITHOCHH.

3aranom, yci 3aco0M OXOpPOHHM 1 3aXUCTy iH(pOpMallii B KOMIT IOTEPHUX CHCTEMax, II0
Hapasl ICHYIOTbh, CTIPSIMOBaHI Ha:

e 3a0e3meyeHHs] 3axucTy iH(opMalii BiJ HEMPaBOMIPHOTO JOCTYIY, 3HHUIICHHSA,
MoaudiKyBaHHs, OJIOKYBaHHS, KONIIOBAaHHS, HaJaHHs, IOIIUPEHHS, a TaKOX B 1HIIUX
HEMPaBOMIPHHUX il 11010 TaKoi iH(opMallii;

® TOTPUMAaHHSI OPraHi3alliifHO-TIPaBOBOIO PEXUMY OOMEXKEHOTO JOCTYNY IO BIPOT1AHOI
iHdopmarrii;

e peaJiizalliio npaBa Ha JI0CTYII J10 1H(popMallii 3 ypaXyBaHHSIM IPAaBOBOTO PEKUMY AOCTYILY.

HeoOxinHo 3ayBaxuTH, M0 e(pEeKTUBHICTD CUCTEM Oe3rneku iHpopMaIlii 3aJIeKUTh BiJl:

no-Tepiie, peaizaiii MiJIoro psAay pi3HUX 3aX0/iB, K1 MalOTh 0a3yBaTUCS HA HACTYITHHUX
MPUHITUTIAX:

® HOPMATUBHO-TIpaBOBa 6a3a iHGOPMaIITHUX BITHOCHH Y CYCIIUIBLCTBI YITKO PeriIaMeHTye
MeXaHI3MU 3a0e3Ne4YeHHs] MpaB TPOMaJsiH BUIBHO WIYKATHU, OJAEPKYBATH, BUPOOIATH U
MOLIMPIOBATH 1H(OPMAIIiI0 OYyAb-IKUM 3aKOHHUM CIIOCOOO0M;

® iHTEepEeCH BJIACHHKIB 1HPOpMAIIil TApAaHTOBAHO OXOPOHSIOTHCS 3aKOHOM;
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® 3aceKpedyBaHHs (3aKpuTTs) 1HGOpMAIli € BUKIIOUEHHSM 13 3arajlbHOr0 TpaBujia Ha
JOCTYT /10 iH(opMarlii;

® BiJINOBIJAIbHICTD 3a 30epekeHHs iHdopMallii, T 3acekpedyBaHHs i po3CeKped yBaHHS
nepcoHi(iKyeThCs;

® pO3BUTOK chepu iHPOpMAIIHHUX MOCITYT, IO HANAIOTHCS HACEICHHIO ¥ (axiBIsIM Ha
OCHOB1 Cy4yaCHHX KOMIT'HOTEPHUX MEPEK, CUCTEMHU 3arajlbHOJOCTYIMHUX 0a3 1 OaHKIB JaHUX,
0 MICTATH JIOBIAKOBY 1H(OPMAIIII0 COILIATbHO-€KOHOMIYHOTO, KYJbTYPHOTO W MOOYTOBOTO
MPU3HAYEHHS, PABO JIOCTYITY JI0 SIKUX TapaHTY€EThCS W PETrJIaMEHTY€EThCS 3aKOHOJaBCTBOM,

Mo-JIpyre, po3poOKU 3ac00iB OXOPOHHU 1 3aXHCTY, SIKUMH MOBHHHI 3aiiMatucs (axiBii 3
BIIMOBIMHUX Taiy3ed 3HaHb. [IpUpoaHO, 10 KOXHHK 3 (axiBI[iB MO-CBOEMY BHUPIIIYE
3aBaaHHs 1H(OpMaIliifHOi 0e3MeKu W 3aCTOCOBYE CBOI CIIOCOOM W METOMM JIsl JOCSITHEHHS
3amanux miied. [lpu nboMy KOKHUN 3 HUX Yy CBOEMY KOHKPETHOMY BHITAJIKy 3HAXOJIUTh CBOT
HaWOUTBIT €(pEeKTHBHI PIIICHHs, aje Ii PIMICHHS MOBWHHI Y3TOMKYBAaTHCS BIIMOBITHO [0
3aKOHOJIaBCTBA.

OxopoHa 1 3axucT iHpopMaIlii BUKIMKAE HEOOXITHICTh CUCTEMHOTO MAX0Ay, TOOTO TYT
HE MOKHa OOMEKYBaTHCS OKpPEMHMH (pparMeHTapHUMH 3axomamu. CUCTEMHUN MHIAXiT A0
OXOpOHHM 1 3axucTy iHdopmarii Bumarae, mod 3aco0u ¥ Ail, 1O 3aCTOCOBYIOTH IS
iHdopmariiitHoi  Oe3meku, po3rIAfanucs SK  €IMHUNM  KOMIUIEKC  B3a€MO3AJICKHUX,
B3a€EMO/IOTIOBHIOIOUUX 1 B3a€MOAIFOYMX 3axo0jiB. OJIMH 3 OCHOBHUX MPHUHIIUIIB CHUCTEMHOIO
MIIXOY A0 OXOPOHHM 1 3aXUCTy 1H(pOpMaIlii — NPUHIUI “pO3YMHOI JOCTATHOCTI”, CYTh SKOTO
3BOJMUTHCA JI0 TOTO, IIO CTOBIACOTKOBOI T'apaHTii HE iCHY€ Hi 3a SKHX YMOB, TOMY IParHyTH
BapTO HE [0 TEOPETUYHO MAKCHUMAJIbHO JIOCSDKHOTO piBHS Oe3MeKkd, a A0 MiHIMaldbHO
HEOOXITHOTO B JAHWX KOHKPETHHX YMOBAaX 1 MPHU JaHOMY piBHI HMOBIpHO MOXJIMBHUX 3arpos.
[Tpu ipomy icHye moTpeda i BUBHAUYEHHS HOBUX 3arpo3, 10 3YMOBIIIOE MOCTIHHUN MOHITOPUHT
BIJIHOCHH B 1H(popMaliiiHii chepi.

Jliis 0XopoHHU 1 3axucTy iH(OopMarlii BUKOPUCTOBYIOTh MEPEBAXKHO TaKi 3aCO0U:

e OpraHi3aliiiHO-TeXHI4Hi, 3aCHOBaHI Ha CTBOpeHHl GI3MYHUX TIEPEIIKO JUIs 3JI0BMUCHHUKA
4y 10 ocoOH, sika Beae cebe OesnmeuHo. [0 HUX BiAHOCATH 30epiraHHsi HOCIIB 1 MPHCTPOIB y
CXOBHIIAX, (DUIBTPH, €KpaHU Ha amapaTypy, K4 Juis OJOKyBaHHs KJaBiaTypH, OJOKYyBaHHS
ekpaHa ¥ kmaBiaTypd. Ll 3acobu AarOTh 3aXHMCT TUTBKMA Bij ‘““30BHINIHIX 3JIOBMHUCHUKIB 1 HE
3axXHINAIOTh 1H(OPMAIIIO BiJf TUX 0CI0, SIKi BOJIOIIOTh TPAaBOM BXO/y B mpumimieHHs [11, c. 40];

® OprafizaimiiHO-PaBOBI — 3aCHOBaHI Ha 3acTOCYyBaHHI 3aKOHOJABUWX akTiB, Kl
pEerIaMeHTYyIOTh TIpaBuja oOpoOku iHpopmMarllii 0OMEKEHOro JOCTYIy, a TaKOK BU3HAYAIOTh
KpUMIHAJbHY BiIMOBIIAIBHICTh 32 OPYIIIEHHSI HOPM 3aKOHOJIaBCTBA;

e OpraHizalifHO-ynpaBliHCbKI — MiAOIp, BUXOBAaHHS, HaBUaHHS KaJpiB, 3aCTOCYBaHHS
NPUMYCY Ta 3a0XOUEHHS, MPOMYCKHUHN pEeXUM, OOMEXEHHsI JOCTYyIy Oci0 y KOMI IOTepHi
MPUMIIIEHHS TOIIO;

® OpraHi3aliifHO-TeXHOJOIYHI — 10 HUX MOKHA BiJIHECTH KpunTorpadito, mudpyBaHHs,
IPOTPaMHMIA KOHTPOJIb AOCTYIY, HU(PPOBU MiIHUC.

Otmxe, Ha Hamly JOYMKY, 3aCTOCYBaHHS JaHUX 3axO/iB € HEOOXIJTHUM €JIEeMEHTOM
3a0€3MeYCHHS OXOPOHHM Ta 3axXWCTy 1HQOpMalii B KOMII IOTEPHHX CHCTEMax B OpraHax
nepxaBHoi Brnaau. Lli 3axoau, B CBOIO uepry, MaroTh 3I1MCHIOBATHUCA 332 TAKUMH OCHOBHUMU
HaIpsiMaMu:

® 4yiTKE HOpPMATHBHE 3aKpIIUICHHS TOPSAKY TNPOBEIEHHS poOIT 1 HaJaHHS TOCIYT
3aiHTEpecoBaHUM ocobaMm y cdepi iHpopMalliitHOT Oe3meKH;

® [IiITOTOBKa 1 MEPEeHiArOTOBKa HalllOHAJIbHUX KaapiB g poboth B  cdepi
iHpopMaIliitHOT 0e3MeKH: IOPUCTIB, IHKEHEPIB, MEHEKEPIB Ta 1HINHUX;

® CTBOPCHHS BITYM3HSIHOI 1HOPACTPYKTYpHU PO3POOKU, BUPOOHHIITBA, BIPOBAKEHHS Ta
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eKCIuTyaTalli 3aco0iB OXOPOHH 1 3aXHUCTY 1HPOpMAILii;

® IPUIHATTS HOBUX JEPKAaBHUX CTAHIAPTIB, SKi aJEKBATHO perjaMeHTyBaiu O Taki
SBUIA, SK J>KUTTEBUN LUK 1HGOPMAIIHHUX CHUCTeM, €(PEKTHBHICTb CHCTEMH OXOPOHH 1
3axucTy iHQOpMalii, a TaKOXX MICTHJIM YITKHH TMEpeNik KPUTEpiiB OLIHKKA PIBHSI Oe3meKu
iHdopmartii B iHpopMaIliiHO-TEICKOMYHIKAI[IHHUX CUCTEMAX.

Ha cporomui mis migTtpumku indopMmaniiHoi Oe3meku nep’kaBu BXKE 3AIMCHEHI MepIii
KpPOKH, IO JONOMOXYTh YaCTKOBO pealli3yBaTH Bce BHIleHaBeaeHe. Cepel LUX KpPOKIB
0COOJIMBY yBary CiiJ MPUAUTATA TAKUM OpraHi3aIliiHO-IPaBOBUM 3aX0J1aM:

1. VYnockoHaneHHs IPaBOBOI OCHOBH 3arajibHOJEPKaBHOI CUCTEMHU 1H(OPMAIIIHHOT Oe3MeKH.

2. BcraHOBNEHHS Mi€BOTO NEP)KAaBHOTO KOHTPOJIO 3a TaKMMHU HampsiMaMH: BBE3CHHS
IMIOPTHUX 3aC00IB  €JIEKTPOHHO-OOUYMCITIOBAIBHOT TEXHIKM, MOHITOPHUHT 1H(pOpMAamiiHOT
Oe3MeKr B cUCcTeMax 3B 13Ky y TIEBHOMY MPOCTOPI, KOJIi 0ci0 1 vaci.

3. Brmockonanenns cucremMu ceptudikamii cucteM Ta 3aco0iB OXOPOHH 1 3aXHUCTY
iH(popMallii, MporpaMHUX Ta anapaTHO-MPOrpaMHUX 3ac00iB, 1110 3aCTOCOBYIOTHCS THUMH, XTO
npodeciiiHo Hajae mocayru yepe3 [nrepHer (onepatopu, mpoBaiiiepn).

4. CtBOpeHHs €PEeKTUBHOI CUCTEMH IiATOTOBKH/TIEPEIiArOTOBKY MPOECiiHUX KaaPIB y
raity3i iHopmariiiHoi 6e3neku (FOpUCTIB, IHKEHEPIB, MEHEIXKEPIB Ta 1HILHUX).

5. BiarBopenHst cuctemMu 000OB’S3KOBHUX OpPraHiB KOHTPOIIIO 3a CTAaHOM 1H(oOpMaIiiiiHol
Oe3MeKy Ha MIAMPUEMCTBAX Ta KOHTPOJIb 3a 1X TISIIbHICTIO 3 OOKY JepKaBH.

6. Po3BuTOK crcTeMu Aep:KaBHOI JOMOMOTH JJIsi CTBOPEHHSI MPUBATHUX MIAMPUEMCTB 1
YCTaHOB, sK1 3aiiManucs 6 po3poOKOIO 1 CTBOPEHHSIM €PEKTUBHUX CUCTEM 3aXUCTy iH(popMaIllii
B KOMII IOTEPHHX CHCTEMax, Ta IeP>KaBHOI 3aKyIiBIIi TAKUX CUCTEM y PO3POOHUKIB.

7. BperymoBaHHS BIJTHOCHH Yy Taly3l BUKOpUCTaHHA [HTepHETY, 1 B mepury 4Yepry
CTOCOBHO 0O€3MeKH JIepKaBHUX 1HPOPMALIHHUX PECYPCIB.

8. PosButok cuctemu iHopmaiiiHOi Oe3meKku, sKa CIPOMOXKHA MiATPUMYBATH
HaJIEKHUM pIBEHb 11 3aXMIIEHOCTI B YMOBAaX IMOCTIMHOrO YJOCKOHAJIEHHS MOXKJIMBOCTEN
TEXHIYHUX PO3BiJIOK Ta 3aC001B BeleHHS 1H(POPMALIMHUX BiiH.

BucHoBku.

Sk BUCHOBOK, Tpeba 3a3HAYMTH, IO IHCTUTYT OXOPOHM Ta 3axucTy iH(popmamii B
KOMIT FOTEPHUX CHUCTEMax 3 KOXXKHHUM POKOM HaOyBae Bce OULIBIIOI aKTyaldbHOCTI B KOXKHIM
KpaiHi, 1 YKpaiHa HE € BUKIIOYEHHSM. ToMy, Ha MO JTyMKYy, HEOOXIJIHUM € CTBOPEHHS 1
3arBep/keHHs npoekTy Komekcy VYkpainu npo iHdopmariito, sIKHd MICTUB OM PO3AUT MPO
HaIllIOHATBHY iH(pOpMaIliiiHy Oe3MeKy, 110 B CBOIO Yepry He JIUIIC 3aKPITUIIOBaB O MOJIOKCHHS
PO OXOPOHY Ta 3axHcT iH(popMalii B KOMII'IOTEPHHX CHCTEMax HE TUIBKM B OpraHax
JIep’KaBHOI BJIaJIM, a i1 BCTAHOBIIIOBaB KOHKPETHI 3000B’A3aHHS JIep>KaBHUX OPTraHiB CTOCOBHO
miaTpuMKH  iH(GoOpMaliiitHOi Oe3neku AepxkaBu B [HTepHeri. Y cdepi aamiHICTPaTUBHOTO
3aKoHOAaBCcTBa cTarTio 212-6 KYNAII nouinerime Oyno 60 Ha3Batu “31MiiiCHEHHS! HE3aKOHHOTO
noctyny Ao iHdopmaiii B iHPOpMAaIiHHO-TEIEKOMYHIKAIIMHNX CUCTeMaX’ 3TiTHO 3 Ha3BOIO
3akony VYkpainm — “IIpo 3axmct iHdopmanii B iH(OpMaIIHHO-TEIEKOMYHIKAI[IHHUX
cucremax’.

KpamidikoBanuii miaxig g0 MOOYJOBM CHCTEMH OXOPOHM 1 3axucCTy iHdopMarii B
1H(pOpMaLIfHO-TEIEKOMYHIKAIIHHUX CHUCTEMaX Ma€ Ha yBa3l KOHKPETHY OLIHKY 1IMOBIPHHX
BUSIBIB 3arp0o3 Ha KOHKPETHIN KOMII IOTEPHIi cHCTEeMI.

KoxxHOMY NIANpUEMCTBY, YCTAaHOBI, OpraHi3amli 3aJleXXHO BiJ KOHKPETHHUX YMOB iX
poboTu moTpiOHA CBOsI cMCTEMa OXOpPOHU 1 3axucTy iH(opmarllii. BusHaueHHs Takoi cucteMu
MO>KJIMBE JIMIIIE Ha ayJTUTOPChKUX YMOBAX CIEIaIbHO 3aTy4eHUMHU (paxiBIsAMH 1 hipMaMH, 110
MOBHHHI MaTH JHIEH31I0 Ha 3IIHCHEHHS BKa3aHOI AiSUIbHOCTI. PO3TJSHYBIIM TeOpeTHYHI
TOJIOXKEHHS IIIOJI0 OXOPOHM 1 3aXUCTy 1HQoOpMAaIli B KOMIT IOTEPHUX CHCTEMax, MOTPiOHO
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3a3HAYMTH, 10 KOMIUIEKCHA iH(opmaIlliiiHa Oe3lexka B aBTOMAaTH30BAHMX CHCTEMax Mae€ B
CBOIl  OCHOBI  3aCTOCYBaHHS  OpraHi3aliifHO-TEXHIYHUX,  OpraHi3aliifHO-TIPaBOBUX,
Oprasi3aliiHO-yIpaBIIHCHKUX Ta OpraHi3aliiHO-TEXHOJIOTTYHUX 3aXO0/IB.
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