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Introduction Nowadays progress in the field of global computer networks and multimedia tools
resulted to the development of new methods intended for ensuring the security of the data transfer via
telecommunications and use them in unannounced purposes.

The issue of data protection is a complex task, aimed at ensuring the safety of the whole system.
Information security problems are multifaceted and cover a number of important tasks. Information
security problems today become more complex by penetration into all society spheres of different
hardware, data processing and, first of all, computing systems [1].

Obligatory part of any multipurpose information security system contains the methods of cryp-
tography and steganography, that are inextricably linked. The difference between them consists in
their purpose: cryptography is encrypting the message content and steganography is hiding the exist-
ence of the fact of confidential information by immersing it in a container that does not attract atten-
tion. Thus there is no doubt in the urgency of advanced development of new steganographic methods
and algorithms [2, 3].

Possible mechanisms of steganographic data protection is based on:

— organization of hidden data channels within the channels of general use;

— hidden storage data on potentially unprotected from unauthorized access to storage devices;

— embedding of the hidden tags (digital watermark) to various data objects in order to control
their use [4].

Crucial field of steganography use is to protect copyright from piracy. The special label or digital
watermark (DWM) is applied to the digital graphic files. DWM can be both visible and invisible. Vis-
ible DWM theoretically possible to remove or replace. This may be used by graphics or text editors.
Invisible DWM is not perceived by the human eye or ear (audio files). Now let's talk about the invisible
DWM, which is invisible for eyes, but can be recognized by special software [5]. Such software is already
used in some versions of computer magazines etc.

The data hiding has become an important technique for image authentication today. The confi-
dential data transmission and authentication are important tasks for the military, research scientific and
research, various security services, etc.

Thus, this direction of steganography is intended to solve an actual dual task both simultaneously
to organize data hidding and to ensure verification of the container authenticity. Therefore, the work in
this direction is actual today, but unresolved to the end.

As a carrier of hidden information (container) in steganography should be used an object that al-
lows the own information deformation, but does not break its functionality. In digital steganography as
the container can be used the digitized data, such as, photos, videos — successions.

Nowadays the digital image (DI) is often used as a container in steganography. One of the rea-
sons is the ability to change the image matrix in the process stegano transformation (ST), which do not
lead to the contraventions of the steganomessage reliability perception.

Literature review. Existing methods of steganography, which embed the DWM in DI can be di-
vided into two groups: a group of methods that embed DWM into the spatial domain of the image, and
the other methods that embed DWM into the transform domain. Each group of methods has their ad-
vantages and disadvantages.
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Existing steganography methods of hiding data in the spatial domain images are often unstable to
known types of distortion [6, 7]. For example, using of a compression operation with losses (e.g.,
JPEG-compressed) can lead to partial or even complete destruction of the embedded information into
the container. However, there are also development of embedding the confidential information to the
spatial domain, that is resistant to several types of attacks. Thus in [8] was offered a two-stage method
of steganographic decoding additional information (Al) that is based on solving systems of linear al-
gebraic equations, ensuring compliance with reliability perception of the steganomessage(SM), which
is resistant to disturbing influences by providing a small number of the problem conditioning decoding
additional information. The developed method can be efficiently decoded embedded in the container
information even though a violation of the steganomessage integrity.

Traditionally, [5] there are methods that are more resistant to various distortions including com-
pression which hide data not in the spatial container domain but frequency.

There are several ways to present image in the frequency domain. It is often used one or the other
decomposition image-container. For example, there are the methods that operate on the basis of the
discrete cosine transform (DCT) using, discrete Fourier transform (DFT) using, the wavelet transform
(DWT) using, discrete Karunen-Loeve transform (DKLT) using and others. Such transformations can
be applied either to individual parts of the image or to the picture as a whole.

For example, the steganographic method that is offered in [9] implements DWM in the frequency
domain by setting the low-frequency DCT coefficients in accordance with the concept of mathematical
balance. Before inserting DWM it was previously pretreated. Moreover the distinctive feature of this
method is the implementation of the transfer image-container from the RGB to YUV for further inte-
gration DWM in luminance (Y) image component.

In [10] a DWM algorithm based on DCT was offered. It provides the reliability of the digital images
perception, as well as resistance to various attacks. Embedding binary matrix into the container going by
sharing of the middle-banded frequency coefficients, there is a comparison of two medium bands DCT to
encode one bit in the block. Locating of the coefficient is selected by JPEG quantization tables. Another
one algorithm DWM embedding into the digital images for authenticating is offered in [11]. Watermark
sequence is obtained from the defined low-frequency coefficients, which are hidden in the midrange pseu-
dorandom blocks of DCT coefficients. Authenticity is realized through calculating the correlation coeffi-
cients between the low frequency coefficients and corresponding the middle frequency coefficients.

In [12] a method of embedding the information into the Fourier transform for the grayscale imag-
es without disturbing the reliability perception SM was offered. Their authenticity is performed by
inserting a large amount of information in each block of the partition.

Aim of the research. The analysis all above does actual the direction of the digital steganogra-
phy, which associated with the development of methods for implementing the organization of a hidden
communication channel today by introducing a secret message to the transformation field of the con-
tainer with simultaneous check of the integrity the container. In this paper we developed the theoreti-
cal basis for the steganographic method, which later will be able to satisfy all the requirements of the
effective steganographic method, such as the reliability of the formed SM perception, providing suffi-
cient hidden capacity, resistance to attacks against the embedded message, and also to solve a dual
problem defined above.

The aim is to develop a theoretical basis of a new steganographic method of organization of hid-
den communication channel within the public channel, which is giving an opportunity to verify the
authenticity of the image-container.

To achieve this aim we need to solve the following fasks:

— to review the methods of hiding data in the frequency domain transformations;

— to select a block size of the matrix-container which provides the absence of the imaginary part of
the coefficients the discrete Fourier transformation in the time of transition in the frequency domain;

— to organize a hidden communication channel, namely embedding of Al to the container that
does not violate the reliability of SM perception;

— to solve the problem of authenticity by getting integer frequency coefficients.

Main Body. It is considered a digital grayscale image as the container in a lossless format. Note
the M x N -matrix in the spatial domain of the container I.
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It is proposed to split DI into blocks size 2x2. Further, all transformations are produced with
each block individually.

Note the partitioning block f, the number of blocks is determined as [%} X [%} , [*] — whole

part of the argument.
Then for each block we must make a transition from the spatial to the frequency domain using a
direct discrete Fourier transformation (DDF T):

Fluw) =~ sz(x e 53 (1)

x=0 y=0
where x, y — indices of the block elements of the matrix-container;
flx, y) — element of the original block;

u=0,1, v=0,1 — indices of the matrix elements of the frequency coefficients after applying the

transformation;

F(u, v) — block element after Fourier transformation (Fourier transform f{(x, y));

i — imaginary unit (= —1).

Let’s consider the formation of values of the Fourier transform frequency coefficients for 2x2
blocks:
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Selection of block size is not accidental, because of this partition it increases not only the hidden

bandwidth, but also gets all real frequency coefficients (2)...(5) compared with the standard partition 8x8

The obtained values of frequency coefficients for an arbitrary image, as shown above, due to the
coefficient are not integer. It is proposed to transform the blocks of the matrix-container to obtain all
the integer frequency coefficients in the block for further solving the problem of authentication. This
method does not violate the reliability of perception of the whole matrix-container.

It is necessary to count a number of odd and even coefficients in the block of the spatial domain
to obtain the integer frequency coefficients. If their number coincide or block consists exclusively of
all odd / even coefficients, whereas block of frequency coefficients will represent a matrix of integer
numbers. If the number of even and odd coefficients is not the same, it is necessary to change one of
the coefficients of the spatial domain, to make the block matrix consisting of integer numbers

lfk =1||k :3{lmed(f(l,]),2) - Oaf(laj) _f(l9])+19 (6)
ifmod(f(i,))2)=Lf )= f())-1
where £ — number of even elements of the original block,
i, j) — arbitrary element of a block.
Then it is proposed embedding of Al to the DDFP. It is selected a binary matrix as Al,

size {%} X {%} . In each block of the container we will place 1 bit of the Al, according to the relation

FF(i, j) = {@} 2.if embed 0

,1,j=0,1, (7)

FF(i,j)=[F(12’])]2+1,ifembed1
where FF(i, j) — element of a SM block.

So, it is proposed according to the immersion of information (0 or 1) to do all block elements
even or odd, respectively. Note that all frequency coefficients stand integer after immersion.

After immersing the additional information go back to the spatial domain using inverse discrete
Fourier transform (IDFT) (8) in order to transmit the image with embedded information over the
communication channel.

; E+Q]
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where x=0,1, y =0,1 — indices of the elements of SM matrix after applying the inverse Fourier

transformation,

ff(x, y) — block of SM element after applying the inverse Fourier transform;

u, v— index block of SM element,

FF(u, v) — block of SM element.

Let’s consider the formation of a steganomessage coefficients block applying IDFT as shown
in (9)...(12):
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Then, the resulting image-steganomessage is transmitted over the communication channel. The
Al transmission and decoding method used in the field of computer steganography is called stable if
steganomessage formed using this steganomethod is insensitive (low sensitive) to disturbing influ-
ences, i.e. decoding the received information made by the addressee has a small resulting mistake in
the presence of disturbing influences in the communication channel.

Decoding of Al occurs in two stages. In the first stage there is a check of the image authenticity.
Addressee receiving the image, in a similar way as in the embedding of Al, breaks it into blocks 2x2
and builds DDFT for each block. Each block is checked if the four frequency coefficient belongs to
the set of integers. If for only one block, and for only one frequency coefficient was obtained not inte-
ger number, we say about violation of image authenticity and it means that image has been the subject
of attack during the transmission over the communication channel.

Additional verification of authenticity can serve as selection of Al, as shown in (13). If for one
block Al allocation gives four “1” or four “0”, then we can talk about the non breach authenticity of
the image, if even one number is different, we will talk about breach of authenticity.

mod(F(0,0),2) = mod(F(0,1),2) = mod(F(1,0),2) = mod(F(1,1),2) (13)

If the authenticity of the image has not been broken, the addressee can decode the information.
0,mod(F (i, /),2)=0
_ L1

1,mod(F (i, j),2) =1

where mod — operation of calculation the reminder of dividing by number,

,J=0,1 (14)

F — values of frequency coefficients of the Fourier transform for the image, which was receipt-
ed by the addressee.

Results. Based on the foregoing, we can write down the basic steps of steganographic algorithm
of Al embedding:

— dividing the container matrix into 2x2-blocks.

— checking the parity of each block (6).

— applying DFT using (1).
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— embedding Al (7).

— transition into the spatial domain (8).

Below is an example of the proposed steganographic algorithm of Al embedding in the entire
DFT coefficients for the 2x2-block (Fig. 1). In the example, we consider an arbitrary 2x2-block.

2575\ omeon (25 TS oo (80 31} serdlPl (80 -32) . (24 76
24 37 24 36 20 -19 20 20 24 36

a

[25 75) . [25 75j orr [80 31 a0 (8] —31j oy (26 76}

24 37 24 36 20 -19) \21 19 24 36
b

Fig. 1. Steganographic algorithm based on DFT to block 2x2 the embedding of Al
in the integer frequency coefficients DFT: insert (a)0; insert 1 (b)

Basic steps of steganographic algorithm of information decoding

— the matrix is divided into 2x2-blocks.

— applying DFT using (1).

— verification of authenticity: if F(i, j) € Z,i, j =0,1 , where Z-set of integers.

— additional verification of authenticity (13).

— extraction of Al (14).

After the introduction of Al it was superimposed noise to the images. Computational experiment
was carried out on 200 images for each parameter in the environment MathWorks MATLAB, which has
a 100% confirmation of the violations the image authenticity. Imposition of Gaussian noise was con-
ducted with the following parameters: zero expectation, variance, 0,000001, 0,00001, 0,0001, 0,001;
multiplicative: dispersion — 0,000001, 0,00001, 0,0001, 0,001; and also held the imposition of the Pois-
son noise.

Conclusion. Analysis of existing steganographic methods working in the frequency domain
showed not ideality development and work prospect in this direction.

In this paper it was proposed to use the of non-standard block decomposition of the original ma-
trix-container by the size 2x2. The choice of such size is connected not only with the increase of ca-
pacity, but also with the formation of frequency coefficients of the discrete Fourier transform, namely
getting real frequency coefficients.

It was built the steganographic algorithm on the basis of the DFT of embed the Al into the fre-
quency domain. The proposed algorithm embeds Al into integer frequency coefficients. It was also
built the steganographic algorithm for decoding the information that ensures effective verification of
the container authenticity. The proposed algorithm has a 100 % confirmation of the violations the im-
age authenticity.

At present, based on the offered steganographic method the author developed steganographic al-
gorithms providing stable Al to disturbing influences in the communication channel, and also, the two
main tasks of steganography — hidden transmission data and authentication of container with kipping
reliability the SM perception which are preparing for publication.
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AHOTAIISI / AHHOTALIUSA / ABSTRACT

M.O. Koszina. luckperHe neperBopenHsi ®yp’e sk 0CHOBA JJIsl cTeraHOrpagivHOro MeToay. AKTyaabHICTh PO3PO-
OKM HOBHX cTeraHorpadiqyHUX METOAIB He BUKJIMKAE CyMHIBY 4epe3 CTPIMKHil pO3BUTOK iH(pOpMaLiitHUX TEXHOJIOTIH 1 3Ha4-
HUX HEJOJNIKIB BXKe ICHYIOUMX CTEraHOMETOJiB. 3allpONIOHOBAHO cTeraHorpadiuHuii METO/, 3aCHOBAaHMI HAa 3aHYpPEHHI KOH-
¢binenuiitnoi iHpopmarii y yacToTHy 00s1acTh KOHTEHHEpa, SIKUM BHCTYyIae HudpoBe 300paxkeHHs y rpajgauisx ciporo. ITepe-
X1/ 3 MPOCTOPOBOI Y HaCTOTHY 00JIaCTh 1 HaBMAKM BiIOYBA€THCSI BUKOPUCTOBYIOUH AUCKPETHE mepeTBopeHHs Dyp’e. Matpu-
151 YaCTOTHHUX KOeQilieHTIB OyayeThes At OJI0KIB BUXiZHOT MaTpulli 1inpoBOro 300paxeHHs, po3mipom 2x2. 3a paxyHOK
BHOOpY OJI0Ka TAKOTO pO3MIpy HE TUTBKH 30UIBIIY€ETHCS MPOITyCKHA 3MaTHICTh, MOPIBHAHO 31 CTAHAAPTHUM PO3OHTTIX, ane i
BUXO/SITh HEKOMIUIEKCHI YacTOTHI KoedilieHTH. 3alpoIoHoBaHMi creraHorpadiqHui MEeTOH JO3BOJISE BCTAHOBUTH aBTCH-
THYHICTH 300paskeHHs. OTpUMaHi TEOPETHYHI Pe3yIbTaTH y MAaifOyTHEOMY MOXKYTh OyTH BUKOPHCTaHI SIK OCHOBA JUIS PO3PO-
OKM HOBHX CTIHKHX CTE€raHorpagiyHuX aJropuTMiB.

Kniouosi cnosa: creranorpadiunuii Meron, nudpose 300paskeHHs, AUCKpeTHe meperBopeHHss Dyp’e, HaniiHICTH
CIPUIHATTA CTEraHOIOBIIOMJICHHSI.

M.A. Ko3una. JilnckpeTHoe npeodpasopanne dypbe KaK 0CHOBA JUIsl CTeraHOrpaguyeckoro Meroaa. AKTyaib-
HOCTbH pa3pabOTKH HOBBIX CTEraHOTPaHIECKIX METOJOB HE BBHI3BIBACT COMHEHHMI M3-32 CTPEMUTENBHOTO Pa3BUTHS HHGOP-
MaIMOHHBIX TEXHOJOTHH M 3HAYNTENbHBIX HEJOCTATKOB YK€ CYIIECTBYIOIINX CTETaHOMETOZOB. B pabote mpemmoxken cre-
raHorpauuecKuil MeToI, KOTOpPBIif OCHOBAH HA HOTPYKEHUH KOHGUICHIINANFHON HHPOPMAINN B YaCTOTHYIO 00JIaCTh KOH-
TeliHepa, B Ka4eCTBE KOTOPOTO BHICTYHAeT IU(pPOBOE N300paKeHNe B rpafanusax ceporo. [lepexon u3 mpocTpaHCTBEHHOH B
YaCTOTHYIO 00JIaCTh M HA0OOPOT IPOMCXOIHT, NCHONB3Ys JUCKpeTHOe npeodpaszoBanne @ypre. MaTpuiia 4acTOTHBIX KO-
(UIUEHTOB CTPOUTCS JUIs OJIOKOB pa30MeHMs UCXOMHOI MaTpHIIBI HU(POBOro H300paskeHus pa3MepoM 2x2. 3a cuet BeIOopa
0JI0Ka TaKoro pa3Mepa He TOJBKO YBEIHMUMBACTCS MPOIYCKHAsI CIIOCOOHOCTB, IT0 CPAaBHEHHUIO CO CTAaHIApTHBIM pa3OHCHUEM,
HO W TIOJy4alOTCs HEKOMIUIEKCHBbIE 4YacTOTHbIe Kod(duumentsl. [Ipemnaraemelii creranorpaguieckuii METOZ MO3BOJISIET
YCTaHOBUTH Ay TEHTHYHOCTh N300paxkeHus. [lomydeHHbIe TeOpeTHYeCKUe Pe3yIbTaThl B JaJbHEHIIEM MOTYT OBITh MCIOJB30-
BaHbI KaK OCHOBA JIJIsl Pa3pabOTKN HOBBIX yCTOMUYMBBIX CTEraHOTPahHIECKUX aNrOPUTMOB.

Kniouegvie crosa: creranorpadudeckuit Meron, nudposoe u3o0paxkeHue, TUCKpeTHOe npeodpasoBanne Pypwe, Ha-
JEKHOCTH BOCIIPHATHS CTETAHOCOOOIICHHSL.

M.O. Kozina. Discrete Fourier transform as a basis for steganographic method. Actuality of developing of new
steganographic methods doesn’t cause doubts due to the rapid development of information technologies and considerable
minuses of existing steganomethods. It is presented a steganographic method based on the embedding of confidential infor-
mation to the frequency domain container (digital image in grayscale) in this paper. The transition from the spatial to the
frequency domain and vice versa takes place by using a discrete Fourier transform. Matrix of frequency coefficients is con-
structed to the blocks 2x2 for the original matrix of digital image. By choosing the block of such size it increases not only the
carrying capacity compared with the standard partition, but also it leads to non complexity frequency coefficients. Proposed
steganographic method allows establishing of authenticity of the image. Further the theoretical results can be used as a basis
for the development of a new stable steganographic algorithm.

Keywords: steganography method, digital image, discrete Fourier transformation, reliability perception the
steganomessage.
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