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METHOD OF PHOTOMONTAGE DETECTION UNDER
CONDITIONS OF LIMITATIONS ABSENCE
FOR PHOTOS FALSIFICATION

B.B. 3opino, O.10. JIebeoesa, M.O. Kosina, /I.C. beayw. Meton BusiBjIeHHsI (OTOMOHTAKY B yMOBaX BiICYyTHOCTI 00MeikeHb Ha
BHKOpHCTOBYBaHI npu ¢anbcndikauii poro3nimku. [lomupeHe BUKOpUCTaHHS MiApoOIeHHX (OTO3HIMKIB B iH(OpMAIiHHUX BiiHAaX,
CY/IOBHX CIpaBax, MOJITHUIII, TOIIO MOTPeOye PO3pOOKH HOBHX eDEKTHBHUX METO/IB BUSBICHHS (OTOMOHTaXY. OIHHM 3 HHX € METOJ BHSIB-
JIeHHS] POTOMOHTAXY, 3aCHOBaHHIA Ha aHAaJi31 CHHTYJSIPHUX YHCel OJIOKIB MaTpHili u(ppoBoro 300paxkenHs. Mema: MeToro poOOTH € Tiepe-
BipKa Cep 3acTOCYBaHHS METOIY BHUSIBICHHS (POTOMOHTaXY, 3aCHOBAHOTO Ha aHANi3i CHHTYJSIPHHX 4YHCeT ONOKIB MaTpHii HH(POBUX
300paXkeHb B yMOBaX BiJCyTHOCTI OOMEXEHb Ha CTYIIHb iX CTUCHEHHS. Mamepianu ma memoou: B ocHOBI poGOTH PO3IISIHYTOTO METOY €
BUSIBIICHHS BIIMiHHOCTEH MK 300pa)kKeHHSIMH y BHIIAJKY, KOJIU BOHH MAIOTh Pi3HI CTyNEHI CTUCHEHHS: 3HAYCHHS MaTPHI HYJILOBHX CHHIY-
JSIPHUX YUCe OJIOKIB, 110 BiAMOBIIAIOTH YY>KOPIAHIH YaCTHHI 300pa)KCHHS, BUPIZHAIOTH IO MiTAHKY Ha (OHI OCHOBHOTO 300pa)KEHHSI, 110
nae 3mMory BusBHTH (aibcudikamio. 3a3HauyeHnit MeTo 1 0YII0 TOCIIHKEHO 32 IIEBHUX 0OMEXEHD, 10 HAK/IaJaTUCs Ha BUKOPHUCTaHI TECTOBI
¢orozuimkn. TIpoBeseHO PO3LUIMPEHHiT EKCIIEPUMEHT 3 BUKOPHCTAHHSAM 300pa)XeHb, ULl SIKUX BiACYTHI OOMEXEHHs Ha CTYIIiHb CTHCHEHHS.
Pesynomamu: B pesynbrati excriepuMeHTy (anbcudikariio 6yno BussieHo B 44.4 % Bumajkis 3a yMOBH 30epeskeHHs nudpoBoro 300pa-
*KeHHs micis GpoToMoHTaxy B popmarti 6e3 BTpar, i B 53.3% BumaakiB — npu 30epexeHHi 3 BTpatamu. Yacrinre GoToMOHTax 0yJ10 BUABICHO
TOZI, KOJIH Pi3HALS MK Koe(ilieHTOM SIKOCTi ) OCHOBHOTO 300pakeHHS 1 3aMilyo4o] JiIsTHKH Oyiia OibIie aBOX.

Kmiouosi cnosa: poToMoHTaX, epeBipKa HiTICHOCTI [H(MPOBOTro 300paXkeHHs, METO/ BUSIBJICHHS (DOTOMOHTAXY, MATPHUIL LIU(PPOBOTO
300pa)KEeHHS, CUHTYJISIPHI YUCia.

V.V. Zorilo, Ye.Yu. Lebedeva, M.O. Kozina, D.S. Belush. Method of photomontage detection under conditions of limitations
absence for photos falsification. The widespread using of fake pictures in information wars, lawsuits, politics, etc., needs to develop new
detection methods of photomontage. One of them is a method of photomontage detection based on the analysis of singular values of matrix
blocks of digital images. Aim: The aim of this research is to check the application area of photomontage detection method based on analysis
of singular values of matrix blocks of digital images in the absence of restrictions on the degree of their compression. Materials and
Methods: The basis of this method is the detection of the differences between the images when they have different degrees of compression:
values of the zero singular values matrix of blocks corresponding to foreign part of image. We distinguish this area on the background of the
main image, that allows to detect falsification. The mentioned method was investigated under certain restrictions imposed on the used test
photos. An advanced experiment with images was held, for which there are no restrictions on the degree of compression. Results: The
falsification was detected in 44.4% of cases in experimental study while saving the digital image after photomontage in lossless format, and
in 53.3% of cases when saving the losses. Montage was detected most often when the difference between the quality factor Q of the main
image and the replacing area was more than two.

Keywords: photomontage, digital image integrity checking, photomontage detection method, digital image matrix, singular numbers.

Introduction. Photomontage story begins long before the creation of modern graphic editors.
With the first pictures people began to experiment — to combine the objects and scenes of different
photos. Earlier to identify the photofake was easier by means of expert visual evaluation. Today,
information technology in the area of computer graphic allows execute montage so that even experts
are not able to detect it. Therefore, the development of photomontage detection methods that effective
without expert is important and urgent today. In this paper as the montages we will understand the
result and the process of images creating composed of several parts of different photos.

Scientists around the world work over photomontage detection. Note, the existing methods have
their areas of application, its advantages and shortcomings.

Now actively the methods of digital image (DI) analysis are developing, grounded on the general
approach to the analysis of the state and operation of information systems technology [1]. One is a
method of photomontage detecting, based on the analysis of singular numbers of the matrix DI units.
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The work of this method is to identify the differences between the images when they have
different degrees of compression. There are [2] formal differences established between DI in lossy and
lossless format and DI in lossy formats with different quality factor.

Quality factor (Q) for lossy format JPEG determines the measure of photography compression. In
this research it meets the standard of graphics editor Adobe Photoshop, according to which Q takes a
value between 0...12 where more value Q corresponds to less compression of the image.

The mentioned method was investigated under certain limitations of used photos. In [2] it was
justified the use of images with Q > 8 (for images compressed with a lower value of Q, the artifacts of
compression appear that violate the stability of perception).

However, there are situations when images used in montages have low quality. In this regard,
there is a need to clarify the application area of this method.

The aim of this research is to check the application area of photomontage detection method
based on analysis of singular values of matrix blocks of digital images in the absence of restrictions on
the degree of their compression.

Materials and Methods. The main instrument for the analysis of digital images for this method
is the so-called zero singular numbers matrix of blocks (ZSNMB). Each element of this matrix
corresponds to the block 8x8 matrix of digital image brightness, takes values from O to 8 and means
number of zero singular numbers in the block [1, 2].

For DI in lossless format ZSNMB consists mostly of zeros. When compressing with the highest
quality it is possible blotches of units, sometimes twos. With increasing DI compression the ZSNMB
elements can take values from O to 8, which are caused by linear dependence row/columns of matrix [1].
Consider the example of this method (Fig. 1). In the image of the lake was inserted the boat with rowing.
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Fig. 1. Photomontage (a) and ZSNMB of falsified DI (b)

As we can see, the ZSNMB value corresponding to foreign parts of images distinguish this area
against the main image that allows you to detect the falsification.

Carry out an advanced experiment with images, for which there are no restrictions on the degree
of compression. For the experiment there are 30 digital images in a lossless format of resource [3]
used (traditional base of digital images when tested algorithms and methods).

In the image that saved before the montage in JPEG format with quality n (the main image), we
insert a different part of the image (by replacing area) that has been saved in JPEG format with quality
1,2, ..., (n—1), where n takes the value from 1 to 10. The results are saved in lossless format (results
typical for most photographic fakes are presented in Table 1) and in the lossy format JPEG with the same
value of Q, as the main image (results typical for most received photo fakes are presented in Table 2).
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Table 1
Results of the experiment with the saving of photomontage in lossless format
" 10 9 8 7 6 5 4 3 2 1
n
10 — — — — — — — — — —
9 N — — — — — — — — —
8 N N — — — — — — —
7 N N N — — — — — — —
6 N N N N — — — — — —
5 P P N N N — — — — —
4 P P N N N N — — — —
3 P P N N N N P — — —
2 P P P N N P P P — —
1 P P P N P P P P P —
Table 2
Results of the experiment with saving of photomontage in the losses format
10 9 8 7 6 5 4 3 2 1
n
10 — — — — — — — — —
9 N — — — — — — —
8 N N — — — — — — —
7 P N N — — — — — — —
6 N N N P — — — — — —
5 N N N P P — — — — —
4 P N N P P P — — — —
3 N P N P P P N — — —
2 P P P P P P N N — —
1 P P P P P P N N —

In these tables, we took the following notation: N (negative) — photomontage not found; P
(positive) — photomontage found; “—” — experiment was not carried out.

Results and Discussion. In the experiment the falsification was detected in 44.4 % of cases when
saving digital image after of photomontage in a lossless format, and in 53.3 % of cases — when saving
the digital image with losses. More often montage was detected when the difference between the Q
factor of the main image and replacing area was more than two. However, reveal a pattern that
generally would make recommendations concerning area of application in this method is not possible.

Number of photomontage gaps if available — a very important indicator of the method effective-
ness. The results showed that this method can not be recommended for widespread use to verify the
integrity of digital images. However, it can be used in complex information security system or in
combination with other methods of checking the integrity of digital images.

In the future the efficiency of this method we will research the impact of the block structure of
digital images (background, contour) on properties its ZSNMB in the absence of restrictions on use for
the photographs falsification. This, say the authors, will help monitor the uncharacteristic for
integrated DI changes of singular numbers, which in turn will improve the process of fakes
identifying.

This scientific work made it possible to critically assess the earlier developed method of detecting
photomontage in conditions where there are no restrictions on use for the photographs falsification that
are useful for the further development of an complex information security system.
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