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ACCURACY IMPROVEMENT
OF CLONING AREA DETECTION

O.10. Jlebeoesa, A.A. Kobosesa, B.B. 3opino. IlinBuuenHns epeKTUBHOCTI BU3HA4YeHHS 00J1acTi KJIOHyBaHHs. B poOoti nposese-
Ha Mopudikamis MeTOMy BHSBJICHHS 1 JoKaiizamii obacTeil MOPYIICHHS WITICHOCTI B MH(POBOMY 300paXkeHHi, OTPUMAHOTO B Pe3yIbTaTi
KJIOHYBaHHS. Mema: MeToro poOOTH € MiABUIIEHHS TOYHOCTI BU3HAUCHHS 00JIACTEH NMOPYIICHHS LiNiCHOCTI U(pPOBOro 300paskeHHs LIS
XOM po3poOKH Mozaudikaril MeToxy BUSIBJICHHS 1 JToKami3amii 00acTell KIIOHYBaHHsI, 3aCHOBAHOTO Ha OJOKOBO-OPi€HTOBAHOMY MiAXO[i, 32
PaxyHOK OJHOYACHOTO BHUKOPHCTAHHS IIPU €KCIIEPTH31 300pakeHHs KBaJPaTHHUX, TPUKYTHHX, KPYrIHX OJOKIB i OIOKIB ckiagHOi (HOpMH.
Mamepianu i memoou: IlpencTaBIeHO TORANBIINN PO3BUTOK OJOKOBO-OPIEHTOBAHOTO MiJXOAy MO BHPINICHHS 3aBJAHHS BHUSBICHHS
pe3yJIbTaTiB KJIOHYBaHHS B HIU(GPOBOMY 300pakeHHi. 3amponoHoBaHO Moa¥diKallisi METOLy BHSBJICHHS 1 JIOKAIT3alil obacTeil KIOHYBaHHS,
3aCHOBAHOTO Ha BpaxyBaHHI OJM3BKOCTI OJIOKIB MATpHIli, KA KiIIBKICHO OI[IHIOETBCS 3a JOIIOMOTOI0 Pi3HHX BapiaHTIB 3aBIaHHS METPUKH.
Pe3ynvmamu: Po3pobieHo METOANKA OJJHOYACHOTO BUKOPUCTAHHS KBaJAPATHUX, TPHKYTHHX, KPYTIIHMX OJIOKIB i OIOKIB CKIaIHOI (opMH JUIs
excrepTu3u uuppoBux 300paxeHsb. [LIIsIxoM 00UMCIIOBAIBHOTO EKCIIEPUMEHTY BCTAHOBJICHO IiIBHIICHHS TOYHOCTI BU3HAYECHHs 00JacTel
HOpYIISHHS HiTICHOCTI IU(POBOTro 300pakeHHs NIPU BUKOPHCTaHHI 3arponoHoBaHol MoauGiKalii MeToxy BHSBICHHS 1 JIOKawi3alii obmac-
Tel KJIOHYBaHHS IIPU OJHOYACHOMY BHKOPHCTAHHI IIPU €KCIIepTH3i OJIOKIB Pi3HUX BHUIIB PO3OHTTS: BiTHOCHA BEIMYMHA ILIOIII BHSBJICHOT
obusacTi Bia peabHOI 001acTi KiI0HYy 30ubIIyeThest B 1,6 pasu, B MOPIBHAHHI 3 pe3yJabTaTaMH pOOOTH aNropUTMIYHOI peanisalii metony,
B3STOTO 32 OCHOBY.

Kniouosi cnoea: To4HICTh BUABICHHS, (anbcudikalis 300paxxeHHs, BUSBICHHS (anbcuikalii, KIOHyBaHHS.

Ye.Yu. Lebedeva, A.A. Kobozeva, V.V. Zorilo. Accuracy improvement of cloning area detection. In the work the modification of a
method of detection and localization of regions of the integrity violation in the digital image obtained as a result of cloning is developed.
Aim: The aim of the work is to increase the accuracy of detection of integrity violation regions of the digital image by development of modi-
fication of a method of detection and localization of cloning regions based on the block oriented approach due to simultaneous use in case of
expertize of the image with square, triangular, round blocks and of irregular shape blocks. Materials and Methods: Further development of
the block oriented approach to the solution of problem of cloning results detection in digital image is provided. Modification of the method
of detection and localization of the cloning regions developed by authors earlier, based on the accounting of closeness of the matrix blocks
which is quantitatively evaluated by means of different variants of the metrics assignment is offered. Results: The technique of simultaneous
use of square, triangular, round blocks and blocks of irregular shape in case of the expertize of the image based on the block oriented
approach is developed. Providing the computational experiment the accuracy increase of determination of integrity violation regions of the
digital image when using of the offered modification of the method of detection and localization of fields of cloning in case of simultaneous
use in case of expertize of different partitioning types blocks is set: the relative value of the area of the revealed region from real region of a
clone increases by 1.6 times in comparison with results of operation of algorithmic implementation of the method taken as a basis.

Keywords: detection accuracy, falsification of image, falsification detection, cloning.

Introduction. Digital images (DI) of different storage formats and different quality are currently
being falsified. In addition, both large falsified parts of the image and small falsified parts that do not
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attract attention at first glance. Especially relevant are the falsification of small details of the image:
codes, numbers and other information in the image, obscuring the details on the faces (moles,
wrinkles, scratches), etc. The most widely used and simple instrument of falsification is the cloning of
parts of the image of any form. The cloning process replaces part (parts) of DI by part (parts) of the
same DI. As a result, modified regions are called cloned (clone) of original images, and the original
regions that have been the basis of the clones are called as their prototype image. Currently existing
methods of cloning detection are able to quickly and efficiently detect large falsified region, but they
are often powerless in the case of small regions and regions of unusual shape. In addition, at the detec-
tion of large cloning regions, there might be situations requiring the maximum precision of the cloning
region detection (boundaries). Such situations may arise when it is important not only to determine
whether the digital image is violated, but also to obtain maximum of reliable information of the
available digital image. Therefore, extremely urgent there is a question of development new and modi-
fications of the existing methods of effective detection and localization of the cloning regions allowing
to increase the detection accuracy provided today.

We will understand the integrity violation of DI happening by cloning as falsification of the
digital image.

Today the most popular graphics editors are Adobe Photoshop and GIMP. Their tools are used
for creation of falsification in the image. Such tools are the Rectangular marquee, Elliptical marquee,
Lasso, Polygonal lasso, the Magnetic lasso, the Stamp, the Eraser, etc. Use of these tools allows to
create falsifications of arbitrary (not rectangular) form (Fig. 1) that makes impossible to find precisely
the cloned region using blocks of square shape which are standard in methods of detection of falsifica-
tions in the images.

In [1] the method was developed used for detection and localization of cloning regions which on
the first step partitions the image into a set of the crossed blocks of the standard form. As experimental
results showed, use of standard blocks doesn’t allow to receive the exact sizes and to precisely detect a
location (form) of the found falsifications regions.

In [2...4] the method of detection and localization of cloning regions for use of blocks of triangu-
lar, irregular shape and round blocks was modified. These types of blocks are well proved themselves
in the detection and localization of cloned regions of any shape.

c

Fig. 1. The difference between falsified and original images: original (a); falsified (b); the falsified region (c)

The aim of the work is to increase the accuracy of detection of integrity violation regions of the
digital image by development of modification of a method of detection and localization of cloning
regions based on the block oriented approach due to simultaneous use in case of expertize of the image
with square, triangular, round blocks and of irregular shape blocks.

Accuracy of detection will be evaluated by the relative value of the area of the revealed cloning
region to the actual area of the cloning region defined as a percentage. We will define the real area of
cloning region as a difference between the original and falsificated images. Value of the area is
measured in pixels.

To achieve the goal, it is necessary to solve the following problems:

— to research feasibility, taking into account the aim of the work, of simultaneous use of blocks of
different (non-standard) shape for detection of falsification regions in DI;
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—to develop a technique of simultaneous use of square, triangular, round blocks and blocks of
irregular shape.

— to modify the existing method of detection and localization of cloning regions by simultaneous
use of square, triangular, round blocks and blocks of irregular shape for expertize of DI.

Materials and Methods.

Technique of simultaneous use of blocks of irregular shape. In [2...4] the procedure of obtaining
of triangular blocks, blocks of irregular shape and round blocks is explained. During the experiments
the best block partitions of different shape from the point of view of detection accuracy, provided in
Fig. 2, were revealed. So the triangular blocks providing the highest accuracy of cloning region detec-
tion in comparison with remaining triangular partitions, are provided on Fig. 2, a, blocks of irregular
shape — on Fig. 2, b, sector blocks in Fig. 2, c.

All blocks considered in this work are results of partitioning reference square blocks. They can be
used as means of specification when square blocks do not provide the required accuracy of detection
of cloning region.

a b c
Fig. 2. Blocks of a DI matrix which give the best accuracy of cloning region detection: triangular shape (a);
irregular shape (b); round form (c)

Thus, first of all it is necessary to use splitting of its matrix into square blocks at simultaneous
use of square, triangular, round blocks and blocks of irregular shape in process of detection of falsifi-
cation regions in DI. Criterion of detection of the cloned region is equality of correlation coefficient to
unit between pair of blocks. If in the developed method of detection and localization of cloning
regions the square partitioning doesn’t give the value of correlation coefficient equal to unit, then it is
necessary to use triangular blocks, blocks of irregular shape and sector blocks for detection of the
cloned region.

In modification of the method of detection and localization of cloning regions the following steps
have to be considered:

1. To obtain pair of blocks of square shape;

2. To check whether pair of square blocks are clone and a prototype, if yes then go to step 4;

3. Parallel execution of the following steps:

3.1. To obtain the triangular blocks. To check whether triangular blocks are cloned;
3.2. To obtain the irregular shape blocks. To check whether irregular shape blocks are cloned;
3.3. To obtain the sector blocks. To check whether sector blocks are cloned;

4. Go to the next pair of blocks.

According to the given technique of simultaneous use of square, triangular, round blocks and
blocks of irregular shape, we modify the method of detection and localization of cloning regions. To
accelerate the checking process of different types of blocks, we will apply them only in regions, suspi-
cious on falsification. The area is suspicious on falsification if value of correlation coefficient is more
than set threshold. We will partition regions, suspicious on falsification, into blocks of different types
and the basic method of detection of the cloned regions [3] is applicable to each type of blocks.

The main steps of modification of the method of detection and localization of cloning regions for
simultaneous use of square, triangular, round blocks and blocks of irregular shape looks as follows:

1. To initialize the area to be identified res =& and to split brightness matrix Y of DI for crossed

blocks C={c,c;,....c,}, Uci =Y, with sizes px p (here each subsequent block ¢, differs from

i=1
previous c, , in shift on 1 pixel to the right, to the left, down or up);
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2. Each block ¢;, i=1,...,s, is considered together with all ¢;, j=i+L,...,s, accordingly. For
each pair;
3. To calculate a proximity measure 6= Metrica(c;,c;);

4. To test accessory of pair of blocks ¢;,c; to regions of clone and its prototype by the analysis

of measure of proximity value 9 ;
5. If the pair of blocks ¢;, ¢; are the areas of clone and its prototype, then res = res Ue Uc ;> else

to test the pair of blocks on suspiciousness by analysis of measure of proximity value 6 ;
6. If the pair of blocks ¢, ¢; are suspicious ones, then execute steps 6.1...6.3 simultaneously:

6.1. To obtain triangular blocks ¢;, and ¢;, of blocks c;,c;:

nt mt

6.1.1. To calculate a proximity measure &’ = Metrica(c!,,c/,);

6.1.2. By analysis of measure of proximity value &’ determine to reveal accessory of
blocks ¢!, and ¢/, to regions of clone and its prototype;

6.1.3. If the pair of blocks ¢! and c/

mt

are the regions of clone and its prototype, then

Jo.
mt

res=resUc!, Uc
6.2. To obtain irregular shape blocks ¢! and ¢/ _:

6.2.1. To calculate a proximity measure 8’ =Metrica(c. ,c] );

6.2.2. By analysis of measure of proximity value 3’ to reveal accessory of blocks ¢!, and

¢! to regions of clone and its prototype;

mc

6.2.3. If the pair of blocks ¢!, and c/

mc ?

are the regions of clone and its prototype, then

res=resUc Uc/

mc

6.3. To obtain sector blocks ¢! and ¢/ :

6.3.1. To calculate a proximity measure 8’ =Metrica(c., ¢}, );

6.3.2. By analysis of measure of proximity value 8’ to reveal accessory of blocks to
regions of clone and its prototype;

6.3.3. I the pair of blocks ¢! and ¢/ , are the regions of clone and its prototype, then

res=resUc Uc! ;

7. To output the obtained region res .

The example of work of the modified method of detection and localization of cloning regions
by simultaneous use of square, triangular, round blocks and blocks of irregular shape is presented
in Fig. 3.

The efficiency analysis of the developed modification. During the computational experiment,
which aim was to carry out the efficiency analysis of the modified method from the point of view
of the accuracy of detection of the cloned regions, the size of the cloned region was chosen
randomly depending on the specific image and didn’t depend on the size of blocks of the
partitioning used in experiments.

All of DI have various sharpness depth of the represented space and were exposed to falsifi -
cation and post-processing using the Adobe Photoshop and GIMP graphic editors. Original DI had
various compression ratios corresponding to quality factor Q from 4 to 10 in the Adobe Photoshop
graphic editor. After cloning process finished, the obtained falsified DI were saved in a lossless
graphic format (BMP). When falsified DI are saved in a graphic format with losses (JPEG),
falsifications can be detected by method of identification of double quantization effect in DI [5].
The contour of the cloned region was exposed to blurring.
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a b c d

Fig. 3. Result of work of the modified method of detection and localization of cloning regions by simultaneous
use of square, triangular, round blocks and blocks of irregular shape: original image (a); falsified image (b);
falsified region (c); detected cloning region (d)

As a result of an experiment it has been received:

— the digital images containing the revealed cloning region with use of square blocks (Fig. 4, d);

— the digital images containing the revealed cloning region with use of triangular blocks (Fig. 4, e);

— the digital images containing the revealed cloning region with use of irregular shape blocks (Fig. 4, f);

— the digital images containing the revealed cloning region with use of sector blocks (Fig. 4, g);

— the digital images containing the revealed cloning region with use of triangular blocks, irregular
shape blocks and sector blocks (Fig. 4, h);

— the relative size of the area of the revealed cloning region to the actual area of cloning region
for different types of blocks and the modified method (Table 1).

Let’s consider results of detection accuracy of cloning region for the images provided in this
paper with use only of square blocks, only triangular blocks, only blocks of irregular shape, only
sector blocks and at simultaneous use of all listed types of partitioning (Table 1).

By results from Table 1 it is possible to draw a conclusion on the higher accuracy of
detection of cloning region with simultaneous use of square blocks, triangular blocks, blocks
of irregular shape and sector blocks. When using in a method of detection and localization of clon-
ing region of the blocks of different types of partitioning the relative size of the area of the revealed
region will increase by 1.6 times from real area of the clone in comparison with use of standard
partitioning and in case of blurring of a contour of the cloned region.

Conclusions. The possibility of simultaneous use of square, triangular, round blocks and blocks
of irregular shape at identification of falsification regions in DI is investigated.

The technique of their simultaneous application in the process of detection and localization of the
cloned region is offered.
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Fig. 4. Result of work of the modified method of cloning regions detection by simultaneous use of square,
triangular, round blocks and blocks of irregular shape: original image (a); falsified image (b); cloning region
(c); result of work of the modified method (d); use of square blocks 8 %8 (e); use of triangular blocks 8x8 (f); use
of sector blocks 8%8 (g); use of irregular shape blocks 8x8 (h)

Table 1
Results of detection accuracy of cloning region which contours have been subjected to blurring,
using blocks of different types of partitioning
The relative size of the revealed region from real cloning region (%)
Images Square Triangular Irregular shape Sector
blocks blocks blocks blocks All blocks
Image 1 54.62 69.60 64.23 68.99 77.58
Image 2 69.66 82.43 75.22 79.29 90.33
Image 3 45.31 60.86 53.73 60.16 70.84
Image 4 32.13 62.65 54.82 62.25 74.70
Image 5 45.80 69.27 59.59 71.70 82.99
Average for images 49.50 68.96 61.52 68.48 79.29

Modification of a method of detection and localization of cloning regions with simultaneous
using the blocks of different types of partitioning is developed.

Efficiency analysis of developed modification of a method from the point of view of the detec-
tion accuracy of the cloned regions is carried out. The analysis showed that in case of simultaneous
use of the blocks of different types of partitioning the relative area size of the revealed region from
real region of the clone increases by 1.6 times.

Jlitepatypa

1. Jle6enena, E.JO. OOHapyxeHHE KJIOHMPOBAHHBIX YYacTKOB H300pakeHMH B 3aJadax BbISBICHUS
¢danscupukaumu / E.JO. JlebeneBa // Tpynsl aBeHannaTtodl MexXIyHapOJHOW HAayYHO-IPaKTHYECKOH
koHpepeHmn «CoBpeMeHHbIe HHPOPMAIIMOHHBIE W 3JIEKTPOHHBIE TexHonorun» (CUDT-2011), 23-27
mas, 2011 1., Onecca, Ykpanna. — Opecca: [lomurexmeprnonunka, 2011. — C. 175.

2. Jlebenesa, E.1O. Vcnosp30Banue TpeyroibHBIX OJIOKOB Ui ONpeAeieHus obnactu (anbcupuKkanum B
n3zobpaxkenusx / E.1O. Jlebenera, I1.E. bapanos // Indopmamiiina Oe3mexa. — 2011. — Ne 2(6). —
C. 139 — 144.

KOMIT'FOTEPHI 11 IHOOPMAL[IITHI MEPEXI I CHCTEMU. ABTOMATU3ALIISI BUPOBHULITBA



ISSN 2076-2429 (print) 53

ISSN 2223-3814 (online)

Odes’kyi Politechnichnyi Universytet. Pratsi, Issue 3(50), 2016

3. Lebedeva, Ye.Yu. Improvement of the accuracy of detection of cloned regions in digital images /

Ye.Yu. Lebedeva // ITndhopmarrka Ta MaTeMaTHIHI MeTOIU B MonemoBanHi. — 2014, — T. 4, Ne 3. —
C.278 —284.

4. Lebedeva, E. Using circular blocks for detection of forged regions in digital images / E. Lebedeva //

Indopmaruka ta MaremarnuHi metoau B MonemtoBanti. — 2015. — T. 5, Ne 1. — C. 71 —76.

5. Hapumanoga, E.B. HccinenoBanue sddexra IBOHHOrO KBAaHTOBAaHUS M €ro HCIOJIb30BaHUE NpPHU

oOHapyxennn panscupukannu [{U / E.B. Hapumanosa // Bicauk CxigHOyKpaiHCHKOTO HalliOHAJIEHOTO
yHiBepcureTy iMeHi Bosogumupa Jans. — 2008. — Ne 8(126). — C. 47 — 55.

References

1.

Lebedeva, Ye.Yu. Detection of cloned image areas for identification of falsification. In Proceedings of
12™ International Scientific-Practical Conference “Modern Information and Electronic Technologies”
(MIET-2011) (p. 191). Odessa: Politehperiodika.

. Lebedyeva, O., & Baranov, P.E. Use of triangle blocks for detecting of regions of image forensics.

Informative Safety, 2, 139-144.

. Lebedeva, Ye.Yu. (2014). Improvement of the accuracy of detection of cloned regions in digital images.

Informatics and Mathematical Methods in Simulation, 4(3), 278-284.

. Lebedeva, E. (2015). Using circular blocks for detection of forged regions in digital images. Informatics

and Mathematical Methods in Simulation, 5(1), 71-76.

. Narimanova, E.V. (2008). The study of double quantization effect and its use in the detection of the falsi-

fication of digital images. Bulletin of Volodymyr Dahl East Ukrainian National University, 8, 47-55.

Received October 10, 2016
Accepted November 23, 2016

COMPUTER AND INFORMATION NETWORKS AND SYSTEMS. MANUFACTURING AUTOMATION



