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Anapomyxk I'. Baxucr komepuiiHol TaeMHUII B 3apyOiskHiil npaBoBiil JOKTpU-
Hi: cTparerii 3a0e3neYeHH JIOAJIBHOCTI NpPaIjiBHUKIB.

Komepiriiina TaeMHAIS HEPO3PUBHO 0B I3aHA 3 MOHATTAM KOHKYPEHIIII, TOMY IO caMe
KOHKYPEHIIIS € OJHUM 3 HAWBAKJIMBIIINX (PAKTOPIB e(DEKTUBHOTO PO3BUTKY PHHKOBOI €KO-
womikn. KoukypenTHa 60opoThba HeMUHYYE IMPUILYCKAE 3a0e3meUeHHa 30ePesKeHHsT B Ta€M-
HHIIl BIZIOMOCTEH, OBOJIONIHHS SIKMMH CTOPOHHIME 0CO0AMHU IIPHU3BeIe [0 IOCIA0IeHHS KO-
HOMIYHHAX ITO3UIH TIIIpreMcTBa ab0 3aBIaHHI 3HAYHOI IITKOIH.

3aK0HOIABCTBO, IO PEryJIle MATAHHS KOMEPINMHOI TaeMHHIN (B OLILIIOCTI KpaiH ITl
IPABOBIIHOCUHM PETyJIIITHCI 3aKOHOTABCTBOM IIPO 3aXMCT Bl HEIOOPOCOBICHOI KOHKY-
peHirii), 3amobirae MPOMUCIOBOMY IIIIUTYHCTBY (HECAHKITIOHOBAHOMY JOCTYILY J0 TAKOI 1H-
dopmarrii) 3aBOsgKH TOMY, IO BOHO Ilepeadadvae IMIPUTATHEHHS 0 BIAIIOBIIAJIBHOCTI 0OCI0,
BUHHUX B OTPUMAHHI JIOCTYILY 10 1HOpPMAITi He3aKOHHUME CITI0CO0AMU.

CroromHi oKpeMi CylepedusInBl HOPMH, 10 PEryJIolTh IUTAHHS, OB A3aH1 3 KOMEepIIiii-
HOIO TAEMHUIIEI0, MICTATBCS B PI3HUX HOPMATHUBHO-3aKOHOAaBunX akTax. CleriaJsHoro 3a-
KOHY IIPO OXOPOHY KOMEPIIiHOI TaeMHHUIIl B Y Kpaiui i moci Hemae. BogHouac, okpemi crrerri-
aJbHI 3aKOHU 3 OXOPOHU KOMEPIIMHOI TAEMHHUII cbOoTomH1 J10Th B Mosmosi (1994 p.), Kup-
ruacranl (1998 p.), Typrmenicrami (2000 p.), Asepbaimxani (2001 p.), Pocii (2004 p.),
Tamxurucrami (2008 p.), Bimopyci (2013 p.).

¥V cydyacHMX yMOBAX KOPCTKOI KOHKYPEHIIll BUPIIIAJILHY POJIb B OXOPOHI 1HTEJIEKTYa Ib-
uoi1 Biacuocti (IB) migmpueMcrsa BimirpaioTh #oro mpaiiiBHuku. Hespaskaroun Ha iICHyBaH-
HJ I[1JT01 HU3KY IOPUIUYHUX 1 TEXHIYHIUX MEeXaHI3MIB 0X0poHHU 1B, omHrM 3 HafcKIaJHIIINIX
3aB/laHb, SKe JIOBOJIUTHLCS BUPIIIYBATH MIIIPUEMCTBAM B chepl oxopouwu 1B, €, six 1 panire,
3a0eaIreueHHs JIOSIIILHOCTI 3 00Ky mpariiBHUKIB. [IpaiiBumkn — HatiblIba 3arposa. Bimo-
Ma cratuctuka (mami [aTepriosny), 3rimeo 3 Koo 25 % ciay:KO0oBIIB dipMu TOTOBI IPogaTH Ii
CeKpeTH B OyIb-AKUI Yac KoMy 3aBroguo, 50 % MmyTh HA Ie 3aJIesKHO Bl 00CTABUH 1 JIUIile
25 % e maTpioTaMHu IIHOr0 MiAIIPHUEMCTBA. Y CTATTI PO3’ACHIOETHCA HEOOX1JHICTh BRIIOYESHH
JI0 CcTpaTerii OXOPOHM KOMEPIIIAHOI TAEMHUIII ITAIPHUEMCTB TAKOI'0 KJIIOUYOBOI0 €JIeMEeHTAa, K
BUCOKA JIOSJIBHICTD 3 OOKY MpAaIiBHUKIB. PO3IJISTHYTO OCHOBHI IJISIXM TA CIIOCO0M 3abe3re-
YeHHs JOBIPH 1 BiaHocTi 3 OOKy MpAaIliBHUKIB, 110 3a100irae HECAHKIIIOHOBAHOMY PO3TO-
JIOIIIEHHIO HUMH KOMEPIIAHNX CEKPEeTIB IIIIPHEMCTBA.

IMomo pobGoTomaBIa HmpalliBHUK aBTOMATHYHO 3000B’sa3aHMi 30epiraTu KoHGpITeHIin-
Hictb. OgHAK B yMOBaxX BHCOKOI MOOLJIBHOCTI POOOYOL CHIIM, «IICHXOJIOTTYHI JOTOBOPW» BUSB-
JIAThea HeHamiuumu. [le osHadae, 1m0 odimiiHi 0pUIuIHO 0OPMIIEH] KOHTPAKTH Haly-
BAlOTh BCe OLIBINOTO 3HAYEHHs. Takl KOHTpaKTH a00 IIOJIOKEHHS, 110 B HUX MICTATBCH,
3MIIHIOIOTH I0PUINYHY OXOPOHY KOMEPINIHHOI TAeMHUIT 1 3a0e3MeUyI0Th MiIIPUEMCTBY 0e3-
IeKy y pa3i BUHUKHEHHS CyI0BOrO CIIOPY.

CraTtucTnuHl gaHl cBigUaTh, mo Maike 80 % Ipal[iBHMKIB MaJandX 1 CepemHixX Miampu-
€MCTB JIOSJIBHI JI0 CBOIX ITIAIIPUEMCTB, TOMl SIK ¥ BeJIMKUX KOMIIAHIAX 1M ITOKa3HUK CTAaHO-
BUTEH MeHIre 50 %. 3aKOHOZABCTBO PO 0XOPOHY KOMEPINMHOI TAEMHMUIN ITOKJINKAHE 3a0e3-
medyuTy 0asTaHC MK PISHUMH BapiaHTAMU MOJITUKA B TaJIy3l KOHKYPEHIi. 3 0HOTo OOKY,
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HeO0X1JHO 3a0X0UyBaTH 1HHOBAITIT 1 TBOPUICTE Ta 3a0e3MMeYUTH 0OXOPOHY KOMITAHIAM, 110 1H-
BECTYIOTHb KOIITH B IHHOBAI[MHY 1 TBOPYY MiAJIBHICTH. 3 1HIIOTO, HEOOXISHO 3a0X0YyBATH
3II0POBY KOHKYPEHIIIo 1 cBoboay 3armusaTocTi. [Ipo criIamHicTh TAKMX PI3HUX 1 HEPIAKO KOH-
(bITIKTYOUNX MOTITHYHUX MIIXOMIB CBIIYUTEL 3aCTOCYBAHHS B KpaiHaxX 3arajibHOrO IIpaBa
WIOKTPUHU HEMUHYUYOT'O POSKPHUTTS» 1 (IOKTPUHU TPAMILIIHAY,

Came TomMy OpraHI3aIifHl Ta aIMIHICTPATHUBHI 3aX00U 3aXUCTy KOHMIIEHINNTHOI 1H(Op-
Mairii HeoOX1JHO TTOETHYBATH 3 COIliaabHO-TcuxosoriaaumMu. Cepesr coriaabHO-TICHX0JI0TIY-
HUX 3aXO0[IIB 3aXHCTy MOKHA BUOUIIMTU IBA OCHOBHUX HAMPSAMEKU: 1€, HO-IIepPIle, [IPABUIIb-
HUU Tia0ip 1 po3CTAHOBKA KAApiB 1, IIO-APyTe, BUKOPUCTAHHS MaTeplaJbHUX 1 MOPAJbHUX

CTUMYJIIB.

3axigHl paxiBil 3 eKOHOMIYHOI 6E3ITeKN BBAYKAIOTH, III0 BiJT IIPABUJILHOTO I1A00PY, PO3-
CTAHOBKH 1 CTUMYJIIOBAHHS IIEPCOHAITY 30epeskeHHs (DiPMOBHUX CEKPETIB 3aJIeKUTD, AK MIHI-

myM, Ha 80 %!

Knwouosi cio6a: KOHKYpPEHINs, KOMepPIHHA TAeMHHUIISA, KOH(PIIeHITIHHICTh, eKOHOMIYHA

0esIeKa, JIOSJILHICTD IPAI[IBHUKIB

Introduction. Trade secret is closely
connected with the notion of competition,
because competition is one of the most
important factors of effective develop-
ment of a market economy. Competition
will inevitable involve the need to ensure
confidentiality of information which, if
becomes known to outside parties, may
lead to the weakening of the economic po-
sition of the enterprise or cause it a sub-
stantial harm.

With the transition of our state to-
wards the market economy, the new
terms associated with the market econo-
my terms have come into use in the
Ukrainian legislation, such as «confiden-
tial information», «commercial secret»,
«bank secret» and «know-how». Whereas
issues relating to protection of state se-
crets are thoroughly regulated by the
Ukrainian legislation, the issues relating
to commercial secrets and protection
thereof are among the least developed in
the Ukrainian economics and law science.
In fact there is no any practical experi-
ence concerning application of provisions
of the existing legislation relating to com-
mercial secrets. Over the last 6 years the
bodies of the Antimonopoly Committee of
Ukraine have eradicated only 11 cases in-
fringements specified in articles 16-19 (il-
legal collection, disclosure and use of
commercial secrets) of the Law of
Ukraine «On protection from unfair com-
petition» [1]. And it is understandable,

because the prevailing majority of such
cases are of a latent (hidden) nature.

Presently there are assorted conflict-
ing provisions which regulate issues con-
cerning commercial secrets and which
are contained in different regulatory and
legal acts. Ukraine still does not have a
single law dedicated to protection of com-
mercial secrets. However, separate laws
on protection of commercial secrets are
currently in force in Moldova (1994), Kyr-
gyzstan (1998), Turkmenistan (2000),
Azerbaijan (2001), the Russian Federa-
tion (2004), Tajikistan (2008), Belarus
(2013) [2].

In the modern conditions of harsh com-
petition, it is employees of an enterprise
who play a decisive part in protecting its
intellectual property (hereinafter — IP).
Despite the availability of a series of
legal and technical mechanisms of IP
protection, one of the most challenging
tasks that businesses face in the area of
IP protection is (as it has been in the
past) to ensure employee loyalty. In this
paper we explain the need to include in
the strategy of protection of commercial
secrets of enterprises such a key element
as high degree of loyalty of employees.
Let’s look at the principal ways and
means of achieving trust and commit-
ment on the part of employees and pre-
venting, by doing that, the unauthorized
disclosure of commercial secrets of the
enterprise by its employees.

20
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A saying «he who controls information
controls the world» is very well suited for
the entire concept of strategic use of com-
mercial secrets. Using commercial secrets
for strategic purposes, an enterprise often
achieves a significant competitive edge on
the market. Besides, owing to such se-
crets the enterprise may create a market
niche that will be practically inaccessible
for competitors. Frequently enough, en-
terprises attain competitive advantages
because they do not disclose strategic in-
formation or maintain its confidentiality
sufficiently long, since laws (of most coun-
tries) normally prohibit third parties to
use or copy secrets or confidential infor-
mation without its owner’s permission.
Legislation that regulates issues relating
to commercial secrets (in most countries
such legal relationships are regulated by
laws on protection from unfair competi-
tion) prevents commercial espionage
(unauthorized access to such information)
by establishing responsibility of individu-
als gaining access to information by illegal
means [3, 4, 5]. Commercial secret is not
the only instrument for IP protection,
and, if used properly, it will complement
and step up efficiency of other means of
protection. By successfully protecting
their commercial secrets, enterprises also
strengthen their other IP assets, for ex-
ample, Coca-Cola Company by protecting
its secret formula as a commercial secret
also strengthens its trademark”.

Considering volatility of market con-
ditions and taking into account that com-

mercial secrets can be disclosed by third
parties themselves, businesses are ad-
vised not only to protect already existing
commercial secrets, but also work con-
stantly on creating new know-how to
maintain their competitiveness. Besides,
it may also prove useful in the event of
unforeseen disclosure of commercial se-
crets, because the enterprise will be able
in such a case to switch to manufacturing
a new and better product or to imple-
menting a more effective business plan.
Definition of commercial secrets.
To be regarded as commercial secret and,
consequently, to qualify for legal protec-
tion, information must meet the follow-
ing three principal requirements: 1) this
information must be confidential or must
be distributed on conditions of confiden-
tiality; 2) the information must have
commercially valuable due to its confi-
dentiality; 3) under certain conditions,
the owner of the information must apply
necessary steps to maintain its confiden-
tiality. A commercial secret may be any
kind of information, including formulas,
methods, models, financial data, busi-
ness plans, client lists, undisclosed prod-
ucts, etc., which the enterprise deems
valuable and which gives the enterprise
an advantage over its competitors [3].
Positive and negative aspects of
protection of commercial secrets.
When making a decision on whether or
not to apply the mechanism of protection
of commercial secrets, one must consider
advantages and drawbacks of such pro-

" There are well-known international examples where extensive and reliable protection of production
secrets is ensured by developers themselves. Thus, the Coca-cola extract production secret is known only to
two persons and has been kept undisclosed since 1886. This secret has been insured against commercial
espionage in the amount of 43 million dollars. The secret of production of Cologne Ne 4711 in Germany has
been under protection already for 190 years; it has been seventy years as the secret of composition of the
world’s best French perfume Chanel No 5, which includes over 100 different fragrance oils and essences;
also protected are the secret tobacco mix of Marlboro cigarettes, the secret ingredients of French liqueurs
Benedictine and Chartres. The same holds true for Pepsi cola. Back in 1903 the obscure pharmacist
Braham from North Carolina (the USA) invented the dark-brown syrup that he dubbed Pepsi, which means
energizing or invigorating. This syrup is currently used by 1300 PepsiCo plants located in all parts of the
world. Its production secret is known only to 3 members of the board of directors of PepsiCo. Only they hold
the keys to the safe where the recipe of this concentrate is kept; they can open the safe only together and
they are not allowed to be together in one airplane, train or car — if anything happens to one of them, two
others will stay alive. And just in case a copy of the safe key is held at the bank which finances the com-
pany [6].
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tection relative to other methods of IP
protection. The advantages of commer-
cial secrets are as follows: 1) they entail
no registration costs; 2) such protection
is not limited in time; 3) protection of
commercial secrets becomes effective im-
mediately; 4) to establish such protec-
tion, the commercial secret does not have
to disclosed or registered in a govern-
ment agency. On the other hand, it has
the following disadvantages: 1) if the se-
cret 1s embodied in a product, third par-
ties may themselves disclose the embod-
ied in this product secret information
and use it legitimately by way of «reverse
engineering»; 2) if a commercial secret
has been disclosure to the general public,
no protection shall be granted; 3) protec-
tion shall be granted only from the illegal
access, use or disclosure of confidential
information; 4) protection of commercial
secrets 1s weaker than patent protection;
5) commercial secret does not ensure pro-
tection from those who independently
reaches an idea that is analogous to the
one kept as secret. The result is that un-
patented commercial secret could be
patented by a person who independently
develops it. In this respect a commercial
secret is different from a patent on inven-
tions which protects the owner of the
patent from those who managed to inde-
pendently develop an analogous techni-
cal solution. A law does not stipulate a
punishment for a bona-fide disclosure,
including such legitimate methods of dis-
covery as: 1) independent creation; com-
mercial secret does not involve exclusivity,
therefore potentially anybody can discover
your commercial secrets independently
and use or patent them; 2) reverse engi-
neering; this is a usual technique used to
understand the mechanism of operation or
component parts of a product and which
means that a competitor examines the
product with a view to reproducing it or
even manufacturing a better product [3].
However, many analysts believe that
protection of the results of intellectual
activities in the regime of a commercial
secret has a more promising perspective

than patent protection. From the very
beginning patents were meant to stimu-
late not making inventions commercial
secrets. For instance, in [7] it is indicated
that: «... in the hierarchy of methods of
improving competitiveness of innovative
businesses, patent protection for many
companies comes only fifth after protec-
tion in the form of know-how, reducing
the length of the period for implementa-
tion of the innovation, of production it-
self, selling accompanying goods or ser-
vices».

It should be noted that the costs asso-
ciated with obtaining a patent for an in-
vention of medium complexity and en-
forcing this patent during the first three
years (including patent attorney’s fees)
may amount to 3 000—4 000 euros in Eu-
ropean countries, 7 500 euros in the USA,
and 9 600 euros — in Japan. The cost of a
European patent in eight countries is es-
timated at 40 000 euros. Patenting the
inventions under the Patent Cooperation
Treaty system involves additional, com-
pared to the national patenting proce-
dure, cost of 2 100 euros (3 800 euros if
patent analysis is carried out) [8]. Be-
sides, due to the high level of uncertainty
in patent protection and also high costs
of obtaining and enforcing a patent, judi-
cial costs relating to judicial settlement
of disputes in the area of patent law and
their complexity, the «patent wars» make
sense only as a last-ditch effort for a fi-
nancially able claimant.

Legal protection under the commer-
cial secret regime has a string advan-
tages compared to other forms of legal
protection. Such advantages include ab-
sence of a mandatory registration re-
quirement at the patent office, indefinite
term of protection, fast achievement of
the status of protected result of intellec-
tual activities, universality of objects of
protection, no need to pay a duty or dis-
close the essence of the product subject to
protection. Of course, these particular
features of commercial secrets (know-
how) make them a rather attractive in-
strument of legal protection of the re-

22

Teopis i npakTrka iHTenekTyanbHOi BnacHocTi - 3/2016



I'. Anopouyyr

KOMEPLIVHA TAEMHMLA

B

sults of intellectual activities for enter-
prises of any ownership form. However,
working with a production secret has its
difficulties relating to the uncertain
mechanism for the accounting of know-
how and additional costs which accompa-
ny this stage of working with it. On the
one hand, under par. 4 of the Regulation
on financial accounting «Accounting of
intangible assets» (RFA 14/2007), «pro-
vided certain conditions are met ... intan-
gible assets will include, for instance, sci-
entific, literary and artistic creations;
programs for computers, inventions; util-
ity models ... production secrets (know-
how); trade and service marks». This
means that in theory financial account-
ing of know-how is possible [7].
Protection of commercial secrets. Due
to the modern achievements in the area
of communication technologies and the
speed at which information can be copied
and distributed, protection of commercial
secrets requires continuous daily efforts.
To achieve this, an enterprise must:
eidentify all valuable commercial se-
crets and develop and implement a
policy and program for protection of
the commercial secrets;
scommunicate to the employees the
importance of protection of commer-
cial secrets and explain the devel-
oped protection policy and program
to them;

*make a balanced decision on which
employees «need to know or use» the
information, and periodically revise
the list of such employees, and also
restrict access to commercial secrets
based on what exactly the employees
«need to know» or «need to use»;

einstall devices limiting physical and
technical access to commercial se-
crets; * limit public access to the
room where commercial secrets are
kept and ensure control over such
access;

in order to prevent incidental or unin-
tentional disclosure of information,
mark secret or confidential all docu-
ments containing commercial secrets;

*sign confidentiality agreements with
all relevant employees, as well as
third persons who in one way or an-
other may gain access to commercial
secrets of the enterprise.

Employees are the major risk.

There are sad Interpol statistics, accord-
ing to which 25 % of companies personnel
are prepared to sell their secrets to any-
body and anytime, 50 % may do it de-
pending on circumstances and only 25 %
are true patriots of their enterprises [3].
Competitive advantages that an en-
terprise do badly needs can be ensured
by new and more advanced products and
processes which cannot be copied. An in-
cessant quest for creative and innovative
ideas is an all-time problem. Some enter-
prises even directly «steal» the employees
form their competitors in order to exploit
their creative and innovative capabili-
ties, as well as their knowledge of secrets
of successful activities of the competitor
for their own advantage. In most cases
confidential information is disclosed or
used by the existing and particularly by
former employees of the enterprise.
When a person is working for an enter-
prise, it always has some «psychological
accord» with the employer. Unlike an of-
ficially executed contract, such an accord
is made up of a set of mutual expecta-
tions in respect of the employee’s contri-
bution to the operation of the enterprise,
on the one hand, and of his reward for his
contribution, on the other hand. Such ex-
pectations, as a rule, develop and become
understood in the course of the work for
the company. As employees integrate
into the company’s culture, they learn
what exactly is acceptable and what is
not, what their duties are and what they
owe the company and what the company
owes them. In respect of the employee an
employee is required to maintain confi-
dentiality automatically. However, under
conditions of high level of freedom of em-
ployment, «psychological accords» turn
unreliable. This means that officially ex-
ecuted legal contracts are gaining
greater importance. Such contracts or
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provisions contained therein strengthen
the legal protection of commercial secrets
and ensure enterprise’s security if a judi-
cial dispute arises. There exist several
kinds of contract provisions which an en-
terprise may include in employment con-
tracts with its employees with a view to
ensuring protection of one’s confidential
information.

* Firstly, it 1s the provision on mutual
nondisclosure obligations, where
both parties agree not to disclose any
confidential information subject to
the contract. Such provisions should
be included in contracts of any kind,
be it a contract with full-time staff
employees, interns, temporary hire,
shareholders, clients, or anybody
else who can gain access to the com-
mercial secrets of the enterprise.
Secondly, there is an equally impor-
tant competition waiver -clause,
under which employees give up their
rights to carry out similar activities
or hold a similar job position with
competitors of the employer and
even to start up one’s own business
using for this purpose the informa-
tion of the employer enterprise. A
provision on competition waiver
should include the following obliga-
tions: not to hold several jobs, not to
compete with the employer, not to
set up a competing company and not
to entice one’s colleagues to start
working for a competing company.
However, in certain countries it is
not allowed to include such provi-
sions, whereas in most other coun-
tries it is required that such limita-
tions must be reasonable.

Such a provision exists, in particular,
in German competition law. A similar ar-
ticle was included in the draft Law of
Ukraine «On protection from unfair com-
petition». However, in the course of the
preparation of the draft law for the sec-
ond reading this provision was not
backed by the deputies, because, in their
view, it was infringing on human rights.
The result is that now in Ukraine it is

rather common for former employees to
start work for competitive entities, such
as banks, insurance companies, etc. The
author believes that it is time to revise
this legislative provision in the light of
the existing international expertise and
national experience.

Confidentiality agreements: ab-
sence of full guarantee. The task of
preserving commercial secrets is ever
present due to the constant fear of their
possible disclosure. As a rule, major risks
are posed by employees themselves, since
there are no guarantees that signing
with them «non-disclosure agreements»
and «agreements on competition waiver»
will suffice to prevent use or unautho-
rized disclosure of confidential informa-
tion by the employees who quit working
for the company. In any case, the compe-
tition waiver clause does not ensure full
guarantee here, because often it is sub-
ject to limitations regarding its duration
and geographical coverage.

In the past two decades the world of
business and work conditions have been
through substantial changes. In the past,
a hired employee used to be sure work for
the company for the rest of his life,
whereas the employer would expect from
him full loyalty to the enterprise. Be-
sides, employees in those times were
committed to their employer. However,
with the onset of «globalization», when
employees began to be confronted with
problems of restructuring, relocation of
companies to other regions and their
fragmentation, the attitude toward em-
ployee started changing sharply [9]. Em-
ployers have began to «infringe on the
rules», mutual obligations stopped being
observed and were revised, an employee
was no longer expected to provide ser-
vices and show commitment indefinitely,
job hopping became usual as people con-
stantly sought higher-pay jobs or better
working conditions. Under modern condi-
tions it is difficult to achieve loyalty and
trust in the work place. According to the
study of American labor market carried
out in 2000 by human resource consul-
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tants for the Fortune Company, employ-
ees’ loyalty to their employers depended
on the size of the enterprise. The statis-
tics demonstrated that almost 80 per
cent of employees of medium-sized enter-
prises were loyal to their enterprise,
whereas in large companies this ratio is
less than 50 per cent. The legislation pro-
tection of commercial secrets seeks to en-
sure a balance between different policy
versions in the area of competition. On
the one hand, it is necessary to encour-
age innovation and creativity and to en-
sure protection for the companies invest-
ing funds in innovation and creativity.
On the other hand, it is necessary to en-
courage healthy competition and freedom
of employment. Complexity of such dif-
ferent and often conflicting political ap-
proaches is reflected in the fact that com-
mon law countries apply the «inevitable
disclosure» and «springboard» doctrines.
The «inevitable disclosure» doc-
trine emerged in connection with the
need to resolve a problem of employees’
migrating to other similar companies.
The doctrine’s major principle is that the
employees who had access to confidential
information would inevitably disclose
this information to their future employ-
ers, provided the latter operate in the
same area. What follows from this doc-
trine is that even if an employee has good
intentions, he will automatically or in-
stinctively pass the information, skills
and knowledge acquired on his previous
job to his next employer, id the latter car-
ries out his activity in the same area. In
this case the policy factors mentioned
above come into play. On the other hand,
the society needs to protect confidential
information of its enterprises, although it
may not restrict freedom of employment
for its members. Judicial rulings passed
in this area depend on facts and circum-
stances of each specific dispute. As a
rule, an injunction on the employee’s
starting work for another company is is-
sued if it is established that there is a
high probability of the former employee’s
passing to his new employer the informa-

tion that is not generally known or can-
not be easily «deduced» by the competi-
tors in the respective sector. One must
distinguish between specific confidential
information and the usual skills and
knowledge acquired by an employee in
the course of his work for the previous
company. The employee may not be de-
prived of the right to use such acquired
skills and knowledge.

A case PepsiCo Inc. v Redmond pre-
sents an example of application of this
doctrine to prevent work of the employee
for the competing company. PepsiCo Inc.
sought to obtain an injunction for the
employment of its former employee Red-
mond by the Quaker Oats company,
which at the time was a direct competitor
of PepsiCo Inc. PepsiCo Inc. won in this
dispute because it was found that Red-
mond would inevitably disclose PepsiCo’s
commercial secrets and confidential in-
formation to his new employer given the
nature of the job offered to him at the
Quaker company. The court also ruled
that Redmond may never disclose Pepsi-
Co’s commercial secrets.

The «springboard» doctrine is ap-
plied to prevent a former employee who
had access to the former employer’s con-
fidential information from using such in-
formation in his own interests to achieve
an unfair advantage over his former em-
ployer.

An example of the use of this doctrine
is a case Rodger Bullivant Ltd. v Ellis,
where a managing director went to work
for the rival company and brought tech-
nical and commercial documents, trade
secrets and information about clientele of
the former employer. In this case of was
beyond doubt that using this information
the former employee would get an unfair
advantage and therefore the court pro-
hibited such use of the information.

The springboard doctrine may also be
used even if relevant information has al-
ready entered the public domain, in
order to ban the former employee, who
acquired from his former employer spe-
cific production knowledge and technical
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skills, to use these skills / knowledge to
manufacture a competing product. This
is because such knowledge would give a
former employee an «unfair head start»
in respect of those who have access to the
published information.

It is not easy, however, to obtain a
court injunction, because the issue of con-
fidentiality is of a complex nature: it is
difficult to clearly identify and delineate
the knowledge that the employee already
had at the time of his being hired by the
company, and the knowledge that he ac-
quired during his work for the company.

In the last several decades changes
occurred in working conditions and, as a
result, in the degree of employee loyalty,
which made incompliance with the psy-
chological accord more likely. Therefore,
greater attention must be paid to the
task of improving employee loyalty as a
way of ensuring protection of commercial
secrets. An employer will only benefit
from this, because the taking of appropri-
ate measures will improve productivity
and, even more importantly, will tie em-
ployees to their jobs, reduce personnel
turnover and, as a result of this, mini-
mize the risk of disclosure of commercial
secrets.

Raising the level of employee loy-
alty. In the opinion of foreign experts,
probability rate of a leak of data consti-
tuting commercial secrets in connection
with bribery, blackmail, hiring competi-
tion’s personnel, planting of one’s agents
is 43 %; by obtaining information through
communication with colleagues — 24 %.
Therefore, the firm’s personnel are, on
the one hand, the most important re-
source for entrepreneurial activities,
and, on the other hand — certain em-
ployees due to various circumstances
may cause significant losses and even
bankruptcy of the firm. Thus, in Western
Europe and in the USA the loss of 20 %
of confidential information usually leads
to the firm’s collapse within a month [3].

That is why organizational and ad-
ministrative measures aiming to protect
confidential information must be com-

bined with socio-psychological measures.
The socio-psychological measures of pro-
tection have two primary components:
firstly, it is the proper selection and
placement of personnel, and secondly —
use of material and moral incentives.
Western economic security experts be-
lieve that minimum 80 % of protection of
company secrets depends on proper se-
lection, placement and motivation of the
personnel!

Companies such as «Southwest Air-
lines», «Toyota» and «Sysco», which seek
to raise profits by caring of their employ-
ees, have come to realize that ensuring
employee loyalty to the company’s cause
need be well integrated with its policy in
the area of human resources and com-
mon business strategies. Loyalty on the
part of employees is not less important
than loyalty on the part of customers, be-
cause enterprises entrust their cus-
tomers to their employees, and therefore
it is important to collect, summarize and
interpret information about employees to
be able to have a clear understanding of
their needs and expectations. Relation-
ships between the employer and employ-
ees must be based on mutual respect and
understanding, fair and just treatment of
employees regardless of their job posi-
tions. An important step on the way to
the higher employee loyalty to the enter-
prise’s cause 1s communication. Expecta-
tions of management may differ from ex-
pectations of employees, and therefore it
is necessary to clarify mutual expecta-
tions in order for the both parties to un-
derstand what exactly is needed, from
whom and in what amount. Where man-
agers enjoy their subordinate employee’s
respect and trust — it is good for the in-
terests of the business. Therefore, orga-
nizing manager qualification improve-
ment programs may help improve per-
sonnel management skills and facilitate
problem solving in specific sectors. It is
useful to maintain proper communica-
tions inside the company and it is impor-
tant to listen to the employees’ opinion,
since in this case the latter may feel that
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they are involved in the common cause
and the enterprise may benefit from this
in terms of improved management and
inside problem solving. Organization of
programs such as inside forums, where
employees would be given an opportunity
to freely express their views and recom-
mendations, could facilitate creation of a
favorable work atmosphere. Besides, lis-
tening to the employee’s views, company
managers could identify «weak points»
and «cells of dissatisfaction» and take ac-
tion to eliminate them.

In the culture where there is «little
alienation from authorities», managers
treat their subordinates with respect and
do not mistreat them, employees are en-
trusted with implementation of impor-
tant assignments, and responsibility is
borne by both parties or by the manager
alone, who often assumes it singlehand-
edly as a person responsible for manage-
ment, and managers are often in touch
with the employees after work. Such a
more collegial culture and the democratic
and decentralized atmosphere in the
work place greatly encourage higher loy-
alty among employees and strengthen
mutual trust by facilitating communica-
tion between managers and employees.
Employers, in their relationships with
employees, need to do their best to
demonstrate their care of the latter. Be-
sides, collegial environment and «little
alienation from authorities» form a sort of
a «family» atmosphere inducing a sense of
involvement. This, in its turn, helps
strengthen loyalty with respect to the en-
terprise. When developing a strategy for
ensuring employee loyalty to the cause of
the enterprise, it is important to make
sure that every employee understands
what his role in the company is and how
he can contribute to achievement of the
overall success, because this will
strengthen his sense of involvement, self-
respect and doing something meaningful,
and will also step up his level of loyalty
with respect to the company.

Also very important for employees are
proper work compensation, bonuses and

benefits. From the financial point of
view, wages of employees must fairly re-
flect their work contribution. One of the
methods of reconciling interests of the
enterprise and interests of its employees
is the application of the profit-sharing
mechanism, under which employees are
paid bonuses which depend on the com-
pany’s profits. Ultimately, both employ-
ees and employer are working on their
common objective of ensuring mutual
benefits. For example, Procter and Gam-
ble offers its employees a very attractive
share of its profit, and many employees
of the company own its share worth thou-
sands dollars. This makes employees feel
involved and gives them certain financial
benefits.

Also important is to motivate employ-
ees by ways other than material, for in-
stance, in the form of announcing grati-
tude, granting a leave, placing a photo-
graph on the best employee board,
making available for them training pro-
grams, etc. The world’s largest private
software developing company, SAS Insti-
tute Inc., has the personnel turnover rate
of 4 per cent. This relatively low rate is
achieved also due to such employee bene-
fits as daytime childcare service for
working mothers, organization of leisure
and recreation activities, full health in-
surance coverage, as well as a 35-hour
work week.

Controlling employees activities.
Despite the importance of measures aim-
ing to strengthen employee loyalty, em-
ployers should not forget of protection of
commercial secrets. For this purpose
they must constantly control activities of
employees. However, in doing this em-
ployers must not step outside the estab-
lished limitations and must always re-
spect privacy of employees. At the same
time, excessive control may undermine
employee’s trust, because they may feel
that they are not trusted themselves.

Speaking to a resigning employ-
ee. As an employment contract expires,
it is important for the employer to have a
conversation with the resigning employ-
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ee and remind him of the obligation of
non-disclosure of commercial secrets to
which the employee had access in the
company, after termination of the em-
ployment, and of the consequences of in-
compliance. Such conversations may also
be of value for the employer, who may
find out about the plans of the former
employee for the future, for instance, as
to his intended place of employment.
This information could let the employer

take measures to ensure psychological
loyalty on the part of the employees to
step up the effectiveness of the signed
non-disclosure agreements and competi-
tion waivers and thus protect their com-
mercial secrets. Therefore, enterprises
are advised to fully integrate measures
aimed to strengthen psychological loyal-
ty of employees with their strategies in
the field of IP protection and their gener-
al business strategies. @

more accurately evaluate the existing
and potential risks of disclosure of his
commercial secrets and identify his com-
petitors.

Conclusion. As enterprises make
a decision to keep certain information
confidential, they must create a depend-
able system for protection of such infor-
mation [10, 11]. Also enterprises should
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Aunaapomyxk I'. 3amura KoMMepYeCKoO TaliHbI B 3apy0€e:KHOM IPAaBOBOM JTOKTPU-
He: CTpaTeruu o0ecCHeYeHuA JOAJIBHOCTA PAaGOTHUKOB. Vcemenyeres poss KoMMep-
YeCKOM TaHBI B KOHKYPEHTHOU 6ophbe. PasbscHseTcss He00X0OMMOCTD BKJIIOUEHHUS B CTPA-
TEeruyu OXPAHBI KOMMEPUYECKON TAMHBI HMPeSIIPUATHHM TAKOT0 KJIIUYEBOTO dJeMeHTa, KaK
BBICOKAs JIOSAJIBHOCTH CO CTOPOHBI PAOOTHUKOB. PaccMoTpeHBI OCHOBHBIE IyTH M CITOCOOBI
obecIIeueHns JOBEPHS U IIPEJAHHOCTHA CO CTOPOHBI pA0OTHHKOB, YTO IIPEJOTBPAIIaeT HeCaH-
KIIMOHWUPOBAHHBIM PA3TJIAIIEHUI0 HUMU KOMMEPUYECKUX CEKPETOB IIPEeIIPUATHI.

Knwouesbie cnio6a:; KOHKYPEHITHAS, KOMMepYECKasl TalHA, KOHMPUIEHITNAIHHOCTD, 9KOHO-
MUYecKasi 6€30IaCHOCTD, JIOSIJIBHOCTh PAOOTHUKOB

Androshchuk H. Protection of trade secrets in international legal doctrines:
strategies to achieve employee loyalty. The article investigates the role of trade se-
crets in the competition. It is explained the need to include into strategies for the protec-
tion of trade secrets of enterprises of such a key element, as the high loyalty of employees.
The basic ways and means to ensure the credibility and dedication on the part of employ-
ees, which prevents unauthorized disclosure of these commercial secrets of the enterprise
are considered.

Key words: competition, trade secret, privacy, economic security, employee loyalty
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