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3epos K. [Ipob6aemu inenrudikanii ocoOu-nopymHmuKa aBTOPCHKOro nmpasa Ha

TBOpU, po3aMmimeni B InTrepueri.

V ny6mmkaiii posrissHyTo mpobJseMu 1meHTH(IKAIl 0co0KM — MOPYIIHHKA ABTOPCHKHX

IpaB Ha TBOPH, po3MilleHl B Mepesxi IarepHer. ABTOp Kiaacudikye Taky imeHTHQIKAIIO
HA BUAU 3aJI€KHO Bl 0COOJIMBOCTEN MPOTUIIPABHOI MOBEIIHKM 0CcO0OM HA: 1) imeHTHudIKaIIio
0co0M-BIACHUKA BeO-caiTy; 2) imeHTrdIKAI0 0CO0U-KOPUCTyBavYa BeO-CalTy, 1110 pO3MICTAB
TBIp; 3) imeHTHdIKAII0 0coOU-KopucTyBaua P2P-mepeixl; KoxkHA 3 SKUX Mae CBOI 0COOJIH-
Bocti. [IpoanasizoBaHo, 110 mporiec 1meHTudIKarii 0cobu, 110 BUMHUIIA IIPSME ITOPYIIIeHHS
ABTOPCHKUX IIpaB (KOpHCTyBadya BeDO-caiTy, 0 pPO3MICTHUB TBip, Ta KopuctyBaua P2P-mepe-
K1), TIOALISIETHCS HA TPH cTadii: 1) BusHavyeHHs 1 30upauas [P-anpec; 2 ) 3HaxXomxeHHS BijI-
nosigHocTi IP-agpecu BusHavenuMm aboHeHTaM (KOpPHCTyBavuaM) OKPEMHX IHTEPHET II0Ce-
penuukiB; 3) iHQOPMYBAHHSA YU HAIPABJICHHS IMPETEH31H 0co0aM IMOA0 IOPYIIEeHHI HUMA
aBTOPCHKUX IIPAB Ta MOKJIMBOCTI HOAAHHS (4 6e3II0CepeHbO IIOaHHS) IIPOTH HUX 030~
BiB. ABTOpOM 3p00JIEHO BHCHOBOK, IO JJIsI 1eHTu(IKAIl 0COOU-IOPYITHUKA (4 He MicIsd,
IEeCKOEHO IIOPYIIIeHHs) aBTOPChKUX IIPaB HA TBOPH, PO3MIIIleH] B Mepeskl IHTepHeT-BUKITIO-
HO BHKopucTauHs [P-anpecu HemocTaTHBO, TOMY HEOOX1JHO BHKOPHCTOBYBATH HOHATKOBL
IOKA3K B CYKYIIHOCTI JIJI BCTAHOBJIEHHS IPUYNHHOBO-HACIIIKOBOIO 3B’A3KY MIK 0CO00I0O-
aboueHTOM (KIHIIEBUM KOPHCTYBAadeM), SKOMY [eJIeroBaHo IeBHy IP-ampecy, Ta mopyireH-

HAM aBTOPCBKOI'O IIpaBa.

Knrouosi ciioBa: IurepHer, mpaTcTBo, aBTOPCHKE IIPABO, 10eHTH(PUKAIILS

Topicality. Problem of identification
of an alleged infringer of copyright with-
in the relative anonymity of Internet
users remains pending and unsolved
problem of copyright protection for works
posted on the Internet. Without solving
this issue it is almost impossible to deter-
mine the entity of appropriate legal rela-
tionship.

The relative anonymity of users has a
dual meaning. On the one hand, such ac-
tivity in some way contributes to copy-
right infringement. Ye. Mykhailenko em-
phasizes that the problem is the main
source of negative phenomena on the In-
ternet [1, 9]. However, as fairly noted by
0. Pastukhov, such anonymity is not a

specific problem of a copyright law,
though it applies to all crimes and torts
occurring through the Internet network
[2, 57]. For example, distribution of
pornographic works, the legal relation-
ship associated with protection against
defamation, combating terrorism and
separatism manifestations indicate the
systemic nature of specified problem.
However, we shall note that anonymous
character of connections does not prevent
from socially useful actions at all (e.g.,
legal distribution of works).

On the other hand, the issue of anony-
mous nature of Internet users shall be
considered with the principle of propor-
tionality of intellectual property rights
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(as well as other rights that may be sub-
ject of infringing activity) and the right
for freedom of expression, respect for pri-
vate and family life. Thus, the Report of
the Special Rapporteur on the promotion
and protection of the right to freedom of
opinion and expression, which was pre-
sented to the UN Council on Human
Rights at XXIX meeting (as of May 22,
2015) emphasized that encryption and
anonymity, and the security concepts be-
hind them, provide the privacy and secu-
rity necessary for the exercise of the
right to freedom of opinion and expres-
sion in the digital age [3, clause 56].

Specified principle of proportionality
shall not interfere with measures taken
to search persons responsible for crimi-
nal acts under national law, the Euro-
pean Convention on protection of Human
Rights and other fundamentals, and
other international agreements in the
field of justice and policing, as noted, in
particular, in the «Declaration on free-
dom of communication on the Internet»
of the Committee of EC Ministers [4].

The relevance of the specified prob-
lems concerns the fact that in copyright-
based relations (as civil relations) prov-
ing of a causal connection between the
unlawful conduct of the person and
caused damage as one of conditions for li-
ability on violation of intellectual proper-
ty rights is vested upon the plaintiff, i.e.,
copyright holder (or a person authorized
to act on the holder's behalf).

Within this study the author specified
the objective to analyze the main ap-
proaches to identification of the person —
an alleged infringer of copyright for
works posted on the Internet.

Analysis of key studies and publi-
cations. The indicated problems almost
have not been studied within study of
problems of intellectual property in
Ukraine. Still, there are respective re-

searches within information law field;
specifically, M. Gutsaliuk paid attention
to the introduction of ID-web as a prereq-
uisite for the Internet security.V. Butu-
zov, V. Gavlovsky, V. Golubev, R. Kali-
uzhny, V. Tsymbaliuk draw attention to
the need of development the Information
Code, building of appropriate institution-
al structures of law enforcement agencies
to detect and investigate crimes related
to the use of the Internet and etc. The 1s-
sues of identification of users of social
networks on the Internet involved
S. Bartunov and A. Korshunov. The
issue of identifying the end-users of the
Internet in copyright legal relationship
has been the subject of a number of stud-
ies of foreign authors, among which we
can emphasize T. Harding, D. Gold-
schlag, M. Reed, P. Syverson, M. Robert
Filby, and M. Piatek.

Summary of basic material. In our
opinion, problem of identification of a per-
son — infringer of copyright for works
posted on the Internet — at the logical
level of the Internet network structure’
shall indicatively considered depending on
kinds of the illegal behaviour of a person.

1. Identification of a person — owner
of the website.

2. Identification of a person — user
of the website who posted the work.

3. Identification of a person — user
of the P2P network.

Each of the above situations has own
characteristics, which are discussed below.

As of May 2016 in Ukraine the possi-
bility to identify an individual — an in-
fringer of copyright for works posted on
the Internet within the civil protection is
provided only within the judicial form of
protection, namely in accordance with
part 1 article 133 of the Civil Procedure
Code of Ukraine for the person (here-
inafter — the CPC of Ukraine), through
evidence provision. In accordance with

“ The author shares the approach proposed by J. Benkler; according to which there are defined the follow-
ing hierarchical levels of information environment: level of content (information available to be viewed
by a user); logic level (regulation of software, Internet protocols) and physical layer (hardware both of users

and Internet service providers) [5, 561-563].
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part 1 article 134 of the CPC of Ukraine,
the statement on evidence provision
shall contain the following: evidence sub-
ject to provision; circumstances to be
substantiated by the evidence; circum-
stances indicating that provision of re-
quired evidence may be impossible or
complicated, and case that requires the
evidence or the purpose of their provision
[6]. The specified institution is used
mostly for «domain disputes» to identify
the registrant of the domain name”.

The draft law «On amendments to
some legislative acts of Ukraine on pro-
tection of copyright and related rights on
the Internet» as of May 10, 2016 No 4629
specifies provision of the copyright hold-
er with an opportunity to receive the fol-
lowing:

1) from the owner of the website - infor-
mation that identifies a user of the
website, who, according to the entity
possessing copyright and (or) related
rights or its authorized representa-
tive, has posted on the website infor-
mation violating the copyright and
(or) related rights, and under condi-
tion of availability of contact details
of the userof the website, required to
send a petition to the court to consid-
er the dispute in the court concern-
ing illegality of the actions of such
user at posting information on the
website;

2) from the hosting service provider -
information that identifies the
owner of the website, using hosting
services of the provider to host and
provide access to information, that
according to the copyright and (or)
related rights, violates copyright and
(or) related rights, and contact infor-
mation required to send a petition to
the court to consider the dispute in
the court concerning illegality of the
actions of such owner of the web site
[7, article 52-2].

We shall note that owner of the web-
site in accordance with the provisions of
the draft law Ne 4629 is recognized by do-
main name registrant or other person
who defines the procedure and conditions
for use of the website and (or) procedure
of information posted there. In author’s
opinion, such approach is justified, be-
causes it is unconditionally imprudent to
equate the website owner and domain
name registrant, since the legal nature of
a website relates to copyright and do-
main name delegation relates to the con-
tractual relationship; the registrant of
the domain name is not necessarily the
same person as the owner of the website
(for example, contract on the use of the
domain name has been concluded).

The problem of identification of the
owner of the website through a domain
name registrant is the subject to be
solved by ICANN at self-regulation level.
Thus in December 2015 the GNSO coun-
cil of ICANN adopted recommendations
«Illustrative Disclosure Framework»,
which provisions offer the procedure of
receipt of information by the copyright
holders about registrants of domain
names (suspected of piracy), stored in a
WHOIS — base from proxy — and priva-
cy registrars accredited by ICANN. In
addition, the registrar cannot refusethe-
copyright holderas for disclosure of such
information because of the lack of a judg-
ment, court summons, a civil suit or arbi-
tration of the domain dispute according
to the UDRP or URS procedures. More-
over, refusal to disclose information
about the registrant cannot be based
solely on the fact that the request relates
to infringement of intellectual property
by objectsposted on such website, not to
the domain name. The registrar of such
domain name shall be notified about a
complaint and within 15 days may either
abandon the domain name, or provide ev-
idence of them being uninvolved to in-

* However, if the website is in domain zone .ua it is enough to see the field «license» in WHOIS-service
to identify the registrant. The value of this field corresponds to the certificate of Ukraine for trademarks

and services.
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Picture 1. Estimate of online piracy methods, March 2016 by number of users

fringements of intellectual property, re-
ferred to in the complaint. If they prove
convincingly, access will be denied to per-
sonal information of the registrant of the
domain name [8].

However, in the draft law No 4629 the
problems of identification of a person
who is the user of P2P-network (direct
infringer of copyright) are not taken into
account, what, in our opinion, is a signifi-
cant drawback. Thus, according to the
MPPA, in March 2016 copyright infringe-
ment via P2P-networks accounted to
38.1 % of the total number of infringe-
ment of copyright for the works posted on
the Internet (see the picture above) [9].

The process of identification of the
person who committed direct copyright
infringement (user of website who posted
the work and user of P2P network) in for-
eign scientific literature is usually divid-
ed into three stages [10, 36, 37].

The first stage consists of actions of
the copyright holder (or a person autho-
rized to act on the holder’s behalf) in
order to identify and collect IP-addresses
(numerical sequence that serves as an
identifier of the Internet-server [11]).

Without IP-address the user can neither
send nor receive packets of data and
other information useful for identifica-
tion ofan alleged infringer.

The copyright holders use the follow-
ing methods to identify and collect IP-ad-
dresses of infringers ofcopyright within
operation of P2P networks:

e Indirect identification of users, based
on a set of data about peers, return-
ing from torrenttrackers.

* Direct identification of users. Accord-
ing to Tom Harding, is based on con-
nection with a torrent tracker to
users distributing certain files and
further exchange of files with them.
Direct identification looks to demon-
strate that users are actually engag-
ing in the file sharing [12, 8].

Both methods do not exclude the pos-
sibility of errors and mistakes. Thus, ac-
cording to research by American scien-
tists M. Piatek, T. Kohno and A. Krish-
namurthy, any Internet user can get a
warning for copyright infringement be-
cause of an artificial substitution of IP-
address. Researchers received hundreds
of actual reports on copyright infringe-
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ment under DMCA law for computers
and devices (including network printers)
which have never been used (and could
never been used) for spreading dissemi-
nation of works on the Internet [13, 7].

In addition, there are certain techni-
cal features that allow end-users to com-
plicate their identification, while both of
the above methods provide that users
connect to the torrent server using IP ad-
dresses delegated personally to them.
For example:

1) use of VPN or PROXY servers. In ad-
dition, such services are generally
subject to foreign law and do not
keep log files [10, 92] (files, contain-
ing information about time, actions
and connections of certain persons);

2) D. Goldschlag, M. Reed, P. Syverson
and M. Filby also note the possibility
of usingDarknet (Onion Routing /
TOR) i.e., a sequence of intermediate
networknodes with encryption of
transmitted information [14; 10, 93].

However, we shall note that there are
technical means by which we can detect
the actual IP address of the user, even
such user uses TOR browser [15], but it
seems extremely complicated to use such
means in private legal relations.

3) also, according to Michael Piatek,
users of P2P- networks use «black-
lists» of known IP-addresses of copy-
right holders (or their representa-
tives) to prevent from such monitor-
ing [13, 4; 10, 95].

The second stage of identification is
to establish the matching of IP-address
to certain subscribers (users) of certain
Internet intermediaries.

Foreign jurisprudence applies different
approaches to solve the specified issue.

According to a research by S. B. Karu-
naratne, for judicial practice in the USA,
since 2003, the copyright holders apply-
subpoenas to an Internet intermediary
for identification of an alleged infringer
to protect against copyright infringement
of works posted on the Internet via tor-
rent trackers (so-called «John Doe» in the
countries of the Anglo-Saxon law) —

users of Bittorent trackers involving In-
ternet intermediaries for further identifi-
cation of such users [16, 284-288; 17]. In
some cases the number of respondents
totalled more than 2 000 [18]. In addi-
tion, according to the provisions of para-
graph 5 part (h) § 512 of the DMCA law
the Internet intermediary shall expedi-
tiously disclose to the copyright holder or
person authorized by the copyright hold-
er the information required by the subpoe-
na, notwithstanding any other provision of
law and regardless of whether the service
provider responds to the notification [19].

In the UK, in order to match the IP-
address of a person the Norwich proce-
dure is applied (it was first used in
patent case of Norwich Pharmacal Co.
against Customs and Excise Commis-
sioners [20]), which is a court order for
disclosure of documents or information
available to the third party regarding the
identity of an allegedinfringer of intellec-
tual property rights. Adoption of the Dig-
ital Economy Act (DEA) in 2010 [21]
specified a special procedure of informing
of the Internet intermediary by the copy-
right holder about online copyright in-
fringement (copyright infringement re-
port, CIR); procedure of notification
about received complaints performed by
the Internet intermediary towards its
user; procedure to provide a list of in-
fringers to the copyright holder (copy-
right infringement list, CIL). In addition,
the specified list under the provisions
of article 124 — under DEA law shall not
contain information that directly identi-
fies the user. Only after specified actions
the copyright holder may apply for re-
ceipt of the order of Norwich.

According to provisions of article 15
of Directive 2000/31/EU «On electronic
commerce» the Internet intermediaries
are charged neither with general obliga-
tion to monitor the information which
they transmit or store, nor a general
obligation actively to seek facts or cir-
cumstances indicating illegal activity.
However, national legislation of EU
Member States may establish obligations
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for information society service providers
promptly to inform the competent public
authorities of alleged illegal activities
undertaken or information provided by
recipients of their service or obligations
to communicate to the competent author-
ities, at their request, information en-
abling the identification of recipients of
their service with whom they have stor-
age agreements [22, article 15].

From 2006 to 2014 there was in force
the EU Directive 2006/24/EU «On the re-
tention of data generated or processed in
connection with the provision of publicly
available electronic communications ser-
vices or of public communications net-
works» [23], provisions of which were ap-
plied to traffic and data about location of
both legal entities and individuals, as
well as relevant data necessary to identi-
fy the subscriber or registered user. Ac-
cording to provisions of articles 5 and 6 of
this Directive, the Internet intermedi-
aries kept, in particular, information
about access to the Internet, e-mail and
Internet telephony: date and time of con-
nection and disconnection of access to the
Internet with the IP-address assigned by
the provider of access to the Internet as
well as ID of the subscriber or registered
user; date and time of connection and
disconnection of the service of emalil, over
the Internet, or Internet telephony. How-
ever, they have to be kept for at least six
months and not more than two years.
Such information was provided upon the
request of state authorities.

However, the European Court of Jus-
tice within the joint case of C-293/12 and
C-594/12 admitted the specified Direc-
tive void from the date of its adoption, as
its provisions interfered in a particularly
serious manner with the fundamental
rights of humans and citizens:the right
for freedom of expression, respect for pri-
vate life and the right for personal data
protection [24].

In 2010 there was adopted the Law of
Ukraine No 1819-VI «On Amendments to
Certain Legislative Acts of Ukraine on
combating the spread of child pornogra-

phy» which introduced amendments to
the Law «On Telecommunications», in
particular part 2 article 39 «The opera-
tors, telecommunication providers keep
and provide information aboutconnection
of its subscriber in the manner pre-
scribed by legislation». In addition, pur-
suant to the provisions of parts 1 and 3 of
article 34 of the specified law, the
telecommunication operators and service
providers are obliged to provide and be
responsible for the safety of information
about the user received at the conclusion
of the contract, provided telecommunica-
tion services, including receipt of ser-
vices, their duration, subject, route of
transmission, etc. [25]. Regarding the
above mentioned, following shall be em-
phasized:

First, the above provisions shall be
considered within system connection
with part 2 of article 32 of the Constitu-
tion of Ukraine, according to which the
collection, storage, use and dissemina-
tion of confidential information about a
person without its consent are not al-
lowed, except in cases specified by law,
and only for interests of national securi-
ty, economic prosperity and human
rights.

Second, there is no special lawful pro-
cedure concerning demanding informa-
tion about connections of the subscriber
from Internet intermediary under civil
law protection as of May 2016 (there are
only general provisions for evidence pro-
vision in accordance with partl of article
133 of the CPC of Ukraine; collection of
evidence in case of criminal proceedings
or investigative proceedings (article93 of
the Criminal Procedural Code of
Ukraine, clause6, part 1 of article 8 of
the Law of Ukraine «On Operative Inves-
tigation Activities»), the draft Ne 4529
also does not specify such procedure. In
our opinion, the legislation of Ukraine
shall include a procedure for the possibil-
ity of extra judicial claiming of the copy-
right holder (or a person authorized to
act on the holder's behalf) to an Internet
intermediary with the requirement to
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provide a list of infringers of copyright —
subscribers of such intermediary, taking
into account the principle of proportion-
ality, specifying the list of information
required for filing such claim and liabili-
ty for such information misuse.

In addition, it seems necessary to
point out certain features of this stage in
Ukraine. According to article 24 of the
Rules on provision and obtaining of
telecommunication services,approved by
the Cabinet of Ministers of Ukraine as of
April 11, 2012 Ne 295 (hereinafter re-
ferred to as the Rules) [26], while con-
necting terminal equipment of the user
to telecommunication network the opera-
tor shall assign it a number or other net-
work identifier (unique sequence of num-
bers and/or symbols assigned to the sub-
scriber’s terminal equipment and/or user
in the telecommunication network or the
Internet); and/or apply the personal
number of the subscriber. However,
these Rules do not specify the obligation
of the Internet intermediary to provide
«external» unique identifier (IP-address).
According to some rate plans of certain
Ukrainian Internet intermediaries the
allocation of fixed static IP-address is op-
tional paid service.That is in relation to
the outside world such end-users can
have the same IP-address — the IP-ad-
dress of Internet intermediary — it ex-
tremely complicates matching of certain
IP-address and certain subscribers (end-
users) of such Internet intermediaries.
For that matter it i1s appropriate to pro-
vide in the Rules the duty of telecommuni-
cation operator to assign to its subscribers
«external» fixed static network ID.

The third stage is to inform or send
claims to persons as for infringement of
copyrights by them and the possibility of fil-
ing (or direct filing) of claims against them.

As noted by M. Filby, this stage is the
most complicated because it requires evi-
dence for two components, namely:the
establishing of a connection between per-
son — subscriber of the Internet interme-
diary and the infringement, and proving
that the IP-address has in fact participat-

ed in unauthorized distribution of works
to a legally significant degree [10, 40].

In our opinion, certain caution shall
be ensured with respect to identification
of a person — infringer of copyright ex-
clusively by IP address because IP ad-
dress provides information only about
the source of connection — a particular
place (not the person), using which the
uncertain number of hardware can con-
nect to the Internet. For example, mail-
box or telephone number may also be
used by unspecified number of users.

Also an additional problem for end-
users’ identification by IP-address is the
active development of the Internet of
things. Thus, various stationary devices
with an access to the Internet can make
connections to the network offline, with-
out participation of individuals them-
selves. Identification of the person who
could program the respective devices for
illegal activity scenarios, according to the
author, is even more difficult task than
to identify the person accessing the In-
ternet in «normal» mode.

Foreign experience shows that courts
in foreign countries also pay attention to
the examined problem:

In the UK the England and Wales
High Court considering case of Golden
Eyeand others against Telefonica [2012]
EWHC 723 (Ch) specified that subscriber
with certain delegated IP-address was
not necessarily the person who partici-
pated in the infringement of the copy-
right using P2P-network. There is a
number of alternatives, including:

ethe IP-address identifies a computer
and someone else in the same house-
hold (whether a resident or visitor) was
using the computer at the relevant
time (which might be with or without
the knowledge of the subscriber);

*the IP-address identifies a router
and someone else in the same house-
hold (whether a resident or visitor)
was using a computer communicat-
ing via the same router (which might
be with or without the knowledge of
the subscriber);
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*the IP-address identifies a wireless
router with an insecure (either open
or weakly encrypted) connection and
someone outside the household was
accessing the Internet via that
router (in all probability, without the
knowledge of the subscriber);

*the IP-address identifies a computer
or router, the computer or a comput-
er connected to the router that has
been infected by a Trojan and some-
one outside the household was using
the computer to access the Internet
(almost certainly, without the
knowledge of the subscriber);

*the IP-address identifies a computer-
which is available for public use, for
example in an Internet cafe or library
[27, clause 103].

In the USA, for case of K-Beech, Inc.
against John Does 1-37 (CV 11-3995
(DRH)(GRB) the District Court of East-
ern District of New York concluded that
some IP-addresses could be delegated to
organizations providing Internet access
to their employees, clients or uncertain
members (library, cafe) [28, 6-7].

In this regard it shall be noted that IP-
address is not the only possible ID of the
user of the Internet. In particular, there is
a MAC-address in addition to IP-address.
While the IP-address can provide informa-
tion about the location, the MAC-address
1s a unique hardware address for each unit
which is connected to the Internet [29]. In
this case, one IP-address can at the same
time have only one correspondent MAC-
address of the device connected to the In-
ternet, such as router of the user (indicat-
ed the technical information is available at
information intermediaries). MAC-ad-
dresses of certain devices connecting the
router are usually not stored, that is a
problem for public use networks. In addi-
tion, the MAC-address, as well as the IP-
address, can be technically changed.

Additional evidence required to con-
firm identification of a person-infringer of
copyright, in addition to IP and MAC-ad-
dress, can include, for example, the con-
clusions of a comprehensive examination

(computer and technical expertise and in-
tellectual property items) as for availabil-
ity of respective copies of works on hard-
ware of persons-infringers of copyright
that is confirmed with materials of
Ukrainian court practice in the article176
of the Criminal Code of Ukraine [30].

Conclusions

1. Performed study indicates the ab-
sence of effective, reliable and prompt
mechanism of identification in the cur-
rent actual legal regulation of the person
violating copyright for works postedon
the Internet.

2. Identification of aperson-infringer
of copyright as for works posted on the
Internet can be indicatively considered
depending on the characteristics of un-
lawful behaviour of a person: 1) identifi-
cation of the person-the owner of the
website; 2) identification of the person-
the user of the website where the work
was posted; 3) identification of the user
of P2P network

3. The process of identification of the
person who committed direct copyright
infringement (the user of the website
who posted the work and user of P2P net-
work) is usually divided into three
stages: 1) identification and collection of
IP-addresses; 2) detection of correspon-
dence of the IP-addresses of to the speci-
fied subscribers (users) of certain Inter-
net intermediaries; 3) informing or send-
ing claims to individuals regarding
infringement of copyright and the possi-
bility of filing (or direct filing) of claims
against them.

4. In the decree of the Cabinet of Min-
isters of Ukraine «On approval of rules of
provision and receipt of telecommunica-
tion services» dd. April 11, 2012 No. 295
it is appropriate to specify the duty of the
telecommunication operator to assign to
its subscribers the «external» fixed static
network ID, as far as the procedure of al-
location of fixed static IP-address as addi-
tional paid service significantly compli-
cates detection of correspondence of IP-
address to certain subscribers (end-users)
of such Internet intermediaries.
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5. Use of IP-address only is not tween the person-subscriber (end-user),
enough for identification of the persons- with certain delegated IP address, and
infringers of copyright (rather than the copyright infringement.
place where the infringement is commit-
ted) for works posted on the Internet,
thus it is necessary to use additional evi-
dence to establish a causal connection be-
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Hamiiimmia no pegakmii 29.05.2016 p.

3epos K. IIposiaembl naeHTU(PUKATIUY JIUIA — HAPYIIUTEIS aBTOPCKOro nmpasa
Ha IIpou3BeJeHusa, pasmemennbsie B UurepHer. B mybiukanmm paccMoOTpeHbl IIpo-
0J1eMbI UIeHTHU(PUKAIINY II0JIb30BATE/ISI — HAaPYIIUTEd aBTOPCKUX IPaB Ha IIPOU3Bee-
HUdA, padMmelneHHbie B cetu MHTepHeT. ABTOD KilaccrpUIMpyeT TAKY0 HIeHTU(PUKAIINIO HA
BUIBI B 3aBHCHUMOCTH OT 0COOEHHOCTEHN IIPOTHUBOIIPABHOIO IIOBENEHU JINIIA Ha: 1) HOeHTH-
buramnmio uIa — MIPoM3BeIeHue; 3) UISHTU(PUKAIIAIO JIUIA — HoJIb3oBaTesas P2P-ceru;
KajkIas U3 KOTOPHIX MMeeT CBOM 0COOeHHOCTH. [IpoaHain3upoBaHo, YTO IPOIlecC UAEeHTH-
(puxamMy JHUIA, COBEPIIMBIINETO MPSIMOE HAPYIIEHHE aBTOPCKUX IIpaB (II0JIb30BATEIIS
caliTa, pasMeCTHBIIErO IIPOU3BeIeHne, U IoJb3oBaTesss P2P-cetn), mesmmres ma Tpu cra-
nun: 1) oupenenenne u coop IP-agpecos; 2) maxosmeHnme coorBercTBus IP-ampeca ompeme-
JIeHHBIM aboHeHTaM (II0JIb30BATEISIM) OTHAEILHBIX MHTEPHET IIOCPEeTHUKOB; 3) MH(POPMUPO-
BaHMeE WK HATIPABJIEHHE IIPETeH3UM JIUIaM O HAPYIIIeHUN MU aBTOPCKUX IPAB ¥ BO3MOK-
HOCTH MpeJICTaBJeHHs (MW HEIOCPEeICTBEHHO IIPEeICTABJIEHMS) IIPOTHB HUX HKCKOB.
ABTOpOM cIenaH BBIBOI, YTO I UACHTU(PUKAIINY JIMYHOCTA — HapyIInTesia (a He Mecra,
TJle COBEPIIeHO HAPYIIeHNe) aBTOPCKUX IIPaB Ha IIPOU3BeIeHus, pasMelleHHbe B cetu MH-
TEePHEeT-TOJILKO HCIIoJIb3oBaHMe I1P-agpeca HemocTaTouHO, II09TOMY HEOOXOOMMO KCIIOJIB30-
BaTh JOIIOJIHUTEJIbHBIE TOKA3aTEeJIbCTBA B COBOKYITHOCTH IJISI YCTAHOBJICHMSA HMPUUYMHHO-
CJIEJICTBEHHOM CBSI3W MEXKY JIUIIOM-a00HEHTOM (KOHEUYHBIM IT0JIb30BATEJIEM), KOTOPOMY JIe-
JIErUPOBaH ompeesenasrii [IP-aapec, u HapylieHreM aBTOPCKOro Ipasa.

Kniouessie cnosa: IHTepHeT, MUPATCTBO, ABTOPCKOE IIPABO, HACHTU(UKAIII

Zerov K. Problems of identification of a copyright infringer for works posted
on the Internet. This publication examines the problems of identification of an alleged
infringer of copyright for works posted on the Internet. The author divides types of such
identification depending on the characteristics of wrongful conduct on the person: 1) iden-
tification of the person — the owner of the website; 2) identification of the person — the
user of the website where the work was posted; 3) identification of the user of P2P net-
work, where each has its own characteristics. According to analysis, the process of identifi-
cation of the person who committed direct copyright infringement (the user of the website
who posted the work and user of P2P network) is usually divided into three stages:
1) identification and collection of IP-addresses; 2) detection of correspondence of the IP-ad-
dresses of to the specified subscribers (users) of certain Internet intermediaries; 3) inform-
ing or sending claims to individuals regarding infringement of copyright and the possibili-
ty of filing (or direct filing) of claims against them. The author concludes that use of IP-ad-
dress only is not enough for identification of a person — infringer of copyright (rather than
the place where the infringement is committed) for works posted on the Internet, thus it is
necessary to use additional evidence to establish a causal connection between the person —
subscriber (end-user), with certain delegated IP-address, and copyright infringement.

Keywords: Internet, piracy, copyright, identification
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