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DEPLOYMENT OF MODEL-BASED DEVELOPMENT PROCESS OF SAFE APPLICATION
SOFTWARE FOR SAFETY-CRITICAL AVIONICS SYSTEMS

This article deals with model based embedded software development of avionics systems within early field
trial. Realization of air-borne equipment software requirements, regulated by functional safety standards is
showed. This article explains how mentioned requirements can be obtained using SCADE. The possibility of
mentioned approach practical application is showed. The possibility of documentation and qualified code
generation from SCADE Display and SCADE Suite models is showed. Use of the mentioned approach allows
to facilitate embedded software development and certification process for safety-critical avionics systems.
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Introduction

The avionics industry requires that safety-critical
software be assessed according to strict certification
authority guidelines before it may be used on any com-
mercial airliner. ARP 4754 and DO-178B/C are guide-
lines used both by the companies developing airborne
equipment and by the certification authorities.
Presently, numerous people play a role in defining and
creating safety-critical systems for the avionics display
industry. The function and architecture of a system are
defined by system engineers using some informal nota-
tion for the graphics and the logic associated with the
displays. The embedded production software is then
specified textually and hand-coded by software engi-
neers in the coding language augmented by a graphical
library. In this context, search for new safety software
development methods is important and actual task.
These methods may help to reduce influence on the
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final product of next factors: inexact understanding by
executor of customer requirements; late mistakes
detecting and as a result, expensive process of altera-
tion; considerable cost of certification. Also mentioned
methods shall include a technology of qualified code
generation from formal models that may carry strong
Return On Investment (ROI), while preserving the
safety of the application.

Problem Formulation

Today aviation companies gradually come to model-
based embedded software development process for
avionics systems. So, search for new applications which
support a model-based development paradigm is a rele-
vant task. This article deals with the approach descrip-
tion through a software model, including the graphics
and the associated logic, and to automatically generate
the code from this model using a qualified code genera-
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tor, in the sense of DO-178B/C, resulting in the follo-
wing advantages to the development life cycle [1]:

o It fulfills the needs of the system engineers by
providing notations to formally define the system
including its behavior and graphical layout.

o It fulfills the needs of the software engineers by
supporting the accurate definition of the software
requirements and by providing efficient automatic
code generation of software having the qualities that
are expected for such applications (i.e., efficiency,
determinism, static memory allocation, etc.).

« It allows for establishing efficient new processes
to ensure that safety criteria are met.

« It saves coding time, as this is automatic.

« It saves a significant part of verification time, as
the use of such tools guarantees that the generated
source code conforms to the software models.

« It allows for identifying problems earlier in the
development cycle, since most of the verification acti-
vities can be carried out at model level.

* It reduces the change cycle time, since modifica-
tions can be done at model level and code can automa-
tically be regenerated.

Solution Procedure

Today, there is a heightened interest of aviation
industry in software certification of aerospace systems
according to RTCA/DO-178B. Compliance of aircraft
systems to specified regulations as well as the costs for
the design and development of equipment force develo-
pers to search for new ways to improve the design and
meet requirements of these standards. In addition, the
U.S. Federal Aviation Administration (FAA), European
Aviation Safety Agency (EASA) and other internatio-
nal authorities of aviation safety insist on using these
standards to ensure the proper functioning of the air-
craft electronics systems in any foreseeable conditions,
to exclude the faulty operation and aircraft accidents.

Correspondence to mentioned requirements can be
achieved by SCADE (Safety Critical Application
Development Environment), model-based technology
for the development of safety-critical avionics software
that includes the following components: SCADE
Display for the design of embedded displays graphics
and SCADE Suite for the design of display’s logics.

This approach addresses the issue of cost and pro-
ductivity in the development of safe embedded soft-
ware for avionics applications. Such projects, driven by
the DO-178B guidelines, traditionally require very
difficult and precise development tasks, incurring high
verification efforts. Mentioned approach reviews the
regulatory guidelines and then presents the optimiza-
tion of the development and verification processes that
can be achieved with the SCADE methodology and
tools that supports the automated production of a
large part of the development life-cycle elements. The
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effect of using SCADE together with its qualified
Code Generator is presented in terms of savings in the
development and verification activities, following a
step-by-step approach and considering the objectives
that have to be met at each step

SCADE models formalize a significant part of the
software architecture and design. The model is written
and maintained once in the project and shared among
all team members: from the specification team to the
review and testing teams. Expensive and error-prone
rewriting is thus avoided, interpretation errors are
minimized. This formal definition can even be used as
a contractual requirement document with subcontrac-
tors, for example between the aircraft manufacturer
and the cockpit display system supplier. Basing the
activities on an identical formal definition of the soft-
ware may save a lot of rework, and acceptance testing
is faster using simulation scenarios. Some companies
start using Esterel SCADE to prototype displays dur-
ing the system definition phase. In the software
requirements process, partial Scade modeling is a good
support for the identification of system functions, its
interfaces, and data flows. Scade-model control algo-
rithm can be graphically specified using data flow dia-
grams, e.g. for primary flight display control algorithm,
such as the one illustrated in Figure 1.

The functional parts of the software, such as imple-
mentation of the geometrical transformations des-
cribed, logic, filtering, and regulation can be fulfillment
with SCADE Suite. SCADE Display is well-adapted
for all the graphical display part of the software. It is
well-suited to completely specify the dynamic behavior
of the Display application. In mentioned example exe-
cutable SCADE model was development for primary
flight display frame of hypothetic civil aircraft. It is now
helpful to dynamically exercise the behavior of a
SCADE Display/SCADE Suite model to better verify
how it functions. As soon as a SCADE Suite model (or
pieces of it) is available, it can be simulated with
SCADE Suite Simulator. Simulation can be run inter-
actively or in batch. Scenarios (input/output
sequences) can be recorded, saved, and replayed later on
the Simulator or on the target. For simulation scenarios,
we can use aircraft flight testing data, so the SCADE
Suite and SCADE Display models can be co-simulated
to provide a fully realistic view of both graphics and lo-
gics. Combination of SCADE Display and SCADE
Suite modeling can be use in the software design
process to develop major parts of the requirements and
the architecture. Use of both mentioned instruments
allows execute joint logic and graphic debugging.

So, the SCADE architecture is defined, the main
modules are refined to formalize the requirements.
SCADE-model control algorithm and dynamic beha-
vior of the Display application are specified. The objec-
tive of this activity is to produce a complete and con-
sistent software model. The requirements of the pro-
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Figure 1. Scade-model control algorithm

ject are described as executable model
which can be sent to aircraft electronic
flight instrument system designer. For more
clearness, usability and reporting there is a
possibility to generate text specification
from SCADE model that can be then agreed
and signed between customer and developer
(if it’s needed).

Documentation is automatically and
directly generated from the SCADE models
(Fig. 2): it is correct and up-to-date by con-
struction with the next benefits:

- Flexible document generator settings;

- Russian language support;

- Include all blocks and interfaces
description;

- Include function call tree and etc.

The SCADE model completely defines
the expected behaviour of the generated
code. Code is automatically and directly
generated from the models, with the KCG
qualified Code Generators: the source code
is therefore correct and up-to-date by con-
struction (Fig. 3). Object code verification
is based on a sample of source C code con-
structs that can be generated from SCADE
Suite and SCADE Display models and that
has to be tested on the target (e.g. on the
nature bench before it will be imported on
the aircraft equipment).

- The key feature of model and generat-
ed code is determinism. It means that with
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the same inputs parameters we receive the same output
result, so availability of uncontrolled input informa-
tion is impossible. Determinism provides the possibili-
ty of verification at model level. That to guarantee
mentioned important feature model shall meet the
next requirements:

- Signals are typed i.e. only basic C program lan-
guage are used (boolean, integer, double, char) and
their combination.

- Global variable value can be read only.

13 #include "sgl.h"

14 #include "aol_imported_functions.h”
15

16 /% module specific includes ¥/

17 #include "aol_overload_scale.h”

18
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- It’s necessary to specify maximum quantity of
iterations.

- SCADE models are based on structured program-
ming.

From SCADE model we receive generated C code,
which meets mentioned requirements and has static
memory allocation, independent on hardware platform.

Figure 4 illustrates comparison of classic program-
ming method in which human factor (difference under-
standing) affects on additional functions appearance.

19 void aol_overload_scale_draw(aol_typ_overload_scale* pContext, SGLlong pPriority)

201

21 pContext->_parentmasks = sglGetactivemasks();

2z switch (pPriority) {
23 case 0:

24 default:

25

26 /% object 0, Priority 0, Name: overload, Type: container ¥/
27

28

29 /% object 1, priority 0, Name: Text, Type: container %/
30

31

32 /% object 2, pPriority 0, Mame: text, Type: text %/

33

34 sglsetactiveMasks (pContext->_parentmasks);

35 sglIndexcColori(41);

36 sglIndexLinewidthi(2);

37 sglindexFonti(2);

38 sglEnable(SGL_LINE_HALOING);

39 sglsetTextAlignment (SGL_ALIGN_LEFT, SGL_ALIGN_BOTTOM);
40

41 static sGLbyte larray[2] = {48,0};

42 sgluwriteText(-17.0F, -59.0F, larray, 255);

43 }

44 }

45

46 /% object 3, Priority 0, Name: text, Type: text %/

Figure 3. Automatically generated code fragment
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Figure 4. Two software development process comparison - hand coding and SCADE modeling
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Debugging of these additional functions is possible on-
ly during verification. It means that verification is the
most time-taking stage. With SADE code generator it’s
possible to deployment all verification at the level of
SCADE model. In this case it meets the main task of
model-based approach — is formalization of text specifi-
cation — i.e. usage of formal language instead natural.

Conclusion

The avionics industry has a very long tradition. The
function and architecture of an embedded computer sys-
tem (i.e., Flight Control, Braking, Cockpit Display, etc.)
are defined by system engineers; the associated control
laws are developed by control engineers using some in-
formal notation or a semi-formal notation mainly based
on schema-blocks and/or state machines; and the em-
bedded production software is finally specified textually
and coded by hand in C or Ada by software engineers.

This article addresses technology of software devel-
opment that allows engineers to facilitate development
and maintenance process due to effective organization
of the most labour-intensive stage — verification. It al-
lows reduce costs of all software life cycle no less than
40 % as compared to the hand coding [3]. This economy
consists of the followings factors: 1) development of the
detailed specification. Determination of the software
architecture and verification are passing at the level of
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model. It allows to save the time, that usually takes to
significant verification efforts (models can be verified as
soon as they are available even in parts) and avoid situ-
ations when code is developed before any verification
can start and every detected errors require a lengthy
change cycle; 2) replacement of the hand coding with
code generator and automatic code verification, that al-
lows to conduct the module testing and integral testing
at the level of model; 3) automation of writing project
documentation, that allows to reduce certification costs,
especially during alteration.
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TocynapcrBenHoe npeanpusitue «AHTOHOB». YKpauHa, I. Kues

NPUMEHEHUWE MOJAEJBbHO-OPUEHTUPOBAHHOTIO IIOAXOOA OJId PASPABOTKU
BE3OIIACHOTIO ITPOITPAMMHOTI'O OBECIIEYEHUA ABUAITMOHHbBIX CUCTEM
C KPUTNYHBIMU TPEBOBAHUAMUN K BE3OIIACHOCTHU

B cmamve npedcmasnen mMo0eavHo-opueHmupo8antvlii n00xXo0 K NPOEKMUPoSaHulo 6CMpPoeHH020 Npoz-
PaAmMMHO020 06ecnenenus 0 ABUAUUOHHBIX CUCTEM C KPUMUUHBIMU mpedosanusmu k Gezonacnocmu npu
6bimoHenuu nuaommnozo npoexma. Iloxazana peanusauus mpe6osanuil ¥ npozpammHomy obecneuenuto
O6opmoeoil annapamypol, pesramenmupyemvie cmanoapmamu no QYHKUUOHANLHOU Ge3onacrHocmu.
Hoxazana 603moicHOCHIL NPAKMUMECK020 NPUMEHEHUA YKA3AHH020 n00X00a. Paccmompena 603moicnocn
asmomamureckoil enepauuu ucxoonozo xooa u doxymeumavuu us SCADE Display ma SCADE Suite mode-
aei. Ilpumenenue yxazannozo noodxoda no3eonsem 3HAUUMENbHO YCKOPUMb NPOUECC NPOEKMUPOBAHUA U
danvreiiweil cepmuurayuu npozpammnozo obecneuenus.

Kurwuesvie cnosa: modenvro-opuenmuposannoiii nooxod, SCADE, zenepavus xoda, cepmudurayus npozpammmozo
obecneuenus, UCNOHAEMAs cneyudurayus, sepupurauyus, doxkymenmavus, DO-178B.
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