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dakynbTeTy 0b6niky i ayanty XHEY im. C. Ky3Heus

IHOOPMALIMHA CKITAQJOBA
EKOHOMIYHOI BE3NEKU NIANPUEMCTBA

AHomauif. Poskpumo cymHicmb noHsimms “iHgpopmauiliHa 6e3neka nidnpuemcmea”, i 83ae-
MO038’30K i3 cyb’ekmom iHghopmayitiHozo cepedosuwya. Po3ansHymo aumoau w000 iHghopmauii, okpec-
JIeHo kameeopii cy6’ekmie iHgbopmauitiHoi 6e3rneku, a makox nodaHo MexaHiam 3abe3rneqyeHHs 3axucmy
cy6’ekmig iHghopmauiliHux 8iOHOCUH 8i0 HeeamugHO20 iHghopMaUiliHo20 8rusy, WO € cK1adosoto iHo-
pmavyitiHoi 6e3neku.

AHHOmauusi. Packpbima cywHocmb noHamus "uHgopmayuoHHas 6ezonacHocms npednpusmus’,
ee 83auMoces3b C CybbeKmom UHGopMayuUoHHOU cpedbl. PaccmompeHbl mpebosaHusi K UHGhopmayuu,
0603Ha4YeHbl Kamezopuu cybbekmos uHgopmauyuoHHol be3onacHocmu, a makxe rpedcmassiieH mMexa-
HU3M obecrieyeHus1 3aumsl CybbeKmos UHGHOPMAaUUOHHbLIX OMHOWEeHUU 0m He2amugHO20 UHGhOpMaLUOH-
HO20 8030elicmausi, Ymo sieriiemcsi cocmaessruwel UHgopmayuoHHoU be3onacHocmu.

Annotation. The essence of the concept "information security” of a company and its relationship
with the subject of the information environment is studied. Requirements to information are outlined,
categories of information security subjects are discussed and a mechanism of protecting the subjects of
information relations from the negative impact of information is provided as part of information security.

Knroyosi cnosa: iHghopmauiliHa 6e3neka, cyb’ekmu iHghopmauiliHoeo cepedosuuya, 3axuwyeHicms
cy6’ekmie iHpbopmay,itiHux 8i0HOCUH, iHhopmauitiHi mompebu, Hebesne4Ha iHhopmauisi.

Crioyatky MOHATTS iHopMaLiiHa 6e3neka B HayKOBIll NiTepaTypi OTOTOXHIOBANOCSA 3 MNOHATTAM
6e3neka iHdopmalii. Mi3Hile cTany BUKOPUCTOBYBATU iHLLUIA TEPMIH — "3aXULLEHICTb CyB’ekTiB iHdopma-
LiHUX BiOHOCWH Bifl HEraTUBHUX iHpOpPMaLiNHMX BNMBIB".

Y cydacHin nitepatypi 3 nuTaHb iHopmaLiiHoi 6e3nekn HaBe4eHO Linui psag BU3HAYEHb MOHATTS
"iHdopmauinHa Gesneka": 3axuLieHicTb iHdopMauii, Wwo o0bpobnseTbca B iHGOpMaLiiHO-064MChnto-
BamnbHi cucTeMmi Big BMNagkoBuMx abo HaBMWCHMX BMMUBIB BHYTPILHLOrO abo 30BHILLHLOrO XapakTepy,
LLIO MOXYTb HAHECTM LLIKOAY BriaCHUKaM iHhopmaLinHmux pecypciB abo kopucTyBadvam iHdpopmauii [1].

BignoBigHo [0 LBOro BU3HaYeHHsA 3abe3nedeHHst iHpopmauinHoi 6e3nekn He 3BOAMTLCS TiNbKu
00 3axUCTy Big NPOTUNPaBHMX Ai 3 BOKY TUX UM iHWKMX OCib. HanBaxnuBile 3Ha4YeHHs TYT Mae 3axucT
Bij MOXIMBMX BMNMMBIB, O HOCATbL BUMAOKOBUIA XapakTep (aBapii, 3001 B ycTaTKyBaHHi, y CUCTEMi eneKkT-
porocTayaHHs, onarneHHi, BO4ONOCTa4YaHHi, NPMpPoaHi KaTacTpodu TOLWO), a TakoX Big BUMALKOBUX MO-
MWIOK KOPUCTYBaYiB i 06CNyroByOHOro nepcoHany iHpopmaLinHUX CUCTEM.

BrByeHHAM npobriemu iHcbopmaLiiHoi 6e3neku nianpueMCTBa 3aiManmqcst Taki BiTYA3HSHI BYEHI, AK:
B. leeup, J1. AbankiH, I'. MacTepHak-TanyweHko, B. M'yHcbkuin, H. PeBepuyk, C. PeBepuyk, |. Kynbunupkuii,
O. JluceHko, P. PygeHcbkuin, A. CnipigoHoB, T. KyseHko, I'. KosaudeHko, B. MNoHomapbos, O. JlsiweHko,
C. MiweHko, O. Hosikosa, P. MNokoTuneHko, T. CokoneHko, O. Cymeup, M. Tymap Ta iH.
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MeTa cTaTTi nonsrae B AOCNigKeHHI TEOPETUYHUX MOSTOXKEHb OO0 OLiHKK Ta 3abe3neyeHHs iH-
dopmauiriHoi 6e3neku nignpuemcTBa, 30kpema cyb’ekTiB iHpopMaLinHoro cepegoBsuLla Ta 3anobiraHHs
HeraTMBHOro iHPopMaLUiHOro BNUBY Ha HWX. [nsi AOCArHEHHA NOCTaBneHoi MeTy Bynu BupilleHi Taki
3aBAaHHs:

1) BM3HAYEHHSA CYTHOCTi NOHATTS iHpopMmaLinHa 6e3neka;

2) BusIBNEHHs1 cbakTopiB i npobnem, Lo HeraTMBHO BNNMBAlOThb Ha iH(opmaLiiHy 6e3neky cyb’ekta
iH(bopMaLinHOro cepeoBuLLa;

3) oxapakTepuayBaHHs KaTeropii cy6’ekTiB iHpopmaLliiiHoi 6e3neku.

Y npakTuyHoMy nnaHi iHdopMmauiiHa Ge3neka iCHye nuile y B3aeMO3B'A3KY i3 Cyb’ekToM iHdop-
MauiiHOro cepefoBuLLa, came Cyb’ekT OMKTYE NOoKasHWKW Takoi 6esneku. Lle BigHOCUTBLCS He Tinbkvu 4o
KOHKpeTHMX cyb’exTiB, ane i 4O 0COBUCTOCTI, CycninbCTBa Ta Aepxasu. IHopMauiiHa 6e3neka cyb’ekta
He Moxe ByTun 3abe3neveHa 6e3 HasaBHOCTI Y HbOro HeobXigHOT iHopmalii. IHdopmMaLiiHi NOTPedu pi3HMX
cyb’ekTiB He ofgHakoBi, ane Ans Oyab-Akoro cyG’ekTa BiACYTHICTb MOXMIMBOCTI OTPUMaHHA HeoOXigHOI
iHdbopMmauii Moxxe maTu HeraTuBHi Hacnigku. Lli Hacnigkn MoXyTb HOCUTMK Pi3HUIA XapaKkTep, iX BaXKiCTb
3anexuTb Bif cknaay BiACYTHbOI iHcpopmaLyii.

HeobxigHa onsa 3agoBoneHHs iHdopmMauinHux noTped iHbopMaLis NOBMHHA BiANOBIAATN NEBHUM
BMMOram:

1) iHdbopmaLis noBMHHA GyTW BIGHOCHO MOBHOO, OCKiNbKM abCOMOTHO NOBHOI iHhopMmaLii xoaeH
cy6’ekT maTn He Moxe. NoBHOTa iHbopMaLii XxapakTepusyeTbes it AOCTaTHICTIO ANS NPUAHATTSA NpaBuiib-
HUX pilLeHb;

2) iHdopMauis noBMHHA ByTU JOCTOBIpPHOW, 60 HeJoCTOBIpHA iHGOpPMaLisa NPU3BOANTL A0 NPUIA-
HATTS HeMnpaBWUIbHUX PilleHb;

3) iHdopMmaLisi noBNHHA ByTU CBOEYACHOM, OCKINbkW HEOOXiAHI pilleHHs1 edpeKTUBHI nuLie Topj,
KOMM BOHU NpUMaroTbCs BYacHo [1].

MpUAHATTIO HENPaBWUMBbHKX PillEHb MOXE CMPUSATY HAsBHICTb LLKIANMBOI, Hebe3neyHoi ans cyb’exkta
iHcpopmaLii, AKka HanvacTiwe uinecnpsMoBaHo HaB'a3yeTbes. Lle BuMarae 3abesneveHHs 3axucTy cyb’ekTiB
iHdbopMaUinHMX BIOHOCKH Big HEraTUBHOIO iIHOOPMALIHOTO BNNMBY, LUO € LEe OAHIE CKNagoBoto iHGop-
MaujinHoi 6e3neku.

Mpun TakoMy niaxoai MoxHa ccpopMynioBaTV Take BU3HAYEHHS MOHATTS iHopMmaLliiHa 6e3neka —
Le cTaH iHdopMaLiiHOro cepeaoBuLLa, KM 3abe3nedye 3a40BONEHHS iHbopmaUinHMX noTpeb cyb’exTiB
iHbopmaLinHnx BigHOCKH, Ge3neky iHopMmaLii Ta 3axucT cyb’ekTiB Big HeraTuBHOro iHopmaLiiHoro
srnuey [1].

Mpu 3abe3neyeHHi iHopmaLiiHOi 6e3nekn BaXknNMBO BpaxoByBaTu Ti 3aBAaHHS, SKi BUCYBalOTbCA
nepez cTopoHamu, 3auikaBneHnmm B iHpopmauinHi 6esneui, a came [2]:

1) 3abe3neyeHHs OOCTYMHOCTI iHopMaLii, WO Mae Ha yBasi MOXIMBICTb 3a MPUAHATHUMIA Yac
oTpuMaTn HeobxigHy iHopMaLiiHy Nocnyry, a TakoX 3anobirTM HeCaHKLiOHOBaHIM BiOMOBI B OTPMMaHHI
iHcbopmauii;

2) 3abe3neyveHHs LinicHOCTi iHpopmalii, Wwo nepenbavae 3anobiraHHsi HecaHKLiOHOBaHOI Moau-
dhikauii abo pynHyBaHHs1 iHbopmalLlii;

3) 3abe3neyeHHst KOHMIAEHLUINHOCTI iHhopMauii, LWo NoB’A3aHo i3 3anobiraHHsIM HeCaHKLiOHOBa-
HOro 03HaNOMIEHHS 3 iHopMaLieto.

BuainstoTb YoTupu kateropii cy6’exTiB iHopmaLiiHoi 6e3nekw, ki Bigpi3HATLCA OAUH Bif O4HO-
ro NpaBoOBMM, TEXHIYHMM, DiIHAHCOBMM, OpraHi3auiiHUM Ta iHWKMM pecypcHUM 3abe3neyeHHsM CBOEI iH-
dopmaLiiHoi 6e3nekun, a came: Aepxasa B LINIOMy; AepXaBHi opraHisauii; KOMepUiHi CTPYKTYpK; oKpemi
rpomagsHu [2].

Y 3abesneyeHHi iHdbopMauinHoi 6e3nekn BUAInaTb Kinbka piBHIB [3]:

1) NONITUYHWIA: Ha LBOMY PIBHI NPUAMAIOTLCS AOKYMEHTU, B IKMX BU3HAYalOTbCS OCHOBHI Hanpsimu
Aep>XaBHOI NONiTUKKN B rany3i iHdopmauiiHoi 6e3nekn, (opMynoTLCA Lini Ta 3aBAaHHSA 3a6e3neyeHHst
iHdbopmauinHoi 6e3nekn WOAO BCiX OKpecneHmx Cyb’ekTiB, MNaHyrTbCA WASAXW i 3acobu peanisauii no-
CTaBneHuX Linen;

2) 3aKOHOOABYMIA: HA LIbOMY PiBHI NPMIAMaTECA HOPMATMBHO — NPABOBI aKTU (3aKOHWU, MOCTAHOBM
ypsiAy TOLLO), CNPAMOBAHI iHiLitoBaT CTBOPEHHS i PDYHKLOHYBaHHS CUCTEMW MPaBOBOrO PerynioBaHHA
3abe3neyeHHs iHpopmauinHoi 6e3nekuy;

3) HOPMaTMBHO-TEXHIYHWIA: HA fAHOMY PiBHI 34JIMCHIOETLCS po3pobka cTaHAApTIB, KEPIBHUX i METO-
AVMYHUX MaTepianiB Ta JOKYMEHTIB, L0 pernaMeHTyoTb NpoLec po3pobKuM, BNPOBaMKEHHS Ta ekcnyaTtauii
3acobiB 3abe3neyeHHs iHopmauinHoi 6e3nekun. MpoBoaUTLCA NPUBEAEHHS Y BIAMNOBIAHICTb HaLiOHANbHMX
Ta MiXKHapoOAHUX cTaHadapTiB y cdepi iHopMaLiNnHUX TEXHOMOTI;

4) agMiHiCTPaTUBHWI: 3AINCHEHHST 3axofiB Woao 3abe3neyeHHs 6e3nekn Ha AaHOMY piBHi, Npo-
BOAMNTLCH B paMKax KOHKPETHOro MignpueMcTBa, YCTaHOBW, opraHisadii. Ha LboMy piBHi KepiBHULITBO Op-
raHisauii peaniaye KOHKpeTHi 3axoam Wwoao 3abesneyveHHst iHhopmauinHoi 6e3nekn. B ix oCHOBI NexuTb
nonituka 6e3neku nignpnemcTea (CyKynHIiCTb AOKYMEHTOBAHUX YNPaBMiHCbKUX PilleHb, CIPSAMOBaHUX Ha
3axucT iHdopmaLii), Lo BM3HA4Yae cTpaTeriio MiagnpueMcTsa B ranysi iHdopMaLiiHoi 6e3nekn, a Takox
obcar BMAiNeHWX pecypciB Ans CTBOPEHHs1 Ta (PYHKLIOHYBaHHA cucTemu iHdopmauinHoi 6esnekun nia-
npuemcrBa.

Y umncni KOHKpeTHUX 3axoAiB Woao 3abesnedeHHs iHdopMaLiiHoi 6e3nekn MoXHa BUAINMUTY Kifnlbka
OCHOBHWX: YNpaBMiHHA NepcoHasniom MignpuemcTsa; isnvHU 3axMCT MarHa Ta npauiBHUKIB NiANPUEMCTBA;
niaTpUMKa Npaue3gaTHOCTi NepcoHany W yctaTkyBaHHS MiANPUEMCTBA; pearyBaHHS Ha MOPYLUEHHS pexumy
Oe3nekn (caHKLUii CTOCOBHO MOPYLUHWUKIB, yOOCKOHAnNeHHs cuctemu Oe3neku, po3pobka Ta peanisauis
3anobixkHUX 3axoiB Woao 3abesneyeHHs iHpopMmaLliiHOT 6e3neku); nnaHyBaHHS BiAHOBIIOBAIbHUX POBIT;
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5) nporpaMHoO-TeXHIYHWIA piBeHb: AaHWI piBeHb Nepeabavae BUKOPUCTAHHSA SK MiHIMYM OeKinbKoxX
MexaHi3miB 3abe3neyveHHs iHopmauinHoi 6e3nekn, cepea HUX: iAeHTUdIKaLis Ta NepeBipka CNPaBXHOCTI
KopucTyBauiB 3acobiB iHpopMaTusaLii; ynpasniHHA JOCTYNOM A0 iHopmaLlii; NPOTOKOMIOBAHHS W ayauT;
KpunTorpadis; ekpaHyBaHHs; 3abe3nevyeHHss BUCOKOT AOCTYyMNHOCTI [3].

Y cyvacHux ymoBax BUKOPWUCTAHHSA Pi3HUX MexaHi3miB 3abesneveHHs iHdopmaLiiHoi 6esneku
CTarno akTyanbHUM He TiNbKW Ansi OKpeMux NignpMeMCTB, YCTaHOB, OpraHisadin, sk gepXXaBHuX, Tak i npu-
BaTHMWX, ane i 4ns NpocTux rpomaasH. HecaHkuioHoBaHWA 4OCTyn Ao iHbopmauii ocobucToro xapakrepy
MOXe iHiLiloBaTW BYMHEHHS MPaBOMNOpPYLUEHb CTOCOBHO XWUTTS | MaHa rpoMagsH.

Hayk. kepisH. Moszosa /1. O.
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COUIOKYIbTYPHI ACIMNEKTHU
BE3MEKWU OPIrAHI3ALIT

Anomavis. Po3ansHymo npobnemHi couiokynbmypHi acnekmu 6e3neku opzaHisauii. JocnidxeHo
PO3BUMOK PUHKOBUX MEXaHi3Mie 8 €KOHOMIYi 3pOocmaHHsI MpueamHo20 nidnpueMHuUUmMea, wo € oyxe
8aXxusuM 3ag80aHHsIM eKOHOMIYHOI HayKu i mpakmuKu 20¢rnodapchKoi disrnbHoCmi nidnpuemcms.

AHHomauusi. PaccmMompeHbl npobneMHble COUUOKYIbMypHbIe acrekmsl 6e3onacHocmu op2aHu-
3ayuu. UccnedosaHo passumue pbIHOYHbIX MEXaHU3MO8 8 IKOHOMUKE pocma 4acmHo20 rpednpuHuMa-
mesnibcmea, Ymo 5I8/19emcs 8ecbMa 8axHOU 3adadyell IKOHOMUYECKOU HayKu U MpakmuKku X035UcmeeH-
HoU dessmesibHOCMU rpednpusmud.

Annotation. The problems of socio-cultural aspects of the organization security are studied. The
development of market mechanisms in the economy of growing private enterprise is discussed which is a
very important task of economic science and practice of economic activity of enterprises.

Knrodosi criosa: opeaHisauisi, be3neka, coyianbHa Kyrbmypa, Cycrifibcmeo.

CbOrofHiLLHii CBIT — CBIT AuHaMiKK i WwBuakocTi. LLlo6 y HboMy BUXMTK, HEOGXIAHO NOCTIMHO MiHS-
TUCS Pa3oM 3 HMM i MOCTIMHO HabyBaTW HOBUX 3HaHb i BMiHb. Binbw TOro, Mano HMMK BonoaiTM. Humm
Tpeba BMiTM r[paMOTHO CKOPUCTATUCS 411 TOro, Wob BOHM NPUHECNN HanbinbLly BUrody BNaCcHUKOBI.

AknmoBa T. A. BBaxae, WO €KOHOMiKa CbOrogHi Npu3BoAMTb A0 TOro, Wo dipMu 1N opraxisadii
3MyLUEHi MOCTINHO eBoMtoLioHyBaTH, WO6 He 3anuwmtucsa 3a 6optom nporpecy i 6isHecy. HacnyeHo
abCcontTHO BCi PUHKM TOBapamy TaKOK Mipoto, LLO KOMMaHiaM goBoautbecsa "Outuca" 3a mokynuis, ue
NpuBOAUTL A0 MOBHOIO NepPeoCMUCIIEHHS NPUHUMNIB i 3aBAaHb PYHKLIOHYBaHHSA Pi3HWUX CTPYKTYP Yy pam-
Kax nignpuemctaa. 3MiHW, WO BiAbGyBalTLCS B CyCNiNbCTBI, HACTINbKW rnobankHi, Wo Lboro pasy BxXe He
06inT1cA npocToto peopraHisauieto npadui. LLo6 Bignosigaty yacy, oro HopMmam i notpebam, nignpuemui
NOBWHHI NounHaTn nepebynosy [1].

MocrTinHo mignagatoum nig BAAUB 3 6OKy 30BHILLHBOTO CepenoBULLA, MPUCTOCOBYOYUCH A0 3MiH,
Ccy4yacHa opraHisauis noBuHHa MaTu 34aTHICTb opMyBaTW i HarpoMamKyBaTu MoOTeHUian, KU Moxe
3abe3neunTn He nuLie CBOEYaCHY N afiekBaTHY peakuilo Ha Aii 30BHILIHLOro cepegoBuia, ane i Aactb
MOXJIMBICTb aKTUBHO 3MiHIOBATM HAaBKOMMULUHIO LOIACHICTb, e(eKTUBHO YNpaBnsTM (YHKLiOHYBAHHAM
i PO3BUTKOM BaraTouncenbHUX eNemMeHTIB i MiacucTeM opraHisaldiii.
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