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LLloAO NPEAMETA EKCMEPTU3U TEJIEKOMYHIKALUINHUNX
CUCTEM I 3ACObBIB

Posensinymo npobiemu npusHayeHHs eKCnepmusu meneKOMYHIKAYIHUX cuc-
mem i 3aco6ié npu poscnioysanti 3noyunie y cgepi sucoxux mexwonoeiti. Ha ocnosi
aHanizy mMexHiuHoi ma KpuMiHALiCmuyHoi aimepamypu 00CHiONCEHO NPupody OaHoi
excnepmusu ma 30iCHeH0 8I00KpeMIeHHs ii npedmema 68i0 npeomema eKcnepmusu
KOMN 1omepHOi mexuiKu ma npoSpamHux npooykmis.

Indopmarnitine cycriabCTBO, Iepexin g0 SKoro norpedye HOBHX
dopM comiasbHOI aKTHBHOCTI, Oyne 6a3zyBaTHCcd Ha IITHPOKOMY BH-
KOPHUCTaHHI iH(opMalifHuX i TeAeKOMyHIiKalifHMX TEeXHOAOTIH.
CrBopeHHs iHgopMmariifinoi iHdpacTpyKTypH nependadae peaaiza-
I1if0 B3a€EMOIIOB’I3aHOI CYKyITHOCTI 0a3 maHux, 3acobiB oOpobku iH-
dopmartii, TeaeKOMyHIKaIIHHUX CHCTEM i TepMiHaAiB KOpPHUCTyBadiB
[1, c. 6]. Bapa3 B YkpaiHi MIBUAKUMH TeMIIaMH PO3BHBAIOTHCS Me-
pexi MOOGIABHOTO 3B’dI3Ky, BCe OiABIlle MiAIIPUEMCTB i IpoMaasTH
OTPHUMYIOTE JOCTYII A0 Mepexki |[HTepHeT, CTBOPIOIOTh AOKAABHI iH-
dopmartiiiHi Mepexi, IepcoHasbHiI Oe3npoBiaHi Mepexi, gKi 6asy-
I0TBCH Ha TexHoaAorili Bluetooth, migKAIO9arOTHCS A0 CUCTEM CYIIyT-
HUKOBOro, ImgpoBoro TteaebadeHnHa [2, c.14-32]. Biavmrictb
CIIEILliaAiCTiB CXOOATHCA Ha AyMIIi, III0 IOAAABIIIa €BOAIOLS TEAEKO-
MYHIKaIifHUX TEXHOAOTi# Oye pyXaTHUCh Y HaIIpsAMKax 30iAbIIeHHS
IBUAKOCTI mepenadi iHdopmartii, iHTeaekTyaaizalii mepex Ta 3a-
besnedenHs MoOiABHOCTI KopHucTyBadiB [3, c. 4].

BopmHo4yac po3BHUTOK KOMII'IOTEPHOI TEXHIKH Ta 3ac0o0iB KOMyHi-
Kallii IpU3BOAUTE HE TIABKH CHpHLIE OiABIII KOM(OPTHOMY 3B’I3KYy
Ta OTPUMAaHHIO, 30€piraHHIO YU PO3MOBCIOMKEHHIO iHdopMaltii, ase
M 3yMOBAIOE BHUHHKHEHHS 1 ITOIIMPEHHA HOBHX BHIIIB 3A0YHHIB.
3A04uHII Bce OiAbllle yBarTU IIPUMIAGIOTH YIOCKOHAACHHIO 3aco0iB
Ta 3HaAPSAb BUYMHEHHS 3A0YHHIB, PO3POOASIOTH HOBi crmocobw BYH-
HEHHSs 3A04YHHIB Ta IIPUXOBAHHA cainiB. Ile, y cBolo depry, OTATAO
3a cobo10 po3poOAEHHS 3aXOiB IMPOTHAIl 3A04HMHHOCTI ¥ cdepi BH-
COKHX TEXHOAOTi#. He Tak maBHO, y 3B’I3Ky 3 HaraabHOIO IIOTPeboIo
Y PO3IINpPEHH] 3aBAaHb, 110 BHPIlllyBasa eKCIePTH3a KOMIT IOTEPHOI
TEeXHIKM 1 IporpaMHHX IPOAYKTIB, Ha MeXi 3 IiHXEHEpHO-
TEeXHIYHUMH eKCHepTH3aMi OyB BUAiAeHHH HOBUU BHI — €KCIIEPTHU-
3a TeAEKOMYHIKAIiHUX CUCTEM Ta 3aCo0iB.

OxkpeMi nmpobaeMH ITpHU3HAYEHHS CyJOBHUX €KCIEPTH3 Y pizHi ga-
cu po3pobasam Taki BueHi, gk T. B. ABep’aHoBa, A. IO. Aporkep,
B. II. Baxin, P. C. Beakin, A. I. Biubepr, A. ®. Boaobyes, B. I. ['onua-
pesko, O. O. E#icman, H. I. Kaumenko, B. 4. Koaznix, B. I1. Koamakos,
I0. I'. Kopyxos, B. K. Aucuuenko, B. O. Maritiuenko, [. M. Moxap,
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I0. K. OpnoB, A. K. Ilenenuyk, I. A.Ilerpyxin, B. A. IlpurtysoBa,
P. . PaxynoB, T.B. CaxuoBa, M. 4. Ceraii, B. K. CremnyreHkoBa,
B. IO. lllemiTeKoO, O. P. IllagxoB., M. I'. llepbaKOBCHKMIA,
4. M. fxoBaeB Ta iH. OAHaAK NIPU3HAYEHHS caMe €KCIIEPTHU3HU TeAe-
KOMYHIKaIlifHUX CHCTeM Ta 3acobiB [0 IILOTO 4Yacy Maiike He [0-
cAipryBaaoch. TAKMM YMHOM, 3araAbHY NpoOAeMy, SIKili IPUCBS-
4eHa CTaTTs, MOXKHA BH3HAYHUTH SK IIABHIIEHHd e(EeKTHBHOCTI
PO3CAIyBaHHA 3A0YMHIB, i OKpeMy NpoOAeMy — SK ITiABUIIEHHS
e(PEeKTUBHOCT] MiIABHOCTi CAimJOro 3 IIpH3HAYEHHS €KCIIEPTH3 y
cchepi BHCOKHMX TEXHOAOTIH, 30KpeMa eKCIIEPTH3H TEACKOMYyHiKa-
iHUX cucTeM Ta 3acobiB. MeTo¥o cTarTi € po3MeKyBaHHS IIPE-
MeTiB €KCIIEPTH3H TeAEKOMYHIKAIiHHUX cUCTeM Ta 3aco0biB i ekcre-
PTHU3H KOMITIOTEPHOI TEXHIKHM # IPOrpaMHHUX IIPOAYKTIB.

9k yKe 3ramyBasocd, €KCIEpPTH3a TEACKOMYHIKAIliHUX CHCTEM
Ta 3aco0iB BHOKPEMHAACH i3 €KCIEPTHU3H KOMII'IOTEPHOI TEXHIKH Ta
IIPOrpaMHUX I[IPOAYKTIB y 3B’M3KY i3 PO3LIMPEHHSM IIepeAiky
00’eKTiB, fIKi BUHHKa€E HoTpeda MOCAI/LKYBATH IIPH PO3CAimyBaHHI
3A0YMHIB ¥ cdepi BUCOKHX TEXHOAOTIH, i, BiAIOBIAHO, PO3IIHpEH-
HSIM NIEepeAiKy ITUTaHb, SKi HeoOXiTHO CTABUTU 1100 O0’€KTIB.

Sk CBiYWTH Ha3Ba AAHOI €KCIIEPTHU3H, OCHOBHUMH i 00’¢KTaMHu
€ TeAeKOMYyHiIKaIliiiHi cucteMu Ta 3acobu. Ilo XK HaAeKUTb 00 ITUX
cucrteM Ta 3aco0biB? Ilepir 3a Bce, TeAeKOMYHiKallifiHe obaaTHAHHS,
TOOTO O0AQMHAHHSA, II0 BHUKOPHCTOBYETBCH [OAd Ilepenadi aymio-,
Bizmeo-, abo iHmroi indopmariii, a TaK0XK AT BCTAHOBAEHHS 3B’SI3KYy
MiX Pi3HMMH THIIaMH IpHUCTPoiB. TeaekoMyHikallifine obramHaHHS
I03BOASIE ITITKAIOYHUTH MixK coboro Oyab-siKi TeaedpoHHI craHIli Ta
CTBOpPIOBATH IIM(POBi cucreMu nepenadi indopmarii. Takox Teae-
KoMyHiKalifine obramHaHHA MOXKHa BHKOPHUCTOBYBATH [AS Op-
ra”isamii oITOBOAOKOHHUX KaHaAiB MiCIIeBUX Ta MariCTpaAbHUX
MepeXK, a TaKOX KaHaAiB Ilepenadi JaHUX 10 KaOeAbHHM Ta pa-
OiopeAeTHUM AiHiaM.

J1o OCHOBHUX BUIB TEAEKOMYHIKAITIAHOIO 00AaTHAHHS BiTHOCATS:

— CHUCTEMH CyIIlyTHHKOBOIO 3B’{I3KY;

— TeAEKOMYHIKallifiHe 00AaiHaHHSA OAd TIepeaadi JaHuX;

— CHCTEMHU KOMyTallii;

— aboHEHTChbKe TeAeKOMyHiKallifiHe 00AaTHaHHS.

Haii6iapIl akKTHBHO TeA€KOMYyHiKallifiHe obAagHAaHHSA BHKOPHC-
TOBYIOTH OIIEPATOPH MiXKMICBKOTO Ta MIKHApPOIHOTO TeAE(POHHOIO
3B’A3KYy, MOOIABHOTO 3B’I3KY Ta iHTEPHET-IIPOBAHIEPH.

Cy4acHi cHUcTeMH Ilepefadi AaHUX AO3BOASIOTH oIlepaTopaM —
nocTadaAbHHKAaM IIOCAYT Ta IHIIMM KOPHCTyBadaM TeA€KOMYyHiKa-
IifHOrO yCTATKyBaHHS OTPHMYBaTH i IIOIIHPIOBATH OyAb-sKy iH-
dopmMmartiro, BKAIOUAIOYH BiZe0300pasKeHHs Ta 3BYK.

Haitgacrine gag nepenadi TaKUX JaHUX BUKOPHCTOBYIOThCS Ha-
CTYIIHI TUIIN MEpPEeX:
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CrpykrypoBaHa KabeabHa cucrema (CKC), aka gBase coboro cu-
creMy KabeaiB, III0 00’€ THYIOTEH TeAePOHHI MepexKi, CHCTEeMH Bizeo-
CIIOCTepEKEeHHS, CUTHAAI3AlIil i AOKaABHUX MEPEK OQHOTO ab0 KiAb-
KOX OYIMHKIB.

BoaokonHoonTHuHi AiHIT 3B’3Ky (BOA3), 1110 siBAsIE COOOIO CHC-
TeMy Ilepefadi JaHUX 3 BUKOPHUCTAHHSM OIITOBOAOKOHHOI'O yCTaT-
KyBaHHS, 1 iHopMalig B IKHUX NHEPENacThCH II0 MieACKTPUYHHUM
CBiTOBUM BOAOKHAaM.

Ias 3abe3riedeHHs POOOTH TEACKOMYHIKAIIHUX MepexX Heo0-
XilHEe MepezKeBe 00AaTHaHHS, SKE PO3IOMIAIEThCH Ha ABa BHIH:
aKTHBHE i IaCUBHE.

AxTHBHe MepexkeBe 00AaMHAHHS BKAIOYA€E€ KOHIIEHTPATOPH, KO-
MyTaTOPH, MapIIpPyTU3aTOPH, MEPEKEB] aganTepH, IPHUHT-CEPBEPHU
To11o. /l0 ITacHUBHOrO O0OAQMHAHHS HaAeXKaTh Kabeai, KOMyTarliifiHi
LIHYPH, PO3ETKH, KOHHEKTOPH, KabeAapKaHaAu Touio [3, c. 28].

CydyacHe TeaeKOMyHIKallifiHe obaamHaHHS MOXKE BHKOPHCTOBY-
BaTHCa IAd opradizarii mposigHoro i 6e3mpoBimHoro 3B’a3Ky. Bes-
npoBigHMit 3B’a30k (Wi-Fi, WiMax i T. a.) — 11e 3B’I130K IIIAXOM IIe-
penmadi panioxBuab y mnpoctopi. [IpoBimauii 3B’s130K Ilepenbauae
repenady CUTHAAY 10 €AEKTPHYHOMY YH OIITOBOAOKOHHOMY KabeAro.

Yy He HaMBaXKAUBIIIUM acCHEKTOM PO3BUTKY Cy4aCHHUX TEAEKO-
MYHIKaIifHUX CHCTEM € IX cTaHmapTH3allid, HeoOXimHa K BHUPOO-
HUKaM €AEeKTPOHHHX KOMIIOHEHTIB, amaparypH, po3poOHHKaM Me-
pex, TakK 1 mepeciuHMM KopucTyBadaM. CraHaapTH3allia
OHOYACHO POOUTH OIiABII AETKHMM BTPYYaHHS 3AOYHHINB y MiIABL-
HICTh TEACKOMYHIKAIIHHUX MepeK Ta OKPeMOro o0AaIHaHHS, OCKi-
ABKU JI03BOASIE IIAQHYBATHU i 3AiHCHIOBATH CBOIO MiSIABHICTH 3a Ha-
SIBHOCTI OiABII-MEHINI TlepeAbadyBaHHX 1 BIJOMHX TEXHIYHUX
obcTaBHH, a TAKOXK CIIPOIIyEe PoOOTY IiApo3miaiB, sKi 3afiMaloThcs
3axucTOM iH(opMallil, OCKIABKH [I03BOAME 3a30aA€TiAb BU3HAYUTH
cAaDKi Miclis 1 BXXUTH BIAIIOBIAHMX 3aX0IiB.

jk mig 4Yac TMATOTOBKHM MO0 IIPU3HAYEHHA €KCIIEPTHU3U
KOMIT'IOTEPHOI TeXHIKH Ta IPOrpaMHUX IIPOAYKTIB, TaK i B XOAi -
TOTOBKH [0 IIPU3HAYEHHS €KCIEPTHU3U TEACKOMYHIKAIlHHUX CHCTEM
Ta 3aC00iB BasKAMBHMH i Iy?Ke PEKOMEHIOBAHUMH € OTPUMAaHHS KOH-
CyABTAllilt Ta BUKOPHUCTAHHA JOIIOMOTH BifITIOBITHOIO CIIelliaaicTa.

Ha croroani ekcrepTu3a TEAEKOMYHIKAIIHHUX CHCTEM Ta 3aCo-
6iB MOXKe BUPIIIUTH HACTYIIHI 3aBIAaHHH:

— BH3HAYEHHHd XapaKTepPHCTHK Ta IlapaMeTpPiB TeAeKOMyHika-
LIIMHUX CUCTEM Ta 3aCo0iB;

— BCTAQHOBAEHHA (PaKTIiB Ta CcHocobiB Ilepenadi (OTPHUMAaHHS)
iH(opMallil B TEACKOMYHIKAIIHHUX CHCTEMAX;

— BCTAHOBAEHHS (PAKTIB Ta CIIOCOOIB MJOCTYILy IO CHUCTEM, PECyp-
ciB Ta iHdopMaliii y cdepi TeaeKoOMyHiKalLii;

— BU3HA4YEHHS JKOCTi TEAEKOMYHIKaIIHHUX IIOCAVT;
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— BCTAHOBAEHHS TEXHIYHOIO CTaHy TEACKOMYHIKaIiHHUX CHCTEM
Ta 3aco0iB;

— BCTAHOBAEHHS THUITy, MapKM, MOJZIEAl Ta IHIINX KAaacH@iKaIlii-
HUX KaTeropiil TeAEKOMYHIKAIlIIfHUX CHCTEM Ta 3aCO00iB;

— IOCAiPKEHHS aArOpHUTMIB 00poOKH iHdopMmariii Ta ii 3aXucry y
cchepi TeAeKOMyHIKATLiH.

ITporioHyeThCa HACTYIIHUM OPiEHTOBHMH IT€peAiK MUTaHb IIPHU IIPH-
3Ha4YEHH] eKCIIEPTH3H TEAEKOMYHIKaIlIHIX MepesK Ta 3acobiB [4]:

1) gka mpuyYmHaA HEIpale3gaTHOCTI TeAeKOMyHiKalliffHoro 3a-

co0y (cucremn)?
2) gki Tun, Mapka, MOJeAb TeAeKOMyHIKaliiHoro 3acoby (cuc-
TeMH)?

3) uu BigmoBiZae TeAeKOMYyHIKaIliiHU 3acib (cucreMa) TexXHid-
Hill JOKyMeHTallii?

4) gaki TexXHiYHI XapaKTepPHUCTHKHU (IIapaMeTpH) Mae TEAEKOMY-
Hikauifiau# 3aci6 (cucrema)?

5) um MaB Micie pakT OOCTYIly OO0 TeAEKOMYyHIKaIlilfHOI cucrte-
MU Ta B IKHUH CcrI0Ci6?

6) uM Maao MicIle BUKOPHUCTAHHA pecypciB Ta iHdopmariii B Te-
AEKOMYHIiKaIitiHi#l cucTeMi Ta B 9KHH criocio?

7) 4u maB Micne cakT nepemadi (orpuManHs) iHgopMmartii B Te-
AEKOMYHIiKallitiHi#l cucTeMi Ta B SKHH criocio?

8) uM € o3HAKW BTpPyYaHHd B POOOTY TeA€KOMyHiKalifiHoi cuc-
TeMH?

9) gaKi mAgxy MapuHIpyTH3allii HaHHX B TEACKOMYHIKaITiHHIN

cucremi?

10) yn MOXKAMBO BHKOPHCTAHHHA TEACKOMYyHIKAaIifHOTO 3aco0y

(obAamHAHHS) OAS BKa3aHUX IlACH?
11) 3a 9KUM aArOPUTMOM OOpPOOASETHECS UM 0bpobaeHa iHGOP-
Mallis TeACKOMYHIKAIi#HUM 3acoboM (CHCTeMO0)?

TakyMm YHMHOM, BUXOASYH i3 3aBIAHb i BHINIEHABEAECHOTO MOXKHA
OIRTH BHCHOBKY, III0 06’€KTaMM AAHOI €KCIIEPTHU3U € HE TIiABKH 00-
A3THAHHS, IKE BUKOPHUCTOBYETHCS s 3a0e3IedeHHs POOOTH Teae-
KOMYHIKaIifHUX MepexXK, ase ¥ iHdopmariid, 1110 OTpUMYyeThCs, 30e-
piraerbcst, o0pobasieTbcsl i mepemaeThbCd 3a JOIIOMOIOI0 JIaHOTO
obramHanHa. OfHAK BHHHKAE ITMTAHHS IIPO Te, € IIPOXOAUTH Me-
Ka MDK 3raflyBaHOI0 €KCIIEPTH30I0 Ta €KCIIEPTH30I0 KOMII IOTePHOL
TEXHIKH Ta IIPOTPaMHUX IIPOAYKTIB, a/pKe Maibke Bcd iHdopMallis
3apa3 nepedyBae y nudpoBoMy Burasai. Ha miit morasn, Tyt Heob-
XiTHO BUXOOUTH 3 IO3WILi KOMIIAEKCHOCTI. SIKIII0 ITMTAHHS CTOCY-
IOTBCH TEACKOMYHIKAIIHHUX MepesK, BiAIOoBimMHOro obAamHAHHA Ta
inopmanii y mmudpoBoMy BHUrAddi y IX B3a€MO3BEI3Ky — Iie Oyne
IIPEeIMETOM €KCIIEPTH3H TEACKOMYHIKAIIfHHX CHCTEM Ta 3aco0iB,
AKIIO XK Auttre mudposoi indopmartii Ta ii HociiB — cain npusHavaTu
€KCIIEPTH3Y KOMII'IOTEPHOI TEXHIKH Ta IIPOrPaMHHUX IIPOAYKTIB.

78



ISSN 1999-5717. Bichux XHYBC. 2011. Ne 3 (54)

Cnucoxk gireparypu: 1. Hemagosua JI. M. MeTomonorust SKCrepTU3bI IPOEK-
TOB TENEKOMMYHHUKAIIMOHHBIX CHCTEM : IHC. ... J-pa TexH. Hayk : crem. 05.13.01 /
. M. Henanosuu. — M., 2009. — 864 c. 2. lllaxuosuu 1. B. CoBpeMeHHBIE TEXHOIO-
ruu GecripoBoxuoi csitu / Y. B. Llaxuouu. — U3n. 2-e, ucmp. u pom. — M. : Texwo-
cdepa, 2006. — 288 c. 3. Kpyk b. 1. TenekoMMyHHKallHOHHbIC CHCTEMBI M CETH :
yae6. mocobme : B 3 1. T. 1: CoBpemennbie Ttexuomornu / b. U Kpyk,
B. H. ITonanTononyno, B. I IllyBanos. — M3n. 3-e, ucnp. u pom. — M. : Topsyas
nuHus — Tenexom, 2003. — 648 c. 4. ITpo 3aTBepmkeHHs [HCTpyKUii PO NpH3HAYESHHS
Ta NPOBEJICHHS CYJI0BHX eKcrepTu3 Ta HaykoBO-MeTOANYHNX PEKOMEHAALIH 3 TUTaHb
IIPOTOBKYU Ta MPU3HAYECHHS CYJOBHX €KCIIEPTU3 Ta EKCHEePTHUX JOCIIDKEeHb © HaKa3
Min’rocry Ykpaiau Big 08.10.1998 Ne 53/5 [Enextponnuit pecypc]. — Pexxum mocry-
oy http://zakonl.rada.gov.ua/cgi-bin/laws/main.cgi?page=1&nreg=z0705-98. - 3i
3MiHaMH.

Haoitiuna do peoxonezii 11.07.2011

Paccmompensl npobiemvl HA3HAUEHUS. IKCNEPMUILL MENEKOMMYHUKAYUOHHBIX
cucmem u cpeocms npu paccied08aHuU NPecmynieHull 8 cgepe 6blCOKUX MeXHONO0-
euil. Ha ocrose ananusza mexHuveckou u KpUMUHATUCHUYECKOU TUMepanypbl uccie-
006aHa NpupoOa OaHHOU IKCREPMU3bL U OCYWECTNBIIEHO OMePaHUuyeHue eé npeomema
Om npeomema SKCnepmu3bl KOMNLIOMEPHOU MEXHUKU U NPOSPAMMHBIX NPOOYKMOE.

Problems of setting of expertise of the telecommunication systems and facili-
ties during investigation of high-tech crimes. On the basis of analysis of technical and
criminalistic literature the nature of this examination is determined and separation of
its subject from the subject of expertise of computer facilities and software products is
conducted.

YK 342.951:351.82
B. I. MockoBeLb

MPABOBE PEFYJIOBAHHA AIAJIbHOCTI FTPOMAACbBKUX
®OPMYBAHb 3 OXOPOHU NrPOMAJCbKOIO NMOPSAAKY B YKPAIHI

Ha ocHogi ananizy HOpMAamueHO-NpasosUx aKmié BUHAUEHO NPaAeosi 3acaou
OiANLHOCMI 2POMAOCLKUX POPMYBAHL 3 OXOPOHU SPOMAOCLKO20 NOPAOKY 8 YKpaini ax
OO0HIEL 3 hopm yuacmi epomadcyrocmi 6 3a6e3neueHti ZpoMadCcbko20 NOPsoKy.

'poMaaCHKICTh SK aKTHBHE COILliaAbHE YTBOPEHHS B IIEBHHU MO-
MEeHT o0’e¢qHy€e BCIX THX, XTO CTHKA€ETBECS 3i CITIABHOI0 IIPOOAEMOIO,
110 CTOCY€ETHCH CYCIIABHUX IHTEPECIB, 1 MOXKe pa3oM HIYKATH IIASIXU
il po3B’a3anHa. OnHieI0 3 TaKUX IIpobaeM B YKpaiHi € oXOpoHa rpo-
Ma/ICbKOTO IOpAAKy. [as 3miHCHEHHsI OXOPOHH I'POMAJICHKOTO IIO-
PAOKY 3aKOHOAABCTBOM YKpaiHM mependadeHO CTBOPEHHS I'POMaSl-
CBKHX (pOpMyBaHB 3 OXOPOHH I'POMa/ICHKOTO IIOPSIKY.

JissABHICTBH I'POMaJCBKHUX (POPMyBaHB 3 OXOPOHH IPOMAICBKOIO
MOPSAAKY B CydJacHHX yMOBax IIEBHOIO Miporo Oyaa IIpeIMeTOM [0-
CALTZKEHDb O. B. AunpeeBoi, O. M. Baunypxku, €. B. [Joxaina,
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