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Human presence in outer space is closely related to national and international security – space
applications have become tools of choice for many kinds of tasks performed by militaries since the early
sixties of XXth century. Military use of space is therefore something obvious and common, but non-
military activities affect international and national security as well. To address all the problems associated
with that a special term has been coined, «space security». It refers, generally speaking, to all the security
issues related to outer space.

Current phase of advance of the space exploration and exploitation may be characterized, among
others, by ongoing proliferation of related technologies. This refers to spreading of capabilities among
growing circle of nations, but also to non-state actors of international relations. Thus, the latter have
already attained capabilities to adversely affect orbital systems and they will they are grow rapidly in
coming decades. Therefore space security, narrowly understood as safety of space-borne man-made
objects and their capability to operate uninterrupted is increasingly jeopardized. This paper refers to one
of  the  specific  issues  related  to  space  security,  which  is  a  role  of  non-state  actors  within  this  area.
Therefore, we intend to study the impact that such actors have upon space security related issues – it is
going to be the main goal of this article. To achieve this the paper depicts an analytical framework
regarding understanding of terms «space security» and «non-state actor», describes the activities of non-
state actors that may result in increasing threats to space security and assesses the relation between space
security and non-state actors, drawing some general observations related to international security as a
whole.
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For over six decades the Mankind has been perfecting its abilities to harness outer
space for various purposes which had been envisaged even before the first orbital craft
was launched on October 4th, 1957 [17]. At a dawn of the Space Age this expensive
and complex venture into the unknown was available only to the richest and the most
determined governments. Understandably, they initially turned their attention to the
applications that would have been useful as tools fostering states’ main functions.
Particularly promising were the ones which concerned the realm of national security,
especially because the cold war was on the rise and threats it had spawned became a
centerpiece of security policies of the main adversaries. In the next decades however,
space-borne systems became increasingly employed for non-military functions via
state-owned civilian agencies and nongovernmental commercial organizations.
Gradually, their use became indispensable in almost all the fields of human activity.
Especially  the  last  decade  or  so  saw  rapid  growth  of  space  systems’  relevance,  as
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«[m]illions of individuals rely on space applications on a daily basis for functions as
diverse as weather forecasting, navigation, and search-and-rescue operations»[20,
p. 12]. As of 2016, space related industry was worth 329 bln USD worldwide, and it
was expected to grow fast in years to come [18].

Today, human presence in outer space is of course still closely related to national
and international security – space applications have become tools of choice for many
kinds of tasks performed by the militaries since the early sixties of XXth century.
Military use of space is therefore something obvious and common, but non-military
activities affect international and national security as well. To address all the problems
associated  with  that  a  special  term  has  been  coined,  «space  security».  It  refers,
generally speaking, to all the security issues related to outer space, although we must
note that it is still quite vague and imprecise expression.

This paper refers to one of the specific issues related to space security, which is a
role of non-state actors within this area. It seems quite important, as this kind of
players of the international stage have become increasingly significant in the world
affairs.  We  intend  to  study  the  impact  that  such  actors  have  upon  space  security
related issues – it is going to be the main goal of this article. To achieve it we will first
of all depict an analytical framework regarding understanding of terms «space
security» and «non-state actor». Then we will describe the activities of non-state
actors that may result in increasing threats to space security – we will stress a
prognostic dimension of the issue. And finally we will assess the relation between
space security and non-state actors, drawing some general observations related to
international security as a whole.

1. Analytical Framework
As it has already been mentioned, the term «space security», central for this paper,

is not clearly defined. There are many competing understandings of it, some scholars
do not even use it at all. For example, spacesecurityindex.org, a respected organization
monitoring space related security issues provides a general definition of space
security, stating that it means «[t]he secure and sustainable access to, and use of, space
and freedom from space-based threats» [20, p. 1]. This definition stresses a
transnational approach in the spirit of commonality, contrary to the other, narrow view
of the issue as a matter of an individual state’s interest. The latter is adopted mainly by
theorists of the realist denomination, that even do not use the expression «space
security», preferring «spacepower» instead – the term that applies to nation-state and
its capacities [6].

We are certainly not going to immerse in a theoretical discussion with intent to
solve the differences and produce overarching definition. This part of our paper is
supposed only to depict our view on the matter and to present the definitions of the
most important terms that we endorse.

When the phrase «space security» is used it usually means first of all the issues
related to human activities in outer space – this is the first and obvious intuition. In
practice it does mean use of various devices placed in the space domain, but none of
them is detached from Earth’s reality, none works for itself. Satellites serve human
activities that are inseparably tied to the man’s natural environment which is the Earth.
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Although a label «space security» suggest something «extraterrestrial» it is no such
thing, for in essence the term applies to our planet. Thus, while using it we refer to the
problem of human activities carried out in outer space, but which influence broadly
understood «terrestrial» security.

More specifically, space security may be explored from various points of view,
particularly from the two main perspectives: one is international security as a whole,
and the second refers to national security of individual states. And so, on one hand we
would refer to this portion of the international environment which is more or less tied
to outer space and to generally outlined threats to use of space. It is therefore a broad,
holistic perspective, strongly accentuating synergy of complex relations between
international actors. On the other hand, we would refer to narrowly understood
national security of an individual state performing its protective function – space
activities will therefore be treated as just another instrument that state wields. Of
course, this tool is not only useful within military and political domains but works also
in an economic one, fostering growth of state’s power. And here the traditional realist
approach applies intuitively and the term «spacepower», understood as a capability of
state to benefit from space activities, emerges as central. Both of these two
perspectives may also be applied within broader context of global or regional
international relations or bi- and multilateral interactions.

A structural analysis may also be applied to space security to describe and evaluate
certain areas of countries’ and non-state actors’ activities, as they act along strategies
designed for own security, simultaneously impacting security of others, either directly
or through influence on the security environment. Here three distinct structural
approaches may be proposed: «security in space», «security through space», and
«security of space related ground-based infrastructure».

«Security in space» refers to safety of space-borne objects – note that currently
almost  all  of  them are located in Earth’s  orbit,  but  it  will  change in future.  They are
supposed to function in hostile environment of space, exposed to multitude of threats,
both natural and man-made. Relatively fragile satellites may be damaged or destroyed
by radiation, impact of celestial bodies, atmospheric drag, and intentional or accidental
influence of individuals, organizations or state-owned entities .

«Security through space» is of course closely related to the abovementioned
perspective, because one can think of using space for any purpose only when safety
and proper functioning of satellite systems is secured. Consequently, this approach
means first  of  all  use of  space systems as  an instrument  of  national  security.  It  may
also be more generally understood as an element of «spacepower», which is a
multifaceted ability of state to benefit from space activities – not necessarily through
actual doings of its bodies or agencies but through general economic, technological or
social development as well. In a broader, international context, unhindered use of
satellites is also functional for overall economic growth and for widely understood
international security. The other important aspect with respect to that is human or
social security, since orbital systems are increasingly critical as communication
devices,  particularly  because  they  support  Internet  with  its  social  function.  This  will
soon intersect even more profoundly than it currently does with a sphere of countries’
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internal security. Establishment of easily accessible satellite worldwide Internet
services will surely add to the difficulties of controlling  societies by authoritarian
regimes that struggle to rule their own internal information spaces [7].

And finally, «security of space related ground-based infrastructure» does not refer
directly to orbital crafts although it is in fact critically important for their utility. It is
because every space system consists of three basic elements: spacecraft, ground-based
infrastructure (not to be confused with devices used to receive services provided via
satellites) and the link between them for control and data transmission. This
infrastructure may be understood narrowly as an equipment which is devoted to
controlling satellites – this is the most common approach. But broader definition may
be  applied  as  well,  so  we  can  add  space  related  production,  R&D  and  education
facilities to this category.

It is worth to emphasize at this point that the abovementioned approaches should
be treated as neither complementary nor disjunctive. They are three specific levels or
planes of analysis that may be used separately according to the specifics of analyzed
object and/or needs of research goal. But they may also be combined to create
synthetic picture from wider perspective – a sort of two- or three-dimensional
approach. Consequently, this paper refers only to security in space, because we are not
going to analyze various functions and tasks that satellites perform. We are rather
interested in their operation itself and in the threats to it – with an eye on some final
conclusions related to international security as such. However, for the sake of
comprehensiveness we will frequently mention other approaches as well.

The “non-state actors” is a vast category, relatively difficult to define synthetically
within the realm of international relations. Usually we use this term referring to
organized groups, politically independent from state which have their own political
goals. Within a state it is relatively easy to single them out, pointing to their legal
position vis-a-vis a  government’s  apparatus.  On the international  arena it  is  far  more
complicated, because we refer, as a rule, to actors that act within the international
space defined by interactions among states but they are no states. The main difficulty
is to precisely characterize their interface with states, especially what is
“internationality” or “externality” of non-state actors from states’ perspective. Note,
that in practical terms they function, at least partially, in accordance with laws created
by states (e.g. multi-national corporations), or outside the law or even against it but
still with the law as a  crucial point of reference (e.g. criminal organizations or terror
groupings).

Without further discussion on definitions we will simply enumerate entities that we
label the non-state actors of international relations. Apart from classic
intergovernmental organizations, which are obviously situated within this category,
there are following types of non-state actors: corporations, worldwide independent
media outlets, social networks, non-governmental international organizations,
transnational crime organizations, terrorist groupings and rebel movements1. We have
to stress that all the categories listed above consist of subjects that can but do not have

1 Sometimes a category «individuals» is added, but it is difficult, even if possible, to build
convincing case for such an approach.
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to be non-state actors in the sense of international relations. Everything depends on
their identity, goals and aims, and actions they undertake – but to determine at which
moment a given entity becomes international actor is very difficult. Therefore there
should be no automatism while recognizing non-state actors, every instance should be
deliberated separately.

From a point of view of space security non-state actors may be considered relevant
within each of the three abovementioned approaches. They can affect security in space
by disrupting functions or even destroying orbital crafts either by direct or indirect
influence. Security through space may be compromised when non-state actors’ actions
result in limitation or even disconnection of satellites’ functions used for purposes of
national security. And security of ground-based infrastructure may be endangered
through disruption of its facilities’ functionalities through physical or virtual damage
or destruction.

In every of the abovementioned approaches we can also select two important
dimensions. Firstly, there is a point of view of those who are interested in space
security for the sake of safety of their own activities which involve use of satellite
systems (e.g. banks and corporations, especially the ones providing broadcasting
services). Secondly, there are actors that intent to endanger safety of space systems,
adversely affecting space security (e.g. criminal organizations, terror groupings or
separatist movements). This also refers to legally existing entities that perform illegal
or semi-legal operations (e.g. private security firms or shadowy organizations
performing murky services in cyberspace, sometimes informally linked to nation-
states). From this point on we will refer to the latter group of non-state actors,
recognized as  a threat to security in space.

2. Non-State Actors as a Threat to Security in Space
Generally speaking, all of the three components of space systems (orbiters, data

links and ground infrastructure) may be endangered by various actions directed
against them. Satellites can be damaged, even destroyed, or their functions may be
impaired. Ground-based infrastructure may be damaged or destroyed as well with
adverse effect for orbiters. The same refers to the link connecting satellite with its
command structure which may be disturbed or even severed; it can also be
eavesdropped or spoofed, what does not endanger the system directly but effects with
diminishing or negating its usefulness.

From a point of view of security in space, what in essence means safety of
spacecrafts in orbit, all of the abovementioned threats should be regarded as important
factors, but
«[u]ntil fairly recently, an adversary attempting to disable a satellite system needed
either to destroy the system’s ground station or to target the satellite itself, usually
with an anti-satellite (ASAT) missile or a powerful Earth-based jammer. Generally,
only well-financed and sophisticated state actors were able to acquire and deploy these
weapons. As a result, it was possible to attribute responsibility for attacks with relative
ease and certainty» [10].

Anti-satellite capabilities of superpowers were therefore just a part of global
military  balance  within  the  bipolar  system  and  they  were  treated  as  such  during  a
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course of the cold war. But this relatively simple situation has changed dramatically in
the last decades as negation technologies matured and became more accessible.
Today, not only many more countries may attempt to adversely affect space systems,
but even some non-state actors are able to do it. This developments add countless
variables to the security equation on regional and global scale, so let us see what are
the capabilities that are available to non-state actors that can endanger security in
space.

There are three methods of compromising space systems, and all of them are
available to non-state actors, at least to an extent. Firstly, a computer based attack
through cyberspace may be attempted, what in fact means influencing a software of a
space system in order to trigger a certain adverse effect, including destruction of the
spacecraft. Secondly, an interference with use of electromagnetic beam directed
against one or more of elements of space system may be created; an orbital component
is especially exposed to this kind of influence, so spacecrafts may be destroyed or
their functions disturbed. And thirdly, kinetic attack directed to damage or destroy
spacecraft may be performed – here the most vulnerable is ground-based component,
but orbital crafts may also be hit. Additionally, it is possible to intercept or spoof data
via virtual operations in cyberspace or via tampering to communication link with
ground-based or space-based antennae.

The influence on space systems through cyberspace is achievable because they are
connected to the Internet in multiple points via communication protocols, and that
«[…] has made them vulnerable to a variety of new forms of attack. Using the Internet
to perform certain satellite communications functions allows would-be bad actors a
variety of low-cost opportunities to access both ground stations and satellites. Almost
any tech-savvy hacker is now a potential threat, and a successful hacker can do more
than simply damage or destroy the satellite itself. The hacker can also deny, degrade,
or counterfeit the satellite’s transmissions; access and leak imagery and other data
collected by satellite sensors; or compromise other terrestrial or space-based networks
used by the satellite. Without pervasive situational awareness and advanced technical
attribution tools, perhaps complemented by other non-technical forms of information
gathering, the attacker’s identity, affiliation, and location may never be known» [10].

There is a long lists of actual attacks of that sort which exploited a number of
vulnerabilities, especially of commercial satellite systems – many of them may be
attributed to non-state actors. Most of such events resulted in negative impact, many
had important security related consequences [16, p. 33–41]. Chatham House experts
provide following typology of cyber threats and methods of anti-satellite virtual
attacks:
«Cyberthreats against space-based systems may be classified as follows:
– States setting out to create military advantages in space, or seeking to steal strategic
quantities of intellectual property and having sufficient computing power to crack
encryption codes, for example;
– Often well-resourced organized criminal elements seeking financial gain;
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– Terrorist groups wishing to promote their causes, even up to the catastrophic level of
satellite collisions with space debris including a cascade of collisions – called the
Kessler Effect2, denying the use of space for all actors;
– Individual hackers who simply want to prove and fanfare their skills;
– Any combinations of the organizations and individuals above.
And their methods would be:
– Jamming, spoofing and hacking attacks on, for example, communication networks,
by using space infrastructure;
– Attacks on satellites, by targeting their control systems or mission packages, perhaps
taking control of the satellite to exploit its inherent capabilities, shut it down, alter its
orbit (perhaps thereby ‘weaponizing’ it), or ‘cook’ or ‘grill’ its solar cells through
deliberate exposure to damaging levels of highly ionizing radiation;
– Attacks on the ground infrastructure, such as satellite control centres, the associated
networks and data centres, leading to potential global impacts (for example on weather
forecasting systems, which use large quantities of space-derived data)» [12, p. 9].

Electromagnetic form of influencing satellite systems may be executed in two
ways. First one is an interference with communication signals by jamming it, second
is blinding or damaging satellites with a laser or, potentially, a microwave beam.
Jamming of satellite signal is relatively simple, as a rule it requires use of a transmitter
powerful enough which works on applicable frequency, and is located at a suitable
place to «cover», or «envelope» a communication signal. The most vulnerable are of
course civilian systems, because military ones are expected to execute their task in the
electronic warfare environment. To jam them effectively it is necessary to possess
more sophisticated and less available devices – but this does not mean that they are
out of reach for non-state actors. Laser dazzling or blinding satellites is similarly
accessible. To attack satellite this way it is necessary to employ tracking devices
which are available on the market in a form of amateur telescopes equipped with
computer controlled mounts connected to open source databases and supported by
easily accessible software [2]. Such a telescope can be supplemented or replaced with
industrial low-power laser.
«Low-powered lasers have been used to «dazzle» or degrade unhardened sensors on
satellites in LEO. In 1997 a 30-watt laser used for alignment and tracking of a target
satellite  for  the  megawatt  U.S.  Mid-Infrared  Advanced  Chemical  Laser  (MIRACL)
was  directed  at  a  satellite  in  a  420-km  orbit,  damaging  the  satellite’s  sensors.  This
suggests that even a commercially available low-watt laser functioning from the
ground could be used to «dazzle» or temporarily disrupt a satellite» [19, p. 74].

And finally, a kinetic effect on satellites means damaging or destroying them
through an impact of a solid body, be it a splinter from the explosive fragmentation
warhead or a hit by the dedicated interceptor. We may safely assess that both classic
ASAT methods, which are described below are more or less available to non-state
actors.

2 Theoretical concept of a cascade effect caused by destruction of satellites which produce
debris that in turn destroy other satellites causing even more debris and so on – much like chain
reaction of fissile elements.
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Firstly, co-orbital, «[s]atellite-to-satellite attacks enabled by the proliferation of
inexpensive nanosatellites that are easy to launch and hard to detect, particularly in
high orbits […]» [10] could be employed. Such satellites are commercially available –
properly instrumented and generously filled with fuel to maneuver may pose grave
danger to other satellites. Obtaining such a «killer-sat» would not be an easy task, but
given that there are so many organizations and companies that produce items of that
kind it is conceivable that some of the most sophisticated, well connected and rich
non-state actors can manage to get it. Placing such weapon into orbit is also
complicated, because of national and international regulations pertaining to
registration of satellites, but the control system is not impenetrable [8]. Thus, it is
possible that small satellites which could be used against the other orbital crafts
actually are in, or soon may come into possession of malevolent non-state actors. The
variant of this method is taking a control over someone else’s satellite already in orbit
in order to use it as a ram. The greatest limitation of this method is inherently
insufficient maneuverability of satellites, especially small ones that naturally have
limited capacity to store fuel. This means that an individual «killer-sat» would have to
be inserted into orbit close to the intended target – and this can be of great difficulty in
technical and organization sense. It is because a non-state actor should either have full
control over whole launch and orbital insertion procedure – it means in practice the
possession of own launch capabilities – or be able to deflect obvious suspicions of
launch operators and state registration agencies which control space traffic.
Furthermore, setting up a ground control network would also be difficult, but still not
impossible, given availability of related software and hardware.

 Secondly, a non-state actor may use some variant of a direct-ascent method to
perform an anti-satellite attack. This technique involves launch of an interceptor
missile from the ground with the mission to climb to a certain point of orbit where a
satellite would be in a certain moment in time. If both trajectories are properly
calculated and missile controls perform well, flight paths of a kill-missile and a
satellite cross and the spacecraft is destroyed by impact of missile itself or some kind
of splinter from it. The main obstacle is of course a guidance system which requires
extreme sophistication, especially with regard to hit-to-kill warheads. To relax this
restraint somehow a pellet-ASAT may be employed – the technology that was
considered already during the cold war. This method involves a missile with the
warhead which releases a cloud of small pellets (several centimeters of diameter
would be enough) that expands on its way up – at the moment of crossing the
satellite’s path it may be even hundreds meters in diameter, greatly increasing the
chance  to  hit  a  target  satellite.  Of  course  there  is  a  number  of  technical  problems
before such a venture, but given the availability of satellite databases, optical
computer assisted tracking systems, and laser ranging devices it is conceivable that
non-state actors would come into possession of such systems. Of course, this method
requires a relatively powerful missile, but this technology proliferates very fast, with
countries like North Korea, Iran or Pakistan as likely sources. Note, that even the first
German V-2s were able to reach orbital altitudes, so it is not necessary for non-state
actor  to  look  for  big  space-launch  rocket.  Medium  range  ballistic  missile  should  be
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powerful enough to send sufficient number of pellets into a low earth orbit. The
greatest challenge with respect to that is not power of the missile but rather its
guidance and control systems that should be good enough to be able to execute flight
along precisely calculated path in precisely calculated time. It is difficult to determine
if such a technology is doable for non-state actors, but the components necessary are
accessible, and their integration seems possible – especially with a proper dose of help
from nation-states or their agencies, be it intentional or non-intentional (by theft or
leak for example).

In addition to anti-satellite potential or actual capabilities of non-state actors, they
can also perform attacks against ground-based space system’s infrastructure, as
«[s]atellite ground stations […] are vulnerable to a range of widely available
conventional […] weapons. While military satellite ground stations […] are generally
well protected, civil and commercial assets tend to have fewer protective features»
[19, p. 69].

As we can see, there are many ways by which non-state actors who possess
specialized but not really arcane knowledge and commercially available data
processing equipment might disrupt satellite operations or even cause the destruction
of spacecrafts. Actions that involve some pieces of hardware, obtained legally or by
theft, are also within reach of some more advanced, wealthy and well organized non-
state actors, especially if they have good connection to nation-states that would be
willing to help or would unintentionally leak technology or pieces of equipment.

In the worst case scenarios non-state actors, by the way of «[t]he application of
some destructive space negation capabilities, such as kinetic-intercept vehicles, would
also generate space debris that could potentially inflict widespread damage on other
space systems and undermine the sustainability of outer space» [19, p. 18]. It refers to
the already mentioned Kessler effect which could cause pollution and degradation of
at least some portions of near-Earth space.

3. Consequences
Growing significance of non-state actors within the realm of space security stems

out of two intersecting factors. First of all we must notice overall increase of relevance
of players of this kind for the international stage. It is caused by demand for
international subjectivity that is on the rise among non-state groups and organizations,
and which originates from growing and evolving human aspirations. Groups of people
seek opportunities to realize their political, economic and social interests and
aspirations and they circumvent state in the process. Even if they act in most cases
inside a state, they autonomously specify their interests and independently seek the
ways to realize them. Today those ways lead, among the others, through transnational
activities that broaden groups’ and organizations’ perspective and perception of their
goals and aims. Therefore they enter into interactions with state, so to say, «from
outside», that means as actors which are not fully controlled within a framework of
state’s internal order. Thus, non-state actors are able to autonomously formulate their
goals and aims and to realize them regardless the will of state, in the international
arena as well.
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The second important factor is the evolution of space applications and their
relations with «terrestrial» technology. Especially important is spreading of the
Internet and connecting space systems into it, in the form of Internet of things as well.
The technologies which increase accessibility of outer space are functional to
dissemination of use of space systems, this in turn increase ease with which they can
be utilized by non-state actors. The most profound developments with regard to that
are: advent of small satellites which have relatively broad capabilities, spreading of
orbital systems tracking and control software and hardware, and lowering of the cost
of launching a proverbial 1 kilo into orbit. All those developments, especially
diminishing of a launch cost, are supposed to continue in future. One of the most
important consequences is that state agencies, big corporations or international
scientific bodies have lost their monopoly to use satellite systems. Today small
satellites are launched for smaller companies, universities, the road is also opened for
individuals to procure and possess orbital crafts [5]. The amount of such spacecrafts
grows every year, currently there are over 500 of them in orbit3, and their number is
supposed to multiply by the factor of 10+ in less than a decade [11]. These
developments open vast opportunities that non-state actors may use for various kinds
of wrongdoings. The single biggest obstacle that lie before malevolent non-state actors
in obtaining independent space capabilities is the already mentioned state controlled
registration procedure and state’s control over space launches. Although  firmly
established in the national and international space law4, this system is not
impenetrable, as it has also been mentioned above. Criminal organizations, terror or
rebel groupings are therefore by no means capable of creating own space systems
which could endanger space security. It is even conceivable that such systems already
exist.

Thus,  non-state  actors  do  have  a  great  number  of  tools  which  they  can  use  to
adversely influence space security, and it is in fact just one of displays of their
increasing role and capacity. Not only in space, but everywhere else they crush state
monopoly to use state-of-the-art technologies – it means that the solutions available
for  them  are  in  many  cases  as  good  or  even  better  than  the  ones  that  are  in
governments’ inventories. Thanks to that, the superiority that state possesses over non-
state actors is thinner and thinner and in multiple cases disappears, sometimes even
morphs into the opposite. What is more, non-state actors are usually more flexible, act
faster, and adapt quicker thanks to organization simpler than that of state. They are
also able to ignore some of the limitations that hinder state’s actions – especially
complex bounds of the legal system. This adds up with technological prowess of non-

3 As  of  January  1,  2018,  560  satellites  qualified  as  nanosats  were  in  orbit.  Note  that  the
classification we quote here is somehow complicated, so let us assume that the term «nanosat»
refers to satellite usually smaller 35 kilos [14].

4 The basic documents with regard to registration of space objects are: Outer Space Treaty
of 1967 (Treaty on Principles Governing the Activities of States in the Exploration and Use of
Outer Space, including the Moon and Other Celestial Bodies – OST) and Registration
Convention of 1967 (Convention on Registration of Objects Launched into Outer Space –
REG).



Marek Czajkowski
ISSN 2078–4333. . . 2018.  44 129

state actors, furthering their capabilities and influence in international relations,
enabling them to employ various asymmetric tactics – sometimes even giving them an
advantage over state.

It can therefore be concluded that non-state actors compromise space security with
increasing frequency and with rising number of methods. The most profoundly it
happens through activities in cyberspace directed against orbital systems, but also
through physical influence both from the ground and through utilization of own space
systems. This problem is on the rise and may have multifaceted impact on
international security. The most significant manifestations of this impact are as
follows:

– non-state actors’ ability to negate space capabilities of state empowers them even
more and make them be even more dangerous and momentous for space security and
in turn for international security as a whole; consequently more and more non-state
actors are and will be tempted to develop own space capabilities to emulate the
capabilities of states used for security related purposes;

– the capability to physically destruct satellites, either by hacking, by influence
from the ground, or via co-orbital or direct-ascent ASAT may lead to rising pollution
of already congested orbits – in the worst case scenario it may lead to significant
difficulties or even to preventing of use of certain territories in near-Earth space; this
in turn will compromise international security in many forms because of disturbances
or even cessation of use of assets important to maintaining international security;

– distractions of space systems’ functioning caused by non-state actors’ activities,
even if directed mostly against states may adversely affect commercial space
applications [21] and their social functions; this would impact international security in
its economic and human dimensions;

– it may come and probably it actually comes to a sort of «outosurcing» of hostile
actions in space, that involve non-state actors which temporarily or permanently act
for nation-states in a form somehow close to classic mercenary service; such actions
would be convenient for some countries because of the same reasons that make private
contractors be a tool of choice for states on countless occasions; it may even be
institutionalized in forms of clandestine symbiosis of nation-states and cyberspace
dwelling non-state actors for the activities in outer space.

As a general consequence, governmental bodies and commercial entities alike,
which are constantly being attacked by non-state actors that use increasing range of
methods, are compelled to devise more and more sophisticated counteractions in the
space domain. It not only brings significant price-tag, but is also very difficult – the
adversary employs flexible tactics and strategies and uses versatile methods, many of
them are commonly available off-the shelf.

On the other hand there are of course multiple means to increase resilience of space
systems.
«The satellite itself may be hardened against radiation, micrometeoroids, and orbital
debris. Ground stations can also be physically reinforced to protect against natural
disasters and kinetic attacks, equipped with high-power radio uplinks that are difficult
to jam or overpower, and use other physical and cyber security controls.
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Communications signals may be encrypted, employ unique satellite-specific digital
interfaces,  and  be  spread  across  a  wide  band  of  the  radio  spectrum.  To  minimize
disruption in the event that a single satellite or ground station is disabled, satellite
networks may use multiple satellites and ground stations to provide redundancy» [10].

It is especially necessary to secure military systems, and so new ones are designed
as more robust, older are being safeguarded [22]. Although by their nature they are
less prone to interference, they are not immune to non-state actors’ attacks. The effort
is also being made to improve a capability to quickly reestablish functioning of space
systems after they were attacked. This refers to all of the components of space systems
and methods range from creating redundant orbital capabilities, storing additional
units ready to launch, through designing versatile launch systems able to respond
quickly and place new satellites in orbit, to overcapacity of ground systems and
contingency planning for fast rebuilding of infrastructure. Yet, all of this may not be
enough, and therefore it is also necessary to prepare to live with impaired space
systems or even without them. That is why «[g]overnments are slowly investing in
shielding electronics, building «reversionary modes» (or backup systems), and
training personnel to operate for prolonged periods without the basic communication,
navigation and other space-dependent services that underpin so much of digital living.
Beyond government, some organizations are developing space security and response
plans to mitigate the effects of a loss of space services. Militaries, shipping companies
and logistics firms are investing in inertial guidance systems as a substitute for GPS.
Moreover, Airbus and Facebook are two companies that have suggested using solar-
powered drones or high-altitude aerostats to provide internet connectivity and other
«pseudo-satellite» services as an alternative to reliance on space» [4].

Perhaps the most important dimension of counteracting non-state actors’ space
negation capabilities is international co-operation. It looks somehow obvious, as
space-faring nations apparently have common interest in space safety. They all have
their important systems in space, therefore they all could be compromised by
increasingly available space capabilities of non-state actors. The most universal threat
is the Kessler effect which would render many instruments crucial for countries’
strategies and policies permanently unusable. This refers also to non-space-faring
actors, because they are depended on space systems in many ways as well.

Unfortunately, nation-states’ willingness to curb non-state actors’ space negation
capabilities cannot be taken for granted. For two reasons. Firstly, for many countries,
cyberoutsourcing which might be employed in outer space as well, is an important tool
of influence, both externally and internally; sometimes it is even a weapon of choice
within asymmetric or hybrid strategies. Secondly, international technology flow
control regimes are difficult to construct and to implement; they are also often
considered by less developed countries an instrument devised by «the evil West» to
hamper their development and keep them backward.

The other, somehow separate problem of international cooperation beyond Earth is
that the space law is especially weak within the realm of international security and
there is general unwillingness among states to augment it substantially. Even in the
United States, the country that should be the most interested in space safety because it
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is so deeply dependent on space systems, an aversion to the new regulations and
universal international rule-based co-operation is surprisingly widespread. It is mainly
because it is considered by many in the U.S. that any agreement on furthering space
law is a concession to the foes and a restriction imposed on America, which is
currently leading in space in pursuit for its vital interests.

However, international co-operation has its important positive dimensions, and it
would surely be
«[…] crucial in any response to space-based cyberthreats, and is at the heart of current
debates, for the following reasons:
– Large numbers of satellites orbit the Earth, traversing all territories, and their uplinks
and downlinks are transmitted via ground stations from all around the world;
– These satellites are used worldwide, whether for communications, Earth observation
or precise navigation and timing capabilities;
– Satellites are built with components from an internationalized supply chain» [12].

The remarks above certainly refer not only to the cyberspace, but also to the other
threats that are posed by non-state actors. And that is why, despite many obstacles,
international co-operation with regard to space security is visible in many practical
issues – and that prompts some optimism [13, p. 90–96]. All in all it is a necessity that
stems out from the most general physical properties of outer space and related
technologies, and from numerous practical and economical reasons.

Conclusion
Probably the most profound feature of a current phase of the Space Age is that

Earth’s orbit, especially its lower layers is opening to a host of new users. Nation-
states with their agencies and powerful economic entities are no longer alone in space,
which is increasingly accessible for others. To name one example, on February 15th,
2017, Indian space launch vehicle PSLV lifted as many as 104 satellites into orbit.
Primary load was an indigenous remote sensing full-size satellite, with addition of
103 cubesats, some of them 10x10 cm in diameter. These small crafts were all
operated by small and medium-size private companies and by universities. The latter
were built by teams of students from United Arab Emirates [15], from Kazakhstan [1]
and from Israel [3]. And the second, stunning example: the simplest commercially
offered satellite comes with a price tag of 8000 USD, launch included [9].

This expanding accessibility of space systems, together with well-known
capabilities to penetrate cyberspace, give malevolent non-state actors new and vast
range of opportunities to negate space capabilities of states or build the ones for
themselves. This situation profoundly changes the environment of space security in
many ways, the most profound are following:

– outer space becomes more and more congested by entities interested in activities
there;

–  a  number  of  entities  that  may  be  willing  to  endanger  space  security  rises
dramatically;

– forms and methods that malevolent non-state actors may employ evolve fast,
from cyberintrusion into space systems, through ground-based physical interference,
to launching potentially lethal constellation of nanosats;
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– relations between space-faring countries may become even more complicated, as
some shadowy non-state actors connected to nation-states may enter as space-faring
entities.

These developments urge states to introduce some kind of technology control
regime which could prevent malevolent non-state actors from obtaining potentially
dangerous capabilities. Unfortunately, besides some technical co-operation within
existing legal frameworks space-faring nations are unwilling to strengthen a regime of
the space law.

Therefore we can expect that the developments described in this article will endure
in the future and we will be confronted with increased risk for security in space. This
in turn will lead to expanded range of threats and actual malicious attacks against
space systems. They will therefore bring more and more costs and inconveniences for
the users of Earth’s orbit and their customers. The worst case scenario is triggering a
Kessler effect for at least some part of the near-Earth space.
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