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The article deals with the conceptual and categorical characteristics of information security in the
international political dimension, taking into account a qualitatively new vision of the architecture of
international security in the conditions of dual-use of information and communication technologies,
directed manipulation of information, distortion of information reality and destructive influence of social
communications that determine the necessity of research on the interpretation of modern information
confrontation tools. In particular, further refinement and international legal support require the definitions
of «information security», «information threats», «information weapons», «information wars», because
already existed experience of their using, as well as a new concepts such as «hate speech», clicktivism,
hacktivism, trolling, fakes, botnets that relate to information and psychological influence on the
motivation of political behavior in modern society. Explaining the role of communication tools in security
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has allowed to distinguish its specific using features and means by international actors for promoting
priority interests in the international arena. Possibilities of innovative means of confrontation, from the
author’s viewpoint, have ambiguous consequences for the information security of Ukraine, as they affect
the security and defence of the state, democratization of public administration, solution of crisis, provide
counteraction to destructive propaganda and at the same time form new types of polarization in society, as
well as the marginalization of some societies groups in the modern development of the country. The
changes in the information security paradigm have also led to a change in the factors, underlying security
policy implementation, and a revision of tools for ensuring information sovereignty and national interests
of the state.

Key words: information security; information threats; «hate speech»; clicktivism; hacktivism.


