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Jas cyyacHux IIJIIC nopiBHAHO anapaTHi BUTPaTH NMOMHOXKYBa4iB ejleMeHTIB Pi3HMX
noais Taaya GF(d™) 3 npu0amM3HO O0IHAKOBOIO KiJLKICTIO e€/IeMEHTIB MO0/ 3 MeToI0
BU3HAYeHHS MOJdA, Y IKOMY MOMHOKYBa4 Ma€ HaliMeHIIy amapatHy ckJaaHicTb. Iloxa3zano
rjodajabHe 3pOCTAHHSA aNapaTHUX BUTPAT 3a 30i1blIeHHs] OCHOBM moJist. IIpu nbomMy icHy0TH
JOKAJIbHI MiHIMyMH, SIKUM cepea HenmapHux d BiInoBinawTh d=2-1,a rJ100a1bHOMY MiHIMyMY
aas komipok linma 3a ABoMa poO3rJsIHYyTHMH B Po00TI MeTOIaMHU OUiHIOBAHHS anapaTHOl
ckjaagnocti — d=3 Ta d=7, BigmoBiaHo, KOJHM 1S OUiHIOBAHHA BHKOPHCTOBYIOTH TiJIbKH
KUIBKiCTH BXOJIB Ta BHMXOJIB KOMIPKH Ta KOJU [0AATKOBO BPAXOBYETHCSl BHYTPillIHSA
CTPYKTYpa KOMipKH.

Karouosi ciioBa: noss Fanya GF(d™), nomuoskyBau, MoaudikoBana komipka Linaa, LUT.

The paper comparesrealised on modern FPGA Galois fields multipliers hardwar e costs
to select Galois field GF(d™) with approximately the same number of elements and the lowest
multiplier hardware complexity. The total increase in hardware costs depending on the
increase of the basics of the field has been demonstrated. Local minimums for odd d
correspond to d = 2-1 and the global minimum for analysis based on Guild cell with
realization like single unit corresponds to the value d = 3 and based on Guild cell with its
multiplier and adder separate realization —the value d=7.

Key words: Galoisfields GF(d™), multiplier, modified Guild cell, LUT.

Beryn. 3aranbHa moctaHoBKa mpodJeMu

V cyuacHux 3aco0ax 3axucTy iH(pOpMallii BUKOPHCTOBYIOTh omneparii Hax monsmu [anya GF(2") 3
BEJIMKOIO KiNBKICTIO €IEMEHTIB, SIKi MPEACTaBICHO B MOJliHOMianbHOMY Oasuci. OnpalioBaHHs €J1eMEHTIB
TaKUX TOJIB XapaKTepU3YEThCS BUCOKOIO alapaTHOIO, CTPYKTYPHOKO Ta YacOBOIO CKJIATHOCTSIMU. Tomy
BM3HAYEHHS MOJIMBOCTI 3MEHIICHHS alapaTHOi CKJIAJHOCTI Ipu BMKopucranHi momis Famya GF(d™) 3

. . m_.n
ocaoBoro d > 2 (d — mpocTe Ywca0) Ta MPUOIM3HO OJHAKOBOIO KibKicTiO enemenTiB (d =2) €
aKTyaJbHOIO 3a/1a4YCHO.

AHaJi3 qKepedt

V cyuacnHux 3aco0ax 3axucTy indopmarii BukopucToByroTh nons Famya GF(2"), koau enementis
Takux 1ofiB [1, 2] npeacTapistOTHCS B MOMIHOMIaTBHOMY 200 HOpMaIbHOMY Oa3ucax.

MaTeMaTHYHOI OCHOBOIO OMNpALOBaHHs HU(poBOro miamucy € emintuydi kpusi [3]. Tlpu mpomy
OTIPAIIOBaHHS TOYOK ENINMTHYHOI KPUBOI I'PYHTYETHCSI HA BHKOHAHHI MOCTIIOBHOCTEH OIepaliiii y moisx
Tanya GF(2"). [ToMHOXKyBadi 1U1s TAKMX MOJIiB XapaKTEPHU3YOTHCS BUCOKOIO anapaTHoro [4], ctpykTypHOIO
[5, 6] Ta wacoBoro [7] cKIagHOCTAMHU.

3 jiTepaTypu BiloMO GaraTo MPUCTPOIB JUIS ONpalloBaHHs eneMeHTis nojis amya GF(d™) [8], sxi
BUKOPUCTOBYIOTBCS y PI3HHX KpHITOrpadidHUX mepeTBOpeHHs X. Bigomuit Matpuunuii nomHoxysau [9],
SKHH CKIIaZaeThCs 3 KOMipok [inma, /uis BHKOHAHHS OIEpalid MHOXEHHS IBIMKOBHUX YHCEN. Takox
BIJOMHI TIOMHO)KYyBad Ha OCHOBI MOIU(iKOBaHUX KOMIpoK ['ijma Jjis BUKOHAHHS OIEpaiid MHOXCHHS
enementiB nonis [amya GF(d™) [10]. V crarri [11] posrisHyTO amapaTHi BMTpaTH MaTPUYHHX
nomHokyBa4is nonis Fanya GF(d™) komm d < 4, ane He pO3MIANAIOTHECS amapaTHi BUTPATH TAaKHMX
noMHoKyBadiB 1y moiis [anya GF(d™) 3 Bummmu ocnoBamu d > 4, mo i € npeamerom 1iei poGoTw.
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®opmy IIOBaHHS METH
Mertoro poGoTH € BU3HA4eHHs 10Js 3 MHOkuHU moniB [anya GF(d™) (3 nmpubansHo oaHakoBMMH
KIUJIBKOCTSIMH  €JIGMEHTIB), TMOMHOXXYBau JUIsl SIKOrO MaTHMe HailMeHIy amapatHy CkiaajHicTe. Koam
eJleMeHTiB ToiB ["amya npu oMy NPECTABISIOTHECS B MOJIHOMIAIEHOMY Oa3HCi.
AJITOPUTMIYHI Ta MAaTeMATHYHi OCHOBH

Ha puc. 1. HaBeneHO BiqoMHN MaTPUYHUH ITOMHOXYBa4 JUIsi MHOXKEHHS IIJIMX ducen 0e3 3HaKy, Je

SMn — xomipka ['inna.

0 bmao Obm-1a0 0 birao 0 boao
11 11 L1l 11
SMn SMn e SMn SMn
0 bmai bm-1a1 I brai bo ai
11 [l [l [ |
SMn SMn e SMn SMn
| I |
e o o e o o e o o e o o e o o
Obmam-1 b2am-1 biam-1 boam-1
111 111 [ | [ |
SMn SMn e SMn SMn
0 bmam bmam J bmam bmam
11 [ | [ |
| SMn SMnf™ *°*°* —1SMn SMn
| | | |
Pzmt1 Pom Pam-1 Pm+1 Pm Pm1 P Po

Puc. 1. Cxema mampuunoeo nomHodicysaua Ha ochosi komipok Iinoa

Marpuununii mOMHOXKyBad mis eneMenTiB nomiB Tanya GF(d™) y mominomianmsHOMY 6asuci
OyayeTbest Ha OCHOBI cxemu puc. 1. CxeMy Takoro nomHoxysada mis nonis GF(3™) nmaBeneno na puc. 2
Ta 3aranbHuil BUNanok aid nonie GF(n™) maBeneno Ha puc. 3. BoHu ckmanaroTecs 3 Monu(piKOBaHUX
xoMmipok ['inma (Gn) ta By3niB T s 3HaX0KeHHS KoedillieHTa, Ha SIKUH TIEPEMHOKYETCSI YTOBOPIOOUHIA
I10JI€ TTOJIIHOM NPH 3BEACHHI HIPOMIXKHOTO Pe3yiIbTaTy 3a MOAYJIEM TAaKOTO MOJTIHOMA.

bzao biao boao
A1 i | o |
Gn| | Gn Gn
bz a1 br a1 boai
Jd1 i | A1
Gn Gn Gn
bs a2 b2 a2 br a2
A4 Jd1 A1
Gn| |Gn| |Gn
L
Gn| | Gn
L]
1 1r
Gn| | Gn
I

:Sz

S1

So

L RN P

Puc. 2. Mampuunuii nomnoxcysay nons GF(3™) 3 suxopucmanusm moougixosanux xomipox I'inda
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Enement f, 1110 BUKOPUCTOBYETHCS JIJIsl 3HAXO/DKEHHS KOeillieHTa, Ha KU MOTPIOHO MEPEMHOKUTH
MOJIIHOM Uil 3BEACHHSA IPOMDKHOTO pe3yibTaTy, oO4MciaIoe (YHKIIIO, sKa 3aleXHTh BiJl JBOX
napamerpi: f =(d -G, )modd =(—G,_,)modd, ne d - ocuosa nmonsi, G, — pe3yinbrar Ha BUXOAI
MonudikoBanoi komipku ['inma npu mpsmomy xoxi obumcnenb. KoediuieHT mpu crapmomy po3psiai
HE3BITHOTO MOJTIHOMA 3aBX/H A0piBHIOE 1[12].

bmao bm-120 brao bo ao
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Gn| | Ga| --° Gn| | Gn
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Puc. 3. Mampuunuii nomnoxcysay nons. GF(A™) 3 suxopucmannsm moougixosanux xomipox I'inda

Peanizania na IIJIIC

[Momuoxkysaa s moniB T'anmya GF(d™) moxke OyTu peanizoBanmii Ha OCHOBI MOAM(pIKOBaHHX
komipok Iinpa (KT). Moaudikosani KI' mis nonis Fanya GF(d™) mosunni Math 3p BX0Oau Ta P BUXOIIB,

PO3pSIITHICTIO P = ﬂog2 m] 6itiB koxuuii (puc.4). IIpu Bukopucranni cydacuux ITJIIC, moriuni KoMipku

SKUX OyIyIOTBCSI Ha OCHOBI MPOrpaMOBHHX 6-BxozoBux komOinamiiinux cxemu (LUT), peamizamis Ha
I[UIIC Takmx komipok [iama y 3araJbHOMY BHUIAQAKY, KOJIM HE YTOYHIOETbCS cTpykrypa KI, a

BPaXOBY€EThCS TUIBKH KiJbKICTb ii BXOJIB Ta BUXO/iB, HOTpeOye Q; = (2°°° —1). p LUT.

BXiI — 3 Oitu BXin — 3p Oitm
p p p
oAb AL
| S | | S | i R l
MUL mod 2 MUL mod 3
S S
| — i1 | o
| [ B | | [ A B | l l
| C S )3 | | S 2. | BUXIJI fp oitn
S S
T _l_BI/IEI —26im EBI/IXT'H —?6iTI/I
a 7] 6

Puc. 4. Komipka I'inoa (@), cxema moougpixosanoi komipxu I'inda 01s 06pobru
enemenmis nonie Ianya GF(™) (6), cumson moougpixoeanoi komipxu I'inoa GF(d™) (s)
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Ominuty Kinekicts LUT y komipmi 'inga MoxHa 3a 1BOMa BapiaHTaMu:
1) BBaxatu KoMipky ['inia «4OpHOK CKPHHBKOKO» — MOBHICTIO LITICHUM EJIEMEHTOM, B SIKOMY
HECYTTEBOIO € BHYTPIITHS CTPYKTYpa KOMIpKH, a JI0 yBaru OepeThCst TUIbKY KUTBKICTB 11 BXOJIIB Ta BUXO/IIB;
2) 3 yTOYHEHHSM BHYTDIlIHBOI CTPyKTypHu (komipka ['inma ckiamaetbes 3 MOMHOXKyBada Ta
cymaropa).
AnapaTHi BUTpaTH 3pyYHO OILIHIOBATH TOPIBHSHO i3 BUTpaTaMH MOMHOXYBada JUIsl JBIKOBUTO
nons [amya GF(2").

. . k
Jnst nepworo Bapianta Koediient anapathux sutpar Ky, =Ky *k, ne k; = o , k,=—% -
9

koediuientn cknannocti Ta Kimbkocti KI', Kgq 1a Kyp, Ky Ta K., — ximekicts LUT y KT Ta kinbkicts KI

g2
nis nonis anmya GF(d™) Ta GF(2"), Bignosigno.

Jnsa meitikosnx nonis Fanya GF(2") Ky, =1, jis immmx Ky, = (2P° -1 =k, ze p =3x[log,d |, a

k=[log,d]. Omxe, kyg = (212" 1) %[ log ,d ];
kg= (219291 _1)%[log ,d 1. 1)

Y ngiitkoBux momsx GF(2") mist peanmizamii momHokyBaua moTpi6HO K, ,=2n?—2n+1 Komipok
linma, a B momsx lanya 3 ocmoeoro d GF(™) - kg,=2m?-2m+1 (puc.2) Ta JA01aTKOBO

(m-1)* (23*[Iog 2015 _ 1) = ﬂog ,d —| LUT s 3HaXOpKeHHS KOeillieHTa, Ha SIKUH MOTPiOHO MEPEeMHOKUTH

He3BiaHMI mominoM. [luMu amapaTHUMu BUTpaTaMK Ha peaiizaiiito enementa T (puc. 2), sxuit popmye et
KoeillieHT, MOKHa B IIbOMY BHIIQJKy 3HEXTYBAaTH, OCKIJIBKM BOHM Maji MOPIBHIHO 3 BHTapaMH Ha

peamizamiro camux koMipok ['imma. OTxke:

2m? —2m+1
& eT- 2
K on? _o2n+1 @)
) z(23*“"92‘”’5—1)*[Iogzd](2m2—2m+1) @)
mul 2n*-2n+1
2n? 2n
(log,d)? log,d +l
n
[Ipu  upoM d"=2". Tomi m=log,2"= ., ko= 2 2 ~log;td,
P Y 9 log, d 2n? —2n+1 %

(2°11092915 _1y(1og ,d) ~ ¥10g2d]-5
log, d |

mul

Jlost manux N Ky Tpeba po3paxoByBatH 3a TouHimmMu popmynamu (1-3).

ITouyatkoBy minsHKY rpadika ¢yHkiii Kmy HaBegeHO HA pUC. 5, e CYHITBHOIO JiHIEI O3HAYEHO
BiJIHOIIEHHS amapaTHUX BHTpPAT IOMHOXKyBauiB enemenTiB mnomiB Lamya GF(d™) Ta GF(2"), a
MIyHKTUPHOIO — 1X HaOmmkeHy oniHky. Ha puc. 5 BugHO, 110 13 301IbIIEHHSIM OCHOBHU anapaTHi BUTPaTH
CTpPIMKO 3pocTaroTh. HaliMeHIIi anapaTHi BUTpaTH IpH peaiizalii koMipku [111a sk «40pHOT CKPUHBKU»
IS PO3HIMPEHUX IOJIB 3 MPOCTOK OCHOBOK MAaTUMYTh MOMHOXYyBadi g mojiB Iamya GF(3™), mo

BHJIHO i3 pucC. 5.

66



90

300
/ i
250

70
60

Ig(kmul)

50

Kmul

40
30

100 / % //

Kmul
R N T e . - =

Puc. 5. Bionowenns anapamunux sumpam nomuoxcysauis enemenmis nonie anya GF(d™) ma GF(2") ona:

a — npomidcky 6i0 1 0o 2% ; 6 —npomigicky 6i0 1 0o 10; 6 — npomisicky 6i0 1 0o 5

Junst apyroro BapiaHTa, KOJIM TIOMHOXKYBa4 Ta CyMaTop, sIKi MatoTh 2P BXOJIB Ta P BUXO/iB KOXHHUH,
2p-5

OIIHIOIOTBCS OKPEMO, JUIsl peaiizamii ofaHiel komipku [ga Oyae moTpioHO dp = 2-(2 -1)-p LUT.
3p-5 3p-5
g (@PP-n.p 2P g o
Tomi — = 555 = 555 = 2 — BITHOIIICHHS BUTPAT JJIs peatizaliii oxHiel komipku ['inna
G 2.(2°P2_1n.p 2.2P

3a MepIINM Ta JPYroruM BapiaHTaMu. 3 (OpMYJIH BHIUIMBAE, 10 BHYTPIIIHS CTPYKTYpa MOJIU(IKOBaHOT
KOoMipkH [ii1a CyTTEBO BIUIMBA€E Ha OIIHKY amapaTHUX BUTPAT. [IOpiBHSAHO 3 MEpIIMM BapiaHTOM OIHKH
amapaTHUX BHUTPAT, KOJNM OO yBard NPUHMAETbCA TiJIBKM KiJBKICTh BXOXIB 1 BHMXOIIB, JOJATKOBE
BpaxyBaHHS BHYTPIIIHBOI CTPYKTYpu MoaudikoBaHOi KoMmipku ['inga 3MeHIIye OLIHKOBE 3HAYCHHS
amapatHoi CKJIaJHOCTI.

OninuMo anapaTHi BUTpaTH 3a IpyruM BapiantoMm. Jlist aBiiikoBux momis [amya kgz =1, s IHIIHX

24log,d |-5

kgd = (2 —1)*(|ogzd]*2.

OTtxe:

24 log,d |-5
kg=(2 [OQZW —1)*[Iogzd-’*2. 4

V ngiiikoeux monsx GF(2") nns peanizanii moMHOXyBaua MmOTpiGHO 2n? - 2n+1 MOIU(IKOBaHUX

KT, a B moysix Fanya GF(d™) — om? - 2m+1 KI. Orxe:

o _2mt-2m+1 -
K on2 _ons1
IIpu upomy d™M~2". Toxi m=logy 2N = n 3
09,

2

2r21 B 2n +1)

K = log5 d log, d zlogald
2n2—2n+1
2+ log»d |-5 >.< _
Kul = =
Iogzd
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Puc. 6. Bionowenns anapamunux sumpam nomuoxcysavis enemenmis nonie Ianya GF(d™) ma GF(2") ) ona:

a — npomidxcky 6i0 1 do 2% ; 0 — npomidicky 6i0 1 0o 14449; ¢ — npomioicky 6i0 1 0o 15

HopiBHiot04H pOpMyYIH U1t 3HAXOLKEHHS K\ | JUIS TIEPILIOTo Ta APYroro BUNAIKIB, 6adiMo, 1110 33
JpyTUM BapiaHTOM aHaji3y amapaTHOI CKIagHOCTI Komipku ['inma, 3a BeIMKHX 3Hau€Hb P 3arajioM A€

.. . -1
3MEHIIICHE 3HAYCHHS anapaTHOl CKJIAIHOCTI B 2 P pasy.
g mamux N (puc. 6) Kny po3paxoByBaiu 3a Tounumu hopmysaamu (4), (5).

60

50

40

0 /
0 /
: /

kmul

Puc. 7. Bionowenns anapamuux eumpam nomuodicysaie enemenmie nonie anya GF(d™)
ma GF(2") 3a nepuwum ma opyaum eapianmamu

[MouatkoBy minsHKY rpadika ¢yHkuii Ky, HaBeaeHo Ha puc. 6, A€ CYLITbHOIO JIHIEH MO3HAYCHO
BiJIHOLIIEHHS alapaTHUX BUTPAaT MIOMHOXYyBadiB enementiB nonis Fanya GF(d™) Ta GF(2"), a mynxtup-
HOI — iX HaOmmKeHy OiHKY. 3 puc. 6 MoxxeMo 0auuTH, IO HA MOYATKY rpadika amapaTHi BHTPATH i3
301IBLICHHSM OCHOBH CTPIMKO 3pOCTaioTh. SIK BUIHO 3 puc. 6, HaliMeHII amapaTHi BUTpaTtd 3a
2-M BapiaHTOM OLiHIOBAaHHS OyIyTh M moJis ['anya 3 mpocToro ocHoBoro GF(7M).

BucHOBKH Ta mepcNeKTHBH NMOAAJIBIINX HAYKOBHX PO3BiIOK

VY cywyacaux IIJIIC npu peanmizamii moOymoBaHUX Ha OCHOBI MoaudikoBaHuUX Komipok [iima
IIOMHOKYBa4iB eneMentis mnonis anya GF(d™) 3 npubnusHo 0JHAKOBOK KUIBKICTIO €JIEMEHTIB MOJs i3
30iIbIIeHHSIM OCHOBU d amapaTHi BUTPATH 3arajioM 301IbIIyIOThCs. Ha OKpeMHX JOKaIbHHUX TiISHKAX i3
30inblieHHssM O amapaTHi BUTpPaTH 3MEHIIYIOThCsS. JIOKampHUM MiHiMymMaMm cepex HemapHux d
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Bigmosigarote d = 2' — 1. lpu mpomy r0GanbHOMY MiHIMYMy TIpM TpeACTaBieHHI Komipku [imga
«YOPHOK CKPUHBKOKO» BiamoBifae 3HaueHHs 0 = 3, a mpH MOJaHHI K CYKYHNHOCTI MOMHOXyBa4ya Ta
cymaTopa — 3Ha4yeHHs d = 7.
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