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HaBeneno pe3yabTaTé AOCHiIKeHHA TeHepaTtopa [o/uiMaHHa 3a Ppi3HOI KinbKoOCTI
0a30BUX reHeparopis M-nociiioBHOCTel i pi3HHX cTeneHIB iX NMOJTiHOMIB, 110 MPOBOAMJIOCH 3
BUKOpPUCTaHHAM cTaTHCTHYHUX TecTiB NIST. OTpuMmani pe3yabTaTH AaI0Th 3MOTy ONTHMI3y-
BaTH MapaMeTpH reHepaTopa 3a 3alaHUX NapaMeTPiB BUXIHOI IMITyIbCHOI NMOCTIAOBHOCTI.

Kuro4uoBi ciioBa: reHepaTtopu INCeBIOBUNAAKOBUX 4Hces, 3axucT iHdopmamii, ncesao-
BHIA/IKOBI YMCJIa, CTATHCTHYHI XapaKTePHUCTHKH.

The article presents the results of Gollmann generator estimation with a different
number of basic LFSR generators, and different degrees of their polynomials, carried out with
the use of NIST statistical tests. The received results allow to optimize the generator
parameters at the given parameters of the output pulse sequence.

Key words: pseudorandom generator, protection of information, pseudorandom
numbers, statistic characteristics.

Beryn

IceBaoBuMaAKOBa MOCIIAOBHICTh — I1€ TOCIOBHICTD, 110 BUIJISAAE SK BUIAJIKOBA, ajie HACIIPABI
Ma€ CKiHUYEHHUI I1epioj] MOBTOPEHHSI.

Tomy, mpoekTyroun reHepaTopH nceBaoBumnaakosux mnociigoBaocrer (I'TIBII), HeoOxigHO 3BakaTn
Ha HaWBAXKJIMBIIIY XapaKTEPUCTHKY T€HepaTropa — JIOBXKHUHY Iepiofy, MICis SKOro 4mcia abo MOYHYTh
3HOBY TOBTOpIOBaTHCA, abo ix Oyme MoxiuBo mepenbaunmtu. JloOpe 3reHepoBaHa ICEBIOBUIIAIKOBA
MOCIiIOBHICTh MPAKTUYHO HE BiJIPI3HAETHCA BiJl ICTHHHO BHITaIKOBOI.

Opwuiero 3 miepeBar ['TIBII € Te, mo Ha BHX0Jax TaKWX TEHEPATOPIB OTPUMYEMO PE3yJIBTATH, SKi
MO’KHA IMOBTOPUTH HECKIHUYCHHY KIJIBKICTh pa3iB, 3a/IaBIIN OJIHAKOBI IOYaTKOBI YMOBH Ta MapaMeTpPH, IO
JIOCUTH 3PYYHO, OCOOJIMBO Y TPOIIEC] CTATUCTHYHOTO MOJICTIOBAHHS.

3Ba)kalOuu Ha MIBUJKHIA PO3BUTOK 3aCO0IB OOYMCIIIOBAILHOI i BUMIPIOBAJIILHOI TEXHIKH, a TAKOXK 13
BITPOBAPKEHHSM HOBITHIX TEXHOIIOTiH 3HAYHO PO3MIUPIOETHCS cepa 3aCTOCYBaHHS T€HEPATOPiB BUITAIKO-
BHUX 1 IICEBJIOBUIIAIKOBUX TOCIIOBHOCTEH, @ TOMY CTaBJISTh HOBI BUMOTH JI0 1X IMPOCKTYBaHHS Ta METOJIIB
OLIIHKY SIKOCTI.

VY Haiml Yac reHepaTopu BHUIAJKOBUX 1 IICEBJIOBUIAJKOBHUX IMITYJIBCHUX IOCIIJOBHOCTEH HIMPOKO
BUKOPHCTOBYIOTHCS:

e y cucTeMax 3axucry iHdopmarii — a1 mmdpyBaHHA, po3mudpyBaHHS Ta TEHEpallii KIOYiB,
TeHEPYBaHHS IIyMY, HUPPOBUX MiAMKCIB, TPOTOKOJIIB OE3MEKH TOILO;

e B iMiTallifHOMy MOJENIOBaHHI — IS (i3WYHUX, MATEeMaTUYHUX, XIMIYHUX, €KOHOMIYHHX Ta
MEIUIHUX JOCIIHKCHB, a TAKOX Y MOJICITIOBaHHI BiHCHKOBHX Iii;

® y BUMIpIOBaJIbHIN TEXHINI — SIK OKpeMi (YHKIIOHATIbHI OJIOKH BUMIPIOBAIBHUX MPHUIAIiB a00 IS
iXHBOTO TECTYBaHHS;

e K aHAJIOTOBI a00 MU(POBI HKepea mymy;

® K KOJW JJIsl PaioJIOKAMIMHNX CHCTEM, B SKMX BIIATIOBIIHHA CHUTHAJ B3a€EMHO KOPETIOETHCS 3
0ITOBOIO TIOCITIIOBHICTIO, IO TIEPEAAETHCS;

® TIpU pO3pOOIIi KOMIT FOTEPHUX irop.
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[Ipu mpoekrtyBanHi Ta peamizauii ['TIBII HeoOXigHO AOTPUMYBATHCh TaKMX 3aralbHONPHAHATHX
BHMOT:

® IIPOCTOTa amapatHoi abo mporpamMHoOi peasizarii;

e MaKCHUMaJIbHa MIBUIKOIIS;

e MakcMMaJibHa HAOJIKEHICTh MOCHiJOBHOCTI, OTpPUMaHO1 Ha BUXOA1 reHepaTopa, 10 TEOPETUIHOTO
3aKOHY po3mo iy (He 000B’SI3KOBO PIBHOMIPHOTO);

® MOJXXJIMBICTh KEpYBaHHS BHXIIHUMH NapaMeTPaMHu;

e MoxmBicTs podotu ['TIBII y mmpokomy niana3oHi 4acToT;

® MO>JIMBICTB IIIBUJIKOTO MEPEHATIArO/KEHHS HOro poO0TH 3aJIeXKHO Bijl BUOOPY BUXITHUX ITAPAMETPIB.

Skmo Takmii reHepaTop Oyae BHUKOPHCTOBYBAaTHCS B CHCTeMaxX 3axucTy iHQopmamii (a Taki
TeHEepaTOPH YacTo € BAXKIMBOKO JIAHKOIO B 3a0e3neucHHI iH(QopMaIliiiHoi Oe3MeKu, 30KkpeMa B KpUIITOrpa-
(hii), TO 10 HBOTO CTABUTKCS 1€ PSJT JOAATKOBUX BUMOT, IO OYAYTh )KOPCTKIITUMHE ITOPIBHSIHO 3 BAMOTaMH
JI0 TEHEPaTOPiB, [0 BUKOPUCTOBYIOTHCS B 1HIIHMX Taly3sX. BUKOHaHHS TaKUX BHMOT Ja€ 3MOTY TMepeayciM
BUSIBUTH T€HEPATOPH, IO HATIepe 3aI0BOJBHIIOTH BUMOTH KOHKPETHOT KpUITOrpadiqHoi 3a1adi.

HaiiGinbiiorw mpobiaemoro npaktuuHo Oyab-skoro ['TIBIT € Te, mo 3a BH3HAYEHHMX [MOYATKOBUX
YMOB BOHH JalOTh Tiepei0adyBaHi pe3ylIbTaTH Ta KOPENAIilHI 3aJIe)KHOCTI. A 1Ie sSIKpa3 Te, 90r0 OUiKyIOTh
BiJl TICEBIOBHUITAJKOBUX MOCTIOBHOCTCH KPHUITOAHATITUKY, JUIA 3AIHCHCHHS e(EKTUBHOI aTakd Ha
KPHUIITOCUCTEMY, J€ 1i TeHEpaToOpu 3aCTOCOBYIOThCS. TOMy, SIKIIIO TaKHi FeHEepaTop 3aCTOCOBYBaTUMETHCS,
HaIPHUKJIAA, Y KpunrorpadigHux J0JaTKax, TO, MO-TIepIe, BiH TOBUHEH MPOXOIUTH CTATUCTHYIHI TECTH Ha
BUMAJAKOBICTh, a MO-Apyre, Mae 30epiraTu HemependayyBaHICTb, HaBiTh SIKIIO YaCTHHA BUXIAHOTO abo
ITOTOYHOTO CTaHY CTaHE BiJJOMOIO KPHITTOAHATITHKOBI.

[le onna mpobaeMa Mmojsrae B TOMY, IO He iCHY€ 0a3ucy, Ha OCHOBI SIKOTO MOKHA 3pDOOHMTH BUCHO-
BOK, IIT0 TaMMa KOHKPETHOTO TeHepaTopa € HenependaayBanoro. [Toku 1o B CBITI HEMae YHIBEpCaTbHUX Ta
nepeBipeHNX Ha MPaKTHLi KPHUTEPiiB, sAKi O Aanu 3MOry cTBeppKyBaTu 1e. HeBimoma Takox i 3araibHa
TEOopisi KPUITOAHATI3Y, [0 Moriia 6 OyTH 3aCTOCOBaHa ISl TAKOTO JOBEJCHHS, 32 BUHATKOM Bce OinbIIoi
KIJIBKOCTI KOHKPETHUX CHOCOOIB aHaji3y, BUPOOJIEHUX Ui PI3HHX NPAKTHYHHX IiJied. [HTyiTHBHO
BUTAJKOBICTh CIIPUUMAETHCS SIK HeTlepe0auyBaHiCTh, a Ui TOTO MO0 BBaYKATH raMMy BHIAJKOBOIO, SIK
MiHIMyM HeoOXimHO, o0 i mepion OyB IyKe BEIUKUM, a Pi3HOMaHiTHI KOMOiHaIlii 0iTiB BU3HAYEHOI
JIOBKWHU PO3MOJIUISLITUCS PIBHOMIPHO 110 BCii ii qoBskuHi [1].

Huni BXe po3po0sieHO BENHKY KiJIBbKICTh PIZHOMAaHITHUX METOIB Ta TMPHHIUIIB Te€HEpyBaHHS
TICEBJOBUTIAJIKOBUX TOCTIIOBHOCTEH, KOKHUHN 3 SKMX Ma€ TNepeBard Ta HEJONIKU [2—6] Ta epeKTUBHO
3aCTOCOBYETHCS JIs PO3B’A3aHHS PI3HOMAHITHHX 3a7a4.

[1ig wac BuOopy Toro um inmoro tumy ['TIBII, okpiM BUKOHaHHS NepenidyeHnx BHIIE BUMOT 10 MOoc-
JTiJOBHOCTEH Ha HOTO BUXOII, 0a)XaHO TMOETHYBAaTH BUKOPUCTAHHS HAWIIPOCTIIINX METOMIB Te€HEPYBaHHS
MICeBIOBUIMAAKOBUX MOCTIJOBHOCTEH Ta OAHOYACHOTO 3a0€3MEUYEHHS 3aJaHNX CTATHCTUYHUX XapaKTepuc-
THK Ha BHXOJAax TaKWUX TreHeparopiB. Takoxk OakaHo mepembaduntu MOXKIWBICTH peamizartii ['TIBIT sk
amaparHo, TaK i IpOrpaMHo.

OmauM 3 HaAWMIPOCTIMHX Yy peajizamii Ta HaHTIOIMUPEHIMMX € CIoCi0 TeHepyBaHHS IICEBIOBUIIAI-
KOBHX IIOCTIIOBHOCTEH Ha OCHOBI pericTpiB 3cyBy. Taki TeHepaTOpH Ha3HMBalOTh T'€HEpaTOpaMu
M-mocmiToBHOCTEH (TeHepaTOpH IICEBAOBHITAIKOBHX YHCET Ha JNHIMHNX MOCIITOBHICHUX MAaITHHaX
(JIIIM), abo reHepaTOpaMu Ha OCHOBI pEricTpiB 3CyBY 3 JiHIHHMMHU 3BOpOoTHUMH 3B’si3kamu — LFSR
(Linear Feedback Shift Register). He3paxkarouu Ha CBOIO IPOCTOTY Ta Te, IO HA X BUXOI OTPUMYIOTHCA
MOCJTiTOBHOCTI, 3/1€0UIBIIIOT0 MPOTHO30BaHi Ta nepeadavyBaHi, Taki FTeHEPaTOPH NIMPOKO BUKOPUCTOBYIOTh
B Pi3HUX Tay3saX HAYKW Ta TEXHIKU.

Ane Oe3mocepeqHE BUKOPUCTaHHS T€HEPAaTOpiB M-MOCIIZOBHOCTEH, 3Ba)KalOud Ha 3rajaHi
HEJIOJIKH, TIEPEeBaXKHO HE 3aBXkIU e(DEeKTHBHE, OCKIIBKHU MOCIIAOBHICTh HA iX BUXOJI JOCUTH JIETKO MEpe/I-
0aunTH, MO OCOOJIMBO HEMPHUIATHO IS iX OE3MMOCepeHBOTO 3aCTOCYBAHHSI ITiJI Yac PO3B’S3aHHS 3aaad
3axucty iHpopmauii. Tomy icHye OaraTo pisHOMaHITHMX MeToAiB moOymoBu cknagHimmx [T, sxi
TPYHTYIOTBCSI HA BUKOPHUCTAHHI TeHEPATOPiB M-ITOCITi TOBHOCTEH.

Cepen Takux METOMIB BapTO 3BEpHYTH yBary Ha reHeparop [ oinmanHa, SIKUH peanizyeThcs Ha
OCHOBI KUJIbKOX TeHepaTopiB M-IOCIiJOBHOCTEH, 1110 B3a€MOIIOB si3aHi. BiactuBocTi Takoro reneparopa 3a
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YMOBM TpaBWIBHOI peajizamii Kpamii MOpiBHSAHO 3 TeHepaTopoM M-nocnigoBHocTell. ['eHeparopu
loniMaHHa IMPOKO BHUKOPHCTOBYIOTBHCA Y THX caMuXx cepax, mo omucani Bume ans ['TIBY, a takox
MOXYTh TPSIMO YHM OIOCEPEIKOBAHO 3aCTOCOBYBATHChH [UIA PO3B’SI3aHHA 3a7ad 3axucTy iH(opmarii.
[IpakTraHUM HOCHTIKEHHAM reHepaTopiB ['onnmmanna, Ha BIAMIHY BiJl iHIIMX THITIB TE€HEPATOPiB (30KpemMa
i TeHepaTopiB M-TIOCTiAOBHOCTEH, IO BXOAATH JI0 iX CKJIaay) IPHUCBIYCHA MMOPIBHIHO HEBEINKA KUTBKICTh
Mpanb, M0 B OCHOBHOMY 3BOJISATHCS JI0 OMUCY MPUHIMIIB (DYHKI[IOHYBaHHS T€HEPAaTOPIB MEBHOTO TUITY Ta
peKoMeH Al Mmoo iX mo0yIoBH.

ToMy BHHHWKAaE 3aBAaHHs], IO MOJATa€E y MOKpAIEHHI XapaKTEepUCTHK reHeparopa [ ojuiMaHHaA 3
METOI0 OTPUMAaHHS Ha HOTO BHXO[I MCEBAOBUIIAJKOBHUX MOCIIIOBHOCTEH, IO MPSIMO UM OMOCEPEAKOBAHO
MokHa Oyino O 3aCTOCOBYBaTH Ui PO3B’si3aHHA 3aAay 3axucty iHdopmauii. Tomy nouiapHO cripoOyBatu
MoaudikyBaTti 0a30oBi reHepaTopu M-mociinoBHOCTEH Ta BHOpaTH ONTHMalbHI iX HapaMmerpH, SKi
3aJI0BOJIFHSUH O TI€BHI CTATHCTUYHI KPUTEPIi.

Jns Toro mo6 poOuTH BUCHOBOK MPO MOKIHMBICTH 3acTocyBaHHs neBHOTo ['TIBII mist po3B’sa3anHs
KOHKPETHHX 33/1a4, TOTPiOHO BUKOHATH OLIHIOBAHHS HOTO SIKOCTI Ta HAAIWHOCTI. TecTyBaHHS TeHEepaTopiB
TICEBJIOBHITIAIKOBUX TMOCHIIOBHOCTEH, OCOOJIMBO THX, II0 BUKOPHCTOBYIOTHCS B KPHIITOrpadiuHUX H0/AaT-
Kax, € aKTyaJlbHUM SIK B MPAKTHYHOMY, TaK i B TeOpeTHYHOMY IulaHi. He3Bakaroum Ha 3HAa4YHI Hamparro-
BaHHs B i cdepi, po3poOHUKN BCe-TaKu MOTPEOYIOTh 3pyYHOrO IHCTPYMEHTapiro, 0 3JaTHUH HagaTu
JOITyCTUMY METPHUKY, SIKa JO3BOJIUTH JOCTATHHO YiTKO JOCTIUTH CTYIiHb BUIIaIKOBOCTI MOCIIOBHOCTI Ha
BUXOJIi TEHEpaTopa, a TaKoXk 3a0e3MeunuTh PO3POOHMKIB JTOCTATHIM 00csATOM iH(OpMAIii IS TPUHHATTS
pimenHs BigHocHO sikocti I'TIBIT.

V Hamr gac icHye Ta IIMPOKO BUKOPHUCTOBYETHCS JOCTATHHO BeNMKA KUTBKICTH pizHuUX THIiB I'TIBII, a
Ha0ip Ta METOUKY TECTYBaHHS KOXKHOTO 3 HHUX, SK IPaBUJIO, TIPOTIOHYBAB caM PO3POOHUK TeHeparopa [7].
ToMmy oOcTaBHHM CKJIaJajiucsl Tak, MO OyJI0 BAXKO 00’€KTUBHO IMOPIBHATH Pi3HI T€HEpaTOpPH HAa OCHOBI
CMHUIBHUX KpUTEPIiiB. €AMHMM MOMIJIMBHM BHXOJOM 3 TaKOTO CTAHOBHIIA € BHKOPUCTaHHS JESKOTO
CTaH/JIAPTHOTO HAOOpYy CTATUCTUYHHMX TECTiB, IO 00 €HAHI MEBHOI CIIBHOIO METOJHKOI0 PO3PaxyHKY
HeoOXxigHuX noka3HHUKiB epekTuBHOCTI I TIBII Ta mpuitHATTA pillleHHS NpO BUMAAKOBICTh MOCIJOBHOCTI, IO
TecTyeTbesl. TOMy HayKOBLI MOYaldM BECTH IHTEHCHBHY pPOOOTY B LbOMY HampsiMi, L0 NpHBENa 0
BU3HAYEHHs JBOX OCHOBHHX Ipyll KpuTepiiB. Ilepmia Taka rpyna mos’si3aHa 3 MOLIYKOM 3aKOHOMIpHOCTEH,
IO JTAFOTh 3MOTY BiHOBHUTH MH(POBaHY MOCHIJOBHICTh 32 MOPIBHSIHO HEBEIMKOIO KUIBKICTIO Marepiaiy.
[Ipu 1IbOMY CTABIIATHCS BUMOTH IIOJIO BiJACYTHOCTI B IICEBIOBHITAIKOBIH MOCIIIOBHOCTI MOPIBHIHO MTPOCTHX
MDK3HAKOBUX 3asIe)kHOCTEH. Jpyra rpyma KpUTepiiB IPyHTYEThCS Ha OIIHII CTATHCTHYHHX BIACTUBOCTEH
MOCJIIOBHOCTI, a CaMe Yd € B JOCHI/PKYBaHIN IMOCIIJIOBHOCTI SKWUH-HEOY/Jb YacTOTHUM JIucOayaHc, 110
JIO3BOJISIE AHAIITUKY IMEepea0aYnTH 3HAYCHHS HACTYIHOro Oita i3 HMOBipHicTIO Outbie Hik 0.5. Takoxk
MOBMHHA 3a0e3MevyBaTHCsS HaHOLIbIIa OJNM3BKICTh BIACTUBOCTEW IICEBIOBUIIAIKOBOI IMOCIIIOBHOCTI JI0
JIHICHO BUIaKoBO1 ocmigoBHOCTI. Lli 1Bi rpymu KpuTepiiB — OCHOBa CHCTEMHOTO IiIXO0My 0 PO3POOICHHS
TECTIB, 110 TIPU3HAYEHI JUTS OLIHKH SIKOCTI IICEBIOBHUITAIKOBHAX MOCHTIIOBHOCTEH.

CrOoromHi JJI1 TECTYBaHHS TICEBIOBHITAIKOBHX ITOCTITOBHOCTEH PO3POOJICHO KiTbKA MPOTpaMHHUX
MPOYKTIB, IO MICTSATh KOMIUIEKCH TECTIB IJIS TIEPEBIPKH PI3HUX CTATHUCTUIHUX BIACTHBOCTEH, Taki SK
tectd [. Kuyra, DIEHART, CRYPT-S, FIPS, ane HaiiBimoMiluM cepesi HUX € HaOip CTATUCTHYHUX TECTIB
NIST [8,9].

MeTta po6oTn
[IpoBeneHHs oliHIOBaHHS TeHepaTopiB ['ojyiMaHHa 3a JOMOMOTOI0 TAaKeTa CTATUCTUYHUX TECTIB
NIST 3 MeTor0 BU3HAUYEHHS BIUIMBY HapaMeTpiB iX CTPYKTYPHHUX €JIEMEHTIB Ha SIKICTh TeHepaTopa.

I'eneparop I'ossiMaHHA Ta pe3y/IbTATH HOT0 J0CTiAKEHb
I'eneparop ['omiMaHHa CKITamaeThes 3 KiTBKOX ITOCTIIOBHO 3’ €IHAHUX TeHepaTopiB M-ITOCITiTOBHOC-
Tel (pericTpiB 3CYBY), TAKTYBaHHS KOKHOTO 3 SIKHX KEPYETHCS ToIepeaHimM reaeparopom (puc. 1). Buxin
OCTaHHBOTO reHepaTopa M-TIOCIIIOBHOCTEH € BUXOAOM T€HepaTopa.
SIKIO PO3pSAHICTh KOKHOTO TeHepaTopa JOpiBHIOE N, TOJI JiHIHA CKIAJHICTh CHCTEMU 3 M
renepatopis M-mociiioBHOCTEH 10piBHIOE [3]

NN -, (1)
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Kpunrorpadu pagste BUKOpUCTOBYBaTH m > 15, a Ipu piBHUX 3Ha4eHHSIX MmN BifjaBaTH MepeBary
BapiaHTy 3 OUIBILIOIO KUIBKICTIO KOpoTkux LFSR, a He BapianTy 3 MeHIIOI0 KinbKicTio 1oBrux LFSR.

A 4

T'enepatop M-nocrioBHocTei 1

N
L T'enepatop M-nocmigoBHocTe# 2 [ _ ;l \ .
U &

) Teneparop M-nocrigoBrocTeii m | >( ; )

TI

Puc. 1. I'enepamop I'onnmanua

KoHuenTyansHo 1ei BWA TEHEPAaTOPiB JOCTATHBO MPOCTHH 1 MOXe OyTH BUKOPUCTAHHWHA IS
reHeparfii MCEeBIOBUITAIKOBUX IOCIIJOBHOCTEH 3 BEJIMUE3HUMHU TIEpPiOJaMH, BEIUKAMHU JIIHIKHUMHU
CKJIAJJTHOCTSIMH Ta 33/I0BUIbHUMH CTATUCTUYHUMHU BIACTUBOCTSIMH.

Taki reHepaTop 4yTJIHBi A0 PO3KpUTTS, abo Tak 3BaHOro 3akpuBaHHs (look-in), mo sBusie coboro
METO/, 3a JOTOMOTOI0 SIKOTO CIOYaTKy KPUNTOAHANITHK BiIHOBIIOE BXiJ OCTAaHHBOTO PEricTpa 3CyBY B
Kackaji, a MOTIM 3JlaMy€ BeCh KacKaJ PEeTicTp 3a perictpoM. B neskux BUMajxax e CTAaHOBUTH CYTTEBY
npobieMy Ta 3MeHIIye eeKTUBHY JOBXKHHY KIIOUa ajJrOpUTMY, ajie IJisi MiHiMi3alii MOMIJIMBOCTI TaKOTO
PO3KPHUTTS MOXHA 3aCTOCYBATH PsiJl BU3SHAYCHUX 3aXO/iB.

PiBHsiHHS reneparopa M-nocnigoBHOCTel Mae BUrsy [3]:

O(t+1)=T"0(1), (2)
ne Q(t) i Q(t +1)— cranu perictpa I'TIIII BigmoBizHO B MOMeHTH 4acy ¢ 1 t+1 (mo i micis mpuxomy

CHUHXPOIMITYJIbCY); T — KBagpaTHa MaTpHUUs HOPSIKy N TaKoro BHIIISAY:

a a, .. ay_; ay 0 .. 00 ay
1 0 .. O 0 I .. 0 0 ayy
=0 1 .. 0 0 abo I =| .. , 3)
0 ... 10 a
0o 0 .. 1 0 0 ... 01 g

N — cTeniHb TPUMITHBHOTO IOJIiHOMA

N .
@(x):'zoaiXI’ ay=ay=1, a,;€{0,1}, j=L(N-1), 4)
=

7 — HATypaJbHE YUCIIO.

JeranpHi mpuHIMOM peaiizamii reHeparopiB M-MochioBHOCTEH B I poOOTI He HaBeIeHO,
OCKLTBKM BOHH BiJOMi ¥ JETalbHO OMHWCAaHI y BENWKIA KiNbKOCTI HiTeparypu. JoBeneHo [5], mo kparmmi
CTaTHCTUYHI XapaKTEPUCTHKH MArOTh Ti TeHepaTopu M-TOCHiToBHOCTEH, siki Monu(ikoBaHi (31 CKIIaHI-
mow peamizamiero). s DOCHiKEHHS Ta OIIHKKA SKOCTI TeHeparopiB |olIMaHHa MW BHPIIIAIH
3MIHIOBAaTH PO3PSTHICT 0a30BHX T'eHEPaTOpiB M-TIOCITIIOBHOCTEH, a TaKOK 3MIHIOBATH KUTBKICTh TaKUX
reHeparopiB. OriHIOBaHHS SKOCTI Te€HEpaTopa BHKOHAEMO 3a JIOMIOMOTOI0 TaKeTa CTATUCTUYHHX TECTIiB
NIST. Pesynbpraté Takoro OIliHIOBaHHS TeHepartopa ['ojuIMaHHAa TOKHW 0 B JiTeparypi BimcyTtHi. s
IIOTO MU PO3POOWIIN IMITAIlIHY MOJIENh TaKoro reHeparopa MoBoro Delphi, sika mae 3Mory omepiKyBatu
BUIXiTHI TTOCITITOBHOCTI 3aJIC)KHO Bij 3MiHU 3raflaHNX BHIIE TTapaMeTpiB.
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Cratuctiuni Tectd NIST — makeT cTaTUCTUYHUX TECTiB, AKUK po3pobmia B 1999 p. nmabopatopis
iHdopMmanitinux TexHomorid (Information Technology Laboratory), mo € romoBHOK0 oOpraHi3ari€r
Harmionansraoro inctutyty crannmapri i tex"onoriii CLIIA (NIST) [10]. ®axisni NIST 3ampomonyBanm
METOJIUKY TPOBEACHHS CTATHCTUYHOI'O TECTYBaHHS TI'eHEpaTopiB TICEBJIOBUIAJKOBUX YHCEIN, IO
Opi€EHTOBaHI Ha 3aCTOCYBaHHS B CHUCTEMax 3axHCTy iHpopmauii — 30kpema B kpunrorpadii. Tomy neit
MaKeT BUKOPUCTOBYIOTBHCS Ul BU3HAYCHHS SIKICHUX Ta KiNbKICHUX O3HAaK BUIIAIKOBOCTI MOCIIOBHOCTI
YuCell, 0 HeoOXiTHO I Kpuntorpadis Ta KPUITOAHATI THKIB.

[Taker NIST STS MicTuTh 15 CTaTHCTHYHUX TECTIB, SKi pO3pOOJICHI IS TMEPEBIPKU TIMIOTE3HU PO
BUIAKOBICTh JBIMKOBHX IOCIIIOBHOCTEH JOBUILHOI JAOBXKHHHM, 110 TeHepytoTbes [TIBIT. Koxken 3 mux
TECTIB CHPSIMOBAaHUI Ha BHSBJICHHS Pi3HOMaHITHUX Je(EKTiB BUIIaIKOBOCTI.

Pe3ynpTaT KOKHOTO CTaTUCTUYHOTO TECTy IOBMHHI TIIyMAadWTUCh 3 TIEBHOIO OOEPEXHICTIO 1
3acTepeKEHHSIM, 1100 YHUKHYTH HENPaBUJIBHUX BUCHOBKIB ITPO JOCTIKYBaHHUH T€HEPaTop.

ba3oBuM NPUHIMIIOM TECTYBAaHHS 3a JOIOMOTOI0 cTaTUCTHYHHX TecTiB NIST € mepeBipka meBHOL
HyJIBOBOI Timore3n Hy mpo Te, MmO TOCTiIOBHICTh, SKa TEPEBIPSIETHCSA, BUIAAKOBA. 3 IIE€I0 HYJIHOBOIO
TiloTE3010 OB’ sI3aHa albTepHATHBHA TinoTe3a H, mpo Te, 110 MociioBHICTh — HE BUMAJKOBA. 3a pe3yiib-
TaTaMH KOXXHOTO TECTy OTPUMYIOTh BUCHOBOK MPO MPUHHATTS a00 BIAXHUJICHHS HYJIBOBOI TiMOTE3H, IPYHTY-
104KCh Ha c(pOpMOBaHIH TOCIIHKYBaHUM T€HEPaTOPOM MOCTiIOBHOCTI. KiHIIeBe pillieHHs mpo Te, Yu JOCITiI-
JKyBaHa ITOCTIIOBHICTh € BUIAIKOBOIO, UM Hi, MPUAMAIOTh 32 pe3ylbTaTaMH CYKYITHOCTI yCiX TecTiB [§].

[Topsimok TecTyBaHHS OKpPeMOi IBIHKOBOI mMmoCmimoBHOCTI S 3rimHo 3 Tectamu NIST mae Takwmii
Burysia [9]:

1. BucyBaetbcs HynboBa rinote3a Hoy, TOOTO mpumyIieHHs mpo Te, 0 s ABiiiKoBa MOCTiJOBHICTD S

€ BUIAIKOBOIO.

2. 3a MOCIIOBHICTIO S 00YHCITIOETHCS CTATUCTHKA TECTY C(S).

3.3 BHKOPHUCTAaHHSAM CHEIlATbHUX (YHKIIA Ta CTATUCTHUKHA TECTY OOYMCIIOETHCS 3HAYCHHS

itmosiprocti P = f(c(S)), Pe[0,1].
4. 3nagenHs iMoBipHOCTI P MMOpPiBHIOETHCS 3 piBHEM 3HAYYIIOCTI &, € [0.001, 0.0l] .Skmo P>«

To rinore3a Hy mpuiiMaeThCs, B IHIIOMY BHITQJKy MPUIMA€ETHCS allbTepHATHBHA TiIIOTE3a.

Ha6ip NIST cknamaetrbest 3 15 cTaTUCTHYHMX TecTiB. 3aJ€KHO BiJl BXIJHHUX MapaMeTpiB oOdwc-
moeThesi 188 3HadeHp iiMoBipHOCTI P, siki MOKHa po3TisiiaTh SK pe3ysbTaT podoTu okpemux Tectis [10].

OTxe, y pe3yibTaTi TECTyBaHHA ABIMKOBOI MOCTINOBHOCTI ()OPMYETHCS BEKTOp 3Hau€Hb WMOBIp-
Hocteit P={P,P,...Pg3}. AHamni3 ckimamoBux P; mporo BexTopa mae 3MOTy BKa3aTh Ha KOHKPETHI AeQeKTH
BHITaIKOBOCTI TTOCITITOBHOCTI, IO TECTYETHCA.

3a J0MOMOror0 IMITAIIfHOT MOIENI TeHepaTopa MU 3MOTJIM JIOCHITUTH TTapaMEeTPU Pi3HOT KiJTBKOCTI
0a30BUX TEHEPATOPIB BiJl JIBOX JIO TPHUIIISATH.

Tect BBaXKaeThCs MPOMICHUM, SIKIIO IMOBIPHICTD MPOXOMXKEeHHs TecTy P morpanuts y Mexi Big 0,98
o 1,00. Sxmio x iMoBipHicTs P Oyzae Hmx4oro 3a 0,98, BBaXKaeThCs, MO TECT HE MPOHACHO. 3a OTpUMa-
HUMH DPE3yJIbTaTaMi CTaTUCTHYHOI'O TECTYBaHHA OyAyeMO CTaTUCTHYHHMN IOPTPET T'C€HEPATopiB, SKHUH
CKIIAJIAETHCS 3 MATPHII PO3MIPOM mX(, e M — KUTBKICTh JBIMKOBHX ITOCIITOBHOCTEH, SKi IEPEBIPSIOTH, a
q — KUIBbKICTb CTaTUCTUYHUX TECTIiB, 5IKi BUKOPHCTOBYIOTHCS AJISi TECTYBaHHS KOKHOI IOCIiZOBHOCTI.
OTxe, CTATUCTUYHUMA MOPTpET reHeparopa — MaTpulsd po3mipom 1000x188, enementamu sikoi € 188000
3HaueHb BIAMOBITHUX iIMOBIpHOCTEH.

Pe3ynpraTi cTaTHCTUYHHUX JOCHTIIKEHb TeHepaTopiB | omimana mogano Ha puc. 2—8. Ha oci abcumc
Bigkmageno Homep tecty NIST STS, Ha oci opanHAT — iIMOBIpHICTh IPOXOPKEHHS TECTY.
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Puc. 2. Cmamucmuunuii nopmpem cenepamopa I onimanua 3 086oma eenepamopamu

. . . . . 6 7
M-nocnidosnocmi na ocrnosi meipnozo noninoma 1@ x° @ x

I3 cTaTucTUYHOTO MOPTpETa TeHepaTopa BHIHO, IO OUIBIIICTH TECTiB MICTAThCSA Ha cMmy3i 0. Ay
BUJIUICHUH [iana3oH IMOTpaIvisie JIMIIe AEKiIbKa iTepamiil TecTy. 3 METOI0 BHU3HAUCHHS ONTHMAaJIbHUX
cnoco0iB moOyzoBu reHepatopa 'ouiMaHHa 3MiHIOBajach KUIBKICTh 0a30BUX reHeparopiB M-mociinoB-
Hocrel (puc. 3-5).
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Puc. 3. Cmamucmuunuii nopmpem eenepamopa I onnimanua 3 mpboma 2enepamopamu

. . . . . 6 7
M-nocrioosnocmi na ocnosi meipnozo noninoma 1® x° @ x
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Puc. 4. Cmamucmuunuti nopmpem cenepamopa I onimanua 3 n’ssmvma 2eHepamopamu
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Puc. 5. Cmamucmuunuii nopmpem cenepamopa I onimanua 3 cimoma eeHepamopamu

Sx BUOHO 3 HaABEICHUX PHCYHKIB, 31 30UIBIMICHHSAM KITBKOCTI 0a30BMX TeHepaTopiB M-mocii-
JIOBHOCTEH sIKicTh TreHeparopa [ oiMaHHA TMOKPANIyeThCs, OCKUIBKM KUTBKICTh HEMPOWIICHHX TECTiB

SMCHIIIYETHCA.

JleTanpHUI 3BIT 3 OLIIHIOBAHHS 3a JIOIOMOTOIO IMakeTa cTaTUCTHYHHUX TecTiB NIST BuIesragaHux

reHepaTopis ['omn

. . . . . 6 7
M-nocnioosnocmi na ocnogi meipnozo noninoma 1® x° @ x

TMaHHA, peai30BaHUX Ha OCHOBI MOJIIHOMA 7-TO CTETIeHs, HaBeIeHo B Tabu. 1.
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Tabnuys 1

Pe3yabTaTu TecTyBaHHsI reHepaTopa I'oJuiManHA HA 0CHOBI TBipHOTrO MojtinHoMa 1@ oy’

KinpkicTs 6a30BHX reHepaTopiB

No CTaTUCTHYHHUI TECT M - nocnigoBHOCTI
2131 5 6| 7 8 | 10 15 | 20
1 | MoHOGiTHHMIT (YacTOTHUIA) TecT -l-]1 [+ ]+ + ]+ + +
2 | YacrorHuil 610K0BUI TECT -] - + |+ |+ + | + + +
3 | TecT HaKONMUYEHUX CyM -+ + ]+ + |+ + +
4 | Tect nepeBipku cepiit i (T + +
5 | Haitmosmoi cepii omquHHIIB - | - + |+ + | + + +
6 | IlepeBipku paHry QBIKOBHX MaTpPHUIlb - - + + [+ + ]+ + +
7 | Tect Ha OCHOBI IUCKPETHOTO NIepTBOpeHHS Dyp’e - - + |+ |+ + |+ + +
8 | Tect Ha BigMOBIAHICTH MAOIOHY 0€3 HEPEKPUTT -l -]+ |+ ]+ + |+ + +
9 | Tect Ha BiNOBiIHICTH AOJIOHY 3 IEPEKPUTTAM -l -]+ |+ ]+ + |+ + +
10 | YuiBepcanbHuil Tect Mayepa - | - - + |+ + | + + +
11 | Tect Ha OCHOBI ampoKcUMAIlii eHTPOITI| - - - -+ |+ |+ + +
12 | Tect cepiit S . - + |+ | + | + + +
13 | Tect niHiitHOI CKITaAHOCTI S+ + [+ ]+ ]+ |+ + +
14 | Tect BumagKoBuX OJIOKyBaHb -+ )+ ]+ ]+ + +
15 | Tect BunagkoBux OJIOKyBaHb 2 -+ + ]+ |+ + |+ + +

AHaJOriuHi JOCHIHKCHHS IPOBOIMIIMCH HaJl TeHepaTopaMu [ oJIMaHHA, peanli30BaHUMHU Ha OCHOBI
MIOJTIIHOMIB IHIIIMX CTEMEHIB. 30KpeMa, IS IOJTIHOMIB 17-ro CTereHs OTpHMaHi OIIHKK HaBEICHO Ha puc. 6—8.

1,02
o
e 14 ! 73 ~
- C“' i WW M
=
= ‘ :‘ ’«” > W‘ +
x +
T 098 5 +
§ »
X 096
o
=
£ 094
=
&
2 o9z
E

0.1

0 = T T T I. T T T .= T 1

0 20 40 60 g0 100 120 140 160 180 200
Homep TecTy

Puc. 6. Cmamucmuynuii nopmpem zenepamopa I onimanna 3 08oma 2eHepamopamu

. ., . . . 12 17
M-nocnioosnocmi na ocnogi mgiprozo noainoma 1@ x ~ @ x

3 HaBezieHOTO rpadika BHIHO, IO [Ied T'€HEpaTop HE MPOMIIOB JIKIIEe 7 TECTIB, IO MOPIBHSIHO 3

aHAJIOTIYHUM TeHepaTopoM [oiMaHHa, peandi30BaHUM Ha TBIPHOMY IMOJIHOMI 1©x°@®x’, € 3nauno
KpaliM pe3yJIbTaToM.
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IMOBipHICTbL NpoOXoAXeHHA TeCcTiB
*
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200

Sx BuAHO 3 pHC. 7, OTpHMaHI pe3yJbTaTH 3HAYHO Kpaili Bill MONEpeIHiX, TUTBKA TPH 3HAYEHHS
MeHmi 3a 0,98, omke, 30UIBIICHHS KUIBKOCTI TeHEpaTopiB M-IOCTITOBHOCTI ICTOTHO BIUIMBAE Ha

Puc. 7. Cmamucmuunuii nopmpem 2enepamopa I onimanna 3 mpboma 2enepamopamu

. . R . . 12 17
M-nocnioosnocmi na ocrogei meiprozo noainoma 1@® x° @ x

KPHUIITOCTIMKICTh TeHeparopa. 1le maTeepmKye HacTymHUI KpoK — BUOIp 5 TeHEepaTopiB.

IMOBipHiCTb NPOXOAXEHHSA TecTiB

0,995 - .
0,99 [96s o
0,985 -

098 —————— e — -

0,975 T T T T T T T T T 1
100 120 140

Howmep Tecty

Sx Gaummo 3 puc. 8, gocmiKkeHnid reneparop npoxoauts yci rect NIST STS. Pesynsratn Tectis
Bulll Big mexi 0,98, mo 3rigHO 3 BUMOraMH CTATHCTHYHOI'O OLIIHIOBaHHS 3a gomomororo makera NIST

Puc. 8. Cmamucmuunuii nopmpem 2enepamopa I onnmanna 3 n’amoma 2enepamopamu

. . . . . 12 17
M-nocnioosnocmi na ocrogi meiprozo noninoma 1@ x'~ @ x

CBIYUTB NIPO JOCTATHIO KPUNITOrpadiuHy CTIHKIiCTh.

JleTanpHu 3BIT 3 OLIHIOBAHHS 3a JOIIOMOIOI0 Iakera craTucTudHux TecTiB NIST Bumesraganux

reHepatopis ['onmMaHHa, peani3oBaHUX Ha OCHOBI MOiHOMA 17-ro cTeneHs, HaBeJeHO B Ta0. 2.
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Tabruys 2

PesyabTaTn TecTyBaHHs reieparopa I'ouimanHa

HA OCHOBi TBipHOro MoJiiHomMa 1® 2@y’

KinmbkicTh 6a30BUX TeHEpaTOpiB

Ne CraTuCTUYHUHN TECT M - mOCJIiTIOBHOCTI

2 3 4 5 10
1 | MoHoOiTHHI (YaCTOTHHI) TECT - + + + +
2 | YacTtoTHu OJOKOBHIA TECT - + + + +
3 | TecT HaKOMUYEHUX CYM - + + + +
4 | Tecr nepeBipku cepiii - + + + +
5 | HaiinoBuoi cepii onuHUIL + + + +
6 gaef;;;im paHry JIBIHKOBUX n n " "
7 [Temomenaeemo | | e [ v |+ | s
8 geegcil :Seii;[;o;mmcu 1abJIoHy ) ) n n i
9 ;Fice; :splilii[;(ﬁizmicn 1abJIoHy ) i n I i
10 | VuiBepcansHuii TecT Mayepa + + + +
1 Tect Ha:"OCHOBi ampoKcUMaii n n n n n

eHTpoTii

12 | Tecr cepiit - + + + +
13 | Tect nmiHIAHOT CKIaMHOCTI + + + + +
14 | Tect BunagkoBuXx OGJIOKYyBaHb + + + + +
15 | TecT BumaaKoBUX OJIOKYBaHb 2 + + + + +

Ha puc. 9 rpadiuno mokazaHo cepenHe 3HadeHHs iMOBipHOCTI mpoxomkeHHs TectiB NIST STS
JOCTDKyBaHUX TeHepaTopiB ['omMaHHa 3 pi3HOIO KiTBKiCTIO ©6a30BUX T€HEpaTopiB M-IOCIiIOBHOCTI i

TBIpHUMH ToJiHOMamu 1@ Sox rat@x?@x.

‘—.— nonainom 17 cmenens —MB = noninom 7 cmenens
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KinbkicTb 6a30Bux reHepaTtopiB

Puc. 9. Iopisuanuns cepednvoco 3uauents imogipHocmi npoxoodaicenuss mecmié NIST
piznumu eenepamopamu I onimanna
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BucHoBkn

30inbLIeHHST KUTBKOCTI 0a30BUX TeHepaTopiB M-TocmioBHOCTI 1 30iJbLICHHS CTENEHiB iX
MOJIIHOMIB TOJNIIYy€e SKICTh TeHepatopa ['omnmanna. Ilpm npomy 1msa 3adikcoBaHMX 3HAUY€Hb LUX
KibKocTel reHeparop ['omnmanna mpoxoauts yci Tectd NIST, mo cBimunTe mpo #oro 3afoBiibHI
CTaTUCTUYHI XaPaKTEPUCTHUKH 1 KPUIITOCTIHKICTb.

Konkperni mapamerpu reHeparopa ['omnmmvaHHa HEOOXigHO BHOHWpATH i3 3alaHUMH PIBHAMHA
KPHUIITOCTIKOCTI ¥ CTATUCTUYHMMH XapaKTEePUCTUKAMH, 33JaHOI0 IIBUAKOMAIEI0 1 ONTUMAIEHUM 00’ €eMOM
o0nagHaHHs, 10 MOXKe OyTH IPEAMETOM MOJANBLINX JOCTIKEHb.
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