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Po3rasinyTo npo0/ieMu, moB’ si3aHi 3 BUKOPUCTAHHSIM i KOHTPOJIeM iHTepHeT-pecypciB.
IIpoanamizoBaHo migxoau, sKi AaOTh 3MOry BHPIIMTH Ii NpoOJeMH Ta OIiHEHO iX
e(eKTUBHICTD.
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The paper discusses issues related to the use and control of Internet resources. The
appr oaches that allow solving these issues are analysed and their efficacy isappraised.
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ChOro1HI BOKKO MTEPEOIIHUTH 3HAYCHHSI [HTepHETY B KUTTEMISUTBHOCTI JTIOACH. 3 KOXKHUM JTHEM IIeH
CEepBIC PO3LIMPIOETHCS 1 CTa€ OCHOBHHUM JDKEPEIoM iH(opMauii Aias MiTbHOHIB JioAeH, a Takox Oi3Hec-
IHCTPYMEHTOM [Tl 0araThb0X KOMITaHil CBITY.

I xowa ¢akTyHO ¥#oro ocHoOBHAa (QYHKIisS He 3MiHWIAcs 3 4YaciB HOro CTBOpEHHs, aje
iHpPaCTPYKTypa, 0 BUKOPUCTOBYETHCS IS BUPILIEHHS LIMX 3aBJaHb, 3HAYHO 3MiHMJacA. SIKIIo crioyaTKy
IaTepaer OyB nwmimre o0 ’€THAHHSIM TIEBHOI KUTBKOCTI MEPEX, TO CBHOTOMHI II¢ 0araTOKOMIIOHEHTHA
NaByTHHA, IO OXOIUTIOE BeCh CBIT. [Ipw HbOMY KapJWHAIBHO 3pocia IIBHIKICTh TepellaBaHHs JaHUX,
M ABUINMIACA HAJIAHICT 1 3aBalOCTIMKICTD 1X MepecuiaHHA. [, K 3BUYAHO Il TPAIUISEThCA, KibKiCHI
3MiHH IEPEPOCIIH B SAKICHI.

[HTEepHeT cTaB He JHIe OCHOBHHM JpKepeioM iHdopMalii 1 6araTbox JroneH, sKi He YSBISIOTH
€001 XUTTS Oe3 HBOTO, ajie i HeBiJl' eMHOIO YaCTHHOO 0araThoX Oi3HeC-TIPOIeCiB.

Haii6inbin moka3oBUMH, aje HE €IMHMMH MPUKIAaIaMu € eleKTpoHHa Komepiris (E-commerce) i
Intepuer-6ankinr (Internet-banking). Otxe, Inteprer ne-dakro craB poOOYMM IHCTPYMEHTOM, O€3 SKOro
BXKE€ HEMOJXKJIMBO YSIBUTH Hallle MOBCSKIICHHE )KUTTSL.

Onnak npupona IurepHery Mae i immmii Gik. Moro cruxiiiHe HEKOHTPOJBOBAHE MOMIMPEHHS
3a0e3MeYMII0O MACOBUI XapakTep WOro BUKOPUCTAHHS, alie MOPOIWIO W HH3KY TJI00aTbHHUX MpoOieM i3
cepito3HUMH Haciiakamu. 513 3a3Ha4ueHo B [1], rONOBHUMH 3 HUX €:

[lepmie: ockinbku [HTEpHET € KaHAIOM y 30BHIILIHIH CBIT, BiH CTaB OCHOBHUM JUKEPETIOM TOIINPEHHS
HIKiIJIHBOTO MOOIIBHOTO KOy (BipycCiB, XpoOakiB, TPOSHCHKHX IIPOrPam TOIIIO).

Hpyre: rno6anpHa Mepexka cTalld BUKOPUCTOBYBATHCA K KaHall, 3a JOTIOMOTOIO SIKOTO 3A1HCHIOIOThH
aTaKy Ha JIOKAIbHI 0OYMCITIOBAIIbHI MEPEkKi OpraHi3alliid, OKpeMi cepBepH i KOMIT loTepu. barato iHTepHeT-
pecypciB MicTaTh pisHMii mporpamuumii kom: JavaScript, Flash, ActiveX Tta iH. 3TOBMHUCHHKH MOXYTh
eKCIUTyaTyBaTH LIl KO JJIsl OpraHi3amii aTak Ha KOPIIOPaTHBHI MEPEXi 1 KOPUCTYBaIbKi po0oYi MicIs.

Cyugacna IT-cTpykTypa mamaeThCs BEMUKINA KUTBKOCTI aTak, HAHOUTBIT aKTyaTbHUMHU 3 SKHX €

-  @iminr (Fishing) — cmocobu mepexorieHHs mapojel, HOMEpiB KPeIUTHUX KapT i T.II. 3a
JIOTIOMOT'OF0 TE€XHIK COIiaJIbHOT iHXKeHepii;

- Spyware & Malware — 3acobu mepexoIUIeHHsS TaHWX 1 BCTAHOBJEHHS KOHTPOJIO HAaj
KOMIT FOTEPOM;

— Bipycu Ta iHmi mkimwBi Koay;
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- SPAM/SPIM — HebaxaHi NOBITOMJICHHS, 1[0 3aCMIYyIOTh €JICKTPOHHY TOILTY;

—  Burik 06i3Hec-iHpopMaIii, o MOKe HAHECTH KOMITaHii HETIONIPaBHY ITKOAY;

— 3arpo3a CyIOBOTO I[EpeciiayBaHHS, TIOB’s3aHa 13 HENPaBOMIPHUM BHUKOPHUCTAHHSIM
iHpopMallii, SKa 3aXHIICHA aBTOPCHKUM MTPABOM.

Tpete: IHTEepHET cTaiM aKTHMBHO BHMKOPUCTOBYBAaTH SIK 3aci0 NPUXOBAHOTO MPOHUKHEHHS B
KOPIOPATHUBHI JIOKAIbHI 00U CITIOBAIbHI MEPEXKI.

YerBepre: chorofHi I[HTEpHET MOKHA pO3MNAAATH SK OAWH 3 OCHOBHHX KaHAaiB BUTOKY
KoH(iAeHIiiHOT iHpOopMaIii.

Hanpuknaz, iHpopmariiiiHi pecypcy KOMITaHIH MiIAal0ThCs CEPHO3HUM 3arpo3aM 3 BUKOPUCTAHHSIM
CHiBpoOITHUKAMHU LUX KOMIAHIM OE3KOLITOBHHMX MOIITOBUX CKPUHBOK. 32 CTATUCTHUKOIO, B CEPEIHHOMY
80 % cmiBpoOITHHKIB pi3HUX KOMIIaHIH, KpiM BHYTPIITHIX KOPIOPATHBHHUX IIOIITOBHX aJpec, aKTHBHO
BUKOPHUCTOBYIOTh OE3KOILITOBHI IOIITOBI CKPHHBKM, HajJaHi pi3HUMH mpoBaiigepamu (yandex.ru,
hotmail.com, mail.ru, mail.yahoo.com i T.i.). Matoun moctyn mo IHTepHeTY 31 CBOro po6o4oro Mmicryst i
3HAIOYH, 110 KaHAJT HE KOHTPOIIOETHCS, OyAb-IKUN KOPUCTYBad MOKE OE3MepenIKOAHO BiATPaBHUTH 3a
MeX1 opraHizauii Oyab-sKy KoH}ineHuiiny iHdopmanito. Tak, 3rizHo 3 [11], HalmOMMpPEHIMMM IUITXOM
BUTOKY iHdopMarii € emexrporHa momTa (muB. puc. 1). Ii wactka Hait6imema — 22 %. IotiM #mxyTs
BiAmoBiaHO [HTEpHET (caiiTh, yaTH, Popymu, Oe3korToBHI momToBi cepBicu) — 20 %, iHTepHeT-TIeHIKepH
1 MOOiIpHI HakonayBadi — 1o 19 % Ta iHmIi Kepena.
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Puc. 1. lnaxu eumoxy koHgioenyitinoi ingpopmayii

AJle HaBiTh PO3YMIIOUM Li¢, JIMIIE KOXKHA YeTBEpTa KOMIaHiid 3a00pOHSE€ BHUKOPHUCTOBYBATH Taki
CKPUHBKH.

[T'sTe: 6€3KOHTPOIBHUI JOCTYN 40 IHTEpHETY 3HAUHO 3HMKY€E MPOAYKTUBHICTH Mpalli B KOJEKTHUBI.
[IpocToTa OCBOEHHS, JETKICTh MOIIYKY HeoOXiaHOI iH(opMarllii Ta iHII KOPHUCHI SKOCTI [HTEepHETY — OCh
NPUYMHU TOMYJSPHOCTI BOTO CEpBicy, 30KpeMa 3 ocobucToro MeTor. He cekper, mo y Oaratbox Bke
JaBHO 3'ABMJIACS 3BMYKA MOYMHATH POOOYUI AEHb 3 YUTAHHS HOBWH, IPOTHO3IB IMOTOJH TOMIO. 3a JaHUMH
kommanii IDC, Gnu3bKo TpeTWHH CBOro poOOYOro 4acy TNpaliBHUKHA PI3HUX OpTraHizalii i KOMMaHii
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MpoBOJATH B [HTEpHETI B WLiIAX, MO HE MarTh 0E3MOCEpeAHBOr0 CTOCYHKY A0 iXHboi poboru. Lle i
“moxoau” y iHTepHET-Mara3uHy, 1 MepeKeBi irpH, 1 MPOCTO MOIIYK iHpopMarIii.

Hapermri, me oaMH HAcHiIOK HEKOHTPOJIBOBAHOTO BHKOPUCTAaHHS |HTEpHETy — I 3HHKEHHS
MPOITyCKHOI ~ 3MaTHOCTI Mepexi. 3rimHo 31 craructukor, 44 % cmiBpoOITHUKIB — opranizariit
BHKOPHCTOBYIOTH KOPIIOPATHBHI PECYPCH I MPOTIISIaHHS BiZleo, IPOCIyXOBYBaHHs ayaio3anuciB (depes
HIOTOKOBI ay/io- 1 BiJIeOKaHalM), IPalOTh B MEPEKEBi irpH, 3aBaHTAXKYIOTh (ailii Benukoro o0'emy
(mampukian, ¢ainm MyJapTUMeERia: rpadiudi, My3wdHi (aiid, (GiTBMH TOIIO), HIO CTBOPIOE 3HAYHE
HaBaHTAKEHHsI Ha JIOKAJIbHI 00YHCITIOBATIbHI MEPEXKI.

IinkoM JIOTIYHO TICHIS NUX 3ayBar MOCTAE MUTAHHS, 10 X POOUTH, 11100 BOSPETTUCS Bl 3a3HAYCHUX
3arpo3. TyT aBTOp LIIKOM HOIINIAE JyMKY, BUKIaIeHy B poOoTi [5].

OpHO3HAYHA BIMOBIML JIJIS KIHIIEBOIO KOPUCTYBaya — POOUTH HE MOTPIOHO HIiYOTO0. 3 HUHINIHIM
piBHEM opraHizamii aTtak, 3 BAKOPUCTAHHSAM TakK 3BaHHX “‘TuiaTdopM Hamamy”’, MO MOENHYIOTh TPOSTHCHKI
nporpamu, OOT-TIporpamu, pi3Horo poay ueps’siku, DoS-atak (mampukiang IITOPM) kiHuneBomy
KOPUCTYBauy CHPAaBUTHCh HEMOXJIMBO. CpoOM OKpeMHX KOPHUCTYBadiB CIPABUTHUCS 3 LI€I0 HAaBaJOIO
HU3BKOIIPOYKTHBHI, Ta i KBaJTi(hiKalis cepeTHhOCTATUCTUIHOTO KOPHUCTYBaya IMepeBakHO HEJJOCTATHS.

3araioM mpobieMy O€3meYyHOro i MPOXYKTHBHOTO BUKOPUCTaHHS I[HTepHET-pecypciB MOKHA
BUpimyBaTH JBoMa crnocoOamu. llepmmii — pagukanbHa 3a00poHa BHKOpUCTaHHS IHTepHeTy 06e3
HE0OX1THOCTI 32 MPUHITAIIOM “3a00pOHEHO BCE, IO SBHO HE JI03BOJICHO .

Jpyruii, THyuKilMid BapiaHT, 10 Ja€ 3MOTY KOpUCTyBayaM JisiTH 3a IPUHLUIIOM “I03BOJICHO BCe,
10 He 3a00poHeHO”.

Choro/Hi epmvii croci6 1e BUKOPUCTOBYIOTh B OpraHizallisiX, Jie UPKYIIOE ceKpeTHa iHGopMaris
i iHdopmaris 3 oOMexxeHMM JocTynoM. | Xxoua BiH He rapaHTye BiJ BUTOKY iH(popmarii, aie cyTTeBO
00MEXy€e TaKi MOYKITHBOCTI.

Binburict ke KOMEPIMHMX MIANPUEMCTB 1 KOMIIaHIM BiIZIAl0Th MEpPeBary THYYKIIIOMY CIIOCOOY
pernmameHTailii CIiJIKyBaHHS 13 30BHIIIHIM CBITOM.

{06 3abe3neunTH THYYKUH KOHTPOJIb TPH BHUKOPUCTAHHI IHTEPHET-PECYpCiB, KOMIIAHIsIM
HEOOXiZJHO MPOBaJWTH BIAMOBIIHY NOJITUKY BHKOPHUCTaHHSA WHMX pecypciB. Lo momiTuky MoKHa
peami3yBaTH PyYHHM METOIOM, KOJH BiIIOBITHUI IMTAT CIHIBPOOITHHKIB Y PEXHUMI peaJbHOTO dYacy
MPOBASITh MOHITOPHHT KOPUCTYBadiB a00 aBTOMAaTUYHO, 3a JIOTIOMOTOO Bi/IMOBIAHHUX 3aCO0IB.

3po3yMiI0 1 OYEBMIHO, II0 PYYHHH MOHITOPHMHI BHMara€ 3HAuYHUX TPYJO3aTpaT Ul
BIJICJTIIKOBYBaHHSA aKTHUBHOCTI KOPUCTYBAYIB 1, KPiM TOTO, MOTpedye KaTeropusaiii CaifTiB, sIKi Bi/IBIAYIOTh
KOpHUCTYyBaui.

[[lo6 yHUKHYTH HHX TIPOoOIeM 1 3a0e3MeunTH THYYKHA KOHTPOJIh BUKOPUCTAHHS IHTEPHET-PECYPCiB,
KOMITaHi1 MOBMHHI MaTh HeOOXiTHHI THCTPYMEHT JJIsl peaji3alii MoJITHKA BUKOPUCTAHHS PEeCypCiB.

O06’exTHBHA TOTpeOa BHUKIMKANA MMOSBY HA PUHKY BEJMKOi KIIBKOCTI MPOTPaMHUX IPOAYKTIB,
NpU3HAYEHUX Il 3aXWCTy BiJ HaBeJeHWX Bumie 3arpo3. OJHak mNpakTHKa I[OKaszana, o
HaillepeKTUBHIIIMMHE 3 HUX € 3aco0M KOHTpOMIO iHQOpMamiifHOro 0OMiHYy, KOTPi BHKOPHCTOBYIOTH
TEXHOJIOTF0 KOHTEHTHOI (inbTparii Bix anrmiicekoro “content filtering”. ¥V my0Gumikariisix 3ycTpidaroTbes i
IHII Ha3BH ITi€T TeXHONOTII — “(imbTpallis 3a BMiCTOM”, “TEXHOJIOTisI KOHTPOJIIO BMICTy 1H(OpMAIliHHOTO
00MiHy” TOIIO, BC1 BOHH 03HAYAIOTh OJTHE 1 TE came.

He Bparounch B neTani TOYHMX BU3HAU€Hb, 3a3HAYMMO, IO IiJ KOHTEHTOM PO3YMIIOTh BJIAacHE
HAlOBHEHHSI CalTy, a B IIMPLIOMY CEHCi OyIb-sKi JaHi B €JIEKTPOHHOMY BHIJIALI. 3a CBOEIO CYTTIO
KOHTEHT MOKe OYTH SIBHUM 1 HESIBHUM, 1 BJJaCHE HESIBHUI KOHTEHT CTAHOBHUTH HAMOIIbITy 3arpo3y.

Heo0OxinHo onpasy 3a3Ha4uTH, IO KOJHA aBTOMaTH4YHa cucrema He 3xaTtHa Ha 100 % rapanTyBatu
Oe3meky Oe3 miiioBoi ywacti JoauHu B mpoueci ¢inmbrpamii. 3po3yMino, mo KBaigikamis nepcoHanry B
LbOMY BHIIAJIKy Ma€ BU3HAYaJIbHE 3HAUCHHSI.

KpiM ToOrO, /I MOAANBIIOr0 KOPEKTHOTO aHai3y HEoOXiJHE OJHE, IY)KE BAXKJIMBE MPUITYIICHHS.
Bono mepenbdauae, mo 3acobu KOHTEHTHOI (hijbTpallii 3aCTOCOBYIOTHCS IICIS TOTO, SIK peai3oBaHO BCi
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0a30Bi 3ax0/H i3 3a0e3neueHHs Oe3MeKH, a caMe: MPUNHATTS 1 OpraHi3allis BiAMOBITHOI MOJITHKU OC3MEKH,
KOPEeKIIisl 3TiIHO 3 HEW KOPMOpaTHBHOI iH(PACTPYKTYpH, BCTAHOBJICHHS BiJIMOBIAHUX OHOBJICHUX
OTEepalifiHUX CHCTEM 1 MPUKIAJHUX IMPOTrpaM, a TaKOK BUKOHAHHS IHIIUX BHMOT, HIO JMKTYIOTHCS
MOJITHKOIO O€3MeKH.

Tigpk# TICIAS TAKOTO BIPOBAKEHHS CIICIiaIi30BaHUX 3ac00IB KOHTEHTHOI (imbTparlii Mo’kHa
OTpUMaTH Oa’kaHHWI pe3yJbTar.

IT-purOK TIpOTIOHYE Pi3HI 3aco0u (impTpalii BMicCTy iHbOpMaIliifHOro 0OMiHY iHTepHET-KaHaJaMH.
Ix MoHa yMOBHO Ki1acudikyBaTH 3a THTIAMH i MeToaMK BiTbTpaIlii.

Cporonui Bimomi Tpu THNH 3aco0iB, MO 3a0€3MeUyIOTh KOHTPOJb 32 BHUKOPHUCTAHHSM iHTEpHET-
pecypciB. Jlo meprioro THIy HajekaTh MDKMEPEXKEBI €KpaHW, CHCTEMH BHSABIICHHS BTOPTHEHb, MPOKCI-
cepBepy, MapUIpyTU3aTOPH 1 CXOXi Ha HHUX 3aco0u ¢imbrpauii. pyruil TMn — 1e cydyacHi aHTHBIPYCHI
Mporpamu, 10 MaroTh 0230Bi MOKIIMBOCTI KOHTEHTHOI (ibTpariii.

Jlo TpeThOoro THITy HaJleXaTh CIEIiai30BaHi 3aco0H, po3po0iieHi Oe3MmocepeIHbO I KOHTPOJIIO 3a
BUKOPUCTAHHSM IHTEPHET-PECYpPCIiB: CHCTEMH MOHITOPHHIY €JIEKTPOHHOI MOIITH, 3ac00u KoHTpoiro Web-
Tpadiky, aHTHCTIaM-(iTBTPH, aHTHIIITUTYHCHKI IPOTPaMH TOIIIO.

Koxxuuil Tin 3aco0iB KOHTPOJIIO NMPH3HAYCHUH IUIsi BUKOPUCTAHHS HA PI3HUX PIBHSAX MeEpekeBoi
iepapxii. 3acoOu mepIoro i APyroro TUIIIB He MPU3HAYCHI AJIS1 KOHTPOJIIO iH(pOpMaLiiiHOro BMicTy iz yac
nepenaBaHHs iHQopmamii B iHTepHEeT-Mepexi. Bouum ¢uIpTpyoTh Tpadik Ha MepexeBomy i
TPAHCIIOPTHOMY PiBHSX, TOMI K 3acCO0M TPETHOrO PiBHS 3IIMCHIOIOTH ii HAa NMpPUKIagHOMY piBHI. Jlis
JIETAITBHILIIOT0 O3HAHOMIICHHS 13 32C00aMK MIEPIIOTo i APYroro TUIY MOKHA 3BEpHYTHCS 110 [2].

Ha puc. 2 HaBeneno knacuikailito 3ac00iB KOHTPOJIO BHKOPUCTAHHS IHTEPHET-PECYPCIB.

3acobu KOHTpOoro
BMKOPUCTaHHSI
iHTepHeT-pecypciB

/v\

MixmepexeBi ekpaHu,
NPOKCi-cepBepwn Ta ixHi
aHarnoru

CneujanizoBaHi AHTKBIpYCHI Nnporpamu
nporpamHi 3acobm

e

CepeepHi 3acobu KnieHTCbkKi 3aC00M KOHTEHTHOT
KOHTEHTHOI dinbTpauii dinbTpauii

/\

3a MicLleM B IHpacTpyKTypi:

3a meTogom oinbTpaLii: - TexHonorisa pass-through 3a pexumamu PyHKUIOHYBaHHS:
- KOMIMIEKCHI - TexHororia pass-by - aBTOHOMHI
- cneuianisoBaHi - ribpuaHi (pass-through+pass-by) - BOynoBaHi

Puc. 2 Knacugixayis 3acobie konmponio 3a sukopucmanusm Inmeprnem-pecypcie
Ha mignpuemcTBax, ¢ akKTUBHO BUKOPUCTOBYIOTh IHTEpHET, aKTyadbHHUMH € 3aBJaHHS KOHTPOJIIO

JIOCTYIy KOPHCTYBadiB 1O IHTEpHET-pecypciB 1 3amobiraHHs BHUTOKY KoH(imeHIiitHOI iH(bopMarii,
BUKOPHUCTaHHsI 3aC001B MEPILIOro 1 IPyroro THITB HEAOCTATHEO.
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Lle 0OymMoOBIICHO HEOMIKaMH, SKi IETaTbHO MpoaHanizoBaHo B [1]. Mu 30cepenumMo cBoro yBary Ha
3aco0ax TPeThOro THUIY, CHEIliaTi30BaHUX MPOTpaMHUX 3aco0ax, IO JaloTh 3MOTY €(hEeKTHBHO
KOHTPOJIOBATH iH(hopManiiH1i OOMiH.

Sk Mu B)Ke 3a3HAYANM BUIIE, CYYaCHUM 3arpo3aM iH(opmamiiHiid Oe3meri HEMOXIIMBO 3armo0irTu
0e3 BUKOpPUCTaHHS KOHTEHTHOI (DUIBTpAIlii, B OCHOBY SIKOi MOKJIAJCHO JETAJIbHUI aHalli3 IMOIITOBOIO i
Web-tpadikis. Sk ciymmHo 3a3HadeHo B [5], mocTiiiHe MparHeHHS 10 JATEHTHOCTI KOMIT IOTEPHUX
3NI0MiIHb, TEXHOJOTIYHUN pIiBEeHb aTaK, a TaKOoXX IHTENEKTyajbHa CKJIaJ0Ba WIKIIJIMBUX MIPOTpam
PO3BHBAIOTHCS HACTLIBKU MIBUIKO, IO JUIA CBO€T Oe3mekH i Oe3meku cBoro 0i3Hecy HeoOXiTHO SK MiHIMyM
HE MporpaBaTH, a 0axaHO BHUIIEPE/DKATH PIBEHb PO3BUTKY LWUX TexHONOTiH. Lle o3Hauae, mo BuMararu
BIAMOBIAHMX 3HaHb y Wil Tamxy3i Bin auBepcuikoBaHMX 3a piBHeM KBali(ikalii KOpUCTyBadiB
KOMIT IOTEpIB — IIe K MIHIMyM HEBIAIMOBiZanbHO. TOMY KITIEHTCHKI 3acO0M KOHTEHTHOI (QiIbTparlii xod i
MAaroTh NPaBO Ha KUTTH, aje ePEeKTHBHOTO 3aXHUCTY 3a0€3MEUUTH HE MOXKYTh.

HaiiGinpmn agexBaTHUM Cyd9acHOMY PiBHIO 3arpo3 BUPINIEHHSIM MPOOIeMH OYHINEHHS iH(opmaiii
BiJI IIKIZJTHBOTO HABAaHTAXXEHHS € ILTI030B1 (CepBepHi) 3ac00M KOHTEHTHOT (ibTpartii.

Sk Oyno 3a3Hau€HO BUILE, OCHOBHHMH JDKEpEJaMy 3arpo3u JUIsl KOPHOPATUBHUX KOMII' IOTEPIB €
Inreprer 1 enexTponHa momra. KoMmruiekcHwil miaxim mo Oesmekd, mo 3abe3medyeTscsi 3acobamu
KOHTEHTHOI (inbTpallii, nepeadavae pileHHs, 0OJHAKOBO e(DEKTHUBHI JUIs aHAJI3Y AaHUX, [0 HATXOASTH SIK
Yepes MOINTOBI IPOTOKOJIH, Tak i uepe3 Web.

3pO3yMilIuM TaKOX € Te, IO BCi Taki 3acO0M MOBUHHI MaTl BUCOKY MTPOAYKTHBHICTh, II0OOM BHOCUTH
MiHIMaJbHI 3aTpUMKHA B poOOTy KopucTyBadiB. Lle moBon BaknmmBO Tipu BHOOpi OONMamHAHHS, alKe
HIBUJIKICTh POOOTH O€3MOCEPEHBO 3aJICKUTh BiJl TEXHOJIOTI peanizaii i pexxumy podbotu. Hanpuknan, 3
BUKOPHUCTaHHSIM KOHTEHTHOTO (iNbTpa, M0 MpaIoe SK MPOKCi-CepBep, YIOBUIHLHEHHS B POoOOTI Oyxe
BIZIYyTHUM, aJpKe JIJISl aHaIi3y KOHTEHTY BiH BiJ3epKaIOE€ThCS Ha MIPOKCI-CepBeEp, SKHUH MEPETIsIac KOXKECH
(hafin 1 nume MOTIM JOCTaBIIsA€ 3aMUTYyBaHWN KOHTEHT Ha poOoui Micig. Takuil migxin g0 pobotu
CIPUYHMHSIE APATIBIMBI Ui KOPHUCTYBadiB May3u 1 0€3MOCEPEIHbO 3aJ€KUTh BiJ MPOIMYCKHOI 31aTHOCTI
MeEpexi.

AJBTEpHATHBOIO TIPOKCI-METOAaM € TEXHOJIOTii, IO JAa0Th 3MOTY “Ha JHOTY aHaNi3yBaTH (aiiim,
nepesadi 3a JOMOMOTOK Pi3HUX MPOTOKOJIIB, Ha HASBHICTh IIKIJJIMBOTO HABAHTA)KCHHS, MPUUOMY Ha
peanpHii MBUAKOCTI a00 X i3 HE3HAYHUM OOMEKEHHSIM 00 MPOMYCKHOI 31aTHOCTI Mepexi. LI meToan
MAaIOTh 1HIII HEJOJIKH, K1 JeTabHIIIC TPOaHAII3yEMO HIKYE.

AHaJi3 momTH

Ilix yac BUKOPUCTAHHS €IEKTPOHHOI IMOIITH BHHUKAE€ HEOOXITHICTh 3aXMINATH SK BXITHHMA, TaK i
BUXITHUN Tpadik. Ase 3aBHaHHS, SKi BHUPIMIYIOTHCS IS KOKHOTO 3 WX HAIpPSAMIB, TOBOJI CHIJIBHO
BiZpi3HAIOThCA. J1st BXimHOrO Tpadiky HeoOXimHO 3a0e3MeYUTH KOHTPOJb 3a WIKiAJHMBHMH KOJaMu
(Bipycamu), (immHroMm ta HeOa)KaHOK TOIITOK (CIaMOM), TOMi AK Y BHUXiJHOI MOIITH KOHTPOJOETHCS
BMICT, TIepeJaBaHHs SKOr'0 MOXE TMPHU3BECTH JO BHUTOKY BaxJIMBOI iH(OpMAIlii, MOIHUPESHHIO
KOMIIPOMETYIOUHX MaTepialiB TOIIO.

BinpmricTe MpoAyKTIB, HasBHUX HAa PHUHKY, HAJAIOTh MOXJIHMBICTH KOHTPOIO JIHMIIE BXiJIHOTO
Tpadiky. Lle 3miicHIOETBCS 3a paxyHOK iHTerpamii 3 aHTHBIPYCHHMMH CHUCTEMaMH, peaji3amii pi3HuX
MEXaHI3MIB 3aXUCTy BiJi HeOakaHOl momTH Ta (QimuHra. bararo 3 nux (QyHKIIH Bxe BOYIOBaHO 0
MOIITOBUX KITIEHTIB, aJie¢ MOBHICTIO BUPILIUTH 3aBIaHHS BOHU HE MOXYTh.

CroromHi OIIBIIICTh pillleHb, MPHU3HAYCHUX IS 3aXUCTy BXimZHOTO Tpadiky Bim HeOakaHOI
KOPECIOH/IeHIIi1, BAKOPUCTOBYIOTh OJHY 3 JBOX HAHMOIIMPEHIMINX TEXHOJIOTIH cepel MPOAYKTIB Kllacy
“email security”. Omna 3 HHUX — IIl€ BHKOPHUCTAHHS PpEMyTAI[ifHOTO MEXaHi3My BiJICTEKEHHS
HECAHKI[IOHOBAaHUX  IHTEPHET-PO3CHIIOK, 10 MICTITh MiAO3pUIMHA  KOHTEHT. [HINI  TEXHOJOTil
BHKOPHUCTOBYIOTh METO/] CKAHYBAHHS KOHTEHTY KOXHOTO JIMCTA, [0 HAJXOIUTh Ha poOOoYi CTaHIIii Mepexi.
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I To#, i iHIIMII MeTOoOM MaroTh MpaBO Ha CaMOCTiHHE iCHYyBaHHS, ajie 3arajJbHUN BEKTOp pIllleHb IS
3a0e3mnedeHHs 0€3MEeKH MOMTOBOTO TpadiKy CIIPSIMOBAHUH y 01K KOMIUIEKCHOTO IiIXOTY.

Penyramifinuii MexaHi3M BiJCTeXKEHHS Tepeadavyae HasSBHICTh INICBHOI 0a3u JaHuX, ska O
3a0e3redyBana MepeBipKy peryTaiii caifTy, mo Hagae iHpopMariiro.

CucteMn KOHTPOJIO, IO BUKOPUCTOBYIOTH Liei MeTol (inpTpallii, BHKOPUCTOBYIOTh CHELiaNbHUHI
CepBiC KaTeropwsamii, IO HAJAEThCI MpOBaijepaMH IHTEPHET-MOCHYTr abo CHemiali3oBaHUMHU
komnaHisimu. OCHOBY CepBiCy CTAaHOBHTD 0a3a JaHUX, SIKA TOCTIHO OHOBITIOETHCS 1 TIOMTOBHIOETHCA.

[lepeBakHo nMIIe HA CIELiali30BaHMX 3aX0JaX PO3POOHUKH TaKHUX pilleHb ailIyloTh, K came
BOHH NPHUBIACHIOIOTH CAlTy Ty YM IHIIY PEMyTalilo 1 AKi KaTeropii, KpuTepii Ta CUCTEMa OIIHOK IS I[HOTO
3aCTOCOBYIOTHCS. JIJIsi IIbOr0 MOXKYTh BUKOPHUCTOBYBATHUCS 1 BiK caifTy (4MM BiH “cTapiuuii”, TUM Kpalia B
HBOTO pEIyTallis), i KOHTEHT (JIHrBICTHMYHMI aHali3), i HasBHICTEH afpecu B black-mucrax mposaiinepis, i
Oararo iHmMX mapaMeTpiB. JeranpHinry iHpOpMaIio MPO KaTErOpiFOBaHHS CAWTIB 1 PO3MILIEHUX HAa HUX
JTAHUX MOKHA OTpUMaTH B [6].

Cripx 3ayBakuTH, 110 1€ MEXaHi3M 3aCTOCOBYIOThH JUIsl 3aXHCTy BXiTHOTO Tpadiky Bij (ilIMHTY.
Haifuacrimne neil 3aXuCT 3A1MCHIOETHCS MOPIBHSAHHSAM OTPUMAHHMX MOIITOBHX IOBIIOMJIEHb 3 HASBHOIO
0a3010 TaHUX aJpec CAWTIB 1 MOBIIOMIICHB, PO AKY HIIIIOCS BUIIE. AJie HE JIMIIE IS 3aXUCTy CUCTEM Bill
¢GilMHTY BUKOPHUCTOBYIOTH pPENyTallifHWN MexaHi3M BifcTexeHHs. [li3Hille MU Ime moBepHEMOCS 1O
LILOI'O METOJY 3aXUCTY.

[epexonsun 40 Ipyroro METOAy aHali3y BXiOHOTO Tpadiky i1 aHaNi3yroud BHMOTH, SIKi IOBHHHI
3a/IOBOJIFHATH CHCTEMH CKaHYBaHHS €JIEKTPOHHOI IMOINTH 3aco0aMH KOHTEHTHOI (inbTparlii, HeoOXiaHO
3a3HAYUTH, 110 aHaJi3yBaTH KOHTCHT HEOOXiJHO 3a BCiMa KOMIIOHCHTAMHU €JICKTPOHHOI TOIITH:
aTpuOyTaMu KOHBEPTY, 3arojoBkaMu nosigomieHHs, MIME-3aronoBkamu, TijloM caMoro HOBiJOMJICHHS,
npuenHaHuMu  Qpaiimamu. CHUCTEMH KOHTPOIO EJNEKTPOHHOI TIOIITH ITOBHHHI MOJUIATH IIOIITOBE
MOB1IOMJICHHS Ha CKIIJ[0Bi, IPUYOMY II€ TIOBUHHO OYTH IMOBHUI MMOJLIT, HE3aJIE)KHO Bijl CKIIAIHOCTI JIUCTA i
piBHIB BKJIQJICHHS.

Cucrema MOBMHHA TaKOX HAJIMHO BW3HAvyatu THU (¢aimiB-Bkianenp. [lig HamifiHICTIO MU
pO3yMieEMO BHU3HAUYEHHS, IO TPYHTYETHCSA HE Ha iMeHi (aiiima um Ha iHGOpMAaIii, BIUCAHINA TOIITOBUM
KJIieHTOM TIpH AojaBanHi daitna (MIME-Tum) — taka indopmaris Moxke OyTH HEOCTOBIPHOIO B pe3yJbTari
— abo cBimoMuX crnpo0d 0OMaHyTH CHCTEMY KOHTPOJIO, a00 HEMpaBIJIFHUX HANAIITyBaHbh IOIITOBOI
MpOrpaMu BilMPaBHUKA.

BaxnuBe 3HaYEHHS AJIS1 CHCTEMHU KOHTPOJIIO Ma€ MOBHOTA MPOBEJCHUX MEPEBIPOK, TOOTO KiBKICTH 1
pi3HOMaHITHICTH KpHUTepiiB aHamizy. CucreMa NMOBHHHAa MaTH MOKJIMBICTH 3AIHCHIOBATH (UIBTpAIliio 3a
pi3HMMHU aTpuOyTamu, 3a 00CATOM MOBIIOMJICHb 1 BKIaJeHUX (aililiB, 3a KUTBKICTIO 1 TUIIOM BKJIaJACHb, a
TaKOX BMITH aHAJi3yBaTH BMICT MPHUKPIIUICHUX (haliiIiB HE3aJeKHO BiJl TOTO, YU € Ti (paiii CTUCHYTHUMH
YH apXiBOBAaHUMHU.

Sxmo pemyraniiHuii MeTon ¢QiTbTpaIlil 3axuinae KOpUCTyBada Bia (IMIMHTY, TO METOIU aHAJTI3y
KOHTEHTY BXiJHOI KOpECTOHJEHLIi TOBMHHI 3aXUIATH KOPHCTYBayiB Big coamy. llepeBaskHO
BUKOPHUCTOBYIOTh TPY OCHOBHI METOIMKU BU3HAYEHHS HAJICKHOCTI JIMCTa IO CIIaMy.

[lepmia meronmuka BHSBISIE HASBHICTH B JIMCTI TICBHUX KIIFOUOBHX CIiB a00 CIIOBOCIHOJYYEHB,
XapakTep HalMCaHHs JHUCTA, a TAKOXK crenudiyHoi aapecHoi iHpopmarii.

Hpyra Meronuka moB’si3aHa 13 BU3HAYEHHSAM aJPec BiANpPaBHUKA Ta HOrO MPHHAJIEKHOCTI IO TaK
3BaHUX “YOPHHUX CITMCKIiB” TOIITOBHX cepBepiB. Jlo IMX CMHCKIB 3aHOCSITHCS cepBepu abo KOMIT I0TEPH,
mo 3adikcoBaHI B MacCOBHX pO3CHIKax cIlaMy, TOOTO (DaKTHYHO BHKOPHUCTOBYETHCS pEIyTaIliiHUN
MeXaHi3M BIICTEKEHHS.

Tperss MeTroaMka TPYHTYEThCS Ha Teopii HMOBIpHOCTI 1 BHKOPHCTOBYE aisi (imbTpamii cramy
CTaTHCTUYHUN anropuT™ baiieca. ChorojaHi momToBi cepBepu yis (PuIbTpallii caMy BHKOPHCTOBYIOTH
¢dinetpun DSPAM, SpamAssassin, SpamBayes, SpamProbe, Bogofilter, CRM114, ski 3acTOCOBYIOThH
OaifeciBcbki MeTOnM. 3a HASIBHUMM OI[IHKAaMH, Led MeToi € AoBoii edexktuBHUM. JlocmimpkeHi 8 Tucsu
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JHUCTIB, TOJIOBMHA 3 SKUX Oyna cmamMoM, Jajga MOXIUBICTH BusiBUTH 99,5 % cnam-moBigoMieHb, a
KUTBKICTh MTOMHJIKOBUX CIIPAIIOBaHb (ibTpa BUSIBHIACH HYJILOBOIO [6].

EdextrBHe BUSBICHHS IIKIAIMBUX KOAiB (BipyciB), dimmHry ta HebGaxaHoi momrtd (cnamy) — 1e
Iy€ BaXJIMBO, aJlé HE MEHII BAXKJIMBE 3HAUCHHS B CyYaCHHMX CHCTEMax KOHTPOJIO €JEKTPOHHOI MOIITH
Ma€e THYYKICTh pearyBaHHS CHCTEMH Ha pe3yibraT aHamizy. Cucrema MOBHHHA BMITH OJOKyBaTu
(inkoBHTO ab0 THMYACOBO) JOCTAaBKY KOPECIIOHJEHINIT, MEpEeMIllyBaTh MiZ03piii JUCTH B KapaHTHHHY
30HY JIUIS TTOAAJIBITIOTO aHAaJi3y, HAJICHIATH TIOBIIOMIICHHS aJIMIHICTPAaTOPy MEPEKI TOIIO.

Sk 3a3HaueHO BUIE, BAKJIMBO KOHTPOJIOBATH BHXiIHY IMOIITY, TNEpEJaBaHHS SKOTO MOXKE
MIPU3BECTH J0 BUTOKY BaXXIUBOI iH(pOpMAIIii, HOIIHpPEHHS KOMIIPOMETYIOUNX MaTepiajiB TOIIO.

Hns 6oporsbu 3 BUTOKaMu iHGOpMaLii BHKOPHCTOBYIOTH Pi3HI crocoOuW, IO IPYHTYIOTBCS Ha
MepeXOIUICHH] 1 MIMOWHHOMY aHalli3l MOBiAOMJIEHb BIiAMOBITHO MO MPHUHHATOI MOJITHKH (inbTparii. Y
bOMY BHIIAJIKy BHHHKA€ HEOOXiJHICTh KOPEKTHO BHU3HAYMTH THI (hailyliB, MOBY 1 METOAM KOAYBaHHS
TEKCTY, 3MIACHUTA CEMAaHTHYHIH aHAi3 BUXITHUX MOBiTOMIICHb.

OpnuuM 13 cnoco0iB Takoi (inbTparii Moxke OyTH OOMEKEHHS 3a TUIIOM IEpPeaHuX IOBIIOMIICHb.
Hanpukmnasn, Mo)xHa BCTAHOBUTH 3a00pOHY Ha BiNPaBKy 3a Mexi opranizamii ¢aiinis Microsoft Word a6o
EXEL, ski MOXyTh MICTHTH BaxiauBy iHQopmamiro. [Ipu mpomy Tun Qaiiia He MOBHHEH BH3HAYATHCS
iMeHeM (aiiia Y1 OCHOBYBATUCH Ha iHQOpMALii, BIUCaHii MOIITOBUM KIIIEHTOM MiJ Yac AomaBaHHs (aiina
(MIME-tumn). Ins Tounoi oOpobKy JaHuX cucTeMa (hiapTpalii MOBMHHA BH3HAYaTH THI (aiiaa 3a Horo
CUTHATYPOIO.

OcranHiM YacoMm s 3a0e3medueHHs Oesnekd iH(GOPMAIIHHUX CHCTEM BaXKIUBUM CTaB TaKWH
(akTop, SK HASBHICT y KOMIaHii apxiBy MOINTOBUX MOBigoMiieHb. HOBi po3poOku y ramysi KOHTEHTHOI
GbinpTpanii mependadalOTh HASBHICTH CIEIiaIbHUX MOJYJIB apXiByBaHHs. CTBOpPEHHS apXiBy, Lie¢ He
pPOCTO ABTOMATHYHUN 3alyc IMOITOBUX IOBIOMIICHb, alie 3JIaTHICTh CHCTEMH aHalli3yBaTd IiX 3MicT
NPOTATOM BCHOTO KUTTEBOIO IMKIY MOBiJOMIIEHb, MOXJIHMBICTh OTPUMAaHHS HEOOX1ITHMX CTATHCTUYHHUX
JAaHWX 3 apXiBy, CTBOPEHHUX 3 BUKOPUCTAHHIM Pi3HUX KPUTEPIiB.

Anaumiz Web-Tpadika

o crocyernest dinprpartii Web-tpadika, 1o mmsa 3abesneueHns indopMaiiiHoi 6e3meKH MOXKYTh
OyTH BUKOPHUCTAHI Pi3Hi MiAX0IH.

Tak, Hanpukiaang, y poborax [4, 5] BukmameHi aBa MOCTyJaTH, sKi, Ha AyMKY aBTOpPIiB, TOBHHHI
i ABUIIUTH PiBEHB 1HPOPMAIIIHOT Oe3MeKH.

[lepmnii 3 HUX — 1€ MaKCHMAaJIbHE 3HKEHHSI POJIi JIIOJICKKOTO (haKTOpa Ha BILTUB MOJITHKH Oe3MeKn
pobotu B InTepHeTi. Hebesneka TyT nomndrae B TOMy, IO HEMiATOTOBJIEHI KOPUCTYBaydi MOXKYTh IpUHAMAaTH
PIIIEHHSA 3 TUTaHb, B IKUX BOHU HE KOMIIETEHTHI.

Hpyruit — Haitbineiny yBary mig yac ¢ingerpanii Web-tpadika HeoOXiHO 3BepHYTH Ha OOpPOTHOY
i3 IMHUTYHCHKUM (SPYWare) mporpaMHUM 3a0€3MCUCHHSIM.

VYV poboti [1] cnoBigyeThes mmpmmuit migxig mao 3acobiB ¢imerparii Web-tpadika. OcHoBHUM
Kputepiem Bubopy 3acobiB ¢inbTpamii Web-tpadika, Ha ayMKy aBTOpiB, € (GYHKI[IOHAIBHICTH, TOOTO
3aJIC)KHICTh BiJl 3aBJaHb, SIKI CTOSATh IEpel TIEK 4YH IHIIOK KoMmmaHiero. B po0oTi meTanbHO
npoaHaii3oBaHo (YHKII, sKi TTOBHHHI BUKOHYBaTu 3acobm ¢inbrparii Web-tpadika, a Takox crnocoou
peanizamii mux GyHKITIH.

Ha wam norssin, npu ¢inerpauii sk momry, Tak i Web-tpadika 3aBnanns iHpopMaliiHOi Oe3nekn
MIEBHOIO MipOro meperntiTaloThes. Tak, mpu ¢imsTparii Web-Tpadika akryaasHuME € 3am100iraHHss BUTOKY
KOoH(]ineHniiHOI iH(dopMarii, MOHITOPHHT Mig03piioi i 3a00pOHEHO0T aKTUBHOCTI KOPUCTYBAYiB, 3aXUCT Bil
aTak 3 BUKOPHCTAHHIM 3aco0iB comianbHoi imkeHepii (¢pimmur/GapMinr), 3aXuUCT Bix BipyciB i cmamy, a
TaKO 3aXUCT BiJl Ail IIMUTYHCHKOT'O IPOTPaAMHOTO 3a0€3MCUCHHS.

Sk GaunMo, 3aBIaHHS 3HAYHOIO MIpOIO € CHUTBHUMHU JUIsi 000X BUAIB (inbTpallii, i B TOMy HeMae
HIYOT0 JMBHOTI'O, OCKIJIBKH I1iJTi (hiTbTpariii 30iraroThCsl.
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OCKiNbKM MM BX€ NPUAUIMIN OaraTo yBaru 3aBAaHHSM, SIKi BHKOHYIOTBCS MiA 4ac QimpTparii
TIOIITH, PO3TISTHEMO METaNbHIIIE CITOCOOW 3aXWCTy BiA Jii MIMHUTYHCHKOTO MPOTPaMHOTO 3a0e3TeUeHHS.
Knacnuaum metomom OopoThOM i3 Spyware e curHaTypHuil aHamiz. Lleii Meroxm Hemoranui, aie
e(eKTHBHICTh HOr0 3aCTOCYBaHHS IIPU CyYaCHOMY PO3BUTKY 3arpo3 € HEIOCTaTHHO BHUCOKOIO 3 TaKUX
npuuns [4]:

1. Jlns Bu3HaueHHs SPyware 3a curHatyporo HeoOximHo xoutposoBatu 100 % Web-tpadika 3a
npotokojgamu HTTP, FTP i myxe OaxkaHo — 3a mpotokosiom HTTPS. Ile mocraTHbO pecypcomicTka
3ajaya, 1, IK MU BXe 3a3Hayalld, po3B’A3aTH ii 0e3 3aTPUMOK y poOOTi KOpUCTYBadiB MOXKYTh HeOarato
KOMTIaHiH.

2. ba3za curHatyp noBuHHa OyTH aKTyaJbHOIO, iHaKIIe HOBI IITaMU SPyware BUsBJICHI HE OyAyTb.

3. HaitedekxTuBHine Spyware BUsSBISETbCS IPU TOTAIFHOMY CKaHyBaHHI (haiIoBOI CTPYKTYpH Ha
akTyanbHii 0a3i curatyp. OfHaK Take CKaHyBaHHs 3aliMae HETPHUITyCTUMO 0araro 4acy.

SIk ciymiHO 3ayBakeHO B [5], KTacHYHMA CHUTHATYpHHEN aHaji3, IO IPYHTYETHCS Ha MOCTIHHO
MOHOBJIFOBAJIbHIN 0a3i, Mae OJIMH 3HAYHUN HEIOJIK: IHTepBaN Yacy, IPOTIroM SIKOIO CUTHATYpa MOTPAILISE
B 0a3y, Moxxe OyTH 10BOJi BenMKUM. OCKUIBKY MBUAKICTH NOMMpeHHs wKigmBoro [13 mocriiiHo 3pocTae,
TO 6a3a CUTHATYP BIJICTA€ 32 YACOM, IO IPUBOJUTH JIO MOXIIUBOCTI IIPOHUKHEHHSI IIK1UIUBUX MPOTPaM Ha
KOMIT I0TepH KOPHUCTYBAUiB.

EdexTuBHO OOpOTHCSA 3 TaKOro poay aTakaMd HEOOXiTHO KOMIUIEKCHUMH METOJaMH, SKi
PO3TIITHEMO B HACTYIHHUX Ty OJIiKaLisX.

3BUYaiiHO, B KOPOTKil CTATTi HEMOXKIIMBO PO3TIITHYTH BCi MpoOJIeMH, Mo iCHYIOTh B cdepi Oe3nexn
IT. 3a Mekamu CTAaTTi 3QJTHIIMAIKCS TaKi BOXIIUBI TUTaHHS, K GinsTparis Tpadika B cepenonuiai Web 2.0,
10 3aCTOCOBYIOTH TeXHONOTiF0 AJAX, BUKOpPHUCTaHHS SKOI CEPHO3HO YCKIIAIHIIIO KOHTEHTHY (iIbTpaIlito
Web-tpadika. Takox He po3riIssHYTO BEJIbMH akTyanbHe mutaHHs Qigerparii VOIP (Voice over IP)-
Tpadika, 3acobiB 1151 mepeJaBaHHs 3ByKOBOI 1 BiieoiH(opMalii Mix KOMII IOTEpaMH.

e mag3BUUalfHO BAXKIIMBI 1 aKTyasbHI 3aBIaHHS, 1 B HACTYMHHUX IyOJiKaImisX MU AETAIBHO IPO-
aHaJIi3yeMO CIOCOOM 3aXHCTY iHPOPMALIITHOTO CepEeAOBHILA 13 BAKOPUCTAHHSAM 3a3HAYCHUX TEXHOJIOT1H.
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