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PosrnsanaoTbesi  MeTOAM  MOPIBHSJIBHOIO — aHAdi3y  BJIACTHBOCTel  MeXaHi3MiB
enexkTponnoro mignucy (EIT) srigno 3 ICTY |SO/IEC 14888-3:2014. TocaiakeHo Ta mpoaHa-
Ji30BaHO icHyI04i MeToau nopiBHssIbHOrO aHaxizy EIl Ha ocHoOBi MeTony aHani3y iepapxiii Ta
MeToAiB BaroBux koedinientis. Hapeneno nmeBHi KpuTepii Ta MOKa3HMKH, 110 MOXKYTh OyTH
BHKOPHUCTAaHI Mij1 Yac NOPiBHAJIBLHOIO aHAJI3y BjacTuBocTeii mexanizmiB EIL.

KuarouoBi ciaoBa: ananiz mexanizmiB EII, BaroBi koediumieHTH, enekTpoHHUIl miamuc,
kpuTtepiii oninku EII, meToau nopiBHsiibHOr0 ananizy EII.

The paper deals with the comparative analysis methods of electronic signature (ES)
mechanisms according to DSTU | SO/IEC 14888-3:2014 properties. The existing compar ative
analysis methods of ES based on the hierarchy analysis process and weight indices methods
are investigated and analyzed. Some criteria and indicators that can be used in the
compar ative analysis of ES mechanisms properties ar e presented.

Key words: electronic signature mechanisms analysis, weight indices, eectronic
signature, electronic sighature estimation criterion, electronic signature comparison analysis
methods.

Beryn
Jns HajgaHHs eNeKTPOHHMX JOBIpYMX TOCTYT Ha MDKHAPOJAHOMY, PEriOHAbHUX Ta HAIIOHAJTBHHX
PIBHSIX MPHUIHATO JI0 3aCTOCYBaHHS 0araTo CTaHIApPTH30BaHUX MexaHi3MiB erekTponHux mimnucis (EIT) [1, 2,
6, 7]. YV €sporeiicekomy Corosi (€C) BukoHano 6arato mpoekTiB Hopmamizamii moxo EIT [5, 14]. Pamimre
311aBaJI0Ch, 1110 BOHU BHPIIIYIOTH IpoOieMu mpuomm3Ho g0 2030 p. Asie 3rigHo 3 OCTaHHIMU JTOCTIPKSHHSIMH B
YaCTUHI BUMOI' Ta PO3POOKH MOCTKBAHTOBHX cTaHaapTiB EIl mocramy HOBI SIK TEOPETHYHI, TaK i MPAKTHYHI



3aBJIaHHS OOTPYHTYBAaHHS METO/IIB MOOY/IOBH, aHAI3Y Ta mopiBHsuTbHOrO aHamizy EIT. [Tpu ipoMy po3poOHUKH
Ta KOPUCTYBadi JJOAATKIB €IEKTPOHHUX JOBIPUHMX MOCTYT MOXYTh 0Ooupatu MexaHizmu EIT i3 3Ha4HOT KiTBKOCTI
ICHYIOUMX MDKHAPOJHMX Ta HaIliOHATBHUX CTaHmapTis, mepeaycim JICTY ISO/IEC 14888-1,2,3 [1, 2], ACTY
ISO/IEC 9796-3 [6], ACTY 4145-2002 [7] toro. Ha HaIm morisid, ChOroaHiI BaXKIMBUMH Ta TAKUMH, IO
BUMararoTh BHPIIIICHHSI, € TEOPETUYHI Ta MPAKTHYHI MPOOJIEeMH] TUTAHHS OOTPYHTYBaHHS Ta BUOOPY METO/IIB
OI[IHFOBAaHHS, a TaKOXX CTBOPCHHS Ha 1X OCHOBI METOAMKHU aHaJIi3y Ta IMOPIBHIBHOTO aHAI3y ICHYIOYHX Ta
nepcnekTHBHUX MexaHi3MiB EIT.

3riIHO 3 HAIMM aHATi30M, BIIEpIE TaKi METOJUKH OI[IHIOBAHHS Ta MOPIBHSUTLHOTO aHAITI3y MEXaHI3MIB
EIT Oymu 3amporionoBani y [3, 8, 16, 17], noriM aetanbHo Oynu BukimaneHi y [5]. CyTHicTh mpomosuiriii
3BOJIMJIACH JIO TIOALTY KPUTEPIiB omiHku MexaHi3MiB EIT Ha Oe3yMOBHI Ta yMOBHI, a IOTIM BUKOPUCTAHHS iX IS
OOYMCIIeHHsI 3HAueHb IHTETPAIPHUX YMOBHHX Ta Oe3yMoBHHX KputepiiB ominku EIT. Tlpu 1mpomy
3alpOIIOHOBaHI 0€3yMOBHI KpHUTEpIi Ta Ha iX OCHOBI iHTErpanbHUi O0e3yMOBHHI KpHTEPiH € e(peKTHBHUMHU Ta
JIAI0Th 3MOT'y OLIHUTH YM TOPIBHSTH icHyroui amroputMu EIT. Ane 3anpononoBani y [3, 5, 10, 21] meromu
O0YHCIIeHHsI 3HAYEHb IHTErPaJbHOr0 YMOBHOI'O KPHUTEPIIO, IO IPYHTYIOTHCS Ha METOJI aHali3y iepapxiii Ha
OCHOBI TIOMAapHOrO MOPIBHSHHS, 3HAYHOI MIpOI0 3aJieKaTh BiJl KOMIIETEHTHOCTI €KCIIEPTIB Ta BIUIMBY iX
Cy0 €KTMBHOI JyMKH Ha pE3yJbTaT OI[IHIOBaHHS. Y TOM caMMii 4ac iCHYIOTH IHINI METOAW, CEPEel SKUX
3aCIyTOBYE Ha yBary METOJ] BU3HAYeHHs BaroBux koedirientis [9, 18, 20], a Takox MpakTHYHI peKOMEHIAITii,
110 HOro MiATPUMYIOTb.

Merta pod0OTH — TEOPETHYHO OOIPYHTYBATH Ta MPAKTHYHO peayi3yBaTH METOJIU OIlIHIOBaHHs Ta
PO3pOOMTH Ha IX OCHOBI METOAMKH OIIHIOBaHHS Ta MOPIBHSIBHOrO aHajiizy mexanismiB EIl 3rigHo 3
JCTYVY ISO/IEC 14888-3:2014 3a yMOBHUMH Ta O€3yMOBHUMHU KPUTEPISIMU.

IMocTanoBka npodaemMu

Ananiz mkepen [3, 5, 8, 16, 17] nokasas, 10 BOKIMBHM €TarioM BHOOPY MEPCIEKTUBHOIO KPHUIITO-
NPUMITABY € TPUHHATTS PIlICHHS MPO BU3HAYCHHS HANIEPCIIEKTUBHINIONO MEXaHI3MYy YM TEPCIEKTHBHIX
Mmexani3miB EIT, mpudomy (iHambHUM eTarnoM € iX MmopiBHSUTBHUI aHai3 3TiHO 3 BU3HAYCHUMH YACTKOBHMH Ta
IHTErpaJbHIMH YMOBHUMH 1 0€3yMOBHHMH KpHTepissMu. DakTHYHO 1€ 3aBJAHHS IIOAO KPHITOrpadpidHUX
MIPUMITHUBIB (PaKTHYHO HE BUPIIIICHE, CBIYCHHSIM YO0 € IPOBeIeHHs MbkHapoaHux npoekTie AES, NESSIE ta
SHA-3 [5]. Ha mamr morusi, mif 9ac TPUHHSTTS PIlIeHHS I0J0 PEKOMEH/IAIll TEBHOr0 KPUIITOrpaghiaHoro
MPUMITHABY K CTaHAAPT NEPEBAYKHO BPaXOBYBAIHMCH OI[IHKK Ta JYMKH CIICHIATbHUX CIYyXO0 Ta cy0’ €KTHUBHI
IyMKH ekcriepTiB. OHaK MU BBa)Ka€EMO, IO JTyMKH Ta BIUIMB €KCIIEPTiB OyB HECYTTEBHMH. TOMY BaXXIIHBOIO
TEOPETUYHOI0 Ta MPAKTUYHOIO MPOOJIEMOI0 € OOTpYHTYBaHHs Ta BHOIp, BIAMOBIMTHO 1O BHMOT, MHOXHH
MOKAa3HUKIB Ta KPUTEPIiB OLIHKH, OOTPYHTYBaHHS Ta BUOIp METOMy UM METOJIB OI[IHKM Ta MOPIBHAILHOTO
aHaI3y BIACTHBOCTEH, a TAKOXK PO3POOJICHHS Ta MPAKTHYHE 3aCTOCYBAHHSI HAYKOBO-OOTPYHTOBAHUX METOIUK
OI[IHIOBAHHSI T4 MOPIBHUIEHOTO aHANI3Y IEBHOTO KIACY KPUNTOrpadiuHUX PHMITHBIB.

Bkazany mnpobieMy po3TisiHEMO TMeEpeAyCiM Ha alropuTMax, CTIHKICTh SKHX TIPYHTYETbCS Ha
CKJIAJIHOCTI JTUCKPETHOTO JIOTapu(MyBaHHS Y CKIHYEHHOMY IOJIi Ta TPYIi TOYOK CNINTHYHUX KPUBUX —
JCTVY ISO/IEC 14888-3:2014 [1, 2]. B ICTVY ISO/IEC 14888-3 1o 3acTocyBaHHS peKOMEHaI0BaHO 12
pizaux MmexanizmiB EIl, siki IpyHTYIOTbCS Ha BUKOPHUCTAaHHI MaTeMaTHYHOTO anaparta CKIHYCHHUX OB,
enintrnuanx kpuBux (EK) Ta cmaproBanns Touok EK. Otike, METOIO TOCTIIKEH, 110 € TPEAMETOM POOOTH,
€ pO3IIIAA, aHajli3 Ta MOpiBHIbHUEN aHami3 mexanismiB EII srigmo 3 JICTY ISO/IEC 14888-3:2014 3a
CYKYIHICTIO 0€3yMOBHHX Ta YMOBHUX KpuTepiiB [5], a Takok OKpeMo aHami3 Ta po3poOJieHHS
pPEKOMEHIAIliil i3 3aCTOCYBaHHSIM METOJIB Ta METOIMKH JJIs aHami3y Ta nopiBHsHHsA EIl Ha mpuxmami
anroputmis JICTY ISO/IEC 14888-3:2014 [1].

3acTocyBaHHA MeTOIIB i METOIMK OLIHIOBAHHSA Ta MOPiBHAVIbHOTO ananizy EIT

[3 BHIICHaBENEHOrO BUIUIMBAE HEOOXIJHICTh Ta aKTYaJIbHICTh BHPIIICHHS MPOOJIIEMH 3HAYHOO
MIpOIO aBTOMAaTH3allil Ta ICTOTHOTO 3MEHIIIEHHS Cy0’ €KTUBHOCTI MPUIHSTTS PillleHb 100 MepeBar MmeBHoi
MHOKMHU KPUOTONPHUMITHBIB, Hanpukiaj, EIl. BupilieHHs mNeBHUX CKJIAJOBHUX 3aBlIaHb BKa3aHOI
mpobiemu Mmictuthes y [5]. YV [10, 12, 13, 22-24] mns omiHOBaHHS Ta TOPIBHSAIBHOrO aHaiizy EIT
3aIpONOHOBAHO METO/IH MOMAPHOTO MOPIBHIHHS Ta METO]| iEpapXii.
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Jaui mig KpuTepieM po3yMIiTHMEMO O3HAKy, Ha OCHOBI KO 3IHCHIOETBCS OIIHKA, BU3HAYCHHS YU
Kiacudikaiis 0yap-oro [5], ToOTO, 10O CyTi, pO3yMiTHMEMO MipHIIO omiHKH. [lonepenni nocmimpkenHs [5]
JIaf0Th 3MOTy OOIPYHTYBAaTH BHCHOBOK, IIO OI[IHKY Ta TOPIBHSHHS CTaHAapTU30BaHUX anroputmiB EIT
HEOoOXiJJHO BUKOHYBATH, BUKOPHCTOBYIOUH JIBi CYKYITHOCTI KpHTepiiB: Oe3yMoBHI Ta yMoBHi [5]. OuiHky
KpumTorneperBopepb tumy EIl MO)kHa BUKOHYBATH Y JiBa €TaI, BpaxoByrouH [5].

Ha mnepmomy erami mepeBipsS€eTbCs BIAMOBIAHICTh CTAHIAPTU30BAHWUX AITOPUTMIB BHMOTaM
0Ee3yMOBHUX KpHUTEpiiB — YaCTKOBHM Ta IHTErpaJbHOMY, a Ha JPyroMy, 3 BUKOPHCTAaHHSIM YMOBHHX
KpHUTEpiiB — 4YacCTKOBMX YMOBHHUX Ta YMOBHOTO iHTerpaibHOro kputepiro. Came 3a J0IOMOIOIO
BUKOPUCTAaHHS YMOBHHMX YaCTKOBUX KPHTEPIiiB Ta IHTErpaJbHOr0 yYMOBHOTO KPHTEPIlO 1 3 SIBISETHCS
MOXIIUBICTh MOPIBHSTH Pi3HI KpHIITONIepeTBopeHHs tumy EIT.

OuinroBanuga mexauizmis EIT
3rinno 3 JICTY |SO/IEC 14888-3:2014 3a 6e3yMOBHUMH KPUTEPisiMH

Jlo 6e3yMOBHUX KpHUTEpiiB HaJekaTh Ti KpUTEpii, BUKOHAHHS SIKUX Ui KPHIITONEPETBOPEHb TUITY
EIT € 000B’ 13k0BUM, TOOTO OE3yMOBHHM.

AmHaui3 cTaHy 3aCTOCYBaHHs, JOCBiJl PO3pOOJICHHS M OI[IHKMA BJIACTUBOCTEH KPHUIITOIIEPETBOPEHD
tuny EIl, Hacammniepen B rpyni Todok EK, mocsrayTi pe3yabTaT mil 4ac MPakTUYHOTO PO3B’ I3aHHS 3a7a4
KpPHUIITOAHANI3Y Ta pealizallii pi3HHX aTak Jal0Th 3MOTY SIK OCHOBHI 0Opatu Taki 0e3yMOBHI KpuTepii
oriHtoBaHHs [5]:

Wy, — HailiHICTh MaTeMaTHYHOI 0a3H, 110 3acTOCOBYEThCs st EIT i yac KpHUITOIepeTBOpEHb;

Wy, — IpakTH4HA 3aXUIIEHICTh KpunTorpadiuHux nepersopens tumy EIT Bin BimoMux arak;

Wy — peanbHa 3axuieHicTs EIT Bix ycix BIZOMHUX Ta MOTEHI[ITHO MOMKJIMBUX KPUITOAHATITUYHUX
aTak;

Wy, — cTatuctryna 6e3neuHicTh Kpunrorpadiqaoro nepersopenss tuny EIT;

Wi — TeopeTryHa 3axuIeHicTh KpunTorpadiuynoro nepersopenns tuiy EIT B rpyni Touok EK;

Wi — BIICYTHICTH CITAOKUX OCOOMCTHX KIFOUiB KpurTorpadivaoro nepersopenns tuny EIT;

Wiz — cknagnicth npsimoro |; 5 Ta 3BoporHoro |, kpuntorpadidaux nepersopensb mozao EIT mae

36
He OlnbIle, HiXK MOJIIHOMIaIbHUH XapakTep.

OCKUIbKM HaBEJCHI YacTKOBI KpUTepil € 0e3yMOBHHUMH, TO KpPHUTEpieEM I000py € JoriyHa 3MiHa
tak/ui (1/0), Tomy 6e3yMOBHHI KpUTEPiii MOXKHA 3aIUCATH y TAKOMY BUTJIsI [5]:

(Waz, Weiz, Wz, Waa Was , Was . W7 )T (1.0) . @)

BpaxoByroun HaBeneHi 4acTkoBi 6e3ymoBHi kpurepii Wy—Wyz Ta ymoBy (1), GyHKIIiS BiAmOBiAHOCTI
KPHIITOIIEPETBOPEHHSI MOXKE OyTH TIOIaHa Y BUTJIISIII

Fips 0 =Waig UWg2 UWg3 UWg4 UWys UWge UV 7. 2

Tobto sikicth kpumroneperBopeHHsi EIl moxe OyTH oOlliHEHa 3 BHKOPHUCTAHHSM OE3yMOBHOI'O

inTerpanbHoro KpuTepito — bynkuii Binnosimocti kpunronepersopenns EIT sumoram fy, 01 (0;) rta3a

fqbe () =1 xpunronepersopenns EIl, 110 OLIHIOETLCA, BiNOBIAa€ BUMOraM.

BBenenuit y Takuii cnoci® iHTEerpadbHUE KpHUTEpid Ja€ 3MOry BCTaHOBHTH, YH BiAIOBigae
kpuntoneperBopennss tuny EII, mo posrisgaerbes, po3risHyTHM BuMoram. ko Mexanism EIT
BIJIMIOBi1a€ BUMOTaM, TO BiH MOXK€ OyTH OOIPYHTOBAHO PEKOMEH/IOBAHHH ISl 3CTOCYBAHHS.

3a ymoBu no3utuBHOI ominku EIl 3a iHTEerpassHUM 0€3yMOBHHM KPUTEPIEM MOJIANBIIE MOPIBHIHHS
Ta OIIHKY MOXKHA 3pOOMTH Ha OCHOBI YMOBHHX KPUTEPIiB Ta IHTErPaJIbHOTO YMOBHOTO KpuTepito [5].

VY Tabn. 1 HaBeAeHO pe3yabTaTH TOPIBHAJIBHOTO aHANI3y IMOAO0 OE3yMOBHHMX KpHTEpIiiB JUIst
mexanismis EIT sriguo 3 JICTY ISO/IEC 14888-3:2014.

[Nonanpie MOpiBHSHHS Ta OLIHIOBAaHHS Ha OCHOBI YMOBHHUX KPUTEpIiB Ta iIHTErPaIbHOTO YMOBHOI'O
KPUTEPIIo 3iHCHIOBaTUMEThCS IS yeix MexaHi3MiB EIT cranaapty, okpim MexaHizmiB EI1 DSA, KCDSA,
Pointcheval/Vaudenay ta SDSA, TOOTO MexaHIi3MiB, IO IPYHTYIOThCS Ha MaTeMAaTHYHOMY amapaTi
CKIHUEHHHX TTOJIiB.
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Tabnuys 1

Pe3ynbTaTu nopiBHAHHSA 110710 0e3yMOBHUX KpPUTePiiB

AnroputMm EIT

Kpurepiit EIT

=
=
=
=

Wis Wie Wi

=

DSA

KCDSA

Pointcheval /V audenay

SDSA

EC-DSA

EC-KCDSA

EC-GDSA

EC-RDSA

EC-SDSA

EC-FSDSA

IBS-1

IBS-2

P RlRPrR R Rk olololo
RPlRrlRrR R RrRPr R R PR -
P RlRrR R Rk olololo
RPlRrlRrR R RrRPr R R PR -

P RlRrR R Rk olololo
RPlRrlRrR R RrRPr R R PR -
RPlRrlRrR R RrRr R R PR -
Pl RlRPrR R RrRrolololo

Omninka mexanizmiB EII 3rigno 3 JICTY |SO/I EC 14888-3:2014 3a yMOBHUMH KPUTEPisiMH

Sxuio 3a iHTErpaIbHUM 0€3YMOBHUM KpHTepieM Oyi0 OTpUMaHo NMO3UTHBHY ouiHKy EIT, moganbime

MOPIBHSIHHS Ta OI[IHKY MO)XXHa 3pOOHMTH Ha OCHOBI BHU3HAUCHHS Ta TOPIBHSHHS YMOBHUX KpHUTEpiiB Ta
IHTErpaJIbHOTO YMOBHOTI'O KPHTEPIIO.

Tabauys 2

Ilkana BigHocuH (CTymeHsi 3HAYYILOCTI JTiii)

CryniHb 3Ha4yNIOCTI

Busnauenns

Tlosticnenns

JIBi mii poOIATh OMHAKOBHI BHECOK

1 OpHakoBa 3HAYYIICTh
y JOCSTHEHHS METH
. e [cHYIOTH pO3YMiHHSI HA KOPUCTh
Jlesika nepeBara 3HauyImIocTi oxHiel 1ii Hax Ca .
3 . . repeBary OJHi€l 3 Aii, OIHaK I
iHmor0 (crabka 3HAYYIIICTh) ) .
PO3YMiHHSI HETOCTATHBO ITEPEKOHIIHBI
€ HaniitHi gaHi a0 JIOTIYHI CYHKEHHS
5 IcroTHa 200 CHITBHA 3HAYYIIICTH JUTSE TOT0, 11100 TIOKA3aTH IepeBary
OJTHIE€T 3 AiH
. [epexoHMBE CBIAYEHHS HA KOPUCTH
7 OueBuaHa a00 Ay)Ke CHIbHA 3HAYYIIICTh . .
ofHi€T Aii mepen 1HIIO0
CBiTueHHs] Ha KOPHUCTh MepeBar OJHi€l
9 AOCoIOTHA 3HAYYIIICTh IiT 100 1HIIOT HAMBHIIIOIO MipOIO
MIEPEKOHIIUBI
2468 [TpomixcHi 3HaUeHHS MiX J1BoMa cycimHiMu | CuTyaris, Koy HeoOXiaHe
) ) )

CYIKCHHAMUA

KOMITPOMiCHE PillICHHS

3BOPOTHI BEJTUUNHH
MIPUBEICHUX BHIIC
HEHYJIbOBUX BEITHYUH

SIkiio i | TOPiBHAHO 3 Mi€fO |
NPUIUCYETHCS OJIHE 3 BU3HAUYCHUX BUIIE
HEHYJIbOBUX YKCE, TO Iii ] OPIBHAHO

3 JI€IO0 | TIPUIUCYETHCS 3BOPOTHE 3HAUCHHS

SIKuo y3romkeHicTh Oyna
MIOCTYJILOBAHOIO TiJT yac ofepkaHus N
YHUCIIOBHUX 3HAYCHB [UIS YTBOPEHHS
MaTpuIli

[IpoBeacH1 OOCHIKEHHS TIOKa3aJd, IO SKICHE Ta KUIbKICHE TOPIBHIHHSI KpUITOrpadiuHux

neperBopens tumy EIl MoxHa 3iCHUTH, BUKOPUCTOBYIOUH y3arajJbHEHH YMOBHUN KpHTEpiil mepeBaru
[3, 5] abo inTerpaabHUi yMOBHUIT KPUTEPIH.
SIK OCHOBHI YaCTKOB1 YMOBH1 KpUTEPil MPOMOHYETHCS BUKOPHCTOBYBATH TaKi:

W,1 — MOXIUBICTb Ta YMOBM BUIBHOI'O IIOLIMPEHHS I 3acTOCYBaHHS MDKHApOTHOro abo

HAI[IOHANTFHOTO CTaHJapTy Kpunrorpadiyaux nepersoperb EIl B YkpaiHi 3 ypaxyBaHHSM HOpPMAaTHBHO-

MPaBOBHX aKTiB YKpaiHW Ha €KCIIOPT, IMIOPT 1 0OMEXKEHHS Ha HOro 3aCTOCYBaHHS, 30KpeMa i HaJaHHS
CIIEKTPOHHUX JIOBIPYMX IOCIYT;
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W,, — piBeHb MAOBIpM A0 MDKHapoAHOro ab0 HAaliOHAJIBHOTO CTAHAAPTY KpHUMITOrpadiyHOro
neperBopeHHs B rpyni Toduok EK, mo BH3Ha4YaeThCs pe3ylbTaTaMu JAOCTIIKEHb 1 CTYNEHEM MONIMPEHHS
3aCTOCYBaHHS Ta BU3HAHHS Y PI3HUX JIepKaBax i MDKHAPOIHO BH3HAHUX CHCTEMAaX, 30KpeMa sl HaJlaHHS
CNEKTPOHHUX JIOBIPYMX TIOCIYT;

W,s — IepCIeKTUBHICTh 3aCTOCYBAHHS MDKXHApPOJHOro a00 HALliOHAJIBHOTO CTaHAAPTY B YKpaiHi 3
ypaxyBaHHSIM BWU3HAHHS Ta 3aCTOCYBaHHS IMEPCHEKTHBHHX iH(OpMAaIiiHO-TENCKOMYHIKAIIMHUX CHUCTEM,
XMapHHUX 00YHCIIEHb Ta IHIINX 1HPOPMAIIHAX TEXHOJIOTIH TOIIO;

W,4s — dacoBa Ta NpOCTOpPOBAa CKJIQJAHOCTI amapaTHoi, amapaTHO-TIPOIPAMHOI Ta IPOrPaMHOI
peanizaniii 3aco0iB EIl Ta ynpapminHs ¥ ceprudikallii KIIOUiB, 30KpeMa JUIs HaJaHHs EICKTPOHHHX
JOBIPYMX TOCIIYT TOIIO;

W5 — MOXJIMBICTh 1 YMOBHU 3aCTOCYBaHHS CTAHIAPTIB 3 PI3HUMHU 3HAYECHHSIMH 3arajbHOCHCTEMHHUX
napaMerpiB 1 KJIFOUiB, METOJIaMH BUTOTOBJICHHS Ta OOCIyroByBaHHS cepTU(DIKATiB BIIKPUTUX KITIOUiB,
30KpeMa JUTsl HaIaHHS eIEKTPOHHUX JIOBIPYMX TIOCIYT TOIIIO,;

W — cryninb rHydkocti EIl 3 mornsay BUKOPHUCTAaHHS y PI3HHX J0AaTKax, 3a Pi3HUX BHMOI Ta
O00OMEKEHb y PI3HUX YMOBax, CTYIiHb yHi(iKaIlil Ta CTaHAapTHU3allil, 30KpeMa i HaJaHHS eJIEKTPOHHHUX
JOBIPYMX IOCIIYT TOIIO;

W,7 — piBeHb 3aXMIIEHOCTI MiJ Yac peamizamil pi3HUX BHIIB 3arpo3, 3a Pi3HUX YMOB 3iliCHEHHS
KPUIITOAHATITHYHMX aTaK 1 BIIXUJICHHS BIACTHBOCTEH 3araIbHUX IapaMeTpiB Bl BU3HAYCHHUX TOIIIO;

W,s — MOXJIMBICT Ta YMOBH BHUKOPUCTAHHS i 4ac MOOYZOBM aHOHIMHHMX MiINHCIB JUIs
HaI[IOHAJIBLHOTI0 Ta MDKHAPOIHOT'O 3aCTOCYBaHHS Ta PIBECHb 3a0€311€UCHHS aHOHIMHOCTI.

[lix yac ix 3acrocyBaHHsS BaXJIMBO BHOpPATH METO]| 3rOPTaHHS YaCTKOBHX YMOBHUX KpPHUTEpIiiB B
YMOBHHUH iHTerpanbHuil KpuTepiii. [IpoBeneHuii anasi3 Ta MPakTUYHI JOCTIHKEHHs MoKasanu [5], mo sk
METO/IM 3rOPTaHHS YaCTKOBUX YMOBHHX KPHTEpiiB MOKHA BHOMpPATH METOJ| aHAIi3y iepapXili Ha OCHOBI
MOMAPHUX MOPIBHSAHB Ta METOJ BU3HAUYCHHS BaroBUX KOS(IIIEHTIB.

[lix 4ac BHKOpHCTaHHS METONy aHali3y iepapxiii Ha OCHOBI TONApPHHUX MOPIBHSAHb OTPUMaHI
CY/KCHHSI BUPKAIOTHCS Y LINIMX YMCIIax 3 ypaxyBaHHAM JeB’ aTrOansHol mkamu (tadi. 2) [3, 5.

Meton anaji3dy iepapxiii Ha ocHOBI MoNapHUX NMOPiBHSAHD
Ta 0c00JMBOCTI HOT0 3acTOCYBAHHA /11 OliHKH anroputmis EIT

Jnst 3acTocyBaHHs METO/Y aHami3y iepapxiii HEoOXiTHO BUOpAaTH CHCTEMY YMOBHHX KpUTEpiiB. 3a
JIOTIOMOT'O0 TaKoi MHO)KMHHU TIOKA3HUKIB, 32CO00M 3aCTOCYBaHHS YMOBHHX KPUTEPiiB MOXKHA OOYMCIUTH
3HA4YCeHHS IHTETPajJbHOTO YMOBHOI'O KPUTEpirO, Ta, K HACIiIOK, 3pooutn mopiBHsHHS EIl 32 ymMoBHUM
IHTErpaJbHUM KPUTEPIiEM.

Meron momapHoro nopiBHsHHS eteMeHTiB [3, 5, 8, 17] MokHa ornmcary Tak. By 1yeThcst MHOYKHHA MATPHITh
MAapHUX MOPIBHSHB. [lapHi TOPIBHAHHS NMPOBOIATHCS Y TEPMiHAX JIOMIHYBAaHHS OTHOIO €IEMEHTA HaJ| iHIIHM.
OrprMaHi CyDKEHHS BUPaXKAIOThCs Y IIUTHX YKCIIaX 3 YpaxyBaHHSM JIeB STHOAIbHOI IKam y Tao. 2 [3, 5].

[lix 4ac moOyaOBM MAaTpHWIli MOMAPHUX TOPIBHSAHB Uil yCiX KPHUTEPiiB HEOOXiJHO BU3HAYHTH
BIJIHOIICHHS Y3rO/KEHOCTI [5] /U151 KOXKHOTO 3 KpUTEpiiB Tak.

O1iHKy KOMIIOHEHTH BJIACHOTO BEKTOpa BHpaxyemo 3a (opmyioro (3):

1
G = (Wi " Wy " K™ W)™ 3)
HopwmasizoBaHy OIiHKY BEKTOpa MPIOPUTETY BUpaxyeMo 3a popmyaoio (4):
i =G. Z, (4)
JIe Z — BiTHOIIICHHS Y3TO/DKEHOCTI MaTPHIIi, sike 00UHCITIOEThCs 3a hopmyaoro (5):
n
_ [o]
z=a 4. (5)
i=1
n

[o]
3HaveHHs BIAHOIICHHS y3rOKSHOCTI MAaTPHIll 3HAXOIUTHLCS Y Jiara3oHi [0, a g max] y 1€ Oimax —
i=1
MaKCHMaJbHO MOXJIMBE 3HAYCHHS OLIIHKM KOMITOHEHTH BJIACHOTO BEKTOpA JJIsi OOPaHOr0 BHUITAJIKY.
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AHaJi3 Ta yMOBH 3aCTOCYBAaHHA MeTOy aHATI3Y iepapxii
HA OCHOBi MONapHUX NMOPIBHAHb Y KpUNTorpadgii.
MopiBHsiabHMiT anani3 mexanizmiB EIT 3rinno 3 JCTY |1 SO/IEC 14888-3:2014

PosrisiHeMo mpakTUYHE 3aCTOCYBaHHSI METOJy aHANI3y iepapxiifi Ha OCHOBI MOMAapHUX MOPIBHAHB HA
npukiaaai mexanismis EIT srigmo 3i crangaptom JJCTVY ISO/IEC 14888-3:2014.

[MopiBasiemo anroputmu EIl 1m0g0 yMOBHHMX KpHTEpiiB, Ul LBOr0 MOOYIYEMO IEPEBO Iiijiek
(puc. 1).

Temnep 3p0OUMO OLIIHKY KOXHOTO KpHTepito. {7 IbOro modyayeMo MaTpHIIIO MOMAPHUX MTOPIBHIHb
111010 mopiBHIOBaHUX anroputmis EIT ayist koxHOro kputepito (tadm. 3).

Tabauys 3
BHecok kpuTepiiB y 10CSATHEHHS 3arajibHOI MeTH.
MaTpuiisi mnonapHux NOpiBHAHL
W, W, W3 W4 Ws We W7 Wig 0j d
W1 1 16 4 14 12 13 7 3 0,575 0,048
W, 6 1 4 5 4 3 7 5 2,38 0,198
W3 14 14 1 3 2 12 7 1 0,636 0,053
W4 4 15 13 1 14 14 7 16 0,376 0,031
W5 2 14 12 4 1 13 7 14 0,575 0,048
W6 3 13 2 4 3 1 7 1 1,167 0,097
W7 7 7 7 7 7 7 1 7 5,489 0,456
Wg 13 15 1 6 4 1 7 1 0,832 0,069

Binnomenns y3rompkenocti qopieaioe 12,03,

STk mpuKIIaa HaBEAEMO MATPHINIO MOMAPHUX MOPIBHSAHB MIOA0 MOpiBHIOBaHHMX anroputMiB EIT mis
kputepito W,q. ng mporo mobymyemo Ttabm. 4, BuxopucroBytoun ¢opmyan (3)—5). Immi matpumi
MONAapHUX MOPIBHIHB OYIYIOThCS aHaNOryHo [3, 5].

Bubip EafKpamoro aIropHTMY

M Wy s

EC.KCDSA EC-FSD3A IBS-2

Puc. 1. Jlepeso yineu

BingHomeHHs y3ropkeHocTi qopisHioe 9,54,
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Tabauys 4
Martpuns nonapHux nopiBHsHb 3a kpurepiem W,

s | 2|2 138|388 ||«

Q O ) 4 3 7 A % G f

O X 3 & %) L @ @

w 9 i ] | Q
EC-DSA 1 1 1 5 3 3 2 2 1,914 0,201
EC-KCDSA 1 1 1 5 3 3 2 2 1,914 0,201
EC-GDSA 1 1 1 5 3 3 2 2 1,914 0,201
EC-RDSA 1/5 1/5 1/5 1 1/3 1/3 1/5 1/5 0,278 0,029
EC-SDSA 1/3 1/3 1/3 3 1 1 1/2 1/2 0,639 0,067
EC-FSDSA 1/3 1/3 1/3 3 1 1 1/2 1/2 0,639 0,067
IBS-1 1/2 1/2 1/2 5 2 2 1 1 1,121 0,118
IBS-2 1/2 1/2 1/2 5 2 2 1 1 1,121 0,118

Jiist o0UHCIIeHHS pe3yIbTYIOUOT0 BEKTOpa MPIOPUTETIB MEPEMHOKHMO BEKTOp MpiopuTeTiB 1 piBHA i
MaTpHIio HaOyTUX 3Ha4YeHb 1 piBHs (puc. 2).

(0.048 (0201 0.087 0.082 0.076 0.166 021 0.051 0205
0.198 0201 0169 0.165 0.061 0.166 0229 0.102 0.19
0.033 0201 0124 0.165 0.103 0.166 0.192 0.086 0.19
v 0.031 A = 0.029 0025 0021 005 004% 0027 002 0028
0.048 0.067 0054 0.06 008 0.099 0.043 0.036 0.047
0.097 0.067 0054 006 008 0099 0.043 0.036 0.047
0.456 0.118 0244 0233 0275 0.128 0.129 0334 0.147
| 0.069 \0.118 0244 0233 0275 0.128 0.129 0344 0.147)
V2 =Mv V2T=(0.099 0.144 0.125 0.025 0.048 0.048 0256 0.256)

Puc. 2. Obuucaenns pe3ynomyiouo2o eekmopa npiopumemis

PosristHemo orpumani uncnoBi pesynbraTi. JochimkyBani anroputmu EIl, mo rpyHTYIOThCS Ha
neperBopeHHAx y rpymi Touok EK ta crmaproBanni Touok EK, MoxHa po3rarnyBaTd 3a MICISIMH, 5SKi BOHU
3aliHsIM 3a pe3yibTaTtamu nopiBHsHHs (1 — Halikpaiuii, 8 — HalripIIHii):

1. IBS1-0,256; 2. IBS-2 — 0,256; 3. EC-KCDSA — 0,144; 4. EC-GDSA - 0,125; 5. EC-DSA —
0,099; 6. EC-SDSA —0,048; 7. EC-FSDSA —0,048; 8. EC-RDSA —0,025.

Orxe, EIl IBS1,2 3a iHTerpaJlbHUM MOKa3HUKOM MAalOTh HauOunbmi mepeBaru. AsroputM EIT
EC-RDSA mae Haliripmmi pe3ysbTaT, 110 OOIPYHTOBYETHCS peali3alliel0 aTak Ha Ied alropuTM Ta
HEMOXKJTMBICTIO 3aCTOCYBaHHSI Ha HAI[IOHAILHOMY PiBHi.

HeoOximHOo 3a3Ha4YuTH, [0 OTPUMAaHI pe3yJbTaTH HE MOKHa BHKOPUCTOBYBATH ISl 3aCTOCYBaHHS,
HaHIBUAIIE IIe € MeToauka nopiBHsSHHS EIl. [y peaqbHUX BUKOPUCTaHb HEOOXIIHO BiIIIOBIIHO BUOpATH
YMOBHI KpUTEpIii Ta MPOBECTHU JAOCIIIPKCHHS.

MeTtoau o1[iHIOBAHHS Ta MOPIBHSLILHOIO aHAi3y MexaHizmiB EII
srigno 3 ICTY ISO/IEC 14888-3:2014 na ocHOBi BU3HAYEHHSI BArOBHX Koe(iuieHTiB

VY ToMy BHMaJKy, KOJXH OTPUMATH JaHI NP0 BAXKIMUBICTH MapaMeTpiB MOPIBHIOBAHUX CHUCTEM i3
BUKOPUCTAaHHSM HE(QOpPMaIbHUX METOJIIB HEMOXIJIMBO, HEOOXiJHO BHKOPHCTOBYBaTH (HOopMalizoBaHi
MeToad. Jlo HMX HaJeKaTh METOAM, IO I'PYHTYIOTbCS Ha BHM3HAUCHHI BaroBuxX KoedilieHTiB. Takux
MeroiB € Kimpka [9, 11, 18-20, 22], nesiki 3 HUX AeTalbHO PO3TIISHYTI Jai.

PosrissHeMo 3arajibHy IMOCTaHOBKY 3ajadyi ajisi MeTomuku oiiHoBaHHsS EIl Ha ocHOBI Meromy
BH3HAYEHHS BaroBUX KOe(illiEHTIB.
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Hexaii € [9, 11, 18-20, 22]:

1) k cucrem (MexanismiB EIT), siki He0OXiAHO OIIHUTH,

2) M MOKa3HUKIB, 3a IKUMH OIIHIOIOTHCS CHCTEMHU,;

3) N excIiepTiB, SKi MPOBOIATH OLIHIOBAHHS.

BusHaunMo Jesiki 4acTKOB1 MOKAa3HUKH, 33 IKUMH MOXYTh OyTH omiHeHi MexaHizmu EIT:

X — MOXKJIMBICTH BUTBHOT'O MOIIMPEHHS Ta 3aCTOCYBaHHS MIKHApOAHOrO a00 HALlIOHAJIBLHOTO CTaH-
napTy kpunrorpadiuaux nepersopensb EI1 B Ykpaini;

Xo — piBeHb IOBIpH 10 MDKXHApPOIHOro a0 HAIIOHAJIBHOTO KPUNTOrpa(iyHOrO0 MEepeTBOPEHHS Yy
rpymi Touok EK Ta Ha 0OCHOBI MaTeMaTH4HOrO arnapara criaproBanHs Touok EK;

X3 — IIEePCIEKTHBHICTb 3aCTOCYBaHHS MIKHAPOJHOr0 a00 HAIlIOHAIBHOIO CTAHAAPTY B YKpaiHi;

X4 —4acoBa Ta IIPOCTOPOBA CKJIAJHOIII alapaTHOi, anapaTHO-IPOrpaMHOI Ta MPOrpaMHoi peasizamii
3aco0iB EII;

X5 — MOXIIMBICTh 3aCTOCYBAaHHs CTaHAApTIB 3 PI3HUMHU 3HAYEHHSAMM 3araJlbHOCHCTEMHUX Iapa-
METpIB Ta KIIOYiB,

Xg — CTyIiHb THy4KocTi anroput™y EIl 3 morisgy BUKOPHCTaHHS y Pi3HHX JOAATKax, 3a Pi3HUX
BUMOT Ta OOMEXKEHD,

X7 — piBEHb 3aXMIIEHOCTI Bi/l PI3HUX BUJIB 3arpo3 3a PI3HUX YMOB 31HCHEHHS KPUNTOAHATITHIHUX
aTak;

Xg — MOXJIMBICTh BUKOpHCTaHHA anroputMmy EII mix yac noOynoBu aHOHIMHHX MIAMMCIB IS HALlioO-

HaJBHOI'0 Ta MIXKHAPOIHOI'0 3aCTOCYBAHHS Ta PIBEHb 3a0€3MeUeHHsT aHOHIMHOCTI.

Tenep BU3HAUMMO 3HAYCHHS BaroBMX KOE(DIili€HTIB caMUX IMOKa3HHUKIB. J[JI1 I[bOro MPOBEIEMO
SKCIIEPTHE OI[IHIOBAHHS BHUIIEBKAa3aHUX YaCTKOBMX IMOKa3HUKIB. J[Jsl OlIHIOBaHHS BUKOPHCTOBYBATHMEMO
TaKi METOM BU3HAUCHHs BaroBux koedimientis [9, 11, 18-20, 22]:

1) 3a nomomororo mkaau PirmdepHa,;

2) Ha OCHOBI METOJly PaH)KYBaHHS;

3) Ha OCHOBI METO/Y MPUITHCYBaHHS OAaJIiB;

4) Ha OCHOBI YHCIIOBOTO CIIOCO0Y.

[Ticns Toro, sk Oyja0 BH3HA4YE€HE 3HAYCHHS BAroBUX KOeQIIiEHTIB CaMHMX IOKAa3HHKIB, HEOOXIIHO
MPOBECTH EKCIICPTHE OIIHIOBAHHS CHCTEM 32 BHINEBKa3aHMMH METOJAaMH BH3HAUYCHHS BaroBHX
KOC(IIIEHTIB.

JA7ist bOTo 1010 KOXKHOI 13 CHCTEeM MOTPIOHO BUKOHATH PAaHKYBaHHS TOKA3HUKIB Y 3B’ 3Ky 3 THUM,
SIKMH 3 MTOKa3HUKIB HaWOUIbIIe BU3HAYAETHCS B O0paHili CHCTEMI, Kpallle 3a iHII xapakTepu3sye ii. To0To
VIIOPSIIKYBATH IMMOKa3HUKH CTOCOBHO 0OpaHOi CHCTEMH: BiJ] OUTBII 3HAYYIIIOTO 10 HaMEHII 3HAYYILIOTO.

Meton Bu3HavYeHHs BaroBux koedinieHTiB Ta oninku EII 3a nonmomororo mkaau @imodepHa

Hexatii sik BXiZH1 JaH1 BUOpaHO TaKi:

N — KUIbKICTh €KCIIEPTIB n=5;

M — KiJIBKICTh ITOKa3HHUKIB m=8.

BianoBiiHO 10 MpaBWJI MPOBEACHHS OIIIHIOBAHHS 3TiTHO 3 BHU3HAYCHUM METOJOM IOOYAYEMO
TaONUII0 3HAYCHBb MOKa3HHUKIB MeToay mkanu DimbepHa mwis amroputMiB EIT cranmapty JICTY ISO/IEC
14888-3:2014 (EC-DSA, EC-GDSA, EC-KCDSA, EC-RDSA, EC-SDSA, EC-FSDSA, IBS-1 ta IBS-2).
PesynbraTtn HaBeneHi y Tabu. 5.

Amnaroriuno 6yayemo Tabmmi 1 yeix mexanismiB EIT srigmo 3 JICTY ISO/IEC 14888-3:2014.

[Ticns npoBeeHHS OLIIHIOBAHHS OTPUMAEMO PE3yJIbTaTH, IIOKa3aHi Ha puc. 3.

JlaJti mpoBeeMo aHaji3 OTpUMaHKUX Pe3ysbTaTiB 3riaHO 3 puc. 3. [l 11bOro po3MilllaeMo 3HAYCHHS
Rez_Fishbern y mipy ix 3MeHIeHHs, TOOTO:

1. IBS1 - 0,159; 2. IBS-2 — 0,159; 3. EC-DSA - 0,15; 4. EC-GDSA - 0,147; 5. EC-KCDSA —
0,142; 6. EC-FSDSA —0,118; 7. EC-SDSA —0,117; 8. EC-RDSA - 0,106.
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Tabauys 5
3HavYeHHA BaroBux KoeQinieHTiB

Iloxa3uuku
Excneptu

X X2 X3 X4 X5 X6 X7 X3

1 0,194 0,167 0,111 0,139 0,056 0,028 0,222 0,083

2 0,194 0,167 0,111 0,083 0,028 0,056 0,222 0,139

3 0,222 0,139 0,111 0,056 0,028 0,083 0,194 0,167

4 0,222 0,111 0,139 0,028 0,083 0,056 0,194 0,167

5 0,167 0,139 0,028 0,056 0,111 0,083 0,222 0,194

W 0,200 0,144 0,100 0,072 0,061 0,061 0,211 0,150

Heo0xi1HO BiI3HAYNTH, 110 OTPUMaHI pe3y/IbTaTH HE MOYKHA BUOPUCTOBYBATH, IIBHIIIIEC 32 BCE, IIC €
Meroauka nopiBasHHs EI1. J[71s1 peadbHUX BUKOPUCTaHb HEOOXiJHO BUOPATH YMOBHI KPHTEPIi Ta MPOBECTH
JOCITIKEHHS.

0211 0.172 0.128 0.078 0.044 0072 0.161 0.156)
02 0.189 0.144 005 0056 0.094 0.128 0139
0.194 0.167 0.139 005 005 0072 0.161 0.167
0.067 0.061 0072 02 0.9 0.189 0.106 0.111
0061 005 0056 0.167 0.172 0.167 0.167 0.161
0061 005 0056 0.161 0.161 0.183 0.178 0.15
0.183 0.122 0.128 0206 0.078 0.044 0211 0.167
\,0.183 0.122 0.128 0206 0.078 0.044 0211 0.167)

M_Fishbem =

V_Fishbem = w_pokazl

V_Fishbem = (02 0.144 0.1 0.072 0.061 0061 0211 0.15)

Rez_Fishbem := I\ri_l-‘isl'l.bun-\-'_FishbemT

Rez_FishbemT= (0.15 0.142 0.147 0.106 0.117 0.118 0.139 0.159)
Puc. 3. Obuucaenns pe3ynomyiouoco eekmopa npiopumemis

Meton Bu3HauYeHHs BaroBux koediunienTiB Ta ouinku EII Ha ocHOBI MeTOy paH:KyBaHHS

N — KUIbKICTh €KCIIEPTIB n=5;

M — KUIBKICTH ITOKA3HUKIB m=8.

BinnoBiiHO A0 NpaBWJI MPOBEACHHS OLIHIOBAHHS, 3riIHO 3 BH3HAYEHHUM METOAOM IMOOYAyeEMO
TAOJIHUINIO TS TIOKA3HHUKIB (Tabi. 6).

Tabauys 6
3HavYeHHA BaroBux KoeQinieHTiB
IToxasHuku
Excneptu
X X2 X3 X4 X X6 X7 X8
1 7 6 5 4 2 1 8 3
2 8 7 5 3 1 2 6 4
3 8 6 4 3 2 1 7 5
4 7 6 3 4 1 2 8 5
5 6 7 5 3 2 1 8 4
Ju 36 32 22 17 8 7 37 21
I’j = a rij
1=
w; 0,2 0,178 0,122 0,094 0,044 0,039 0,206 0,117
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Amnaroriuno 6yayemo tabmmi aas yeix mexanismi EIT srigmo 3 JICTY ISO/IEC 14888-3:2014.
[Ticnst mpoBeeHHS OIIHIOBAHHS OTPUMAEMO PE3YJIbTaTH, TIOKa3aHi Ha puc. 4.
JlaJti mpoBeeMo aHaji3 OTpUMaHKUX Pe3ysIbTaTiB 3riaHO 3 puc. 4. s 11bOro po3MilaeMo 3HAYCHHS

Rez_Ranj y mipy ix 3MeHIIeHHs, TOOTO:

1. IBS1-0,147; 2. IBS-2 — 0,147; 3. EC-KCDSA - 0,143; 4. EC-GDSA - 0,142; 5. EC-DSA —
0,139; 6. EC-FSDSA - 0,115; 7. EC-SDSA —-0,111; 8. EC-RDSA —-0,103.
Otxe, EIT IBS-1 ta IBS-2 3a iHTerpanbHuM MOKa3HUKOM MAIOTh HAWOUTBINI TIepeBard. AJTOpUTM
EIT EC-RDSA (six i y BUNaaKy MOPIBHSHHS 32 METOJIOM aHAJI3y i€papxiif Ta METOJOM Ha OCHOBI IIKaJH
dimbepHa) Mae HAWTIPIINI pe3ynbTaT, M0 OOIPYHTOBYETHCS peaizalliclo aTtak Ha Iel ajlropuTM Ta
HEMOXKJTMBICTIO 3aCTOCYBaHHSI Ha HAI[IOHAILHOMY PiBHi.

M_Ranj =

(0.189 0.183 0.156 0.1
0.189 0.161 0.122 0.056 0.072 0.094
0.194 015 0.172 005 0.061 0.106

0.067 0.061

005 005 0067 0133 0.194 02

005 0.061 0.056 0.167
0.056 0.061 005 0.156 0.15 0.161
0.178 0.122 0.089 0.106 0.078 0.044
\0.178 0.122 0.089 0.106 0.078 0.044

V_Ranj .= w_pokaz2

0.167 0.167

0.072
0.15

0.144
0.133
0.167
0.183
o211
0211

0.172)
0.156
0.122
0.172
0.167
0.183
0.172
0.172

V_Ranj = (02 0.178 0.122 0094 0.044 0.039 0206 0.117)
Rez_Ranj = M_Ranj-V_Ranj’

Rez_Rasng=(0.139 0.143 0.142 0.103 0.111 0.115 0.147 0.147)

Puc. 4. Obuucaenns pe3yniomyiouo2o 6ekmopa npiopumemis

Meton Bu3HaYeHHs BaroBux koedinieHTiB Ta oninku EIT
HA OCHOBi MeTOy NPpUNUCYBAHHSA 0aJIiB

N — KUTbKICTh EKCIIEePTiB
M — KIIEKICTE ITOKa3HMKIB

TAOJIHUINIO TS TIOKA3HHUKIB (Tab. 7).

n=>5;

m=8.
BinnoBiiHO A0 NpaBWJI MPOBEACHHS OLIHIOBAHHS, 3TiIHO 3 BH3HAYEHHUM METOAOM MOOYAyeEMO

Tabnuys 7
3HavYeHHA BaroBux KoeQinieHTiB
OKa3HUKU m Baru moka3HukiB

X | % | X | X | % | X6 | X7 | % | @ N
ExcriepTd j=1 in | fiz | i3 | fia | fis | fie | fiz | fig
1 7/5|2|4|6|1|10|8| 43 |0,163|0,116|0,046|0,093 | 0,139 | 0,023 | 0,232 | 0,186
2 6(5(3/4|9(2|8|7| 44 |0,136]|0,114|0,068|0,091 | 0,204 | 0,045 0,182 | 0,159
3 8/6|1/5|4(3|9|7| 43 |0,186]0,140|0,023|0,116 | 0,093 | 0,070 | 0,209 | 0,163
4 7/5(3/8|4(2|9|6| 44 |0,159]0,114 0,068 |0,182 | 0,091 | 0,045 | 0,204 | 0,136
5 9|/6|2|5|4|3|10|7| 45 |0,196|0,130|0,043|0,109 | 0,087 | 0,065 | 0,217 | 0,152
a 0,84 | 0,614 | 0,248 | 0,591 | 0,614 | 0,248 | 1,044 | 0,796

arfj

i=1

j 0,168 | 0,123 | 0,050 | 0,118 | 0,123 | 0,050 | 0,209 | 0,159

Amnaroriuno 6yayemo Tabmmi 1 yeix mexanismiB EIT srigmo 3 JICTY ISO/IEC 14888-3:2014.
[Ticnst mpoBeneHHS OIIHIOBAHHS OTPUMAEMO PE3YJIbTaTH, TIOKa3aHi Ha puc. 5.
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JlaJti mpoBeeMo aHaji3 OTpUMaHKUX Pe3ysIbTaTiB 3riAHO 3 puc. 5. s 11bOro po3MilaeMo 3HAYCHHS
Rez_Bal y mipy ix 3MeHIIeHHS, TOOTO:

1. IBS1-0,137; 2. IBS-2 — 0,137; 3. EC-RDSA - 0,132; 4. EC-FSDSA - 0,128; 5. EC-DSA —
0,127; 6. EC-SDSA - 0,127; 7. EC-GDSA —0,126; 8. EC-KCDSA - 0,124.

(0.193 0.169 0.146 0076 0.065 0.101 0.095 0.156)
0.178 0.15 0.167 0036 0.081 0.107 0.098 0.133
0.177 0.143 0.145 008 0.094 0.121 0.119 0.121
0065 0046 004 0167 0.177 0.127 0.119 0239
=7 | 0062 0081 0053 0.153 0.171 0.174 0.151 0.155
0.05 0081 0.055 0.167 0.173 0.16 0.155 0.161
0.193 0.142 0.142 0066 0.047 0075 02 0.134
\0.193 0.142 0.142 0066 0047 0075 02 0.134)
V_Bal :== w_pokaz3

V_Bal = (0.168 0.123 0.05 0.118 0.123 0.05 0209 0.159)
Rez_Bal == M_Bal-V_Bal®

Rez_Bal® = (0.127 0.124 0.126 0.132 0.127 0.128 0.137 0.137)

Puc. 5. Obuucaenns pe3ynomyiouoco eekmopa npiopumemis

Metoa Bu3HauYeHHs1 BaroBux koegiunienTiB Ta ouninku EII Ha ocHOBI unc/10BOro cnocody

N — KUIbKICTh €KCIIEPTIB n=5;

M — KUIBKICTB MOKa3HUKIB m=8.

BianoBiiHO A0 NpaBWJI MPOBEACHHS OLIHIOBAHHS, 3TiIHO 3 BH3HAYEHHUM METOAOM MOOYAyeEMO
TaONMUI0 11l ToKa3HUKiB (Tabu. 8). 3HaueHHs KoeQilli€HTIB OOMPAIOTh i3 METOAY Ha OCHOBI IIKaIH

dimbepHa.
Tabauys 8
3HavYeHHA BaroBux KoeQinieHTiB
IToxa3Huku
OniHIOBaHHA X %2 3 %4 %5 %6 X7 "8
X min 0,167 0,111 0,028 0,028 0,028 0,028 0,194 0,083
% max 0,222 0,167 0,139 0,139 0,111 0,083 0,222 0,194
d; 0,250 0,333 0,800 0,800 0,750 0,667 0,125 0,571
W 0,058 0,078 0,186 0,186 0,175 0,155 0,029 0,133

Amnaroriuno 6yayemo Tabmmi 1 yeix mexanismi EIT srigmo 3 JICTY ISO/IEC 14888-3:2014.

[Ticnst mpoBeneHHS OIIHIOBAHHS OTPUMAEMO PE3YJIbTaTH, TIOKa3aHi Ha puc. 6.

JlaJti mpoBeeMo aHaji3 OTpUMaHKUX Pe3yJIbTaTiB 3riIHO 3 puc. 6. [l 11bOro po3MilaeMo 3HAYCHHS
Rez_Chisl y mipy ix 3MeHIeHHs, TOOTO:

1. 1IBS1-0,15; 2. IBS-2-0,15; 3. EC-DSA - 0,144, 4. EC-GDSA —0,141; 5. EC-KCDSA - 0,138;
6. EC-FSDSA - 0,126; 7. EC-SDSA —0,123; 8. EC-RDSA - 0,109.

VY 11boMy BHUITAJIKy TAKOK HEOOXiJHO 3a3HAYHTH, 10 OTPUMAaHI Pe3yIbTaTH HE MOXKHA CIIPHUIMATH SIK
JUTS 3aCTOCYBaHHS, HAMIIBU/IIE, 1Ie € MeToauKka mopiBHsaHHS EIT. [l peaqbHUX BUKOPUCTaHb HEOOXITHO
y BIIMOBIHUHN CTIOCIO BUOpAaTH YMOBHI KpUTEPIl Ta POBECTH JAOCIIKECHHS.
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M_Chisl =

V_Chisl = w_pokazd

0.065 0.075 0.131 0.196 0.131 0229 0075 0.098)
0059 0059 0.101 0.156 0.156 0205 0.117 0.147
009 0103 015 016 016 018 0069 009

0.166 0.147 0.166 0055 0.055 0055 0.178 0.17%
015 015 015 0113 0.113 0.113 0.113 0.097
0.155 0.155 0.155 0.117 0.117 0.117 0.087 0.1

0095 005 0.158 018 021 0.168 0032 0.108
\0.095 005 0.158 0.18 021 0.168 0032 0.108)

V_Chisl = (0.058 0.078 0.186 0.186 0.175 0.155 0.029 0.133)

Rez_Chisl == M_Chisl-V_Chisl

T

R.ez_ChislT=(0.IN 0.138 0.141 0.109 0.123 0.126 0.15 0.15)

Puc. 6. Obuucaenns pe3yniomyiouo2o 6eKkmopa npiopumemis

Anani3 pesyabrartiB gociainxkens EIT 3rinno 3 ICTY | SO/IEC 14888-3:2014

3a BHOpaHUMH METOJMKaMH OIliHIoBaHHs MexaHi3miB EIl Oynu oTpumaHni pe3yiabTaTH, M0 MOKa3zaHi
y nonepeaHix posainax. [TopiBHsHHsa MexaHi3miB EIl Oyiio BUKOHaHO Ha OCHOBI OMIHOK ekcrepTiB. [Ticms

1bOr0 OyJIM BUKOHAHI PO3PaXyHKH 3a BUIIECBKa3aHUMH METOUKAMHU.

Mo)kHa BBasKaTH, IO pe3ynbTaTH oiliHioBaHHS MexanismiB EII, srigno 3 JICTVY ISO/IEC 14888-
3:2014, 3a pi3HUMH METOAWMKAMHU Oy OTpUMaHi Maike OJHAKOBI — (PAKTUYHO ONHAKOBUH IMOPSIOK
posramryBanHss MexaHi3MmiB EIl Bim Halikpamoro mo Haiiripmoro. YucnoBuil po3kuj 3HaUYCHb BaroBHX
KOC(IIIEHTIB JJIs1 OAHOI0 aJIrOPUTMY € Maiike He3HaYHUM, TUIbKHM YMCIIOBI 3HaUSHHS i MexaHi3miB EIT
IBS-1,2 y meroni anani3y iepapxiii Ha OCHOBi MOMAapHUX MOPIBHSIHD BiAPI3HSIIOTHCS Bijl 3HAYEHb BArOBHX
KoeirieHTiB i mux MexaismiB EIl 3a iHIIMMHM METOAMKAMH OIHIOBaHHS, IO OOIPYHTOBYETHCS

CHJIBHIIINM BIUTMBOM CY0' €KTUBHOI JTyMKH EKCIIEPTIB.

Ha puc. 7 rpadiuHo 300paxkeHO pe3ysibTaTH OLliHIOBaHHS MexaHi3MiB EIl 3a pisHMMH MeTomamMu

OLIIHIOBAHHS.
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BucHoeku

1. V 38’sa3ky i3 cnenudikoro BUMOr 10 KpuntorpadiyHux neperBopenb, 30kpema a0 EIl, ocHoBHI
KpHTEpii HeOOXiIHO PO3ITUTH Ha JIBA KJIACH: YMOBHI Ta O€3yMOBHI.

BesymMOBHUME HA3MBalOTBhCS Taki KpUTepil, BUKOHAHHS SKHUX IUIS OyAb-SKUX KpHITOrpadidHux
MEPETBOPEHB € 000B’ SI3KOBUM, TOOTO 0€3YMOBHHM.

YMOBHUMH Ha3WBaIOThCA KpUTEPil, BHUKOHAHHS SKHX IS OyIb-SKMX KpUOTOrpadiyHHx
MepETBOPEHB BiI0OYBAETHCS JIMIIIE 32 BU3HAYCHOI YMOBH.

2. Y pe3ynbTaTi NMPOBEIACHHUX JOCIIIPKEHb OYJIO BH3HAYEHO, IO SIK OCHOBHHM KpUTEpIH IS
IHTErpaNbHOI OI[IHKA MOXKHA Ta PEKOMEH/IYEThCSl BAKOPUCTOBYBATH IHTErpabHuUN O0€3yMOBHUN KPUTEPIH,
SKHI OTPUMYIOTh Ha OCHOBI YaCTKOBHX O€3yMOBHHX KPHUTEPIiB.

Sxmo xo4a O OJMH YAacTKOBHH KPHUTEpid HE BINIOBia€ yMOBaM, TO TaKe KPUITOINEPETBOPCHHS
BIAKMIAETHCS K TaKe, 110 HE BIAIOBigae BUMOraM.

3. 3amporoHoBaHa METOJMKa MOPIBHSUIBHOIO aHamizy cranaapTu3oBanux EIl rpyHTyeThCcst Ha
BHUKOPHUCTaHHI CYKYITHOCTI YaCTKOBMX OE3YMOBHHUX i YMOBHUX KPUTEpiiB, HA OCHOBI SIKUX OOUHCIIOETHCS
3HAYCHHS IHTErpaJbHUX YMOBHHX Ta OE3yMOBHHX HTEIpaIbLHIX KPUTEPIIB.

4. Pe3ynbraTé JOCHIDKEHb HaJd 3MOTY 3pOOMTH BHCHOBOK, IO 3 TOIIAAY 00 €KTHBHOCTI
OLIIHIOBAHHS Kpallle 3aCTOCOBYBATH METOJl BU3HAYCHHS BaroBMX KOE(II[IEHTIB, OCKIJIbKU B METO1 aHaNi3y
iepapxiif Ha OCHOBI MTOMAPHUX MOPIBHSIHD HAa PE3YJBTAT iICTOTHO BILUTUBAE CY0' EKTHBHICTH €KCIIEPTIB.

5. Pe3ysnbraTi MOpIiBHSIBHOIO aHami3y cranmaptu3oBanux anroputmis EIT ICTY ISO/IEC 14888-
3:2014 nmanmu 3Mory 3poOHMTH Taki BHCHOBKH Ta peKkoMeHpalii. MakcumanbHe 3HA4YeHHS YMOBHOTO
inrerpansuoro kputepito mist JICTY ISO/IEC 14888-3:2014 3a yciMa MeTOIaMU OI[IHIOBAHHS JTOCSTHYTO
s anroputMis IBS-1 ta IBS-2.

Pesynpratn omintoBanus MexanismiB EIT srigao 3 JICTY ISO/IEC 14888-3:2014 3a pisHUMH
METOJUKaMu OyJIM OTpPHMaHI Maibke oaHaKoBi. UMCIIOBHI PO3KHI 3HAUYEHb BaroBUX KOE(DILIEHTIB IS
OJTHOI'O aJIFOPUTMY € Maie He3HAYHHMM, TUIbKH YMCIIOBI 3HaueHHs a1 MexaHismiB EIT IBS-1,2 y meromi
aHaIi3y iepapxiii Ha OCHOBI MONAPHHUX IOPIBHSIHB BIAPI3HSIOTHCA BiJ 3HAUCHb KOCQIIIEHTIB IS IUX
MexaHi3miB EIT 3a iHIIMMU METOJMKAMU OLIIHFOBAHHS, 110 3yMOBJICHO CHJIBHIIINM BITHBOM CY0’ €KTHBHOL
JIYMKH €KCIIepTa Ha Pe3yJbTaT OLiHKU Y BU3HAUCHOMY METO/II.

3rigHO 3 METOAaMH OI[IHIOBAHHS, Ha MEPIIOMY MICIli 3HaxomaThcs MexaHismMu EIT IBS-1 ta IBS-2, a
Ha octaHHboMy — MexaHi3M EIl EC-RDSA (Tinbku ajisi METOAY BHU3HAYCHHS BAaroBHX KOeQilli€HTIB Ha
OCHOBI METOly TIPUNUCYBaHHs OaJliB Ha OCTAHHBOMY MicIli po3tamnryBaBcst MexaHism EIT EC-KCDSA).

Jnst oTprMaHHSI TOYHINIMX Pe3y/bTaTiB OLIHIOBAHHS, a TAKOX JJIsI TOYHOrO 30iry po3TanryBaHHS
MexaHismiB EIl 3a yciMa MeTogamu OIiHFOBAHHS HEOOXIZIHO BHUKOHATH MPOIEAYPY OLIHIOBAHHS KiTbKa
pa3iB Ta peTeNbHO MiAINTH 10 BUOOPY EKCIIEPTIB, 110 MPOBOJUTHMYTh OL[IHFOBAHHS.
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