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CUCTEMA 3AIIMINEHHOT'O OBMEHA TOKYMEHTAMMU
MEXAY OPI'AHU3ALIUAMU

T'anonosa O.B.

THE SYSTEM SECURE EXCHANGE OF DOCUMENTS BETWEEN INSTITUTIONS

Gaponova 0.V

B cmamve  paccmompena  cucmema  Ona  3auumel
2NEeKMPOHHO020 OoKyMeHmoobopoma "[EJIO" - Ilodcucmema
"OLI u wugposanue”. Dnexmponnas yughposas noonuce
(OLII) nomoosicem npogepums Yer0CMHOCHb dNEKMPOHHO20
nucbma (e-Mail) u ybeoumwvcs 6 Hadéxcnocmu omnpagumers.
Oonosnauno onpedenum asmopa cmamvi, OnyOIUKOBAHHOU 6
HUnmepneme, u yxasicem damy nyonuxayuu.

Kniouesvie cnosa: snekmponnblii OOKyMeHm, wugposanue
OaHHBIX, 3auuma uHGopmayuu.

1. BBenenmne. CoBpeMeHHBIN 3Tan pa3BUTHs 00-
IIECTBA  XapakTepu3yeTcs  BO3pacTaloUleld  poJbio
nHdopmMannoHHol cdepbl, npencTaBiAoOmIeld CcoOO0i
COBOKYITHOCTB nHpOpMAINH, “H(POPMAITMOHHOM
HHPPACTPYKTYPHI, CYyOBEKTOB, OCYIIESCTBITIONINX cOOp,
(opMupoBaHUE, PACIIPOCTPAHEHHWE W HCIIOJIB30BAHUE
uHbOpMaLUH.

ITox nadopmanmeir 06bIIHO TIOHUMAIOTCS
cBeieHus (COOOIIEHH S, JaHHBIC) HE3aBUCHMO OT (POPMBI
ux MpeACTaBICHUS. K 3ammiaemoii uHpOp-
Malluu OTHOCHUTCA I/IH(l)OpMa]_II/I)I, SBJIAOIIAACS
NpeAMETOM COOCTBEHHOCTH U IOJUISKAINas 3allUTe B
COOTBETCTBUM C TPeOOBAaHUSIMH IPABOBBIX JOKYMEHTOB
I TpeOOBaHMIMH, yCTaHaBJIMBAEMbIMU
COOCTBEHHUKOM nHdopmanum. 3o, KakK
MpaBWiIo, MHQOPMAIMA  OTPAaHMYCHHOTO  JOCTYTIA,
coJeprkamias ~ CBEICHHWS, OTHECCHHBbIE K  ToOCy-
JIapCTBEHHOM TaiiHe, a TaKxe CBEICHUS
KOH(HICHIIMAIBLHOTO XapaKTepa.

OddextuBHas pabota M0OOTO NPEANPUATHS B
HacTofAllee BpeMsl HEMbICINMa 0€3 OpraHu3aluu
3JIEKTPOHHOTO JIOKYMEHTO000pOTA. Pabdora ¢
JIOKYMEHTaMH B DJIEKTPOHHOH ¢Qopme mo3BojIsIET
ObicTpo M yIOOOHO XpaHuTh, o00OpabaTbBaTh W
nepenaBaTth JOKyMEHTHl B MH(OPMAIIOHHOW cHUCTEME
npeanpusitiss.  OAZHAKO  CHCTEMBI  DJIEKTPOHHOTO
IOKYMEHTOO0OpOTa ~ MOTYT  OBITh  ITOJBEP>KEHBI
CJIEAYIOIINM BO3JICHCTBHSM:

- HapylIeHue
Hepe1aBacMBbIX JOKYMEHTOB;

KOH(HUICHIIHATHHOCTH

- HECaHKIIMOHNPOBAHHOE HCKaXKEHUE
3JIEKTPOHHBIX TOKYMEHTOB;

- OTIpaBKa JIOKHOTO 3JIEKTPOHHOTO TOKYMEHTa OT
MMEHH JIETAJIbHOTO TIOJIE30BATEISI CUCTEMBI.

Lenpro paboOTHI SIBIISIETCS KOMIUIEKCHOE pEIICHHE
[0  OpraHW3alMd  3alIMIIEHHOTO  BJIEKTPOHHOTO
JokymeHToobopora cucremoit "JIEJIO" - [Toacucremoit
"OUII u mudpoBanue".

2. M3noxeHue MaTepuajia.  DJIEKTPOHHAs
mudposast noamuck (JLII) sBiseTcs HEOOXOIUMBIM
YCIIOBHEM JUIst MOJTHOLIEHHOM peanuzanuu
3aIIMIIEHHOT0 3JIEKTPOHHOTO JO0KyMeHTooOopoTa. OHa
MIPeACTaBIsIET COO0W aHAIOT TPaJUIHUOHHOTO 3aBEPEHHS
OyMa)XHOTO JIOKYMEHTa TIIpH MOMOLIM IOJIHCH H
nedat. [Tomumo storo DUII mo3BomiseT MOATBEPANUTH
JMYHOCTh aBTOPA WM OTIPABUTENS KOPPECIIOHACHIINY,
a TaKXKe SBJICTCS TapaHTHEH TOro, 4TO B JOKYMEHT
MIOCJIE €r0 TMOANMCAHNS HE ObIIIM BHECEHBI H3MEHEHHUS.

Bosmoxnoct npumenenus DI u mudpoBanus
JIAaHHBIX obecreunBarTCs Onaronapst
HMHTETPUPOBAHHBIM B CUCTEMY «AEJIO»
cepTH(UIMPOBAHHBIM CPEACTBAM KPUITOrpadryecKom
3ammThl nHpopmanuu — Kpunro APM, Kpunto Ilpo
CSP, Curnan Kom CSP, Bep6a OW, Jlomer-K, ABecr,
I'enkedt, pemenuss Microsoft. [TapameTpsr momnucu u
BEIOOp cepTudHKaTa IMpeICTaBIeHBI Ha puc. 1, 2.

'® MapameTpel NOANKCH

MoanucsizaTs sa AT k Bonogumup EBreHiioBny |«

Bug nognucu: Pa3pafoTaHo

CormacogaHo

YTEEpPHOEHO

3aeepeHo
QaHakomunca

MpHMEHNTE

Puc. 1. ITapameTpsl noanucu
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P Buibop cerpradurata

[

Komy Boigan Cepuithit nomep. Kem Boigan |
Aladdin Software Secu2C428131000100002030 com, unilic, Aladdin Soft
ua, com, eos, NCT Cry05015D68EB7AB4024AFADA1B25773501ua, com, eos, NCT Cryp
ua, com, eos, Users, W 1ACF6740000000000018 ua, com, eos, NCT Cryp
UA, Kyiv, Kyiv, NetCoi14DCCECG000000000021 ua, com, eos, NCT Cryp
ua, com, eos, Users, \146155A200000000003A ua, com, eos, NCT Cryp

‘Viadimir.E.Chaban, VIzB8222DA 108202111 Vladimir.E.Ghaban, Viad
2, UA. Kuisceka, Kuie, F3E31D2E4404AF7202000000020000001"TOB "APT-MACTER™™
ua, com, eos, Users, \.613D871900000000000D ua, com. eos, NCT Cryp
ua, com, eos, Users, \11227828000000000039 ua. com. eos, NCT Cryp
ua, com, eos, Users, W 1475055C00000000003E. Ua, com, eos, NCT Cryp
ua, com, eos, Users, % 1ACCDC2D0000000000 1A ua, com, ecs, NCT Cryp
UA, M. Kuis, m. Kuis, ~0360DG TOB YkpaiHCskui cepth
ua, com, eos, Users, \119261C400000000004F ua. com. eos, NCT Cryp
ua, com, eos, Users, %18F 10B9800000000001E ua, com. eos, NCT Cryp
Viadimir E.Chaban, VIz0D20BETA220BSAAA Aladdin Software Securit

Puc. 2. Beibop ceprudukara

IIpumeHeHre dJIEKTPOHHONW HHM(PPOBOW TOMMTUCH
(puc. 3.):

- PErUCTpUPYs BXOJAIINE TOKYMEHTHI, COTPYIHHUK
MoxeT cTaBuTh cBoro OIII Ha mnpukpemnsemsiii k
KapTouke (aili, yIoCTOBepsisl ero IMOJUIMHHOCTh. [lpu
paboTe ¢ NpOEKTaMH JOKYMEHTOB, HCXOISIIUMH U
BHYTPEHHUMH JOKyMEHTamu opranusauuuy, OLII
MOJKET NPUMEHSTHCS NP COINIACOBAHUM, BU3HPOBAHNH,
YTBEPXKIEHUH, PETUCTPALMM M OTIPaBKE JOKyMEHTa
ajpecary;

- CHCTeMa  NPENOCTABISET  BO3MOXKHOCTh
noamuckiBath  OIIIT daiinbl, Xpansammecs B 0ase
JIAHHBIX U OTIIPABIIIEMBIE 110 3JIEKTPOHHOU moute. [Ipu
HEOOXOAUMOCTH, AOKYMEHT MOXXET OBITh IOJIMUCAH
HECKOJIbKUMH COTPYIHHKAaMH, YTO OYEHb yJOOHO s
aBTOMaTH3aLUU npouenyp COIJIaCOBAHUS u
YTBEpXKIEHHUsSI NOKyMEHTOB. B cmywae, ecnu cucrtema
«/JIEJIO» ycTtaHOBIEHa y BCEX YYAaCTHHKOB OOMEHa
nH(popManue, NoIb30BaTEeNN TOIyJar0T BO3MOXKHOCTD
pacnpoCTpaHsATh NOAMNHCAHHBIE JOKYMEHTHI IO BCEH
TEPPUTOPUANIBHO-PACIPEAEIIEHHON OpraHu3aLuy;

- mo0OH COTPYIHHMK, HWMEIOMIUH IOCTyHn K
JIOKyMEHTY, IIOJy4aeT AOCTOBEPHYIO HH(POPMAIHIO O
MOJANUCAX W TMOANHMCABUIMX JIMLAX, 4 TAaKKE MOMKET
MIPOBEPUTH TOAJIMHHOCTh KaKJIOW MHOJMHCU «OJHUM
Ha)KaTHEM KHOIIKI.

Cryptographic Signature or DE(rY!!

Swipe finger

[T My Fingerprint reader is not working or is nok available

Puc. 3. [IpumeHeHne 3JIEKTPOHHOM TUPPOBOH MOAMHUCH

Texnonorusa npumenenus DLIT:

Jdns  xaxaoro Iosib3oBaTels,  00Jagaroliero
MIPaBOM IOJIHCH, (POPMUPYETCSI KIFOY, COCTOSIIIMNA M3
JIByX 4acTei:

I. CexpeTHBlii KIIOY — HCIONB3YETCS  JUIA
MOJNUCAHUSL  JOKYMEHTOB ®W Ansd  Jemmdpanun
cOOOIIeHNH,  OTMPaBISIEMBIX  IIOJIB30BATENEM IO
95IeKTpoHHON moute. OH 3amuchIBaeTCd Ha HOCUTEIb

nHpOpPMALINH, TIepeTaBaeMblii THYHO ITOJIE30BATEIO (1
MOXET OBITh JONOJHUTEIBHO 3aINMINEH IaposieM Ha
cnydail motepu Hocutems). lloammcaHue MpPOMCXOIUT
IyTeM BBOJA HOCHUTEIS B CUHUTHIBAIOIIEE YCTPOMCTBO
KOMIIbIOTepa U HaXkaTua KHomku «Iloxmucate.

2. OTKpBITHIH KIII0Y — HCIIOJIB3YETCS ATl IPOBEPKHU
nogmuHHOoctH  OUII.  TIpoBepka mpousBoaUTCS Ha
OCHOBaHHH CepTU(HKATa OTKPHITOTO KII0YA.

Hcnons3oBanue TtexHonmorun OLII mno3Bomiser
NPUMEHUTh OAWH W3 JIByX BO3MOXXHBIX IOAXOZOB K

OpraHH3aIuI 3aIUIIECHHOTO AIEKTPOHHOTO
JIOKYMEHTOO0OpOTa, KOTOPBIM COOTBETCTBYIOT JIBa
BapuaHTa noctaBku onmuu «ILI1 u mudpoanmey:

1 BapuaHT: «KOPHOPATHBHBIA  3JIEKTPOHHBIN
JIOKYyMEHTO000pOT;

2 BapUAaHT: CHOPUIUYECKU 3HAYMMBIi
AIIEKTPOHHBII JOKYMEHTOO00POTY.

Opranuzanusi  KOPIIOPaTUBHOI'O  BIIEKTPOHHOTO

JIOKyMEHTO0000poTa. DIeKTpoHHas! 1H(poBas MOINNCH
MOXET OBITh  WCIIONb30BaHA  JUIS  IOANMCAHUA
JIEKTPOHHBIX JIOKyMEHTOB B pamkax
BHYTPUKOPIIOPAaTUBHBIX ~ WJIM  MEKKOPIIOPAaTHBHBIX
COIJIALIICHUH IT0 UCIoNb30Banuo DIIII.

B otom ciyuae 9neKTpPOHHBIE JOKYMEHTHI,
noanucansbie DLIII, MOryT MMETh XOXXIEHHE BHYTPH
OIHOM  OpraHM3alyu, a TaKkKe MOXET  ObITh
OpraHu30BaH OOMEH C TEPPUTOPHAIBHO YIaJCHHBIMH
[OJIpa3/IeIICHUSAMU, ¢bunanamu, JIOYEPHUMU
KOMIIaHUsIMH. Bo3MoxxHa Taroke peaimsanus oOMeHa
EKTPOHHBIMH  JokyMeHTamu ¢ OLII  mexny
Pa3IMYHBIMH OPTaHU3ALMSIMH B PAMKaX JBYXCTOPOHHHX
WJIN MHOTOCTOPOHHHX COTJIAIICHHH.

JanHbplli  moaxoX — HE  pellaeT  BOINPOCOB
obecrieueHns: IOPUANIECKOH 3HAUMMOCTH 3IIEKTPOHHOTO
JIOKyMEHTOO00pOTa, HO TO3BOJSIET  CYIIECTBEHHO
COKpAaTUTh 3aTpaTbl BPEMEHHBIX M 4YEIOBEUECKHX
pecypcoB Ha Tepefady IOKYMEHTOB M UX ONEPaTUBHOE
UCTIOJTHEHHE.

Kpunrorpaduueckuii komrieke «KopnopaTuBHbIi
nokymeHToobopor» Bkirouaer: CK3U Kpunro IIpo
CSP 3.0 mwmum Curnan-Kom 3.0, cucrema «JIEJIOp,
HaumnHas ¢ Bepcun 8.8.0 (s cucremsl «/IEJIO» Bepcun
8.6.0 — CK3U Kpwunro IIpo CSP 2.0).

Opranuszanus IOPUANIECKU 3HAYNMOTO
ANIEKTPOHHOTO JOKYMEHTO0000poTa. [laHHBIA TMOAXOM
ABISIETCSl OoJiee TONHBIM PELICHHEM U ITO3BOJIAET
IpUAaTh IOPUANYECKYI0 3HAYMMOCTh CO37aBAacMbIM B
cucreMe  «JIEJIO»  »NMeKTpOHHBIM  JOKyMEHTaMm
Oaromapst obecreueHno psana YCIOBHA
(yCTaHOBJIEHHBIX 3aKOHOAATEIBHO):

- YAOCTOBEpEHHE TOYHOTO BPEMEHM CO3JaHUS
QJICKTPOHHBIX HJOKYMCHTOB C IIOMONIbIO IITaMIIOB
BpPEMEHH;

- TIOJTlyYEeHUE B peasIbHOM BpEeMEHH MH(pOPMaIHu O
craryce cepTu(HKaTOB LU(PPOBBIX ToxanKceil (Bcei
HETOYKH CePTUPHUKATOB — OT JIUIHOTO J0 cepTuduKara
TOJIOBHOTO yJIOCTOBEPSIOIIETO LIEHTPA);

- TOJJEepXKKa YCOBEPLICHCTBOBaHHOTO (hopmara
moamucu  «Kpurnro TIpo DIIII», obecnednBaromero
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BO3MOXKHOCTh JJTUTEIBHOTO XPAHCHHS ITOKYMEHTOB B
anexktporHOM BHe ¢ DI (mo 30 mer).

JokymeHT, TIOIITUCAHHBIN TaKou OIII,
npuoOpeTraeT psAA  CYIIECTBEHHBIX  IPEHUMYIIECTB,
HaTpuMep:

1. 3MeKTpOHHBIE  JOKYMEHTHI, IOANMCAHHEIC

OUII, “MeT OIWHAKOBYIO IOPHUAWYECKYI0 CHIY C
OyMaXKHBIMU;

2. JOKYMCHTBI, IIoAIIMCaHHbIC
MPUHUMAIOTCS B XOJI€ CY/IeOHBIX Pa30UpaTeNnbCTB;

3. DOIII MoXeT UCTIOIB30BaThCS JJIS TIOITUCAHUS
MEPBUYHBIX  OyXTraJTepCKUX JIOKYMEHTOB  JUIs
Hanorosoii uHCieKuuu U mp.

JlaHHOoe pelieHre Co3[JaeT MNPEANOChUIKA  JUIs
peampHOTO Tepexofa K 0e30yMaXHBIM TEXHOJIOTHSIM
JIOKYyMEHTO000pOTa.

Kpome Toro, cieayer OTMETHTh, YTO OpraHu3alus
KOPHOPaTHBHOTO u FOPHIYECKU 3HAYUMOTO
3JIEKTPOHHOTO JIOKYMEHTO000pOoTa TpedyeT co3maHus

I,

permameHToB  ucnoib3oBaHus  OIII B pamkax
OpraHu3aIIH.

Kpunrorpaduueckuit  komrmieke «Opuauyeckn
3HAUUMBIH  JOKyMeHTooOopoT»  Brutowaer: CK3U

Kpunro Ilpo CSP 3.0 win Curnan Kom 3.0, Kpunro
Apm Cranmaptr [TPO 4.2, cuctema «JAEJIO» (puc.4),
HaunHas ¢ Bepcuu 8.8.0.

= KpunToAPM 4

= Hpunvolips C5P 2.0

= eTokenPRO

= Momym KprnroAPM
=[ENOH

Puc. 4. Cuctema «/IEJIO»

[udpoBanne ITOKYMEHTOB, II€peJaBaeMbIX II0
anekTpoHHOW Tmoute. Ilomumo momaepxkn LI
cpencTtBa Kpunrorpaduveckond 3amuThl HHpOpMamH,
BXOJSIIME B COCTaB JAHHOM OIMK, O0OECIEUYUBAIOT
HAJICXKHOE MU(PPOBAHUE TaHHBIX.

HludpoBanue cooOuieHUi, IepesaBacMbIX 110

OTKPBITHIM ~ KaHajaM, II03BOJIIET T'apaHTHPOBAHHO
3alIUTUTh  KOHQUICHIMAIbHYI0 HMH(GOpPMAIHMI0  OT
HECAaHKIIMOHMPOBAHHOIO  JIOCTyNa —  IPOYTEHHS,

HCKKEHUS JINOO ITOMECHBI.

Jns  vcrnonb30BaHUS  JOTIOMHUTEIBHOM — OMIUH
«OUIT n mmdpoBaHue» HEOOXOAUMO YCTAaHOBHTH Ha
paboueit cranuun CK3U, momepKuBaromyo CTaHaapT
Microsoft CryptoAPI.

Jns  ucmonab30BaHUS
MOHAJI00UTCS:

- eToken PRO/32K (CERT) B ¢opm-daxrope
USB-kmoua, CK3U pa3zpaborunka;

- cucrtema «KKAPMA»

3. BbiBobl. BO3MOXKHOCTH 3alUINEHHOTO 0OMeHa
JIOKYMEHTaMH{ TI0 BHEUIHHM KaHallaM CBS3H SIBISACTCS

IAHHOW  ITOJICUCTEMBI

HauOoiee  aKkTyaJbHOM  JuIs TEPPUTOPUAIIBHO
pacIpeneneHHbIX OpTraHW3alNi, T.e. HUMCEIOUIMX CETh
(unManoB WM JOYEpHUE OpraHu3anmy. [ apaHTHit
KOH()MAECHIIMAIBHOCTH TI€pENaBaeMbIX CBEACHHH 4acTo
TpeOyeT TakKe MepenucKka ¢ KINCHTAaMH MM
MapTHEPAMH.
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I'anonosa O.B. Cucrema 3axucry  0o0MiHY
JOKYMEHTAMH Mixk opraHizauisvu
B cmammi  posenamymo cucmemy Ona  3axucmy

e1eKmpoHH020 00Kymenmoobiey "eno" - Iliocucmemy "EL[IT
i wugppysanus”.

Enexmponnuti  yugpposuii nionuc (EL[II) 0onomooice
nepegipumu  yinicHicms  elekmponHoz2o aucma (e-Mail) i
nepexonamucs 6 Haoiunocmi eionpagnuxa. QOOHOZHAYHO
BUBHAUUMb asmopa cmammi, onyonikosanii ¢ Inmepnemi, i
sKaxce oamy nyonikayii.

Knrwuogi cnosa: enexmpounuii 0oKymenm, wugpysanus
OaHux, 3axucm iHgopmayii.

Gaponova O.V. The system secure exchange of
documents between institutions

The article describes a system for the protection of
electronic document "affair" - Subsystem "electronic signature
and encryption.”

Electronic digital signature (EDS) will check the
integrity of e-mail (e-Mail), and ensure the reliability of the
sender. Clearly identify the author of an article published on
the Internet, and will indicate the date of publication.

Will write your own opinion about to read a document in
Microsoft Word and attach it as a "sticker" to the file, not
"spoil" your file itself notes, with a securely tied "sticker" to
the current contents of the document (when you change the
text of the document "sticker” immediately detects that the
document changed). Leaving the "business card" of the
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actions committed in the electronic world, confirm the
credentials, etc.

Electronic digital signature (EDS) - a powerful tool for
the control of authenticity of electronic information, ensure
the integrity of electronic data confirm their authorship and
relevance. Digital signature - is a data object that is created
for signing data, allowing to verify the integrity and
authenticity of the data.

EDS can be used as a responsible signature to an
electronic document - that is, as an analogue of a handwritten
signature or seal on a paper document. In particular, in this
incarnation digital signature is used in electronic document
for different purposes. EDS is widely used to sign programs or
individual modules to computer users by downloading the
program from the Internet, and using them in their work, [
could be convinced of the reliability and accuracy of their
work and the reliability of the source of these programs. When
conducting business correspondence secretaries from different
companies digital signature can serve as an "envelope" - at
one end of a letter sealed with the help of electronic signature,
and at the finish of the recipient "opens" the envelope, making
sure the full integrity and authenticity of data. With EDS you
can agree on how electronic versions of documents between
different services within an organization and between different
organizations. In this case, the text of the agreement will be
protected from uncoordinated changes, and every responsible
authority would have to agree on the document using their

own electronic signature, thus confirming their attitude
towards him. This signature unmistakably tell not only about
who signed the document, but also indicate the date and time
of signing. If the employee chooses to give up responsibility
for the sight of a document or sending the information in the
letter, sealed by his electronic signature, the digital signature
is easy to convict him. For example, often requires a contract
to agree to the legal department, the accounting department
and other departments of the company, and only after that it
will sign the leaders of both sides. This agreement, and the
sight of all responsible agencies may be carried out now in
electronic form using digital signature.

Key words: electronic document, data encryption, data
protection.
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