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The paper discusses the adaptive neuro-fuzzy inference system
ANFIS for intellectual diagnostics of large-scale wireless
sensor networks. The solution for functional diagnostics of
wireless sensor network is realized by the expert system de-
signed on the knowledge base in the form of a neuron-fuzzy
network.
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1. Introduction

Last advances in low-power wireless technologies
have enabled us to expand of wireless sensor networks
(WSN) on different new networked systems. There is
wide variety of WSN applications, such as environment
monitoring, scientific observation, emergency detection,
field surveillance, and structure monitoring, and so on. In
those applications, hundreds or even thousands of sensor
nodes are assumed to be deployed in the target fields.
Besides many algorithmic studies that focus on design-
ing efficient schemes or protocols to coordinate large-
scale sensor networks, there are also systematic studies
that make efforts in optimizing sensor networks in prac-
tice, which are usually tested on lab scale test beds or
small scale deployments.

In the general case, WSN is a cluster of the small
nodes that are organized into a supportive network. It
comprises from the sets of spatially disseminated inde-
pendent devices using sensors to monitor the physical or
environmental conditions: temperature, light, sound,
pressure, humidity, vibration etc.

Remote sensor devices commonly have insufficient
vitality and transmission limit, which cannot coordinate
the transmission of a substantial number of information
gathered by sensor nodes. WSN are normally fault-prone
and their good quality is vigorously impacted by issues.
A fault is essentially a sudden change in a framework, in
spite of the fact that it might happen because of different
reasons including battery exhaustion, radio impediment,

de - synchronization, or separation. These failed nodes
may decrease the quality of service (QoS) of the entire
WSN. That is why it is important to study the fault de-
tection methods for nodes in WSN.

Existing approaches to diagnosing sensor networks
are generally sink-based and grounded on actively pull-
ing state information from all sensor nodes to the central
point what is referred to as “centralized analysis”. How-
ever, the sink-based diagnosis tools incur huge commu-
nication overhead to the traffic sensitive sensor net-
works. Also, due to the unreliable wireless communica-
tions, sink often obtains incomplete and sometimes sus-
picious information, leading to highly inaccurate judg-
ments. We observe that it is always more difficult to ob-
tain state information from the problematic or critical re-
gions.

2. Releated works

The WSN node status can be divided into two
types [1-3]: normal and faulty. Faulty in turn can be
“permanent” or “static”’. The so-called “permanent”
means failed nodes will remain faulty until they are re-
placed, and the so-called “static” means new faults will
not generated during fault detection. In [2, 3], node
faults of WSN were divided into two categories: hard
and soft. The so-called “hard fault” occurs when a sen-
sor node cannot communicate with other nodes due to
the failure of a certain module (e.g., communication
failure due to the failure of the communication module,
energy depletion of node, being out of the communica-
tion range of entire mobile network because of the
nodes moving and so on). The so-called “soft fault”
happened when the failed nodes can continue to work
and communicate with other nodes (hardware and soft-
ware of communication module are normal) but the data
sensed or transmitted is not correct.

In [4] is given the fault types of the classification
for the WSN: data-centric viewpoint; system centric
viewpoint; distributed viewpoint; duration viewpoint;
and component viewpoint. The intelligent diagnostic
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system (IDS) is proposed in [5, 6]. Expert diagnosis of
the IDS uses neuro-fuzzy knowledge base. For the for-
mation of logical conclusions knowledge is used in the
form of fuzzy function with linguistic variables [7]. The
use of the IDS with neuro-fuzzy knowledge base to
solve problems of diagnosing complex technical objects
extends the capabilities of such a class of intellectual
systems, allows for an expert estimation of more vari-
ants, with increasing the reliability and accuracy of the
obtained results, with equal computational resources.

3. Setting the task

WSN node faults are usually due to the following
causes: the failure of modules (such as communication
and sensing module) due to fabrication process prob-
lems, environmental factors, enemy attacks and so on;
battery power depletion; being out of the communica-
tion range of the entire network.

The main purpose of this work is the development
of automated methods for intelligent functional diagno-
sis for WSN.

In the process of achieving the main goal, the fol-
lowing tasks are formulated and solved: conducting a
continuous analysis of the technical state of the WSN in
the process of functioning without disturbing functional
links; operational receipt of information about the tech-
nical state of the WSN at an arbitrary time; elimination
of the need for additional stimulus signals for WSN in
the diagnostic process; possibility of predicting devia-
tions of the technical state of the WSN from normal in
the process of obtaining current data from sensors.

4. Intellectual diagnostic of wireless sensor net-
work

Information part of IDS provides accumulation,
storage and transfer of information to other parts of it,
and also implements the interface of the end user. Data
from sensors is unstructured and requires further pro-
cessing. The need for real-time decision-making results
in the fact that the number of decision trees constructed
according to incoming data should be equal to the num-
ber of counts (analogue of conveyor data processing).
Tree decision trees for each time interval require signif-
icant memory costs for the IDS, so averaging for input
data is usually used to reduce such costs. However, in-
formation on current changes in data from sensors over
a period of time may be lost, which is a significant dis-
advantage of the methods for calculating averages. The
problem of a significant amount of complex object data

can be solved by using these data as a training sample
for neuro-fuzzy knowledge base.

There are mainly two sorts of node faults in WSN.
The primary type is function fault, in which the sensor
node cannot convey the data packet suitably. The sec-
ond type is data fault, in which the node can convey the
information bundle effectively yet the information gath-
ered by sensor node is off base.

To evaluate the health of a sensor node, a binary
logic function X is often used with a set of its values
{0,1}. At the same time, if x is 1, then the node is opera-
tional and if x is 0, then the node is inoperable. Howev-
er, fuzzy X values are required to use in the IDS.

For the fuzzification of input the crisp values con-
vert of the input variables X and output variables Y into
fuzzy, select the appropriate distribution functions and
the number and values terms.

We consider a crisp variable between “0” and “1”
and it has five terms with the following limits. — "0-0.1"
- "Very Close to 0" ; — "0.1-0.2" - "Close to 0"; — "0.2-
0.8" - "AverageValue"; — “0.8-0.9” - “Close tol”; —
"0.9-1" - "Very Close to 1".

We apply this fuzzification for all input variables
and for output variables. At the figure 1 is shown five
membership functions of the input variable X.

To implement the diagnostic algorithms, we use
the MatLab and ANFIS system.

The adaptive network-based fuzzy inference sys-
tems (ANFIS) is used to solve problems related to pa-
rameter identification. ANFIS is basically a graphical
network representation of Sugeno-type fuzzy systems
endowed with the neural learning capabilities. The net-
work is comprised of nodes with specific functions col-
lected in layers. ANFIS is able to construct a network
realization of IF / THEN rules. All computations can be
presented in a diagram form. ANFIS normally has 5
layers of neurons of which neurons in the same layer are
of the same function family.

Layer 1 (L1): Each node generates the membership
grades of a linguistic label.

Layer 2 (L2): Each node calculates the firing
strength of each rule using the min or prod operator. In
general, any other fuzzy AND operation can be used.

Layer 3 (L3): The nodes calculate the ratios of the
rule’s firing strength to the sum of all the rules firing
strength. The result is a normalised firing strength.
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Fig. 1. Membership functions of the input variable X
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Fig. 2. Structure of the ANFIS network

Layer 4 (L4): The nodes compute a parameter
function on the layer 3 output. Parameters in this layer
are called consequent parameters.

Layer 5 (L5): Normally a single node that aggre-
gates the overall outputs the summation of all incoming
signals

For an example of the functioning of the IDS, we
believe that it is possible to measure numerical values
for 24 diagnostic parameters (DP1, ..., DP24). The val-
ues of the sensor readings are obtained at discrete mo-
ments of time t0, t1, t2, ..., ti. The time interval (ti+1-ti)
between two adjacent dimensions is selected taking into
account the speed of the change of diagnostic parame-
ters. All 24 characteristics will play the role of diagnos-
tic parameters in the process of intellectual diagnosis.

Conclusion

The IDS considered in this paper, along with the
use of traditional knowledge base, allows us to use the
neural networks and to formalize the above practical
problems that arise during the operation of various tech-
nical objects to achieve the main goal of work.

The ANFIS algorithm is used in order to improve
the efficiency and accuracy of diagnostic sensor node.
Because of using different ways to train and simulate
ANFIS data within a single wireless sensor node, we
generate a kind of intelligent system.
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Kpusyas I'.®., Ceprienxko B.l. Bukopucranus inrte-
JIEKTYaJILHUX 32c00iB /sl AiarHOCTYBaHHsSI 0e31poTOBOI
CeHCOPHOI Mepexi

3anpononosano  cucmemy — adanmueno20  Helpo-
Heuimkozo eucrosky ANFIS ona inmenexmyanvhol Oiaeroc-
MUKU Macuimadnux 6e30pomosux cencopuux mepedic. Piuen-
H3 3a0a4i QYHKYIOHANLHOT OIA2HOCMUKU PedanizyEmbCsi eKcne-
PMHOI0 CUCMEMOI0 HA OCHO8I 6a3u 3HAHb y ueNAdi Heupo-
HeYimKoi mMepesici.

Kniouosi cnosa: ANFIS, 6e30pomosa cencopna mepe-
Jrca, diaeHOCMUYHI napamempu, HeUpOHHA Mepedica, BUsABIeH-
H5l HECRPABHOCMEl, 8i0MOBOCMITIKICb.

Kpupyas I'.®., Cepruenko B.U. Ucnouan3oBaHue
HHTEJUIEKTYAIBHBIX CPEACTB /15l JUATHOCTHPOBaHUS Oec-
TPOBO/JHON CEHCOPHOIi ceTH

IIpeonodceno ucnonvzosamnue adanmusHoOU CUCHEMbl
Helipo-Heuemko2o 6b1600a ANFIS ons unmennekmyanvHou ou-
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cemeil. Pewenue 3a0auu ¢pynkyuonansnoii ouaznocmuru pea-
JIUZYEeMCs SKCNEPMHOL CUCMEMOU HA OCHO8e 6a3bl 3HAHULL 8
sude Hellpo-HeuemKou cemu
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