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Nowadays, fake news (FN) have actively penetrated through-
out the social media reducing our ability to critical assess and
proceed the information. Most of existing approaches to han-
dle with FN require a labeled FN training datasets but in some
cases these datasets are unavailable. In this paper, we present
a model-oriented approach for FN detection and feature ex-
traction. The unsupervised technique for FN identification
without the training data is designed and developed. It in-
cludes four main steps, namely data preprocessing, text fea-
ture extraction, vectorization, and clustering using k-means
algorithm. The results of the last step was evaluated through
several parameters: homogeneity, completeness, V-measure,
Adjusted Rand index and Silhouette coefficient.

Keywords: FN detection, text mining, model-oriented ap-
proach, clustering, word2vec

1. Introduction

The researches of Stanford University defined FN
like the news that are intentionally and verifiably false
and can mislead [1].

After the presidential election with Donald Trump
and Hillary Clinton at 2016 in the USA, the actual topic
was the “Fake News” [2]. Some political pundits claim
that FN affected the election. Fake news posts have used
social media to disseminate during the internet.

Nowadays, big social networking services compa-
nies are developed solutions for FN recognizing. For
example, Facebook allows users scoring the news that is
possibly suspicious [3]. Recently, a new online service
“Google News Initiative” that is proposed by Google to
fighting FN [4].

There are many researches provided in this area.
The authors [5] investigated and characterized FN and
data related to it as follows (Fig.1).

The research approaches for FN detection can be
defined in the following categories [6]: data-oriented,
feature-oriented, model-oriented, application-oriented.

According to our goal, we detailed investigation
and analysis of the model-oriented FN research.

Most approaches include extracting various fea-
tures and follow using these features into supervised
classification models [7, 8]. The conjunction of several
weak classifiers into ensemble methods is more success-
ful than any single classification model alone. The en-
semble methods have been widely applied to FN detec-
tion and have a more accurate result [9].

However, the accuracy of FN detection, is still
challenging, due to the dynamic nature of social media,
and the complexity and diversity of online text data. Al-
so, in the absence of high-quality training data is a prob-
lem for the creation of detection models.

One of the major challenges for FN detection is the
fact that each feature, such as source trustworthiness,
style of news text, or social response, has some re-
striction to directly predict FN singly. The process of
obtaining a reliable FN dataset is difficult for the fol-
lowing reasons [10]:

- the real-world online dataset is usually big, in-
complete, unstructured, unlabeled, and noisy;

- everyday a large amount of false information
with diverse intentions and different linguistic charac-
teristics is created via social media.

Also, most existing approaches require a labeled
FN train dataset to train a model. It is important to con-
sider scenarios where limited or no labeled FN items are
available in which semi-supervised or unsupervised
models can be applied. The models created by super-
vised learning be more accurate given a quality training
dataset, unsupervised models can be more useful on
wide availability of unlabeled data.
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Fig. 1. Characteristic of FN and data related to it [5]
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Fig. 2. The categories of research approaches for FN detection

It is necessary to design an approach which is able
to identify FN even without the training samples. It is
important to design effective, automatic and applicable
approaches for high-quality online FN detection.

The goal is effectiveness model-oriented ap-
proaches for FN detection. The objectives can be de-
fined as follow:

- study and analyzed related work for FN detec-
tion and feature extraction;

- designed and development of unsupervised
technique for FN detection consisting of data prepro-
cessing, text feature extraction, converting words to
vectors and clustering using k-means algorithm;

- clustering evaluation.

The outline of the paper is as follows. In Section 2,
we describe the major definitions of model-oriented ap-
proaches for FN detection. The method of feature ex-
traction is considered in Section 3. The model-oriented
method such as clustering is provided and experiment
process is presented in Section 4. The clustering evalua-
tions are present in Section 5. Finally, we conclude our
research.

2. Definitions of model-oriented approaches

According to the model-oriented approach for FN
detection can be used unsupervised and supervised ma-
chine learning technique. We study classification as su-
pervised learning, and perform clustering as unsuper-
vised learning.

The clustering in the context of FN detection can
be defined as follow [11]. Given a corpus of F
NJ ={j, j2 j3 ., ju} With size of n where each docu-
ment 7, is a vector of terms in a dictionary,
Y = {tytyt3 ..., ty} with size of T = |X]. The prob-
lem is clustering of documents based on their terms into
homogeneous classes with respect to FN categories. To
this end, we first cluster documents based on appear-
ance positions of each term in an article and its correla-
tions with other terms (Spatial relation extraction) fol-
lowing by designing an automatic ensemble co-
clustering to cluster documents according to their posi-
tions in different factors among various low-rank de-
compositions.
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Mathematically, the classification for FN detection
define as follows [12]. A news item is called fake if its
content is verified to be fake and true otherwise. Let

X ={X,X,,..,X,} denote a dataset containing n news

items. Each new item j € [1, n] contains & resources of
data and is denoted as X, = {X}.,Xf.,...,X/’.‘} . Addition-

ally, let ¥ ={y,,,,...,»,} is a set of class labels related

with news samples of dataset X. Each class label y; € ¥
from the label set, where m is the number of recognized
class of news in dataset and /; € L is a class meaning:
fake or true.

With the aforementioned notations and definitions,
the problem of multi-source multi-class FN detection is
formally defined as follows. Given the dataset X and its
corresponding labels Y, the goal of classification is to
learn the model M mapping X to Y, which predicts the
degrees of fakeness for unlabeled news.

3. Feature extraction

The wor2vec model is a popular technique for fea-
ture extraction in text mining. It can be describing as
follow. The word2vec model takes a large text corpus as
input and maps each word to a vector, giving the coor-
dinates of the words in the output. At the first stage, it
creates a dictionary through learning on the input text
data, and then calculates the vector of words. The vector
is based on contextual proximity: words found in the
text follow to identical words (therefore having similar
meanings) in the vector have close coordinates of word
vectors. The parameters and corpus sizes are affected to
the model accuracy. Accuracy increases overall if the

number of words used increases, and if the number of
dimensions increases [13].

The optimization of word2vec model is a classifi-
cation problem [14] and defineded as follow. The word
embedding layer is a matrix of a number of unique
words in the corpus and words embedding size. Suppose
a textual source contains x words [12]. The neural net-
work model applying, the text represents by an input
matrix of word embeddings denoted as W € R where
e is the dimension of the word embedding. More specif-
ically, w; € W is a e dimensional vector representing j-
th word of the text and populates j-th row of matrix W.
In other words, each row of the matrix represents a
word in the corpus. Words embedding size is a hyper-
parameter to be decided and how many features that can
be defined to each word. The last stage of the model is a
logistic regression in a neural network form.

4. Experiment

4.1. Data Description

The dataset by George Mclntire [15] was used.
The dataset was prepared in 2017. It consists of data
from 5279 articles. The articles came from media organ-
izations such as the New York Times, WSJ, Bloomberg,
NPR, and the Guardian and were published in 2015 or
2016. The dataset consists of the headline and text of a
news article as input variables and output variable with
the two classes: FAKE or REAL.

The FN detection includes follow steps.

4.2 Data preprocessing

The raw data was preprocessed. The bad charac-
ters, tokenize and stop words are removed. The raw data
is present as follow (see Fig.3).

Unnamed: @ title text label

0 8476 You Can Smell Hillary’s Fear Daniel Greenfield, a Shillman Journalism Fello... FAKE

1 10294 Watch The Exact Moment Paul Ryan Committed Pal... Google Pinterest Digg Linkedin Reddit Stumbleu... FAKE

2 3608 Kerry to go to Paris in gesture of sympathy U.S. Secretary of State John F. Kerry said Mon... REAL

3 10142 Bernie supporters on Twitter erupt in anger ag... — Kaydee King (@KaydeeKing) November 9, 2016 T... FAKE

4 875 The Battle of New York: Why This Primary Matters It's primary day in New York and front-runners... REAL
Fig. 3. Data before processing

Unnamed: @ title text label

0 8476 [smell, hillarys, fear] [daniel, greenfield, shillman, journalism, fel... FAKE

1 10294 [watch, exact, moment, paul, ryan, committed, ... [google, pinterest, digg, linkedin, reddit, st... FAKE

2 3608 [kerry, go, paris, gesture, sympathy] [us, secretary, state, john, f, kerry, said, m... REAL

3 10142 [bernie, supporters, twitter, erupt, anger, dn... [kaydee, king, kaydeeking, november, lesson, t... FAKE

4 875 [battle, new, york, primary, matters] [primary, day, new, york, frontrunners, hillar... REAL

5 6903 [tehran, usa]  [im, immigrant, grandparents, years, ago, arri... FAKE

6 7341 [girl, horrified, watches, boyfriend, left, fa... [share, baylee, luciani, left, screenshot, bay... FAKE

7 95 [britains, schindler, dies] [czech, stockbroker, saved, jewish, children, ... REAL

8 4869 [fact, check, trump, clinton, commanderinchief... [hillary, clinton, donald, trump, made, inaccu... REAL

9 2908  [iran, reportedly, makes, new, push, uranium, ... [iranian, negotiators, reportedly, made, lastd... REAL

Fig. 4. Data after preprocessing step
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Data after preprocessing without bad characters,
tokenize and stop words can be present as follow (see
Fig.4).

4.3. Train word2vec model

After training the model with the data generated
from the example sentence above, we can see that the
model can output most of the similar words for each
word as an input word.

Take the sentence for example, given a context
word "go" we would like the model to generate one of
the underlying words (one of the words in [stay, come,
get, sit, throw, wait, happen, alone, roll, let] in the fol-
lows case.).

model.wv.similar_by word(""go")
[
('stay', 0.7747250199317932),
('come', 0.7660486698150635),
("get', 0.751580536365509),
('sit', 0.7376989722251892),
('throw', 0.7257541418075562),
('wait', 0.7247833013534546),
('happen', 0.6911652088165283),
(‘alone', 0.6910232305526733),
('roll', 0.6893036365509033),
("let', 0.6857764720916748)

On another case, given a context word “politic” we
would like the model to generate one of the underlying
words (one of the words in [destructive, healthcare-
aboveall, karma, potent, distributionthe, interlocking,
ecologically, intolerable, divine, oneness]).

model.wv.similar_by word("politic")
[
('destructive', 0.8911725282669067),
('healthcareaboveall', 0.888471782207489),
('karma', 0.8859128952026367),
('potent’, 0.8848767876625061),
(‘distributionthe’, 0.8825998902320862),
('interlocking', 0.8820247054100037),
(‘ecologically’, 0.8805824518203735),
('intolerable', 0.8803092837333679),
('divine', 0.8801225423812866),
(‘oneness', 0.8792058229446411)

]

The follow steps after word2vec are converting
words to vectors and using K-Means algorithm for clus-
tering.

5. Clustering evaluation

There are many parameters are used for clustering
evaluation. The follow parameters are used in our ex-
periment: homogeneity, completeness, V-measure, sil-
houette, Adjusted Rand index, Adjusted Mutual Infor-
mation and Silhouette coefficient.

Formally, homogeneity /4, completeness ¢, V-
measure V are determined using the functions of entropy
as follow.

H(C|K)
=l-—Z,c=

1_H(K|C)
 HQO) '

HKK) ’

where K is the result of clustering, C is the true parti-
tioning of the sample into classes. Thus, homogeneity
measures how much each cluster consists of objects of
the same class, and completeness measures how much
objects of the same class belong to the same cluster.
These measures are not symmetrical. Both values take
values in the range [0,1], and large values correspond to
more accurate clustering. These measures are not nor-
malized and depend on the number of clusters.

To take into account homogeneity and complete-
ness, a V-measure is introduced at the same time as
their harmonic mean. It is symmetrical and shows how
the two clusters are similar to each other.

The V-measure calculated as follow.

V=(1+beta) *h *c/(beta *h+c)

The Rand index (RI) expresses the similarity of
two different clusters of the sample. In order for this in-
dex to give values close to zero for random clustering
for any n and the number of clusters, it is necessary to
normalize it. This is how the Adjusted Rand Index is de-
fined. Adjusted Rand index (ARI) is a symmetric meas-
ure, independent of label values and permutations. This
index is a measure of the distance between different
sample partitions. ARI takes values in the range [—1,1].
Negative values correspond to "independent" clusters,
values close to zero correspond to random partitions,
and positive values indicate that the two partitions are
similar. The Rand Index and Adjusted Rand index can
be defined as follow.

RI - E[RI]

_ 2(a+b) ~
- " max(RI)-E[RI]’

n(n—-1)"

RI

where n is the number of objects in the set, a is the
number of both of objects that have the same labels and
are in the same cluster, b is the number of pairs of ob-
jects that have different labels and are in different clus-
ters.

Silhouette coefficient is a method of interpretation
and validation of data consistency in clusters.

The silhouette value is a measure of how similar
an object is to its own cluster is it compare to other clus-
ters. It takes values as follow [—1, 1]. A high value
means that the object is well similar to its own cluster
and badly similar to other clusters.

The results of evaluations parameters are:

Homogeneity: 1.000

Completeness: 1.000

V-measure: 1.000

Adjusted Rand Index: 1.000

Silhouette Coefficient: 0.326
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Conclusion

The most of approaches require a labeled data for
accurate FN detection. The models created by super-
vised classification methods may be more accurate giv-
en a high-quality dataset for training. However, unsu-
pervised models don’t require a labeled data and can be
more practical because unlabeled datasets are more
available to obtain. The unsupervised technique to iden-
tify FN without the training data is designed and devel-
opment. It consists of follow steps: data preprocessing,
text feature extraction, converting words to vectors and
clustering using k-means algorithm.

We provide clustering evaluation through several
parameters: homogeneity, completeness, V-measure,
silhouette, Adjusted Rand index and Silhouette coeffi-
cient. Based on the results of the Silhouette clustering
coefficient as the main evaluation method, we can con-
clude that the clustering model is accurate.

Follow clustering evaluation, the word2vec model
showed quality results of vectorizing and searching sim-
ilar words to build distances between objects for the fol-
low clustering analysis.

The future research is additional settings such as
doc2vec method for feature extraction and cross-
validation for find better configurations for clustering
model accuracy improving.
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Hasinenko M.O., Bbino6oporoBa T.O. Moaean-
opieHTOBaHMii miaXig A0 Bu3HauyeHHs (eiikoBUX HOBHUH B
couiaTbHUX Mepekax

Ha oanuit uac ¢panvuusi nosunu (FN) akmusno nponu-
Kaiomv 8 COYIANbHI MepediCi, 3HUNCYIOYU HAUly 30amHicmb
Kpumuuno oyinosamu i 06poonamu ingopmayiio. Binvwicme
icHyroyux nioxoodie ona pobomu 3 FN eumazaromv mapkosanux
HasuanvbHux Habopis oanux FN, ane 6 deskux eunaoxax yi Ha-
6opu Ooanux HeoocmynHi. Y yitl cmammi Mu npeocmasnaemo
MooenvHo-opienmoganuil nioxio ons eussnenns FN i eudinen-
Ha osnax. Hexonmponvosana memoouxa ioenmugixayii FN
0e3 HasYambHUX OAHUX CHPOeKmosaHa i pospobrena. Bowua
BKIOUAE 8 cebe Homupu OCHOGHI emanu: Nonepeorto 0opPooKy
O0aHUX, BUTYYEHHS MEKCMOBUX O3HAK, 8eKmopusayilo i Kiac-
mepuzayilo 3 SUKOPUCMAHHAM anzopummy k-cepeonix. Pe-
3YIbMAmu OCMaHHL020 emany oYiHioBANUCA 34 Kilbkoma na-
pamempamu: 0OHopioHicms, noguoma, V-mepa, ckopueoganuii
indexc Penoi i koeghiyienm cunyemy.

Kniouogi cnosa: susnauenns ¢peiik Hogun, inmenexkmy-
ANbHULL HATI3 MEKCMY, MOOEbHO-0PIEHMOSAHUL NiOXi0, Kia-
cmepuzayis, word2vec.

Jasbiienko H.A., BbeaoGopomosa T.A. Mogenn-
OPHEHTHPOBAHHBIH MOAX0J 115 onpenejeHust GelKoBUX
HOBOCTeii B COIMATBHBIX CETAX

B nacmoswee epemsa ¢harvuusvie nosocmu (FN) ax-
MUBHO NPOHUKAIOM 6 COYUATbHbIE CemU, CHUNCAS HAWY CNo-
COOHOCMb  KpUMUYecKu oyeHusamv u oopabamviéams uH-
Gopmayuro. Bonvuuncmeo cyujecmeyrouwux nooxo0os 0.is
pabomwvr ¢ FN mpebytom mapxuposanuvix o6yuaroumux Habo-
pog Oanubix FN, HO 8 HEKOMOPBIX CIYUAAX 3Mu HAOOpbL OaH-
HbIX HedoCcmynHwl. B smotl cmamve mbl npedcmasiiem mo-
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0ebHO-0PUEHMUPOBAHNDBIL N00X00 014 06Hapyscenua FN u
svl0eneHus npusHaxos. Hekxonmpoaupyemas memoouxa uoem-
mugpuxayuu FN 6e3 ob6yuaiowux 0aHHbIX CNpOeKmuposana u
paspabomana. Ona exawouaem 6 cebsi yemvipe OCHOBHBIX
amana: npeoeapumenvuylo oopabomKy OAHHbIX, U3GIeUeHUe
MeKCMOBbIX NPUSHAKOS, BEKMOPU3AYUIO U KIACMEPUAYUIO C
ucnonvzosanuem areopumma k-cpeonux. Peszynbmamul no-
ClleOHe20 IMAna OYeHUBAIUCs NO HECKONbKUM NAPAMEMPam.:
0O0HOPOOHOCHIb, NOIHOMA, V-Mepa, CKOPPEeKMUPOBAHHbIIL UH-
dexc Penda u koagppuyuenm cunysma.

Knruesvie cnosa: oonapysicenue ¢eiix Hogocmetl, uH-
MenNeKmyanbHblll
OPUEHMUPOBAHMDIL N0OX00, Kiacmepusayus, word2vec.
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