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This article provides an overview of biometric security for mobile devices. Biometric security systems that use the retina,
voice, facial geometry, fingerprints, signature and others have been considered. Analysis of the advantages and
disadvantages of biometric security systems is carried out in terms of integration with mobile devices. Improvement of
biometric security for mobile devices using the existing systems of biometric security is proposed.
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Ilpedcmasneno oensio biomempuunoi Oesneku 0 MOOILIbHUX npucmpois. Pozenawymo cucmemu 6GiomempuyHo2o
saxucmy, AKi 6UKOPUCHOBYIOMb CIMKIBKY OKd, 20110C, 2eoMempito o0nuuys, 6i0Oumku nanvyie, nionuc ma imwi. Ananis
nepeeaz i HeOONiKi@ OiomempuuHux cucmem Oe3nexu 30IUCHIOEMbCA 3 No2A0Y iHmezpayii 3 MOOINbHUMU NPUCPOIMU.
3anpononosano eapianm yodockonanenus bOiomempuunoi Oesnexu Ons MOOIbHUX NPUCMPOIE, BUKOPUCMOBYIOUU HAABHI
cucmemu 6IOMEMPUYHO2O 3AXUCHTY.

Knrouosi cnosa: 6iomempuuna besnexa, 6iomempis, MOOLIbHUL NPUCPILL, CUCTIEMU PO3NTIZHABAHHS.

Ilpedocmasnen 0630p 6uomempuueckoii 0OezonacHocmu 0l MOOUIbHLIX ycmpoticmg. Paccmompenvt  cucmemul
buomempuueckou 3auumsl, UCNONL3YIOWUE CEMUAMKY 21A3d, 2010C, 2eOMEMPUI0 Iuyd, OMNedamxKyu naivyes, HOONUch u
opyaue. Ananus npeumyujecms u HeooCmamkos OUOMEMmPULECKUX CUCIHeM 6e30NaACHOCU OCYWeCMEIIAem s ¢ MOYKU 3PeHUs.
unmezpayuu ¢ MoounsHsIMu ycmpotlicmeamu. Ilpeonosicen eapuanm ycogepuiencmeosanuss buomempuieckol 6e3onacHocmu
07151 MOOUTILHBIX YCMPOLICME, UCHONL3YS CYUeCmEyIoujue CUcmemvl GUOMEMPULECKOU 3auumol.

Kniouesnie cnosa: buomempuyeckas 6e30nacHocme, buomempusi, MOOUIbHOE YCMPOUCMBO, CUCHIEMbl PACHOZHABAHUSL.

Introduction. Before consideration of using biometric securityhwthe mobile devices in
the future it is useful to look back and pay aitamto the main events in the history of the
biometrics and the biometric security development.

The term ‘biometrics’ consists of two Greek wortg' (life) and ‘metrics’ (to measure).
The origin of biometric technology is much oldeaithsuggested by their futuristic image.
The creators of the Great Pyramids in ancient Eggquignized the benefits of working on the
identification of pre-recorded personal charactiess Egyptians are clearly ahead of their
time, as for the next four thousand years in thesgractically nothing new happened. Only
in the late 19th century began to emerge systenrg) usgerprints and other physical
characteristics to identify people. For example1l&80, Henry Faulds, a Scottish physician,
who lived in Japan, published his reflections om diversity and uniqueness of fingerprints,
and suggested that they may be used to identifyicals. In 1900 Galton-Henry published a
significant work about a system of fingerprint cidisation. Every 3-5 years after 1930 some
significant researches had been made in the fiklthe biometrics before nowadays. The
development of the biometrics became faster wighithprovement of computer systems in
20th century [1]. Meaning of the ‘biometrics’ isartged due to the rapid development of the
computer systems. There is a quite good definibibtme biometrics which is “the process by
which a person's unique physical and other tragsdatected and recorded by an electronic
device or system as a means of confirming iden8tanning of the human iris is a reliable
form of biometrics” [2]. And another definition i&he analysis of biological data using



mathematical and statistical methods the practiadigitally scanning and the physiological
or behavioral characteristics of individuals asesans of identification” [2].

There are a lot of different types of systems whisk the biometric security for person
recognition and providing access to some infornmatidhese systems are based on
fingerprints recognition, face recognition, iriscognition, voice recognition and others.
Biometric security systems are used in differeelds of human life, for instance, healthcare
industry, government agencies, customer market,Téte mobile devices protection could be
implemented using biometrics, but there are stithe problems dealing with technology of
biometric security. There are many types of biorogtcan be measured and used for
protection in the mobile device. It is required dmoose the most appropriate variant and
consider the main advantages, disadvantages, @tasks, and benefits of the technology.
Ethical problem is also one of the most importdmtcause many people will not use
biometric security on their mobile device and thwisblem requires consideration as well.

So this work considers biometric security technmegyvith short overview of each one
including drawbacks, benefits, risk, etc. Some cb®iof biometrics recognition systems that
can be used with mobile devices in the future aesgnted in the paper.

It is also required to determine the meaning of‘thebile device’ in terms of this article.
People usually associate term ‘mobile device’ vathartphone, tablet or laptop, but many
different and unusual mobile devices will appeathia future and this can change the concept
of ‘mobile device’. For instance, Google glass igad example of entirely new mobile
device which was produced only in 2012 [3]. Mohitéots [4] which can perform some
actions are another example of mobile device ofuhee.

Overview of biometric security for mobile devices. Many biometrics solutions exist
nowadays. Some of them are used for biometric ggcsystems and are able to provide
appropriate level of protection. A survey of theorbetric security systems [5] provides
information about existing biometric security systeand their effect on people’s life in the
future. Author of the article presents such sohgias facial recognition detector, fingerprint
reader, voice recognition, iris scanner and redagniveins recognition, DNA biometrics and
2D barcode scanner [5]. It is possible to add hgadmetry and signature recognition
solutions to this list [6]. As it was mentioned &bpthese approaches are able to provide
security. Author of the article [6] gives some achames of the biometric security. For
instance, the biometric security is much preferalbib@n traditional password-based
authentication schemes, because they are moreleeltaen password-based system as
biometric traits cannot be lost or forgotten. Itvery hard to copy, distribute or share
biometrics traits. Another significant advantagémmetrics is that they require person to be
present at the time and the point of authenticafidus, biometrics is more powerful than
standard password-based systems, but it can beesthaith password as well [6].

Two types of protection can be provided by the labio security systems. They are
physical access control and logical access conffoysical access control can be used for
access devices which are applied at doors or cargputogical access is a process of accessing
data or computer programs [5]. Mobile devices camsed for different purposes in the future,
so it will be possible, using biometric securitg, grovide both logical access and physical
access. Using biometric security for logical acdassan obvious and straight forward task, but
how mobile device protected with biometric secudén be used for physical access presents
source [7], where smartphone with special appbeainstalled on it plays role of e-key. This
application replaces houses keys and allows usiagtphone as digital key, as seen in Fig. 1.



Fig. 1. Smartphoneisa digital key [7]

Another variant of using mobile devices is preseérnite the source [8]; Google wallet
application is presented in this article and itlaeps credit cards with smartphone. Mobile
device will be able to perform a lot of actionsthe future and some of them definitely
require high level of security which can be prodds using biometrics. These two examples
demonstrate very important role of the mobile devic

- Fingerprint recognition

The biometrics undoubtedly has advantage over atdndchemes of security and
authentication. Therefore, the most appropriateraggmnes should be chosen for mobile
device security. One of them is fingerprint recdigmi. This approach is based on uniqueness
of the different patterns of ridges which are tipper layer of skin [5]. This solution has a lot
of advantages. For instance, it has very high aogurit is the most economic and widely
spread solutions for PC, it is the oldest [1] aheé tmost developed biometrics, it is
standardized. Moreover, mobile devices with fingetprecognition systems are available
now. It is very popular solutions, but it has sodigadvantages and social problems as well.
One of the significant drawbacks is possibility hgpass fingerprint scanner using some
technics. These technics were demonstrated in btie @pisodes of ‘Mythbusters’ [9]. This
episode demonstrates possibility of bypassing fimget recognition security system using
finger pads which were made from different matsriaich as ballistic gel, silicon, etc.
However, there are a lot more disadvantages ferajpproach. Dirty or dryness of the finger’s
skin can be a reason of fingerprint scanner mistakeis impossible to use scanner for
children, because the size of their fingerprintnges very quickly. There is also one big
ethical problem dealing with this solution. Somegie will never use the fingerprint security
system on their mobile devices, because it is iglifited to the criminal identification [10].
So, using the fingerprint security system with neldevices may not be possible without
some modifications in the future.

- Facerecognition

Every mobile device has a camera which can be ased face recognition scanner
nowadays. The face is one of the easiest charsiitewhich can be used for security
purposes. In the future it will not be difficult testall high definition camera special for this
purpose in every mobile device. The obvious adwegaf the face recognition systems are:

1. does not require special hardware for face recmgnibecause it uses only camera,;

2. itis cheap technology;

3. itis non-intrusive, because users of mobile desvab@ not need perform any additional
actions to get access to their device [10].



This approach is not unique as other biometricegeition systems such as retinal, iris
and DNA (Deoxyribonucleic acid) recognition. Cameem provide only 2D recognition, so
quality of recognition can be affected by changesighting, the person’s hair, age and if
person wear glasses [10]. This solution can be uséde future, but 2D recognition should
be replaced by 3D recognition. This will help reduerrors and mistakes in recognition
system and provide higher level of security. 3Dnseais are available nowadays. However,
their size may not compatible with some mobile desiand this restricts using of the face
recognition systems. Therefore, reducing the sizth® 3D scanners is one of the priority
tasks to make them appropriate for mobile device.

- lrisrecognition

This approach is focused on specific traits of hurage and uses characteristics of the
iris. There is a definition of the iris “The iris the annular region of the eye bounded by the
pupil and the sclera (white of the eye) on eithde sThe visual texture of the iris is formed
during fetal development and stabilizes during fib& two years of life. The complex iris
texture carries very distinctive information usefat personal recognition” [6]. So, it is
possible to use iris traits in biometric securifstems. The iris recognition has very high
accuracy. FMR (False match rate) and FNMR (Falsematch rate) of iris recognition gives
result 0,99 % and 0,94 % [6]. This fact makes neisognition systems is the most reliable in
comparison with other approaches. Moreover, scgnuiirthe iris takes about 5 seconds, so it
is very fast approach as well. It is impossibleuse eye of the dead person to bypass this
system, because iris of the dead person detersovaty fast to be useful [10].

Taking into account all advantages of the iris ggotion system it seems very promising,
but some drawbacks exist for this solution. Thestesns are very expensive nowadays, but
in future this problem may be solved. There is dhical problem which can delay
introduction mobile device with iris recognitionssgm to people. The iris recognition system
is very intrusive, because user has to keep higayelose to the iris scanner and this can be
annoying for some people [10]. Therefore, it isuiegd to concentrate efforts on overcoming
of this problem. Nevertheless, this solution caméed for protection of mobile devices.

- Hand geometry and veinsrecognition

Hand of the human being is very unique and tréitthe hand can be used in biometric
security systems as well. Hand geometry recogngiistems are based on measurements taken
from the human hand. For instance, these measutemam be size and shape of palm, height
and width of fingers [6]. Another measurement ttaat be taken from the human hand is veins
topology. Every person’s vein has unique physicaitst that can be useful for recognition
systems. Recognition system is able to capturearpatern of the veins, as seen in Fig. 2 [5].
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Fig. 2. Example of vein scanning [5]
These two approaches can be used together to secgemlity of recognition and provide

better level of security. The advantages of venhlzend geometry systems are very impressive:
1. very high level of accuracy;



2. only 1/2 sec is required to verify person;

3. does not have negative attitude of society [10].

This solution is one of the most appropriate, bot fMmobile device it is almost
unacceptable. Firstly scanners of the hand ardaige [6] to be used with mobile device.
Person has to put palm on scanner to be verifigdatihritic person cannot do this properly,
SO errors in recognition are possible. Therefdres fequired to change principle of scanning
of the person’s hand in the future. For instantceay be some kind of 3D scanner that can be
applied for face recognition as well. Children catnmse hand geometry and veins recognition
systems, because their hand is changing fast dtivexgrowth period [6].

Mobile device with hand geometry and veins recognisecurity systems can be used in
the future, but it is required to solve problemsilohg with method of scanning and size of
scanners.

- DNA recognition

This solution is the most reliable and accurates lbased on DNA biometrics which is
impossible to fake, because each person’s DNA iguen The author of the source [5] states
that “each cell in the human body contains a cdphie DNA. DNA profiling will decide the
amount of VNTR (variable number tandem repeat) twhigpeats at a number of distinctive
loci. These amounts of VNTR will make up an induadls DNA profile” [5]. DNA recognition
systems use unique characteristics which are stdirdd, so the probability of mistakes is very
low. Nevertheless, DNA recognition systems do niolegpread as other systems and there are
reasons for this. One of the most significant diasids of the DNA recognition systems is need
to get physical samples such as hair or blood tteatoDNA data. This process is not
convenient for person and many people will not tié® solution on their mobile devices [5].
Moreover, these systems are very expensive andreeguot of time to identify person. So,
security systems with DNA recognition could be usethe future, but it is required to make
DNA recognition less intrusive and decrease timaewmognition. And even after all these
improvements many people refuse using DNA recagmiiecurity system.

- Voicerecognition

Human’s voice has unique traits such as voice taact voice accent [5]. These two
features of the voice make it useful for biomeilientification of a person. Biometric security
systems which use voice recognition systems ca@ lgeod solution for mobile devices,
because vice recognition has high social accejgightl is not intrusive, verification time is
about 5 seconds and it is very cheap technologly lErm ‘mobile device’ implies that this
device is used everywhere. People may use it iwded places, in the street, at home etc.
The voice recognition systems are very sensitivihéobackground noise. Nevertheless, it is
not all drawbacks for these systems. Another sigamt disadvantage is that voice can change
due to the age, medical conditions, weather or iemal state [6]. Thus, improvements of the
voice recognition are required in the future. Mehilevices with voice recognition systems
will not require additional hardware and this wilbke them more compact and comfortable
to use.

Only the most appropriate biometrics technologiesenconsidered for mobile devices of
the future, but there a lot more biometrics thait lsa measured and used for security purposes
in the future. Table 1 shows some comparison ahbioic technologies.

Only visible biometrics of the human body was cdased in this paper, but ‘hidden’
biometrics exists and can be used for securitygaep. Source [12] gives examples of hidden
biometrics such as using MRI and X-RAY images tasuge human body hidden biometrics
[12], but this approach does not suitable for nwbdevices even in the future, so
consideration of these technologies is beyond ¢bpesof this paper.

Table 1
Comparison of various biometric technologies [ 6]
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Appropriate types of biometric security for mobile devices. Mobile device performs
some vital actions in the future. So, a very highel of security is required to restrict
unauthorized access. It is assumed that mobilecdsydlay role of a wallet, a key, a passport,
etc. They store private and maybe secret informa#s it was mentioned above biometrics
security has advantage over standard authenticatidrauthorization systems which are used
nowadays. Nevertheless, every biometric recognitemnology together with benefits has
significant drawbacks. Thus, using only one biometecurity system on the mobile device
will not provide an appropriate security level. 8l security systems may need to be
installed in mobile devices. These biometric segusystems should not be intrusive and
collect biometrics data insensibly for user.

Development of the biometric security systems wafllbw realization of this concept, but
development of the bypass technologies will pragiasthe future as well. So, even several
security systems on the mobile device will not beugh. Thus, it is required to provide some
algorithm that will prevent bypass cases or willkendypass inefficient. For instance, mobile
device has four biometric recognition (securitysteyns installed on it. They are a face
recognition security system, an iris recognitiosteyn, a voice recognition system and a hand
recognition system. These systems work in turnaoiéct data randomly. It is possible that
only two systems work at one moment of time, bet tiser does not know which system is
verifying him at that moment, because systems ciotlata insensibly for user. If user is able
to provide biometrics data, for instance, for faeeognition security system and for iris
recognition system he gets an access to the datheomobile device. This should prevent
bypass, because even if someone has all requiti@diarbiometric traits, it is impossible to
guess which biometrics traits are required at thament to get access to the device because
of randomly collecting of the biometric data.

It is assumed that this approach will prevent dlegccess to the mobile device for
unauthorized persons. Nevertheless, there are posbéems dealing with this concept of the
mobile device with several biometric security sysde Firstly, mobile device has to have a
very powerful hardware to provide resources foresal security systems. Secondly, all
biometric scanners have some level of intrusivengssce it is impossible to make scanning
insensible for users. Therefore, these problemsldhi® solved in the future.

Summary. Using information presented above it was definddt thot all biometric
security system can be used with mobile deviceerdlare two main reasons for this:
technical restrictions of mobile device and ethmatsiderations. Some of the systems require
improvement. Time and technologies are also requioeadjust some security systems for
mobile devices.

The most appropriate biometric security system&thmeeen chosen for mobile devices and
the method of improvement of security has beengotesl for mobile devices in this article.
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