MODELS AND METHODS FOR ASSESSING THE
SECURITY OF MULTI-FACTOR AUTHENTICATION
MECHANISMS (p. 4-10)

Yuri Gorbenko, Inna Oleshko

Today many foreign companies rely on the protection
methods, based on the mechanisms of multi-factor authen-
tication. At the same time, the statistics of break-ins of
the systems, using multi-factor authentication, is absent or
negligible now.

The paper suggests the models for assessing the security
of mechanisms of multi-factor authentication against unau-
thorized access, based on the calculation of probabilities of
correct operation of authentication mechanisms and prob-
abilities of unauthorized access.

Password protection systems, mechanisms based on the
biometric characteristics and asymmetric cryptographic
transformations are proposed to use as the main factors
of multi-factor authentication system. As an example, the
three-factor mechanism is considered, for which the model
for assessing the security against unauthorized access is
proposed.

Special cases of assessing security against unauthorized
access are considered, when password protection mecha-
nisms, biometric features and asymmetric cryptographic
transformations are used as factors. The asymmetric crypto-
graphic transformations are reviewed and analyzed accord-
ing to the criteria of stability and complexity, recommenda-
tions for their practical use are given. Transformations in
rings, finite fields, groups of points on elliptic curves and
factor rings are proposed as the main cryptographic transfor-
mations that can be applied. The obtained results confirmed
the possibility to implement multi-factor authentication
method and allowed assessing its security against unauthor-
ized access

Keywords: unauthorized access, multi-factor authenti-
cation, password protection mechanism, biometric charac-
teristics, personal key
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EVOLUTIONARY METHOD OF FACTOR ANALYSIS
OF DATA PRESENTED IN THE FORM OF
TRANSACTION DATABASES (p. 11-15)

Tatyana Zayko, Andrii Oliinyk, Sergey Subbotin

The solution of the problem of factor analysis automa-
tion in the diagnosis and recognition of images is considered
in the paper, and some results of our research in this area
are given.

The main purpose of the study is to develop an evolution-
ary method of factor analysis to find hidden dependencies in
transactional databases. The use of modern methods of evolu-
tionary search allows forming the groups of similar features.

The issues of extracting factor groups from the speci-
fied transactional databases are considered in the paper for
identifying new knowledge when solving the problems of
diagnosis and recognition of images.

The proposed method allows extracting the groups of
qualitatively similar features from transactional databases.
We propose to use the association rules to assess the equiva-
lence of features terms that allows assessing the closeness of
relationship between various features, making no demands
to the input data and performing the factor analysis in



transactional databases. The research results can be used by
researchers dealing with the study and analysis of complex
objects, processes and systems with the purpose to identify
new knowledge, as well as in decision support systems for
technical and medical diagnostics

Keywords: association rule, rules database, feature, trans-
action, evolutionary search
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INFORMATION TECHNOLOGY OF CONSTRUCTION
OF NEUROSIMULATOR OF SECURITY SYSTEMS
ASSESSMENT (p. 16-21)

Igor Pilkevich, Nadya Lobanchikova, Volodimir Kotkov,
Tatyana Kotkova

The use of modern information technologies can facili-
tate information processing and automate decision-making
processes of experts in information security. The aim of the
research is to develop the information technology of predict-
ing the reliability of information security system activation
for the automation of information security experts’ work. The
object of the study is the process of constructing intelligent
systems of analysis and decision support.

The subjects of the study are models, methods and tools
for building the intelligent systems of analysis and deci-
sion support in order to predict the reliability of security
systems activation, automation of information processing
by experts.

The information technology of development and imple-
mentation of the neurosimulator for predicting the reliability
assessment of security systems and automation of the infor-
mation security expert’s work in order to minimize the time

for data processing and decision-making is described in the
paper.

The information technology can be used to predict a wide
range of problems. The advantage of the proposed technology
is the use of several variants of the activation function and
network training methods, which allows to obtain a set of
data for a thorough analysis and increase the objectivity of
decision-making

Keywords: prediction, security, information, neuron,
network, neurosimulator, classification, algorithm, training
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CONTEXTUAL SEARCH METHOD BASED ON THE
THESAURUS OF KNOWLEDGE DOMAIN (p. 22-27)

Vasyl Lytvyn, Olha Moroz

The creation of the intellectual search engine was re-
viewed based on the domain thesaurus. Text linguistics was
taken as the example of domain.

The approach to the creation of semantic metrics was
suggested based on such a thesaurus. For this aim the weights
of importances of the groups relations were introduced be-
tween the thesaurus terms (synonyms, correlates, holonyms,
meronyms, hyperonyms).

The thesaurus was converted into the weighted concep-
tual graph. Based on Floyd-Warshall algorithm the distances
between the terms of weighted conceptual graph were found.
Those distances were used during the intellectual search of
relevant text documents based on the key words. If some key
words are not mentioned in the text document, the search
engine looks for the most related term to the searched one.
The efficiency of the proposed approach was introduced in
comparison to other methods

Keywords: thesaurus; semantic metrics; intelligent
search engine
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FEATURES OF DEVELOPMENT OF SOFTWARE
FOR THE DESIGN OF CONCRETE COMPOSITION
(p. 27-31)

Natalia Sizova, Ivan Mikheev

The methods for solving the problem of concrete com-
position design of various research schools of materials

science in Ukraine: Rovno, Odessa, Kharkov schools are
considered. The feasibility of application of information
technologies for the formalization of various methods of
concrete composition design is noted. The logical structure
of intelligence decision-support system, which includes the
information blocks and functional relations between them,
is given. The functional requirements to the software,
solving such problems were stated. These are simple inter-
face, reasonable requirements to the hardware, reliability
and safety, efficiency, user support. The fulfillment of the
requirements is justified from the point of view of the pos-
sibility of software operation in the laboratory industrial
conditions for the solution of the research and production
tasks. The software user interface is given, primary and
secondary problems are defined, which are solved using the
information system

Keywords: concrete technology, concrete composition
design, information technologies, intelligence systems
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ALGORITHMIC MODEL OF DISTRIBUTED
SIMULATION PROCESS FOR TECHNOLOGY OF
DISTRIBUTED SIMULATION MODELS ANALYSIS
(p. 32-36)

Maksym Volk, Rastislav Gridel, Cergej Sarancha,
Denis Gavrish

Despite the widespread use of the distributed simula-
tion, little attention has been paid to the construction of
effective models of the distributed simulation itself and
based on them analysis of the task flows in the systems of
the cloud computing level with the purpose of obtaining
the parameters and characteristics, used in task planners,
resource brokers, scheduling algorithms.

The algorithmic model for the distributed simulation
process, providing the extended set of the key parameters
of the model is first proposed in the paper.



The model is based on the software representation of
the simulation environment of modeling in the form of the
set of executable code (activities of the particular model)
and data (internal and external parameters, environment
variables, data flows between particular models).

The proposed model first considers the actual time,
taken for the performance of particular models, dynamic
memory capacity in the course of experiments, idle time of
resources and other parameters.

It is shown that on the basis of the proposed algorithm,
it is possible to create a number of methods for the analy-
sis of the distributed simulation models, the set of which
allows to develop new technology of the analysis of the
distributed simulation models.

The obtained results can be used in modern information
technologies of the distributed simulation, in particular
for the construction of the subsystem of distribution and
dynamic redistribution of computing resources

Keywords: distributed simulation, algorithmic model,
technology of analysis
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A PROGRAMMABLE LOGIC CONTROLLER AS AN
INDUSTRIAL OBJECT EMULATOR (p. 37-41)

Oleksandr Dobrzhanskyi

The results of the research are given in the paper, the
main purpose of which is the development of the emulator
of industrial objects, which is characterized by portability,
versatility on a reproduction of transfer functions of typi-
cal control objects, support of standard configurations of
input/output signals, support of the possibility of remote
control and readjustment. Using the modern hardware pro-
vided by the scientific and production association «Owen»
for research conducting and the software platform CoD-
eSys, a portable and flexible in the readjustment indus-
trial object emulator was developed based on the controller
PLC100-RL. The functional diagram of connection of such
an emulator to the mounted automated control system is
given. The structures of programs for the reproduction of
basic transfer functions of typical industrial objects are
proposed. The process of setting the configuration of input
and output channels of the emulator was considered in
details.

Flexibility of readjustment is provided by the possibil-
ity of reprogramming, and universality — by the presence
of discrete and analog inputs/outputs, with standard sig-
nal levels 0- 20mA, 0- 1V. The Ethernet interface allows
remote control and readjustment. For complex and distrib-
uted objects it is possible to complicate the emulator by the
cascade inclusion of individual controllers-emulators.

The proposed methods and approaches extend the range
of the use of network technologies and programmable logic
controllers, namely they can be used for improvement of
performance and expansion of the functionality of existing
emulators of industrial objects, simplification and cost re-
duction of the stage of adjusting the systems of automated
control of industrial processes

Keywords: emulator, automation, synthesis, controller,
adjustment, program, configuration
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OPTIMIZATION OF MANAGING
MULTIDIMENSIONAL PROCESS OF SINGLE-
CRYSTAL GROWTH (p. 41-45)

Victor Suzdal, Yuriy Yepifanov, Igor Tawrovsky

The use of opportunities of systems of non-adaptive
control, in particular, modal for high-quality management
of linear dynamic objects is considered, and some results of
our research in this field are given in the paper. The main
objective of the research is to solve the problem of synthesis
of stabilization law for a multidimensional control object
based on the use of knowledge in the field of management,
obtained from various sources, for the technological pro-
cess of single-crystal growing by the Chokhralsky method
on “GROWTH” setups. Current methods and means of
ensuring the specified requirements to the management
process imply distribution of matrix eigenvalues or transfer
matrixes of a closed-loop system in the given points and
areas, optimization of transients in the closed-loop system.

The methods for stabilization of a condition of multi-
dimensional object using the system, providing the imple-
mentation of the specified requirements to the manage-
ment process on the basis of decomposition of the model
of the growth process as a control object, are considered
in the paper. The proposed method with the use of graphic
representation of the sensitivity function for the analysis
allows to obtain important information on high-quality
management of the system for the obtained matrix compo-
nents of this system.

The algorithm of choosing the most appropriate matrix
components for the model of the particular control object
is presented. We propose to use this method for the increase
in the accuracy of maintaining thermal conditions of the
crystal growth, both in the stationary environment, and
at the maximum perturbations of modes, with the purpose
of improving the efficiency of management systems by
modern growth setups in conditions of producing these
single-crystals.

The research results can be applied by specialists in the
field of robust modal management of material, energetic
and informational flows in the systems of management of
modern technological processes, introduced into the tech-
nical environment of these technological processes

Keywords: single-crystal, growth, management, optimi-
zation, system, model, decomposition, quality, stability
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THEORETICAL STUDIES OF THE SPECIALIZED
SYSTEM OF AUTOMATED CONTROL AND
MANAGEMENT OF ELECTRICALLY HEATED FLOOR
(p. 46-52)

Nickolay Romanchenko, Anatoliy Slesarenko

The results of the study of the system of automated con-
trol and management of the operating mode of specialized
electric heaters of the tubular type, which are the part of the
power heat-generating modules of electrically heated floor in
technologically active areas of livestock production facilities
of various functional purposes, are presented. The automated
control system for the multilayer electric-heat-accumulating
heating system of production livestock facilities was studied,
which operates under the “bottom-up” scheme and allows
more accurate and energy efficient observance of the set
temperature mode of the electrically heated floor surface,
significant reduction of the expenditure of energy carriers
and fodder resources in the processes of livestock production,
reduction of the negative impact of livestock production
waste on the environment and improvement of production
standards in the industry. The proposed automated electro-
technical complex for the use in the systems of agricultural
production livestock facilities with electrically heated floors

allows more efficient use of energy, fodder and investment re-
sources in the manufacture of high-quality competitive live-
stock products, improvement of production standards in the
industry and reduction of the negative impact of production
waste on the environment. The proposed automated system
of MEHHS in comparison with existing heating systems of
AIC facilities allows efficient operation under the “center-
periphery” scheme in technologically safe and sustainable
mode that in turn allows real-time remote control of thermal
parameters of microclimate of the n-number of PLF in the
large area from the single center using modern communica-
tion means

Keywords: energy efficiency, environmental compatibil-
ity, microclimate, electric-heat-accumulation, automation,
economic efficiency
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