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ABSTRACT AND REFERENCES

INFORMATION AND CONTROL SYSTEMS

DEVELOPING WI-FI NETWORK MODEL FOR 
INTRUSION PREVENTION (р. 4-8)

Ivan Antipov, Tetyana Vasilenko, Ivan Mikheev

The model structure, which emulates the operation of a wire-
less Wi-Fi network and takes into account a possibility of intru-
sions, disruptions and interferences using the Delphi software 
application, designed solely for testing the offered algorithms of 
its protection, based on a fuzzy logic, is proposed in the paper. The 
functions of existing modeling systems, their advantages and dis-
advantages were analyzed. It was concluded that formerly created 
software programs are not suitable for this task, so the problem 
of developing a special model, which emulates the Wi-Fi network 
operation, designed solely for testing the offered algorithms of its 
protection, is topical today.

The main modeling stages are further considered in the paper. 
At the first stage, the wireless network operation, implemented by 
means of a centralized coordination function, is considered. The 
operation algorithms for separate data transmit/receive sections 
are given.

The procedures, specified by the algorithm, are virtually car-
ried out on different devices. For implementing all algorithms 
on a computer, they were divided into several non-simultaneous 
procedures. At the second stage of modeling, the implementation 
of intruders’ actions is studied. Security threats of wireless net-
works are considered in detail. Common attacks along with the 
software implementation such improper activities in the model 
are described

Keywords: wireless network, Wi-Fi network model, secu-
rity
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ANALYZING CAPABILITIES OF QUANTUM 
COMPUTERS AND QUANTUM CALCULATIONS FOR 
CRYPTANALYSIS OF MODERN CRYPTOSYSTEMS 
(р. 8-16)

Yuri Gorbenko, Roman Ganzya

The main trends of the science and technology development in 
the field of quantum physics and quantum calculations are consid-
ered in the paper. It has been shown that over the past few years 
plenty of new discoveries and achievements have been made in the 
field of quantum physics, all these events, anyway, had a great influ-
ence on the invention and production of quantum computers. Many 
communities around the world have been engaged in the develop-

ment of quantum computers and some of them have achieved signifi-
cant results in it by now.

It is shown that using quantum algorithms of Shor and Grover, 
which can be fulfilled on a properly implemented quantum computer, 
can compromise some symmetric and asymmetric cryptosystems. 
The analysis results of endurance of the known block ciphers regard-
ing the quantum cryptanalysis are given. It is also shown that some 
of them are not able to resist the quantum cryptanalysis method 
based on Grover‘s algorithm.

The analysis of Shor‘s algorithm possibilities, which can sig-
nificantly reduces computational costs for solving mathematical 
problems of endurance of modern asymmetric cryptoalgorithms, is 
given. Herewith, Shor‘s quantum algorithm diminishes the com-
plexity of the cryptanalysis from exponential and subexponential 
to polynomial. In addition, the assessment of quantum computer 
resources is given in the paper, which are necessary for the quantum 
cryptanalysis concerning such cryptosystems as DSA, RSA, EC 
and NTRU

Keywords: quantum computer, Shor’s algorithm, Grover’s 
algorithm, quantum cryptanalysis, NTRU

Referenсes

1.  Feyman, R. (1985). Quantum mechanical computers. Opt. News, 
February 11., 11-39.

2.  Gorbenko, I. D., Gorbenko, U. I. (2012). Applied cryptology. 
KNURE. Kharkov: Fort, 868.

3.  Deutsch, D., Jozsa, R. (1992). Rapid Solution  of problems by quan-
tum computation. Proc. R. Soc. Lond. A. Vol. 439, 553-558.

4.  Shor, P. (1997). Polynomial-Time Algorithms for Prime Factoriza-
tion and Discrete Logarithms on a Quantum Computer. SIAM  
J. Comput., 26 (5),1484–1509.

5.  Grover, L.  (1996). A fast quantum mechanics algorithm for database 
search Proceeding of the 28th ACM Symposium on Theory of Com-
putation. New York: ACM Press, 212-219.

6.  Perkins, R. (2012). Quantum computer built inside diamond. Futu-
rity Research news from top universities. Available at: http://www.
futurity.org/quantum-computer-built-inside-diamond/

7.  Dalfovo, F. (1998).Theory of Bose-Einstein condensationin trapped 
gases Rev. Mod. Physics, 71, No 3, 463-510.

8.  Heights, Y. (2012). IBM Research Advances Device Performance for 
Quantum Computing. IBM news. Available at: http://www-03.ibm.
com /press/us/en/pressrelease/36901.wss

9.  Geordie, R. (2012). Lockheed Martin piece about D-Wave techno-
logy. Burnaby, British Columbia, Canada, The blog of D-Wave. 
Available at: http://dwave.wordpress.com/2013/03/08/lockheed-
martin-piece-about-d-wave-technology/.

10.  FIPS-186-3 (2009). Digital signature standard: 2009. Gaithersburg, 
MD 20899-8900, 120.

11.  IEEE Std 1363.1-2008 (2009). IEEE Standard Specification for 
Public Key Cryptographic Tehniques Based on Hard Problems over 
Lattice. NY: The Institute of Electrical and Electronics Engineers, 
Inc., 69.

12.  Neven, H. (2013). Launching the quantum artificial intelligence lab.  
THE Blog of Google. Available at: http://googleresearch.blogspot.
ru/ 2013/05/launching-quantum-artificial.html

13.  Gaynutdinova, A. (2009). Quantum Computing. Kazan: Kazan State 
university, 272.

14.  Lenstra, H., Tijdeman, Jr., Tijdeman, R. (1946). Analysis and 
Comparison of Some Integer Factoring Algorithms, in Compu-
tational Methods in Number Theory. Math. Centre Tract 154, 
89-139.

15.  Proos, J., Zalka, C. (2003). Shor’s discrete logarithm quantum algo-
rithm for elliptic curves. QIC, Vol. 4, 317-344.

16.  Hoffstein, J., Silverman, J. (1998). NTRU: A ring-based public key 
cryptosysytem. ANTS III, Vol. 1423, 267-288.

17.  Silverman, J., Odlyzko, J.  (2003). Meet-The Middle Attack on an 
NTRU Private Key. NTRU Cryptosysytems: Technical Report, 
NTRU Report, Version 2, 7.

18.  Ludwig, C. (2003). A faster lattice reduction method using quantum 
search. Algo Comput, Vol. 2906, 199-208.



56

Восточно-Европейский журнал передовых технологий 1/9 ( 67 ) 2014

19.  Wang, X., Bao, W., Fu, X. (2010). A quantum algorithm for searching 
a target solution of fixed weight. Chinese Sci Bull, Vol. 55 (29), 484-
488.

20.  Xiong, Z., Wang, J., Wang, Y., Zhang, T., Chen, L. (2012). An Im-
proved MITM Attack Against . International Journal of Security and 
Its Applications, Vol. 6, No. 2, 269-274.

21.  Wang, H., Zhi, M. A., ChuanGui, M. A. (2013). An efficient quantum 
meet-in-the-middle attack against NTRU-2005. Chinese Science 
Bulletin, Vol. 58, No.28-29, 3514-3518.

18. Ludwig, C. (2003). A faster lattice reduction method using quantum 
search. Algo Comput, Vol.2906, 199-208.

19. Wang, X., Bao, W., Fu, X. (2010). A quantum algorithm for search-
ing a target solution of fixed weight. Chinese Sci Bull, Vol. 55 (29),  
484-488.

20. Xiong, Z., Wang, J., Wang, Y., Zhang, T., Chen, L. (2012). An Im-
proved MITM Attack Against . International Journal of Security and 
Its Applications, Vol. 6, No. 2, 269-274.

21. Wang, H., Zhi, MA., ChuanGui, MA. (2013). An efficient quantum 
meet-in-the-middle attack against NTRU-2005. Chinese Science 
Bulletin, Vol. 58, No.28-29, 3514-3518.

ADVANCED ALGORITHM UMAC BASED ON 
MODULAR TRANSFORMATIONS (р. 16-23)

Sergey Evseev, Olga Korol, Vitalii Ohurtsov

Using modular transformations allows to implement provably 
secure information hashing, which satisfies the collisional properties 
of universal hash functions. At the same time, universal hashing us-
ing modular transformations has a significant drawback - the high 
computational complexity of the hash code formation. In fact, it is 
necessary to perform modular exponentiation for each data block 
that significantly increases information sequence hashing time under 
appropriate orders of transformation module. In this regard, the de-
velopment of multilayer schemes of universal hashing using modular 
transformations on the last and final stage of the hash code formation 
is a  promising direction.

The selection of cycle functions in the scheme of provably secure 
key universal hashing is substantiated, the model and method for 
forming control codes of data integrity and authenticity, based on 
modular transformations, the algorithm for reducing the computa-
tional complexity of hashing schemes implementation using cyclic 
functions, are proposed in the paper. The developed advanced algo-
rithm UMAC provides the required indicators of collisional proper-
ties of universal hashing, provable security level and high indicators 
of the hash code formation speed

Keywords: control codes of data integrity and authenticity, 
modular transformations, universal classes of hash functions
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EXPERIMENTAL INVESTIGATION OF TIME-
FREQUENCY SYNCHRONIZATION ACCURACY 
USING DIGITAL TELEVISION SIGNALS (р. 24-28)

    Alexander Kostyria, Sergey Plehno, Vitaliy Naumenko, 
Sergey Ushakov

The results of studying the model of passive time-frequency syn-
chronization system are given in the paper. The algorithm of general 
coverage is taken as a basis. Brief description and mathematical analy-
sis of the algorithm of general coverage were conducted. The labora-
tory bench, used in this work was described. Digital terrestrial televi-
sion signal is used as a general signal source. Correlation and spectral 
signal properties of the digital terrestrial television were shown. 
Sources of errors, arising in the receive and signal processing paths and 
their influence were estimated. An algorithm for digital processing of 
measurement results of scale shifts was developed. It includes spectral 
analysis, correlation processing, as well as mathematical methods, 
allowing to improve the scale difference calculation accuracy. The 
results of experimental investigations and their statistical analysis 
are shown. The graphs and bar charts, showing statistical processing 
results, which reflect positive trends for using the digital terrestrial 
television signal as a common source for comparison of time and fre-
quency scales according to the algorithm of general coverage

Keywords: synchronization, standard, algorithm, digital televi-
sion, error, digital processing, interpolation, zero base
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AUTOMATED SYSTEM OF DIAGNOSING 
PATHOLOGICAL CONDITIONS OF BLOOD 
CIRCULATORY SYSTEM (р. 29-34)

 Gennady Knishov, Ievgen Nastenko, Olena Nosovets, 
Aleksandr Beregovii, Valentina Shapovalova, Artur Plahtyy

The results of developing an automated system of diagnosing 
pathological conditions of a human blood circulatory system have 
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been presented. The system is based on the results of researching 
functional bonds between arterial blood pressure measurements and 
cardiac rate frequency in health and disease. Nomographic charts 
and percentage diagrams, reflecting the type of relation depending 
on a blood circulatory condition, have been used. The system de-
velopment has been carried out by means of the PHP programming 
language and implemented as a web-site.

The option of inputting results of multiple arterial blood pressure 
measurements for analysis allows not only estimating current blood 
circulation conditions, but also studying the dynamics of changes, 
happening to an organism under various factors (psychophysical 
work load, different measures aimed at eliminating pathological 
conditions and so on). The system provides a great range of modes: 
passive control (passive monitoring) of a condition domiciliary; ef-
ficiency control of measures aimed at eliminating pathological blood 
circulatory system conditions (surgical treatments and prescribing 
medicine); assessment of adaptive reserves of sportsmen; control 
over intraaortic balloon pump (IABP). The results of testing the 
system operation in different variants of its applying to clinical data 
have been presented

Keywords: blood circulatory system, arterial blood pressure, 
cardiac rate frequency, nomographic charts, diagnostics, pathologi-
cal conditions
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CALCULATION OF ERRORS OF ULTRASONIC 
LOCAL POSITIONING SYSTEM (p. 34-38)

Vitaly Livnov

A high-accuracy positioning system, which for positioning uses 
ultrasonic waves instead of electromagnetic ones, is considered in the 
paper. It greatly improves the accuracy of navigation, as the sound 
waves have the length of several orders of magnitude less than the 
electromagnetic ones at the same frequencies. The system consists of 
ultrasonic transmitters, a base station and ultrasonic marks. The base 
station synchronizes ultrasonic transmitters with ultrasonic marks 
by means of a radio channel.

In this paper, the calculation of the mathematical model of the 
receiving part of an ultrasonic notch has been made that allows de-
termining the most significant sources of system errors. The errors, 
caused by sound velocity vibrations, have the greatest influence on 
the positioning accuracy.

These vibrations are brought about by the movement of air 
masses (wind) or a temperature change. Another source of errors is 
the noise, occuring in a sound channel and generated by the system 
itself. Eventually, the data on error is summed up and the value in-
creases after processing

Keywords: local positioning system, base station, ultrasonic 
transmitter, ultrasonic mark, error

References

1. Zhang, V. S., Parker, T. E., Weiss, M. A., Vannicola, F. M. (2000). 
Multi-Channel GPS/GLONASS Common-View between NIST 
and USNO. EEE International Frequency Control Symposium, 
598-606.

2. Livnov, V., Koval, U. (25.05.2012). Method of ultrasonic local posi-
tioning moving objects. Patent71860, Ukraine.

3. Livnov, V. (2011). Ultrasonic positioning system “Ultrasonic Marks” 
(2011). Modern Problems of Radio Engineering and telecommuni-
cations “RT-2011”: Proceedings of the 7th Intern. youth scientific 
and engineering. conf., 11-15 April 2011 – Sevastopol, SevNTU, 
479.

4. Livnov, V. (2012). Ultrasonic local positioning system of moving ob-
jects  16th International Youth Forum “Radio electronics and youth 
in the twenty-first century. “The collection of materials. Kharkov, 
Vol. 3, 220.

5. Livnov, V., Koval, U. (2013). Analysis of errors and uncertainties 
positioning system with ultrasonic measuring and electromagnetic 
information channels. Radiotekhnika: All-Ukr. Interagency, scien-
tific and engineering collection.

6. Parusnikov, N., Tyhomirov, V. (2005). Determination of instrument 
errors inertial navigation system on stationary base. Fundamental-
and Applied Mathematics, Vol. 11, № 7, 159-166.

7. Khamidullin, V. (1989). Ultrasonic control devices and systems. 
Leningrad: Leningrad University Publishing, 248.

8. Emmanuel, P. (1999). Papadakis (ed) Ultrasonic Instruments & 
Devices Academic Press.

9. Petley, B. W. (1991). Time and frequency in fundamental metrology. 
PIEEE, 1, 1070–1076.

10. Product & Service Advantage – Mathcad Available at: http://blogs.
ptc.com/product/mathcad/ – Copyright © 2013 PTC Inc.

ESTIMATING TEMPORAL PROPERTIES OF DATA 
STRUCTURES AT DESIGN LEVEL (p. 39-45)

Victor Shynkarenko, Dmytro Petin, Hennadii Zabula

The approaches to estimating temporal properties of data struc-
tures without executing the program have been considered in the 
paper.

Temporal properties of data structures take into account the 
total time of data access operations during the algorithm execution. 
The paper considers the following approaches: direct analysis of the 
algorithm and a probabilistic computation of operations.

The method for determining the computational complexity 
of algorithms has been adapted in relation to data structures. The 
computational complexity of data structures is defined as the compu-
tational complexity of the combination of data processing algorithms 
(operations). This method should be used in programs with process-
ing large amounts of data or with a repetitive processing.

The example of the probabilistic method of calculating opera-
tions for solving problems of the development of efficient data struc-
tures is given.

The performance evaluation of data access operations for alter-
native data structures is given in the paper. The evaluation of the 
computational complexity of the operations is carried out using 
combinatorial and probabilistic approaches. The obtained results are 
used for selecting optimal data structures

Keywords: data structure, computational complexity, efficiency, 
data operations, probability, indicators
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THE WAYS FOR REDUCING AGGRESSIVE 
INFLUENCE OF NETWORK INFORMATION 
RESOURCE ON USER (p. 46-50)

Denis Samoilenko

Despite the popularity of design methods on the simplification 
principles, still little attention has been paid to the problems of 
adapting these principles to the problems of network information 
resources design, intended for interacting with humans. A model of 
user’s interaction with the network information resource “familiar-
ization - comprehension - selection - action”, which takes into ac-
count various stages of mental load, the level of which is suggested to 
consider as a complexity measure is first proposed in the paper. The 
factors, influencing the complexity of each interaction model phase 
are singled out and described, the contributions of information, 
semantic, combinatorial complexity, as well as selection complex-
ity, are taken into account; the recommendations for the network 
information resource developer on reducing the final complexity of 
the developed product, defining the aggressiveness of its perception 
are given in the paper. The method for estimating the complexity of 
random information resource, allowing to determine the direction of 
its improvements and assess the effectiveness of the taken measures 
is submitted for consideration

Keywords: network resources, information aggression, informa-
tion security, resource complexity, websites design
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EXTRACTING INFORMATION FROM 
SEMISTRUCTURED WEB PAGES (р. 51-54)

Andrey Kolyada, Victor Gogunsky

In most cases, information that is given on the Internet open 
access has no strictly-defined structure. Web pages, i.e. information 
sources on the Internet, can have a non-uniform layout within a 
resource. When it concerns the processing from such sources, there 
appears a problem of extracting useful information from semistruc-
tured data.

The method for solving the problem involving the so-called 
“web scraping” approach is proposed in the paper. The essence lies 
in simulating a human operation on a web resource using a low-
level Hypertext Transfer Protocol (HTTP). This approach makes 
possible working with any data structures which become known 
after a preliminary data source analysis. The examples of extract-
ing information from web pages of scientometric of a subsequent 
result has been developed. Further studies include the possibilty 
of intelligent processing of extracted information to filter out ir-
relevant data

Keywords: web page, internet, information, semistructured, 
extraction
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