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Pozensidaemocs memoouxa oyinku Qynxyionans-
Hoi epexmuerocmi 00OMiny oanumu 6 KOpnopamuenoi
HAYK080-0CBIMHBLOI Mepedwci, aKa TPYHMYemocs Ha
npocmomy 6azamodaxmopiromy ananisi, é aAxii epa-
X08YIOMbCS AK MEXHIUHI NOKAZHUKU Mepedci, noKa3-
Huku 0Ge3nexu mexwivnux 3aco6ie saxucmy ingop-
Mmauii, max i exonomiuni napamempu. Taxuii nioxio
00360715€ THMEZPOBAHO OUITHUMU AK MEXHIUHY, MaK i
ingpopmauiiny epexmuenicmo axocmi 00cayzo6yeai-
HA KOPpUCMYyeauié KOpnopamueHoi HAyKo80-0Ceim-
HbOI Mepedici, ompumamu KiAbKiCHI NOKA3HUKU O
ouinKu 6i0N0GIOHOCMI NOCAY2, WO HAOAIOMLC BUCY-
HYmMuM 6UM0O2aM

Knmiouoei caosa: cunepzemuunuii nioxio ouinxu
3azpo3, inmezposanuii NOKAIHUK AKOCMI 00CaY206Y-
8aHHS, KOPNOPAMUBHA HAYKOB0-0CEIMHI MeEPEIHCA
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Paccmampueaemcs memoouxa ouenHxu QyHk-
uuonanohoil apPexmuenocmu obmena oannviMu 6
Kopnopamueénoi Hayuno-o6pazoeamenvHoi cemu,
0CHOBbIBAIOWASACS HA NPOCHMOM MHO20(AKMOPHOM
ananuze, 8 KOMOPOU YHumvléaromcsa KaxK mexHuye-
cKue noxazamenu cemu, noxazamenu 6e3onacto-
CMu MexHU1ecKux cpeocme 3auumol uHPOpMauuu,
max u IkoHomuveckue napamempuot. Taxoi nooxoo
n0360J151eMm UHMEZPUPOBAHO OUCHUMb KAK MeXHU™e-
CKYt0, maxk u uH@opmauuornnyro 3ppexmusnocmo
Kauecmea o6caydcusanus noav3oeameeii Kopnopa-
MUBHOU HAY4HO-00PA308aAMENbHOU Cemu, NOAYHUMb
KoJluuecmeenHvle noxazamenu 0Jis OYeHKU COOmeen -
cmeus npedoCcmasasiemMvlx Ycayez 6vl06U2aeMblm mpe-
bosanuam

Knrouesvte crosa: cunepzemureckuil nooxoo oyex-
KU Yepo3, uHmMezpupoeantsvlii noKazamesb Kawecmea
00CaYydcUBanUs, KoOpnopamuenas HayuHo-o6pasosa-
menvHas cemo
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1. Introduction

The advent of high technologies enables mankind to fur-
ther develop capacities of computational systems. The rapid
growth and expansion of the functionality of enterprise
systems and social networks make it possible to construct in-
tegrated social-informational networks to address a diverse
range of tasks. Further development of the data transmission
technology Ethernet creates a global ideology for the deploy-
ment of telecommunication networks [1—4].

The development of e-learning systems and corporate
educational systems (CES) is closely linked to the expansion
of possibilities for remote access to the informational assets
of state information educational systems (IES) based on
Ethernet technologies [5]. Further integration of CES leads
to the formation of corporate scientific-educational systems
(CSES) — networking cooperation of associations of organi-
zations aimed at producing particular intelligent products of
the networking interaction [6]. Thus, revolutionary changes

in the field of electronic education led to the establishment
of CSES, to the integration of informational and computer
networks of universities into a unified information and cy-
bernetic space, which significantly extended the range of
educational services and functions of CSES at educational
establishments, to the integration of services into social net-
works, and further use of remote access in various forms of
education. However, such an integration creates educational
system with a mission-critical cybernetic infrastructure
(SCCI), thereby increasing the risk of its hacking/destruc-
tion of its components and unauthorized access to confiden-
tial information of CSES.

The analysis of threats, performed in [7—12], indicates
their substantial transformation and hybridity. Starting
from threats to informational, cybernetic security and infor-
mation safety of the infrastructure of CSES, the attributes
of hybridity of threats now manifest themselves in the si-
multaneous activity on the object of protection — confiden-
tial, scientific/intellectual information at CSES due to the




emergence of phenomenon of synergy [7]. Based on a general
concept of quality in line with the ISO 8402 standard, basic
terms were defined in the field of quality of communication
services (Quality of Service, QoS), first published in the
ITU-T Recommendations E.800 [13]. Papers [14, 15] con-
sidered the requirements of standards to the main technical
indicators of service quality — reliability and security. The
ISO 9000:2015 standard [16] defines basic concepts and
principles of quality control, the standard [17] outlines
typical requirements to automated systems. In general, the
quality of a service is characterized by a combination of the
following basic consumer properties [15]: availability, ease
of use, efficiency, safety, and other properties specific to each
service.

Thus, it is an important task to estimate not only tech-
nical components of the operational efficiency of CSES but
rather the effect of economic aspects on investment policy
at universities to ensure safety of confidential information.

2. Literature review and problem statement

Remote access technologies and open resources of the In-
ternet used by IES make it possible to substantially extend
the range of scientific and educational services provided by
a university. Therefore, there is a possibility to scale up and
expand components of CSES, its software applications and
tools, e-courses and educational modules, which enables
better access to its scientific, informational-educational
resources for its geographically scattered users. This creates
considerable benefits and advantages in using CSES for
extending the range of educational services, but, at the same
time, the application of standard protocols for open systems
increases the risks of hybrid attacks on the infrastructure
of CSES [7, 18—-21]. In order to ensure such components of
security as informational safety (IS), cybersecurity (CBS),
safety of information (SI), cryptographic mechanisms are
typically employed based on symmetric and asymmetric
cryptographic procedures, however, choosing from many
software and hardware/software tools is a complex task.
The analysis of standards, performed in paper [22], revealed
that the key principle of control over IS is the assessment of
risks. Experience shows that at present one can clearly dis-
tinguish two main groups of methods for assessing the risks
for safety [22]. The first group of methods makes it possible
to establish the level of risk by estimating the degree of
correspondence to a specific set of requirements on ensuring
information security. The second group of methods for IS
risk estimation is based on determining the probability of
attacks, as well as their level of damage. In this case, the
value of risk is calculated separately for each threat, and, in a
general case, is represented as the product of the probability
of threat implementation by the magnitude of the potential
harm from a given threat. The value of damage is determined
by the owner of the information while the probability of a
threat is estimated by a panel of experts who conduct the
audit procedure. A signature of the first and the second
groups of methods is the application of different scales for
determining the magnitude of risk. In the first case, risk and
all related parameters are expressed in numerical, that is,
quantitative values. In the second case, qualitative scales are
employed. In order to run a comparative analysis, different
protocols are typically applied, such as Vaughn-Hennig-Sir-
aj, NIST STS822, OCIPEP, OCTAVE, CISWG, Erkan Kahra-

man; using them, however, involves both time and economic
costs [22].

In order to ensure safety of CES, papers [18, 21, 22]
address the policies, standards, technologies and procedures
for providing information security to corporate educational
networks; a technique is proposed for protecting local serv-
ers of CSES based on the construction of virtual private
networks. An integral part of CSES (IES) at educational
institutions are social networks whose portals host personal
data on millions of users, thereby representing huge online
directories that, if desired, are accessible for everyone [19].
A modern University stores and processes a huge volume
of various data related not only to ensuring the educational
process. The servers of CSES contain information about
scientific research and engineering developments, personal
data on students and university staff, service and other con-
fidential information [20]. However, conceptual strategy, as
well as policies and procedures for ensuring the security of
information assets of CSES, are virtually non-existent at
legislative level. In paper [23], authors proposed a synergistic
approach to the model of IES safety assessment, a procedure
for constructing a modified system of electronic document
circulation at a University based on electronic digital signa-
ture in line with the standard X.509. In paper [24], authors
proposed a comprehensive technique for selecting protective
tools based on the methods of game theory and analysis of
hierarchies.

Increasing structural complexity and dimensionality of
modern CSES significantly affects scalability and scaling up
of its structure due to multiple information links, need to in-
crease the level of information security, increasing number of
consumers and volumes of information resources. Decrease
in the performance operation of networks is connected with
insufficient protection due to the widespread use of such vul-
nerable protocols as HTTP, SNMP, FTP, TCP/IP; participa-
tion of various categories of users in information processing,
immediate and simultaneous access to systems resources
and processes [25, 26]. In order to provide flexibility of the
services provided by networks, papers [27, 28] propose the
use of virtualization technologies and a protocol of multiple
access with temporal division (TDMA) to a channel at the
network level. In articles [29, 30], authors tackled issues on
the evaluation and improvement of reliability in converged
corporate networks based on technologies for ensuring a
reserve of network infrastructure elements and scalability.

Paper [31] proposed a technique for the evaluation of
data exchange in global computational networks (GCN)
based on the comprehensive indicator of service quality that
makes it possible to assess the quality of network service
based on technical criteria for reliability and safety and
economic cost related to a “loss” of confidential information
on the basis of (FAIR) technique. In article [32], authors
conducted a comparative analysis of the quality of service in
IP networks based on the procedure proposed in [31].

Paper [33] addresses issues of modeling the effectiveness
of control and service provision in mission-critical informa-
tion and communication infrastructures, a methodology is
proposed for performing a quantitative analysis of underly-
ing dependences based on the violations of normal operation
of SCCI. In [34], authors examined the relationship between
investment in new technology and indicators of quality of
service (QoS) — reliability and performance efficiency.

Thus, in order to satisfy the increasing need in quali-
tative service by the users of informational resources of a



University under conditions of growth of the hybrid threats
to the informational resources of CSES, work of various
applications and services of the elements of CSES, there
is a necessity to estimate effectiveness of its functioning
based on the criteria of service quality — reliability and
safety [31, 32].

The proposed approach, however, does not take into
consideration the impact of synergy in the manifestations
of threats, manifestation of their hybridization and their
aggregation on different directions of safety at corporate
scientific-educational systems — IS, CBS, SI, it does not
make it possible to select cryptographic mechanisms to
ensure basic safety services: confidentiality, integrity and
availability, does not allow analysis of the effectiveness of
investment into information protection system (IPS). We
denote by a cybernetic impact those actions that are direct-
ed against objects or subjects of cyberspace (social, tech-
nical and sociotechnical systems), in the form of various
destructive impacts whose implementation leads to control
over objects and/or subjects exposed to the impact. [7].
Main cyber threats (DOS attacks, R2L-attacks, U2R-at-
tacks, Probe-attacks) affect basic indicators of quality of
service (QoS) — reliability and safety and their compo-
nents: throughput, overall coefficient of readiness of CSES
to provide access to information resources of the network,
information resources deliverability and fault tolerance of
the system. Informational impact refers to activities aimed
at changing the mass and/or individual consciousness of
the subject exposed to the impact in order to stimulate a
given type of conduct [7]. Informational impact is typically
created through social networks [19] and it is based on so-
cial engineering methods: isolation, discrediting, warning,
persuasion, disinformation, intimidation, etc. [7].

Social engineering techniques can influence the in-
formational component of functional efficiency of CSES,
thereby lowering safety indicators and particular reliability
indices: throughput, network performance efficiency.

Thus, there is a need to take into consideration a
synergistic approach to the assessment of possible impact
from intruders on the elements of CSES (IES) infra-
structure as a system with a mission-critical cybernetic
infrastructure.

3. The aim and objectives of the study

The aim of present work is to devise a procedure for
assessing functional efficiency of data exchange within a
corporate scientific-educational network, based on a basic
multivariate analysis with a synergistic approach to the
estimation of hybrid threats to CSES. Such an approach
takes into consideration both the technical parameters
(data transmission rate, probability and time of deliv-
ery of a packet, etc. in IP-networks), safety indicators
(resistance, efficiency of software implementation) and
economic parameters (the cost of scaling and network
servicing, etc.).

To accomplish the aim, the following tasks have been set:

—to devise a comprehensive indicator of the functional
efficiency of data exchange within a corporate scientific-ed-
ucational network;

—to conduct a study into efficiency of data transfer
within CSES for different techniques of control over data
exchange.

4. Development of a procedure for estimating functional
efficiency of data exchange within a corporate
scientific-educational network

Quality of a service is characterized by a combination of
the following basic consumer properties [31, 34-36]: avail-
ability, ease of use, efficiency, safety and other properties
specific to each service. In addition to such technical charac-
teristics of networks as performance efficiency, latency, scal-
ability, degree of transparency for end users, very important
characteristics are comprehensive indicators of reliability:
readiness factor and the mean downtime per year. Reliability
indicators directly affect the availability of informational
services for users. In addition, reliability of the network
also indirectly influences productivity and network latency,
because the cause of fire and faults in the network lead to
the need to retransmit data blocks, and this eventually leads
to an increase in delays in transmission and a reduction in
the volume of data transferred per time unit [35]. In order
to estimate technical component of the functional efficien-
cy [6], we shall apply a general indicator of data exchange
effectiveness that includes speed of reliable and confidential
transmission of data over a computer network and makes it
possible to compare effectiveness of the existing protocols
during data exchange between two nodes, described in arti-
cle [31]. This indicator allows choosing an optimal strategy
for the functioning of computer network u* out of the set of
permissible strategies U, a selection from which is carried
out based on a criterion of the maximum average result [36].

Such an approach is certainly effective, but it has some
drawbacks. There is no substantiation of cryptographic re-
sistance of the mechanisms for ensuring information safety,
no accounting for the synergy of possible impacts on CSES
infrastructure elements, no economic indicators for perfor-
mance of a computer network and estimation of investment
into IS of CSES informational resources.

Application of cryptographic means for information
protection entails serious changes in the time of delivery of
information, since this indicator includes the time spent on
encryption/decryption of a packet. An analysis of encryp-
tion/decryption time by the winners of crypto-algorithms
contests AES and NESSIE reveals that for asymmetric al-
gorithms the complexity of implementation of cryptographic
transformations is 3—5 orders of magnitude larger than
that of similar systems of time stability (block symmetric
ciphers).

Thus, in the IP-networks with a critical feedback, packet
delivery time is equal to [36]:
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tdeliven/ = tdeliznery delivery encr + tdencr

for symmetric crypto-algorithms,
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for asymmetric (hybrid) crypto-algorithms, where ¢/ is the
time of delivery of packet with the first parcel, Atgesivery is the
time of multiple repetition of information transmission at
channel quality deterioration; ., is the time of data packet
encryption by a crypto-algorithm; ¢4.,., is the time of data
packet decryption by the recipient; s is the multiplicity of
time for encryption/decryption.

A comparative estimation of the effectiveness (cryp-
to-resistance) of symmetric crypto-algorithms typically



employs methods of linear and differential cryptanalysis
whose main stages and effectiveness are addressed in paper
[37]. A comparison of safety mechanisms for the algo-
rithms of traditional cryptography, cryptography with a
public-key, hybrid cryptosystems, is possible based on the
comprehensive indicator that takes into consideration the
criteria for crypto-resistance, performance speed, cryp-
to-transformation rate, transparency of encryption proce-
dures for the user, key sequences allocation, investments
into IS, which does not make it possible to determine their
effectiveness without significant temporal and economic
expenditures. In order to assess stability of crypto-algo-
rithms from various models of cryptosystems, authors sug-
gest performing an express analysis based on the entropy
method, applied in the package for statistical study of the
random variable NIST STS 822 [39]. The proposed express
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analysis makes it possible, without significant computa-
tional and energy costs, at the intuitive level, to compare
not only the resistance of various crypto-algorithms (cryp-
tosystems), but their software implementation. The algo-
rithm of the entropy method for assessing crypto-resistance
is shown in Fig. 1.

Table 1 gives results of study into stability and software
effectiveness of implementation of block and stream ciphers
of varying complexity. We applied DES, 3DES, GOST
28147, Kalina, AES-256 as block ciphers. To implement a
stream cipher, we used pseudo-random sequence generators
of two different types: based on the rule “60” of cellular
automata in its classical form, without modifications, and
the cryptographically resistant generator SecureRandom
from Java crypto-libraries, which is marketed as suitable for
cryptographic applications.

Computation of entropy of the original
message with a specified length

M; —original message,

P;—probability of the emergence of the i-th
symbol in M,

Li—number of the i-th symbols in M;,
H;—entropy of the i-th symbol,

H(M) —entropy M

Computation of entropy of the encrypted
message with a specified length

C —encrypted message,
P].' —probability of the emergence of the i-th
symbol in C,

L, —number of the i-th symbols in C,

Hl —entropy of the i-th symbol in a
ciphertext,

H(C) —entropy C

Fig. 1. Algorithm for testing the cryptosystem for resistance based on the method for the estimation of randomness



Table 1

Results of testing the resistance of crypto-algorithms using an express-method

. % of entropy,
No. Cipher Entropy of the input Entropy of Difference added by the
message the encrypted message .
cipher
oy 0.5023775 0.6820179 0.1796404
1 Cellular automata, the rule "60 (5.023775) (6:820179) (1.796404) 35.7580505
9 Crypto-resistant generator Secure- 0.5023767 0.7999982 0.2976215 59.2426958
Random from Java crypto-libraries (5.023767) (7.999982) (2.976215) ’
3 DES 0.469276 0.812043 0.342767 73.0416642
4 3DES 0.469276 0.812043 0.342767 73.0416642
5 GOST 28147-89 0.469276 0.811348 0.342072 72.8935637
6 Kalina 0.469276 0.954519 0.485243 103.4024753
7 AES-256 0.469276 0.95454 0.485264 103.4069503

In Table 1, we calculated entropy of the input and the
encrypted text, difference, as well as the percentage of en-
tropy added to the entropy of plaintext by the cipher itself.
An analysis of Table 1 allows us to assess the contribution of
the cipher in the total entropy of the encrypted message. As
they all were tested under identical conditions, it is possible
to judge their relative performance.

The AES-like ciphers (SPN-system, substitution-permu-
tation schemes) are worth mentioning. Both such ciphers,
Kalina and AES, made the greatest contribution, larger
than 103 %, to the entropy of the plaintext. According to
the given results, both ciphers have the best diffusing effect.
Approximately the same results were demonstrated by the
symmetric block cipher (SBC) GOST 28147-89: 72.89 %
against 73.04 % for DES/3DES. This probably confirms
conclusions about the maximally possible degree of disper-
sion as a characteristic of the architecture.

To compare the results, we conducted experiments using
stream ciphers based on two different generators with a
pseudorandom key sequence. Encryption was performed by
the rule of addition for modulo two. In the first case, this is
a generator based on cellular automata (the rule “60”). This
is not a crypto-resistant generator whose sequence does not
passes testing for NIST STS 822, while the second one is
positioned as the crypto-resistant generator SecureRandom
in the Java crypto-library. In both cases, the obtained values
for entropy are much smaller than those for classic SBC,
which does not allow us to argue about quality encryption
with their help.

Thus, the results presented suggest that a simple en-
tropy method allows rapid assessment of the quality of
ciphers used without referring to expert estimations. Such
an express technique is available to anyone with a minimal
knowledge of the information theory. Moreover, in this way
one can evaluate different implementations of ciphers that
will make it possible to select the best (optimal) software
implementation that matches terms and requirements of the
user. For example, in our computer experiments, we used two
implementations of the DES algorithm. One of them, given
in Table 1 at number 3, demonstrated a 73.04 % increase in
entropy after encrypting compared to the original text, an-
other one — 64.4 %. It is obvious that for practical purposes
it makes sense to choose the first implementation, since it
appears that its scattering characteristics are better. Thus,
the express-analysis allows assessment of the quality of
implementation of classic (and other) crypto-algorithms in
order to select optimal crypto library out of many commer-
cially available libraries.

We shall consider the results obtained in terms of maxi-
mum cryptographic information protection. An indicator of
such protection is the entropy of the encrypted binary file,
given in Table 2.

Table 2
Estimation of maximal cryptographic protection of
information
Entropy Entropy of Probability
. of the of cryp-
No Cipher . the encrypt- .
input tographic
ed message .
message protection, P,
| Cellularautomata, | 4 6q976 | 0637079949 | 0.637079949
the rule "60
Crypto-resistant
o | generator Secure- | yag976 | 747987753 | 0747287753
Random from Java
crypto-libraries
3 DES 0.469276 0.812043 0.812043
4 3DES 0.469276 0.812043 0.812043
5 GOST 28147-89 | 0.469276 0.811348 0.811348
6 Kalina 0.469276 0.954519 0.954519
7 AES-256 0.469276 0.95454 0.95454
8 Perfect cipher 1.000 1.000

It is known that the maximum possible cryptographic
protection is provided by the so-called “perfect cipher” by
Shannon, which as a result of encryption produces a ran-
dom number [38]. Such a file will have maximum entropy,
which in the binary case is equal to unity. We assume that
encryption using a given cipher will ensure maximal cryp-
tographic protection; we assume that it equals unity. One
can say that the probability of protection using such a ci-
pher is equal to unity. It is natural that imperfect ciphers do
not produce such a probability of cryptographic protection.
By using such an approach, one can rank all the examined
ciphers for the probability of cryptographic protection.
This indicator can be employed for various procedures
for the assessment of protection of integrated protection
systems of different corporate networks, which testifies to
its universality.

In order to assess the impacts (informational and/or
cybernetic) on the infrastructure elements, we shall refer to
a threat classifier, proposed in paper [40] (online access:
http://skl.hneu.edu.ua/). The main difference between a
given classifier and the known ones is a synergistic approach
to assessing threats to main components of safety provision:




IS, CBS, SI. Many threats to IS, CBS, SI can be found at
resource [22].

A description of the modified threat classifier consists of
four numerical magnitudes:

—a component of safety provision: information security
(IS) (01), safety of information (SI) (02), cybersecurity
(CBS) (03);

—a character of directions: legal (01), organizational
(02), engineering-technical (03);

— main features of information: confidentiality (01), in-
tegrity (02), accessibility (03), authenticity (04);

— hierarchy levels of CSES infrastructure: FL — physical
layer (01), NL — network layer (02), OSL — operating sys-
tems level (OS) (03), DBL — database management systems
level (04), BL — level of technological applications and ser-
vices (05).

To determine an indicator of threat assessment based
on synergistic approach W5 (indicator of hybridity of

synerg

threats WS%ZIC'I 44wy we shall introduce (Table 3) frequen-

cies of threat occurrence, which allows translation of verbal
categories into digital.

Table 3

Frequency of threats

Points Frequency of threat occurrence
0 No threat
1 Threat occurs not oftener than once per 5 years
2 Approximately, once per year
3 Approximately, once per month
4 Approximately, once per week
5 On a daily basis

We denote the frequency of threat occurrence via P;;
metric coefficients for each threat that show expert esti-
mates of the impact of a particular threat on confidentiality,
integrity, accessibility and authenticity will be denoted @,
I A Au
v/, w!, w.

The possibility of implementation of each i-th threat
considering the frequency of its occurrence is assigned by

expression:
w0, =P Uw/P U/ PU/"P, =1,

where @ P, is the implementation of the i-th threat to the
service of confidentiality; w@/P, is the implementation of the
i-th threat to the service of integrity; w;'P, is the implemen-
tation of the i-th threat to the service of accessibility; ©*P,
is the implementation of the i-th threat to the service of
authenticity.

Assessment of a few threats to a particular safety service
is assigned by respective expression:

N
WS, = waPi — service of confidentiality;

synerg
i=1

N
I _ I . . .
Woners = 2wi P —service of integrity;
i=1
N
=Y w'P, — service of accessibility;
i=1

WA

synerg

N
Au Au _ . E
Womers = E w"P, — service of authenticity,
i=1

where N is the total number of threats in the classifier.

When forming metric coefficients, it is considered that
the results obtained are related to independent threats; in
the case of their dependence (a threat classifier match) it is
necessary to apply the expression for determining a complete
probability of dependent events.

Statistical processing of the results of estimating a prob-
ability of impact of the i-th threat to the service of safety of
CSES is conducted by experts in line with the procedure
described in paper [41].

The final estimate of the i-th threat is averaged by the
number of experts according to expression:

Newp
Y x,xk,
; — n=1
Nexp
where x, is the estimate of the n-th expert of the impact of
the i-th threat; &, is the level of competence of the expert;
N,y is the number of experts.
In order to determine a synergistic indicator of threats to
IS W_IS we shall apply expression:

synerg’?

N

Is C Yool (VoA () 7

Wopners = 2,(wi Nw; Nw; Nw; u)‘Pi'
i=1

In order to determine a synergistic indicator of threats to

CBS : .
CBS W,,,,, we shall apply expression:
N
Wsifj_g = Z(wf Nw! Nw}! ﬂwiA”)Pi.

i=1

In order to determine a synergistic indicator of threat
hybridity to ST W we shall apply expression:

synerg’?

N
Wi, =3 (of Nt N N
i=1
In order to determine an integrated synergistic indicator
of threats W, """ we shall apply expression:

WIS \CBS ,SI — W[S

synerg synerg

CBS SI
U u/synerg U u/synerg : (1)

In order to determine an integrated synergistic indicator
of threats based on their hybridity W¢" 4% we shall
apply expression:

hybrid C,I1,A,Au __
W =

=w¢

synerg

WA

synerg

W,

synerg

AW 2)

synerg*

The results of study of threats with a max frequency of
their manifestations to CSES are given in Table 4.

An analysis of Table 4 reveals that the probability of
implementation of threats to CBS is an order of magnitude
higher than that to IS, SI. Synergy of threats for the com-
ponents of safety: IS, CBS, SI, leads to an increase in the
probability of implementation of threat to the service of
safety by 2 times, and their hybridization leads to a further
increase in the probability of threat implementation. The
obtained results allow us to refine the indicator of safety
in the proposed procedure for the evaluation of functional
efficiency of CSES.

Based on the proposed express analysis for the evaluation
of crypto resistance of procedures of crypto-transformations



and the integrated indicator of threats, we shall obtain the
resistance of CSES safety system against possible activities
of an intruder:

ISCBS.SI _
X “/syncrg -

=(H, -log,n)x(WJ
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Results of the assessment of threats based on a synergistic approach

A formal description of the model for estimating invest-
ment in IS of CSES can be represented as:

o, A, {DF}, rang,{8Z},d, D
@\ ROI, NPV, ROSI, r,CV,0U [

where I is the significance of an information-
al asset; A is an indicator of cost effectiveness;
{DF} is the set of sources of threats to infor-
mation safety of CSES; rang is the cost of IPS

Table 4

In order to estimate the informational component of
functional efficiency [6], we shall apply a modified procedure
Jor assessing investment into SI, proposed in paper [42].

To assess the economic component of the effectiveness
of IT projects, basic indicators of financial status are most
often used: return on investment (ROI), net present val-
ue (NPV), internal rate of return (IRR), payback period
(Payback Period), economic attractiveness (EVA), balanced
scorecard (BSC), total cost of ownership (TCO), etc. [43].
The analysis of methods for estimating the effectiveness
of IT investments that we conducted revealed that the
formation of an objective assessment of the effectiveness of
investments is an extremely time-consuming process and,
typically, estimation of the activities related to information
security comes down to finding such categories as ROI, re-
turn on investment, the rate of return on investment, TCO,
Total Cost of Ownership, PB, Payback Period.

A procedure for evaluating effectiveness of investments,
proposed in paper [42], comes down to estimating the risks
of safety violation at CSES, which makes it possible to
assess the continuity of business processes functioning, a
coefficient of internal rate of return on investments in CSES
security.

Representing information security as an information
process, rather than a product, allows us to interpret safety
of informational assets as a multi-purpose process of manag-
ing risks in the violations of CSES safety regime. As a result
of risk management, it is possible to balance informational
risks for CSES activities, reducing potential threats to com-
puting tools that process information resources. The results
of the balance of risks to information assets is the selection
of effective management method, which makes it possible to
define with maximum accuracy parameters of information
security, and to receive maximum profit from the funds in-
vested into building IPS at CSES [42].

Safety services develgpment; {87} is the set of a H’S; d is the
Compo- resulting value of cash flow; ROI is the return
nents of G, L A, Au, on investment ratio; NRV is the net present
safet we w! w! WA Total ! i VA . p
y synerg synerg synerg synerg value; ROSI is the ROI in IPS; 7 is the factor
S of profitability of information security; CV is
Wi 0.023 0.223 0.193 0.207 0.0002 the risk per unit of average income; D is the
v income from the use of IPS; OU is the assess-
CBS ment of income from the use of IPS.
Won 0.222 0.234 0.197 0.134 0.0014 Assessment procedure consists of the fol-
S lowing steps [42]:
W 0.226 0.109 0.152 0.189 0.0007 _Step 1. Determmmg the significance of
synerg an informational asset;
Total 0.471 0.566 0.542 0.53 Step 2..Determining an indicator of
cost-effectiveness A;
Wt =W UWe UWo = | WomdCt A =W OW o VW MW = Step 3. Determining net present value
=0,0002+0,0014 +0,0007 = 0,0223 | =0,471x0,566 % 0,542x 0,53 = 0,0766 NPV,
Step 4. Estimation of cost for the develop-
ment of IPS at CSES;

Step 5. Determining the resulting value of cash flow d;
Step 7. Assessment of risk per unit of average income CV;
Step 8. Determining income D from the use of IPS.

The proposed methodology is based on the assessment of
investments into SI of CSES (IES) and the discounting of
future cash inflows and expenses.

Thus, it takes into consideration a change in investments
into SI of CSES over time. It is proposed to use, as optimiza-
tion measures, the assessment of overall cost of expenses for
the elimination of consequences of threats and other reasons
for IPS failure, and total payments to funding sources.

Estimation of overall cost of expenses M, for elim-
inating consequences of threat implementation and other
reasons for IPS failure is conducted according to formula:

Muosts = i Ci’

i=1

where C;is the cost of the i-th measure; m is the total number
of steps taken.

The proposed model of the efficiency of investment into
ST of CSES solves the task on improving investment efficien-
cy by minimizing the cost of ST at CES.

Minimization of cost for SI of CSES is carried out
by the optimization process, reflected by the following
formula:

min(E1 b +E,b, +...+Ejbn),

where E; is the j-th optimization criterion, j=1,..., %oy, Mgy 1S
the number of criteria; bnw is the attribute of using the j-th
funding source

_ {1, if the source of funding is used,

"o, if the funding source is not used.



Within the framework of the proposed model for assess-
ing the efficiency of investment into SI of CSES, we estimate
the following parameters — overall cost of eliminating conse-
quences of threat implementation, total payments of funding
sources. In this case, the minimization of damage is ensured
and the cost of safety of SI of CSES is effective because
profits earned from the implementation of IPS exceed the
invested capital [24, 25].

By generalizing parameters used within the framework
of the proposed model, we shall determine an integral crite-
rion for the efficiency of investment into SI of CSES using
formula:

oM )

i=1

H/efﬂnz: =

This approach will allow us to determine permissible lev-
els of risks in violating CSES IS, to assess the required pre-
ventive measures to eliminate potential information leakage
channels, investment policy of educational institutions into
IPS for a dynamically scalable CSES in order to provide a
comprehensive approach to security and reliability.

Development of a comprehensive performance indicator
of corporate scientific-educational network. In order to
assess the integrated indicator of operational efficiency,
authors of paper [31] compiled supporting tables that make
it possible to select the ranges of change in the required
parameters of the analyzed systems and to express them in
conditional points. Such a simple method allows obtaining
adequate enough results of the estimation, and, in addition,
combining them with the results of precise calculations for
specific parameters.

Thus, it is possible to describe completely different pa-
rameters that cannot be analytically combined in any other
way. To compare existing data transmission technologies,
the following were selected: packet switching by standard
X.25; Frame Relay; Ethernet, Fast Ethernet; Gigabit, 10 Gb,
40 Gb/100 Ethernet [31, 36]. Results of the generalized
effectiveness of computer networks (CN) for data transmis-
sion are given in conditional points in Table 5 and shown
in Fig. 2.

presented, is 10 Gb Ethernet. Fast Ethernet, popular for com-
mercial communications, does not fully “cope” with increas-
ing traffic, and 40 Gb Ethernet remains fairly expensive for
the end user, which does not allow us to categorize it as an
optimal network infrastructure.

35,00
30,00
25,00
20,00
15,00
10,00

5,00 -

0,00 -

214
3145

Fig. 2. Normalized indicator of efficiency of different
technologies of CN, W5

At the same time, 10MB Ethernet, Frame Relay, not to
mention the packet switching X.25, are considered, by even
such a simple analysis, to be obsolete technologies that do
not meet current realities.

Based on the study conducted, we propose a comprehen-
sive indicator of CSES functional efficiency. The structure
of building the indicator is such that it combined two basic
characteristics of the system:

—the required probability of achieving the objective
with the required indicator for ensuring confidentiality
under certain conditions of external environment and at a
certain level of influence from internal random factors;

— the cost of reaching the goal with the required proba-
bility and economic cost on the implementation of construc-
tion of corporate networks, taking into consideration the
required quality of service.

Given all the above, we propose to complement the in-
dicator of functional efficiency of a computer network with
the normalized multifactor performance indicator W, in
the following way:

(uj) ()
(uj)

Table 5 W(ui)="TxB x

Generalized effectiveness of networks for data transmission Xprs: )m XW;fﬁnU <W. )
Indicator of .NorI.nal.— .

Py Packet | Perfor- | multifacto- ized indi- Re'la'tlve . P .
Technology Cost| V delivery Tdeli\yer i .. cator of |efficien- Where W(ul) 1S the ll'ldlCthOI' Of effl-
of packet | delay | mance | rial efficien- ffici % | ciency of a computer network for se-

ey, ngf errciency, Cy, 7o y p : et !
Waorm lected strategy (reliability improve-
X.25 31 3 1 1 1 9 0.0078 | 0.25 | ment method) u; n®) is the number
Frame Relay | 3 | 2 1 5 3 3 270 0.2344 | 7.37 | of informational bits of a packet for
Ethernet 3 1 2 4 3 3 216 01875 | 589 | selected strategy u; @ is the delivery
Fast Ethernet | 3 | 2| 2 4 3 3 432 03750 | 11.79 | time of packet ¢ for selected strategy
Gigabit u;; B® is the security system resis-
Ethernet 2|3 4 4 3 3 864 0.7500 | 23.59 | tance for selected strategy u; P, is
10 Gb Ethernet | 2 | 4 4 4 3 3 1152 1 3145 | the probability of correct delivery
40,100 Gb of a packet for selected strategy; U
Ethernet s 4 4 3 3 720 06250 | 19.66 | is the set of permissible strategies
TOTAL: 3,663 B 100 (methods of reliability improvement

that are used in a computer network);
Wg(f‘j‘f) is the indicator of multi-factor

Table 5 and Fig. 3 demonstrate that the proposed simple efficiency, calculated by the proposed

approach makes it possible to obtain a rather adequate result.
One can see that today the most effective, given the values

method; W,,,,., is the normalized mul-
tifactor indicator of efficiency.



Such an approach would allow taking into consider-
ation not only technical, but also economic parameters
of the examined CSES, which would make it possible to
better evaluate its functional efficiency, to account for
research results when scaling a network, selecting IPS
for CSES.

5. Discussion of results of the study into effectiveness
of data transmission over computer systems and
networks at different techniques for managing data
exchange

Authors of paper [36], in order to increase the value of
indicator of functional efficiency of a computer network,
considered different techniques for managing data ex-
change: without a feedback with the detection of ~multi-
ples errors; without a feedback with the correction of -mul-
tiple errors. The most commonly used control protocols
are: with a critical feedback and continuous transmission
of frames (CFctr) “Return-to-N”; with a critical feedback
and a positive receipt (CFpr). Studies reported in papers
[31, 32, 36] showed that in order to ensure the maximum
level of functional efficiency of IP-networks, it is required
to employ protocols with a critical
feedback based on the continuous m<ua)=ﬁ+£
transmission of frames (CFctr) “Re- l c v,
turn-to-N7; with a critical feedback
and a positive receipt (CFpr). In
addition, a detailed study into sta-

+z

+

encr

oo o

We accepted in calculation:
P,=107+10%; P,=0,8; m;,=10; c;,=2.

For CSES with a critical feedback and continuous trans-
mission of frames “Return-to-N", the value for an indicator
of efficiency is determined from:

W(us):u

XP(uz)

cor _rec

xW

effinv xW,

norm’ (6)
where W(w;) is the indicator of efficiency of a computer net-
work for selected strategy (reliability improvement method)
u;; n®) is the number of informational bits of a packet for
selected strategy u;; t® is the delivery time of packet ¢ for
selected strategy u; B®) is the security system resistance
for selected strategy u;; P%  is the probability of correct
delivery of a packet for selected strategy; U is the set of per-
missible strategies (methods of reliability improvement that
are used in a computer network); We(/"/’) is the indicator of
multi-factor efficiency, calculated by the proposed method;
Worm is the normalized multifactor indicator of efficiency;

+ [dem'r +

m 1,

G,n

tistical properties of error sequences
in actual communication channels
[44-46] found that errors are de-
pendent and tend to be grouped
(combined in a packet), that is, there [’“’S +2L]y
is a certain dependence among them, C 14

which is correlation. Most of the
time, information travels along com-
munication channels without dis-
tortion, but at certain points there
occur the condensation of errors, the

(u3)

cor _rec

-2

i=0
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so-called packets (bundles, groups) _
of errors. Inside the packets of er-
rors, an error probability turns out
to be considerably larger than the
average probability of error calcu-
lated for a significant time of transmission. Under such
conditions, protection that is optimal for a hypothesis
on independent mistakes proves ineffective when used in
real-world communication channels. To account for the
statistical properties of sequences of errors in actual com-
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For CSES with a critical feedback and a positive frame
receipt, the value for an indicator of efficiency is deter-
mined from

n("4) —t(uA)

munication channels, we shall consider a model of channel W(uJ:TxB(W X
with memory. n

In a given model, we should assign to the original data, xP& XW, e X W @)
instead of the probability of error in bit Py, the following four -
channel parameters: where

— probability of the occurrence of

n+s L n

error packet P,; ) == 2=ty X

— the probability of an error inside a ¢ v, ¢

packet equals Ps;
— mathematical expectation my, of

d . i+1-m, i—-m 11 r+1-m,
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the error packet length; o i=0 0, S, 202 9,
) i+1-m, ]
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— root-mean-square deviation o, of
the error packet length.

n
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Fig. 3, 4 show estimates of functional efficiency of a
computer network by the normalized multifactor indicator
of effectiveness based on the use of SBC.
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Fig. 3. Results of research into functional efficiency of CSES
with a critical feedback and a continuous transmission of
frames “Return-to-N”" using a FAIR procedure
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Fig. 4. Results of research into functional efficiency of
CSES with a critical feedback and continuous transmission
of frames “Return-to-N" using a procedure for assessing
investment

When conducting a study into crypto-resistance, we ap-
plied an express-method for estimation based on an entropy
method, as well as different procedures for evaluating economic
cost based on a FAIR procedure; research results are reported
in paper [32] (Fig. 4); and based on the proposed methodology
for estimating the effectiveness of investment into information
safety at CSES. Original data for the research are: technologies
1 Gbit Ethernet, 10 Gbit Ethernet, with a critical feedback and
continuous transmission of frames “Return-to-N”,
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An analysis of results in Fig. 3, 4 showed that the pro-
posed procedure for estimating functional efficiency of
CSES makes it possible, without significant time and expert
costs, to evaluate the status of quality customer service at
CSES, to apply evaluation results of CSES functional effi-
ciency for scaling it up, to improve technical indicators of a
computer network.

6. Conclusions

1. We performed an analysis of the development of
services and functionality of TES (CSES) that showed
that such systems should be considered as SCCI. With the
growth of information technologies and further develop-
ment of remote access for social systems and CSES, the
growth and hybridization of threats to elements of SCCI,
an important issue is to ensure safety and reliability of
the functional efficiency of CSES. In order to assess it, it
is proposed to use the integrated indicator of the quality
of service for users of a network that takes into consider-
ation the synergistic assessment of the possible impacts
(informational and /or cybernetic) on the elements of CSES
structure, indicators of technical and informational compo-
nents of functional efficiency.

2. The developed technique makes it possible to stan-
dardize the assessment of efficiency of data exchange in
global protocols of IP networks, taking into consideration
economic cost of hardware and software and technologies,
which provide the required indicators of safety and reliabil-
ity of CSES functional efficiency, as well as the required
value for the indicator of IP-network service quality. Prac-
tical application of the introduced indicator will make it
possible to better assess effectiveness of protocols for data
exchange used in global protocols of IP-networks. In addi-
tion, such an approach would solve the tasks on scaling and
extension of CSES, since it includes not only technical, but
also economic indicators of functional efficiency, which is
very important to ensure the required quality of service
for users of CSES. The obtained expressions for the effi-
ciency of data transfer in CSES with different techniques
to manage data exchange allow us to obtain comparative
quantitative estimates of the resistance of software (hard-
ware-software) implementation of technical means for
information protection (TMIP), possible implementation
of hybrid threats to CSES, the efficiency of investment
into TMIP, integrated performance indicator when using
various protocols for managing data exchange in networks
based on Ethernet technologies.
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