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The method for real-time recognition of respiration types 
(patterns) of a patient to monitor his conditions and threats 
to his health, which is a special case of the problem of human 
activities recognition (HAR), was proposed. The method is 
based on application of deep machine learning using the con-
volution neural network (CNN) to classify the chest motion 
speed. It was shown that the decisions, taken in this case, are 
coordinated with mobile medicine technology (mHealth) 
of the use of body sensors and smartphones for signals pro-
cessing, but CNN offer important additional opportunities at 
improving the quality of processing the accelerometer-sensor 
signals in the presence of interfering signals (noise) from oth-
er sources and instrumental errors of devices. We proposed 
the method of transformation of one-dimensional (1D) accel-
erometer signals into two-dimensional (2D) graphic images, 
processed using CNN with multiple processing layers, due 
to which the accuracy of determining the respiration pattern 
in various situations for different physical states of patients 
increases compared with the case when two-dimensional ac-
celerometer signal conversion is not used. In this case, an in-
crease in accuracy (or quality) of determining different types 
of respiration occurs while maintaining a sufficient speed of 
performing procedures of the planned method, which allows 
classification of respiration types in real time. This technique 
was tested as a component of the Body Sensor Network 
(BSN) and high accuracy (88 %) of determining the patient’s 
respiration state was established, which in combination with 
contextual data, obtained from other BSN nodes, makes it 
possible to determine the patient’s state and a signal of the 
aggravation of their respiratory diseases.

Keywords: accelerometer, deep learning, respiration pat-
terns, convolution neural networks, machine learning.
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The elaborated upper bound of the probability of 2-round dif-
ferentials allowed clarifying also the bound value of the probabil-
ity of 4-round differentials. For Kalyna-128 (block size 128 bits), 
the value is specified 214.6 times, for Kalyna-256 – 229.2 times,  
Kalyna-512 – 258.4 times.

The main advantage of the method adapted for the Kalyna 
cipher was the possibility of a significant specification of the 
upper bound of the probability of a 2-round differential. The 
disadvantage of the adapted method is that assumptions are 
made, such as, for example, the use of one substitution instead 
of four in the original algorithm. The result of this assumption 
is that a real bound of the probability of 2-round differentials 
could be even smaller.

Keywords: block ciphers, cryptographic security, Rijndael, 
AES, Rijndael-like cipher, differential probability, differential 
characteristic, difference table, Kalyna, DSTU 7624: 2014.
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The adaptation and application of the method for estimat-
ing the upper bound of the probability of two-round differen-
tials for the block symmetric cipher Kalyna is carried out. This 
cipher was adopted as the Ukrainian standard DSTU 7624: 
2014 in 2015. Known methods allow getting only the approxi-
mate value of this parameter for this cipher or cannot be applied 
explicitly through the structural features of this cipher. Using 
the approximate probability of two-round differentials gives 
an even greater error in the evaluation of the probabilities of 
differentials with a large number of rounds, as well as in assess-
ing the resistance of the encryption algorithm to other types of 
differential attacks.

The main stages of the used method are the following: 
definition of the minimum number of active S-boxes; definition 
of the type of differential characteristic having the maximum 
probability; determination of the number and probabilities of 
additional differential characteristics.

In the course of research, an adapted method has allowed 
clarifying the upper bound of the probability of 2-round dif-
ferentials for the cipher Kalyna significantly. This bound is 
≈2–47.3 instead of 2–40 when using the method for nested 
SPN ciphers.
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The model of object detector and the criterion of leaning 
effectiveness of the model were proposed. The model contains 
7 first modules of the convolutional Squeezenet network, two 
convolutional multiscale layers and the information-extreme 
classifier. The multiplicative convolution of the particular cri-
teria that takes into account the effectiveness of detection of 
objects in the image and accuracy of the classification analysis 
was considered as the criterion of learning effectiveness of the 
model. In this case, additional use of the orthogonal matching 
pursuit algorithm in calculating high-level features makes it 
possible to increase the accuracy of the model by 4 %. The 
training algorithm of object detector under conditions of a 
small size of labeled training datasets and limited computing 
resources available on board of a compact unmanned aerial 
vehicle was developed. The essence of the algorithm is to adapt 
the high-level layers of the model to the domain application ar-
ea, based on the algorithms of growing sparse coding neural gas 
and simulated annealing. Unsupervised learning of high-level 
layers makes it possible to use effectively the unlabeled datasets 
from the domain area and determine the required number of 
neurons. It is shown that in the absence of fine tuning of con-
volutional layers, 69 % detection of objects in the images of the 
test dataset Inria Aerial Image was ensured. In this case, after 
fine tuning based on the simulated annealing algorithm, 95 % 
detection of the objects in test images is ensured. 

It was shown that the use of unsupervised pretraining 
makes it possible to increase the generalizing ability of deci-
sion rules and to accelerate the iteration process of finding the 
global maximum during supervised learning on the dataset of 
limited size. In this case, the overfitting effect is eliminated by 
optimal selection of the value of hyperparameter, characteriz-
ing the measure of coverage of the input data of by network 
neurons. 

Keywords: growing neural gas, objects detector, informa-
tion criterion, simulated annealing algorithm.
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contouring is used as a geometric invariant with an informative 
attribute in the form of average radiobrightness temperature.

It was established by simulating the process of formation 
of DF that pronounced unimodal DFs are formed at signal-to-
noise ratio (q=5...10) at the output of the radiometric channel. 
At the same time, the possibility of correct localization of the 
binding object in TI is close to unity and reduction of influence 
of perspective and scale distortions of images on accuracy of 
CENS location is ensured.

The simulation results have confirmed effectiveness of the 
proposed methods of formation of RI and DF for location of ra-
diometric CENS on the sighting surfaces with complex three-di-
mensional objects leading to formation of a non-stationary CI.

Keywords: correlation-extreme system, reference image, 
geometric invariants, selective images, decision function.
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radiobrightness temperature. The set of objects defined by their 

https://doi.org/10.15587/1729-4061.2017.101920
https://doi.org/10.15587/1729-4061.2017.101920
https://doi.org/10.18287/0134-2452-2013-37-4-496-502
https://doi.org/10.18287/0134-2452-2013-37-4-496-502
https://doi.org/10.1109/msmw.2013.6622151
https://doi.org/10.18287/0134-2452-2015-39-5-738-743
https://doi.org/10.18287/0134-2452-2015-39-5-738-743
https://doi.org/10.1134/
https://doi.org/10.1109/
https://doi.org/
https://doi
https://doi.org/10.1109/tnnls.2016.2570124
https://doi.org/10.1155/2016/1537325
https://doi.org/10.1155/2016/1537325
https://doi.org/10.1109/
http://orcid.org/0000-0002-0463-2342
http://orcid.org/0000-0001-8933-9649
http://orcid.org/0000-0003-3214-8643
http://orcid.org/0000-0001-5643-0059
http://orcid.org/0000-0003-0771-2660


75

Abstract and References. Information and controlling systems

ing the informative signal of the temperature of transistor is 
proposed. The high precision Analog Devices AD7747 24-bit 
converter is taken as the basis of the capacitive signal transducer.

The developed transducer provides the managed heating 
of research objects and is characterized by the high values of 
temperature resolution (not worse than 0.01 oC) and electrical 
capacity (not worse than 10–16 aF) measurement. 

Keywords: temperature sensor, transistor structures, capaci-
tive signal transducer, functional integration, converter.
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The problem of functional integration of thermal and capacity 
research methods, which provides the possibility of realizing a 
new generation of analog front-end of the Internet of Things in 
the areas of materials science, biophysics and medicine, is solved. 
Functional integration means the possibility of the use of the same 
structure for its controlled heating and temperature measurement. 
For this purpose, instead of discrete resistive heaters and tem-
perature sensors, transistor structures are proposed. This helps to 
minimize the sizes of measurement transducers, and so the spatial 
resolution of the transducers-based sensors of thermal analysis. 

The concept of constructing the functionally integrated 
thermal sensors based on the transistor structures and capacitive 
signal transducers is developed. The novelty of the proposed 
sensors of thermal analysis, in addition to measurement of tem-
perature and amount of thermo-energy emitted and absorbed in 
the object of research, is the possibility of measuring the electri-
cal capacity. This possibility could be particularly assured by the 
measurement of temperature deformation of a research object or 
a console that is bent under the effect of the object. 

The new solution of the control scheme of the transistor 
transformers that support the pulse managed heating and form-
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ties obtained from the results of international comparisons of 
national measurement standards for electrical capacitance units 
were established and their comparative analysis was carried out. 
The equivalence of the national standard of the inductance unit 
for the nominal values of 10 mH and 100 mH at a frequency of 
1 kHz and the expanded uncertainties obtained from the results 
of international additional comparisons of the national measure-
ment standards of inductance units were established and their 
comparative analysis was carried out. The comparisons were 
conducted by Regional Metrology Organizations with the par-
ticipation of the National Metrology Institute of Ukraine.

The analysis of the data processing methods applied in the 
comparison reports was carried out with the aim of adequate-
ly evaluating the results obtained by each of the comparison 
participants. The results of the National Metrology Institute 
of Ukraine became the basis for establishing the metrological 
traceability of measurements of impedance parameters in the 
country and the recognition of the results of these measurements 
in other countries.

Values of the expanded uncertainty of the measurements of 
the electrical capacitance in the range of values from 10 pF to 
10 nF for high-precision calibration of the measures of electrical 
capacitance were calculated. Values of the expanded uncertainty 
of inductance measurements in the range from 1 μH to 10 H 
with high-precision calibration of inductance measures were 
calculated.

The best values of the expanded uncertainty of measure-
ments of impedance parameters (electrical capacitance and in-
ductance) in a wide range of values in Ukraine were established. 
The comparative analysis showed that the published data on 
the calibration and measurement capabilities of the national 
metrology institutes of Ukraine for measuring the electrical ca-
pacitance and inductance can be significantly improved in wide 
ranges of values.

Keywords: comparison of standards, metrological traceabil-
ity, impedance, national metrological institute, regional metro-
logical organization.
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The ways of enhancement of productivity of generation of 
random sequences, derived from physical sources for information 
protection systems were substantiated. This is necessary because 
today there is a rapid growth of technological capabilities and of 
rate indicators of implementation of various information services 
and applications, required by community. One of the main issues 
of the safe use of these services is to ensure information security, 
which requires the use of effective high-rate information protec-
tion systems and high-performance generation of random data 
sequences. In the course of conducting research with the aim of 
enhancing productivity, the features of conversion of actual noise 
processes, taking into consideration their non-stationarity and 
deviations from the probability distribution were analyzed. We 
proposed the ways to improve the methods of analog-to-digital 
conversion with the optimization of the scale dynamic range 
quantization and the pitch of discretization of a noise process 
over time. With a view to aligning statistical characteristics, 
the possibility of using the processing methods that enhance its 
statistical quality with economy of high-rate losses was explored. 
These are the method of sampling equally probable combinations 
(von Neumann – Elias –Ryabko – Matchikina) and the method 
of code processing (Santha – Vazirani) that provide an increased 
effectiveness due to code extension and involve conversion of the 
sequence: in the first method, with the use of equally probable 
combinations with rejection of unnecessary data; in the second 
method, without their rejection with the possibility of linear 
conversion. In order to optimize the conversion parameters at 
both stages of generation and to adapt these parameters to the 
peculiarities and changeability of characteristics of converted 
random processes, it was proposed to use feedbacks of convert-
ers’ outputs with previous conversion elements. 

The adjustment of the specified parameters can be made 
during the generation based on the results of statistical analysis 
of the outputs of conversion stages. The obtained results are 
quite important, since their implementation in modern infor-
mation protection systems will enable guaranteeing information 
security and safe usage of applications of the modern information 
service and the introduction of new applications. 

Keywords: random data, noise processes, information securi-
ty, conversion, processing, statistical alignment.
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Representation of the wire line shape depending on the wire 
tension and temperature was considered. A method was devel-
oped for constructing a geometric three-dimensional line model 
and synthesis of its images used in the visualization system of 
the simulator complex. Solution of the problem of synthesis and 
visualization of extended objects is hard and computationally 
complex because of the high detail of such objects and strong 
unevenness of their projection. The method makes it possible 
to obtain a set of triangles describing the line in real time using 
known sagging parameters and distance between the suspension 
points. To do this, one does not need the line scanning in contrast 
to the used methods of lidar scanning or photogrammetry. Sag-
ging of the line wires can vary in real time depending on external 
conditions. The resulting set does not contain explicitly visible 
kinks or artifacts for any position of the observer within the sim-
ulated section of the line.

The method minimizes aliasing artifacts on the wire line 
elements remote from the observer, automatic texturing and 
calculation of normals to the line surface which enables cor-
rect calculation of illumination for any line fragment when 
synthesizing images in the visualization system. The speed of 
the method was evaluated, its implementation within the vi-
sualization system has shown a functioning speed enough for 
real-time operation and examples of synthesized line images 
were given.

The required computational resources for synthesis of the 
line image were minimized by using a flexible system of detail 
levels which has enabled use of cheaper hardware for construct-
ing visualization systems and resulted in reduction of the price 
of the simulator complex in general.

Keywords: UAV, wire lines, simulation complexes, three-di-
mensional models, rasterization, image synthesis, visualization 
system, graphics accelerator, aliasing.
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