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Оптимізація структур інформаційноуправляючих сис
тем визначається вибором такої функціональної струк
тури, яка б забезпечувала високу достовірність інформа
ції. При створенні складних систем з’являється проблема 
забезпечення високої технічної надійності з’єднання великого 
числа окремих елементів в єдину монолітну високоефектив
ну інформаційну систему. Така проблема ефективно вирішу
ється за допомогою об’єднання елементів системи контро
льованих датчиків інформації методом вкладених модулів.

Розроблена математична модель паралельного інформа
ційного резервування на основі поліномінального розподілу. 
Ця модель дозволяє досліджувати ймовірнісні стани системи 
пожежної сигналізації, що складається з n ідентичних пара
лельно з’єднаних датчиків. Як стан системи пожежної сиг
налізації розглядаються такі показники, як ймовірності пра
вильного виявлення, невиявлення і помилкової тривоги.

На основі запропонованої моделі отримані математичні 
залежності базових модулів М2,3, М2,4 з урахуванням коефі
цієнта мажоритарності і відповідно розроблені принципові 
схеми цих модулів на логічних елементах.

Отримано математичні залежності для першої (N6,9, N12,24) 
і другої (L18,27, L48,96 ) ієрархій підключення датчиків системи 
пожежної сигналізації, що реалізують мажоритарний прин
цип «m з n» з урахуванням їх ієрархії.

Запропоновано узагальнені математичні формули для 
визначення кількості логічних елементів «И» в кожній визна
ченій структурній схемі для вкладених модулів першої і дру
гої ієрархій, а також математична формула для n ієрархій.

Отримано математичні залежності загального економіч
ного виграшу, що полягає в скороченні схем «И» для реалізації 
мажоритарного принципу за критерієм «m з n» за допомогою 
вкладених модулів.

Доцільне впровадження у виробництво структур сис
тем сигналізації про пожежу, побудованих на основі вкладе
них модулів, так як підвищується достовірність інформа
ції навіть при низьких надійнісних характеристиках самих 
датчиків

Ключові слова: датчики пожежної сигналізації, достовір
ність розпізнавання події, інформаційне паралельне резерву
вання, імовірнісні стани, вкладені модулі
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1. Introduction

Information redundancy is the main condition for ensu-
ring the reliability of the data obtained from fire extin-
guishing system sensors. As a rule, each sensor has insuffi-
ciently high characteristics that determine data reliability. 
These characteristics include the probability of correct de-
tection, non-detection of fire and false alarm.

To improve these characteristics, parallel and serial in-
formation redundancy is used. However, both parallel and 
serial information redundancy implies a number of problems 
associated primarily with the cost of the system of paral-
lel-connected sensors, time of information aging and oper-
ational reliability of the sensors whose information is read 
consistently in time.

Therefore, it is proposed to introduce parallel informa-
tion redundancy by means of nested modules. The module 

of controlling fire alarm sensors is a set of n parallel-used 
sensors, in which the decision on the presence of fire is made 
according to the «n-out-of-m» criterion. The number n is 
chosen small n = 3, 4, 5. To increase the total number of paral-
lel-used sensors, the method of nested modules is used, where 
not primary sensors are combined into the module, but the 
same modules. Moreover, the resulting module can be used 
as a primary source for the subsequent modular combination. 
So, the modular connection of 2, 3, etc. hierarchy levels of 
sensors connection can be created. This method is called 
the method of nested modules. In this way, the number of 
connected primary sensors can be increased. At the same 
time, there is also an alternative way of connecting the same 
large number of sensors directly to the information consumer 
without first combining them into modules.

The method of sensors combination by the method of 
nested modules provides high probability characteristics of 
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an information system with significantly lower economic 
expenses compared with the alternative method of sensors 
combination. In this case, the problem of operational reliabi-
lity of the structures connecting a large number of primary 
sensors is solved much easier.

In accordance with airworthiness requirements, aircraft 
fire refers to dangerous flight situations, the probability of 
which does not exceed 10–7. Failures of the fire alarm system 
also refer to dangerous flight situations. These failures are 
mainly divided into non-detection and false alarm, reaching 
about 75 %. A false alarm is caused by insufficient reliability 
of the actuators and sensors. Therefore, search for a solution 
to increase the reliability of fire alarm systems is an urgent 
scientific and technical problem. Thus, the relevance of 
this study consists in the need to improve the reliability of 
information that comes from fire alarm sensors, in order to 
increase flight reliability and safety.

2. Literature review and problem statement

The analysis of structures of information control sys-
tems (ICS) of aircrafts (AC) shows that their efficiency de-
pends on the reliability of information on the basis of which 
the relevant decisions are made. Therefore, it is necessary to 
take appropriate measures to increase the reliability of infor-
mation in ICS.

Solutions to the problem of data validation during trans-
mission and processing in process control systems are pro-
posed in [1]. In it, the principles and methods of using 
statistical redundancy data for solving problems related 
to information reliability control based on the root-mean-
square minimum error criterion under various distribution 
laws are considered. In this case, the issues of obtaining reli-
able information by the operator in the decision-making pro-
cess are not considered in this work. Therefore, it is advisable 
to study the issue of increasing the reliability of information 
before it arrives to the operator to make a decision.

In [2], the reliability monitoring scheme for active fault- 
tolerant control systems using the method of stochastic 
modeling is proposed. In this work, previous fault detection 
and localization data are used to update the transition cha-
racteristics in the reliability model. It also addresses issues 
of parallel information processing, but without simulta-
neous accounting of probability characteristics of the control  
object. Basically, the issue of monitoring the reliability 
and fault tolerance of control systems using the method of 
stochastic modeling is solved. Thus, issues of reliability of 
technical systems are considered in terms of monitoring, but 
not decision support.

The study of quantitative error estimates of the lambda 
method in predicting the mean time to first failure and the 
failure rate of technical systems depending on the element 
base reliability, system complexity and operation life is car-
ried out in [3]. At the same time, the work does not consider 
the effect of reliability of technical systems on the accuracy 
of the information they provide.

In [4], the method is proposed for determining the dis-
tribution of the limiting condition of time by the excess of 
the diagnostic parameter, which determines the accuracy 
of maintaining a zero state. The change in the magnitude of 
deviation occurs as a result of destructive processes during 
operation. To estimate the deviation of the increase rate in  
a probabilistic sense, the Fokker-Planck equation was used to 

determine the residual life of onboard devices. Such methods 
are advisable to use in the study of mechanical systems, but 
evaluation of modern electronic systems requires a different 
approach.

Determination of failure components that may lead to the 
degradation of the entire production system is investigated 
in [5], where the probabilistic model is based on the Erlang 
distribution, and the failure rate of elements is subject to an 
exponential law. These are failures, which in turn can lead to 
degradation of the entire production system. Thus, the pro-
bability model is investigated, which is constructed for the 
case when random variables are distributed according to the 
Erlang law, and the failure rate of elements – exponentially. 
In this case, reliability assessment of the information received 
is not performed.

Estimation of safe time of fire detection required to start 
fire extinguishing procedures, based on the method for esti-
mating the time of fire detection by temperature detectors, 
rate of temperature rise, light scattering detectors such as 
smoke, is given in [6]. In this case, the paper does not provide 
solutions for the construction and selection of optimal fire 
alarm structures.

In [7], the analysis of alarm systems to identify the causes 
of false alarms is carried out and several solutions to reduce 
their rate are discussed. In this case, the paper does not con-
sider the reliability of the incoming information.

In [8], the method of fault diagnosis, based on the fault  
detection and diagnosing procedure is proposed. This me-
thod relies on the use of adaptive filters developed using 
non-linear geometric approach. This allows increasing the 
noise immunity of the system. The above method enables 
fault detection, but it does not address the issue of the influ-
ence of faults on the reliability of information received from 
the system.

In [9], the issues of increasing the efficiency of informa-
tion systems by means of serial information redundancy are 
considered. It is shown that a priori probability of fire detec-
tion depends on the quality of sensors for the given a poste-
riori probability values and number of repeated requests. The 
disadvantage of the proposed solutions is the high coefficient 
of non-detection of the monitored parameter.

The paper [10] is aimed at improving the reliability of 
data by parallel information redundancy. Mathematical mo-
dels of parallel information redundancy systems are obtained. 
The studies show that parallel information redundancy al-
lows creating reliable information systems with low informa-
tion capabilities of individual information sources. The dis-
advantage of the proposed solutions is a high false alarm rate.

The most progressive method of increasing the infor-
mation reliability in ICS is serial and parallel information 
redundancy. In this case, serial redundancy reduces the false 
alarm probability, and parallel – non-detection probability. 
Modular information redundancy is the development and 
expansion of parallel information redundancy and allows 
you to simultaneously reduce false alarm and non-detection 
probabilities.

Despite the extensive list of works on information relia-
bility, it can be noted that there are no works on non-detec-
tion and false alarm probability reduction in terms of pro-
viding the crew with reliable information. Providing reliable 
information to the crew is especially necessary when making 
decisions in complex and dangerous flight situations. This is 
especially important when localizing and processing aircraft 
engine fires, when the pilot needs to make a decision about  
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shutting down the engine, making an emergency landing. 
However, fire non-detection leads to an emergency situation 
and may lead to the loss of an aircraft with crew members 
and passengers. False alarm of the alarm system leads to large 
economic losses associated with shutting down the running 
engine, making an emergency landing, etc., and can lead to 
an aircraft accident. Therefore, there is a need to study new 
ways of forming alarm system structures by the principle of 
«nested modules». This method is more efficient than the 
basic method of parallel information redundancy.

3. The aim and objectives of the study

The aim of the work is to develop reliable structures of 
the aircraft fire alarm system (FAS) by means of nested mo-
dules to support crew decision making.

To achieve the aim, the following objectives were set:
– to develop mathematical models for the construction of 

the modules М2,3, М2,4 and their hierarchies;
– to conduct a comparative analysis of the reliability 

characteristics of the proposed nested modular circuits;
– to assess the cost efficiency of nested modular circuits 

in comparison with the corresponding parallel information 
redundancy circuits.

4. Mathematical model for constructing nested modules 
of the fire alarm system

ICS efficiency depends significantly on the reliability of 
the information that is the basis for crew decision making.

Available information alarm systems, primary informa-
tion sensors have a fuzzy operation threshold. As a result, 
information from a real sensor always comes with a certain 
degree of reliability, which can be characterized by three 
probability states [11]:

a – correct event detection probability;
b – false alarm probability;
d – event non-detection probability.
Such a system of probability states is rather fully de-

scribed by trinomial distribution, which is an extension of the 
binomial distribution.

The probability p(n–m, m–k, k) that k out of n sensors will 
not detect the controlled phenomenon at all, m–k sensors is-
sue a false alarm and n–m will give correct information about 
the controlled phenomenon is described by the following 
expression [12]:

( , , )n m m k k n
n m n m

m
m k m k kp C a C b d− −

− − − −=  (1)

and

a b d+ + = 1.  (2)

The probability characteristics an, bn and dn , for n paral-
lel redundant information sensors can be determined from 
trinomial distribution. If the majority rule is introduced, 
according to which information is received only when at least  
Q sources assert about the presence of a controlled charac-
teristic, then dependencies (3) can be derived from the trino-
mial distribution expression. These dependencies determine 
the probability a(n, Q) of correct detection of monitored 
information, as well as the probabilities b(n, Q) and d(n, Q) 
of false alarm and non-detection, respectively [11]:
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where v is the number of sources giving correct informa-
tion about the controlled characteristic; w is the number of 
sources giving false information about the controlled cha-
racteristic.

For Q = 1 and b+d = 1–a, expressions (3) are greatly sim-
plified:
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The most effective principle of parallel redundancy is the 
majority rule, according to which information coming from 
n sensors will be the most reliable when at least m out of  
n sensors confirm its reliability and it is necessary that the 
ratio between m and n hold:

m n≈ 2.  (5)

If condition (5) holds, the probabilities pnd of non-detec-
tion of the controlled event and the probabilities pfa of false 
alarm will be approximately equal:

nd fap p≈ .  (6)

The overall information reliability, correct detection 
probability pcd increase with an increase in the number of 
sensors n, and the probabilities pnd and pfa under this condi-
tion decrease significantly.

Of course, information reliability pcd significantly de-
pends on the quality of information sensors, assessed by the 
probability a of correct detection of a single sensor, as well as 
on the operational reliability of this sensor, estimated proba-
bility of its failure-free operation.

As a rule, there is a trend in engineering according to 
which sensors with high functional characteristics have low 
operational reliability. This pattern follows from the fact that 
high functionality requires significant complication of the 
information sensor equipment. This entails an increase in the 
cost of manufacture, reduction in operational reliability and, 
consequently, an increase in the cost of operation.

The way out of these contradictory technical conditions 
can obviously be found by applying parallel redundancy of  
a large number of sensors n with low functional characteris-
tics and high operational reliability. At the same time, low 
functional characteristics of the sensor are estimated by the 
low probability a of correct detection and high probability b  
of false alarm and d non-detection of the controlled event. 
Such sensors are generally characterized by exceptional de-
sign simplicity and, as a result, high operational reliability.

An increase in the number n of parallel-used, inefficient, 
but operationally reliable sensors will compensate their low 
probability characteristics a of correct detection. At the same 
time, this will lead to the creation of informative, highly 
efficient, operationally reliable and inexpensive information 
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systems, according to the principle «create reliable structures 
from unreliable information sources».

The studies show that such highly efficient information sys-
tems can be created using the principle of modular redundancy, 
the essence of which will be considered on specific examples.

5. Development of structures of aircraft fire  
alarm systems

Fig. 1 shows the primary module M2,3 of the information 
system consisting of three fire alarm sensors implementing 
the majority rule «2-out-of-3» for deciding on the correct-
ness of the message.

&
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x2

x1

x3

x2

x3
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1

 
Fig.	1.	Information	module	M2,3	of	the	majority		

rule	«2-out-of-3»	for	deciding	on	message	reliability

The probability p2,3cd of correct detection, the probabi-
lity p2,3nd of non-detection and the probability p2,3fa of false 
alarm for the information module (Fig. 1) is estimated by the 
following relations:
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where a, b and d are the probabilities of correct detection, 
false alarm and non-detection of a sensor, respectively. All 
sensors on the circuit (Fig. 1) are denoted by xi.

On the basis of the module (Fig. 1), it is possible to build 
a more efficient information system N6,9, shown in Fig. 2, 
combining 9 information sources xi and implementing the 
majority rule «6-out-of-9». The circuit (Fig. 2) is performed 
on the modules M2,3 (Fig. 1) and its probability characteris-
tics p6,9cd, p6,9nd, p6,9fa, respectively, determining the probabi-
lities of correct detection, non-detection and false alarm, are 
evaluated by the following recursive dependencies:
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Fig.	2.	Information	module	N6,9	of	the	majority		

rule	«6-out-of-9»	for	deciding	on	message	reliability

It is easy to calculate the number kи1 of AND circuits, 
providing majority switching of 9 information sources xi 
using 6 options of connecting 3 information modules M2,3 
(Fig. 2), each of which contains 3 AND circuits. When consi-
dering 3 more AND circuits in the module N6,9 (Fig. 2), we get:

u n
mk m C m1 = ⋅ + ,  uk 1 3 6 3 21= × + = .  (9)

Thus, the information module N6,9 is based on the 21st 
AND circuit, combines 9 sources xi and implements the ma-
jority rule «6-out-of-9» for deciding on the receipt of correct 
message.

An alternative option of systems of parallel redundancy 
of sources xi with the majority rule «6-out-of-9» for deciding 
on message reliability is shown in Fig. 3.
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Fig.	3.	Alternative	option	of	parallel	redundancy		
of	sources	xi	with	the	majority	rule	«6-out-of-9»

The probabilities p6,9cd of correct detection, p6,9nd non- 
detection and p6,9fa false alarm, as shown in Fig. 3, are eva-
luated by the general formulas:
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Since the majority rule «6-out-of-9» for the circuits 
(Fig. 2, 3) is the same, and sensors have identical probability 
characteristics a, b and d, we can expect:

6 9 6 9, ,cd cd
p p a≈ ;  6 9 6 9, ,nd nd

p p≈ ;  6 9 6 9, , .
fa fa

p p≈

The number of AND circuits in the circuit (Fig. 3) is 
determined by the number 6

9C  of combinations of 6-out-of-9 
and is equal to C6

9 84= ,  i. e., 4 times the number kи of AND 
circuits in the system (Fig. 2). Thus, the circuit (Fig. 3)  
having similar probability characteristics p1, p2, p3, will be 
about 4 times more expensive than the circuit (Fig. 2) and 
the operational reliability in such a complex circuit is expec-
ted to be significantly worse.

Consequently, the circuit (Fig. 3) compared to the circuit 
(Fig. 2) will be more expensive both in manufacture and in 
operation.

In accordance with the modular principle of parallel re-
dundancy circuits, Fig. 4 shows the circuit L18,27, combining 
27 sources xi and implementing the majority rule «18-out-
of-27», and information sources for this circuit will be mo-
dules N6,9 (Fig. 2).
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Fig.	4.	Information	module	L18,27	of	the	majority		
rule	«18-out-of-27»	for	deciding	on	the	receipt		

of	correct	message

Naturally, the probability characteristics of the mo-
dule L18,27 (Fig. 4) namely, the probabilities p18,27cd of correct 
detection, p18,27nd non-detection and p18,27fa false alarm will 
be significantly better than for the circuit N6.9 (Fig. 2) and 
are evaluated by the following dependencies:
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The number kи2 of AND circuits providing majority 
switching of 27 information sources xi can be determined 
using the general dependency:

k k m C C C k mh h n
m

n
m

n
m

h2 1 1 1= ⋅ ⋅ + = ⋅ ⋅ +( ).  (12)

Substituting ku1 = 21, n = 3, m = 2 we get: ku2 = 129.
The functional diagram of the information module L18,27 

contains 129 AND circuits, combines 27 sources xi and im-
plements the majority rule «18-out-of-27» for deciding on 
message reliability.

The alternative option of parallel redundancy of sen-
sors xi with the majority rule «18-out-of-27» for deciding on 
message reliability is shown in Fig. 5.
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Fig.	5.	Alternative	option	of	parallel	redundancy		

of	sources	xi	with	the	majority	rule	«18-out-of-27»

Similarly, it can be shown that the main quality parame-
ters of the circuit (Fig. 5), namely, the probability p18,27acd of 
correct detection, p18,27and non-detection and p18,27afa of false 
alarm can be estimated according to the general expressions:
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Given that the majority rule «18-out-of-27» is the same 
for both circuits (Fig. 4, 5), information sources xi have iden-
tical probability characteristics a, b and d, it is easy to show 
the validity of the following identities: p18,27acd ≈ p18,27cd ; 
p18,27and ≈ p18,27nd ; p18,27afa ≈ p18,27fa.

Thus, it can be argued that the circuits (Fig. 4, 5) are 
identical in their functionality, but the number of AND cir-
cuits for implementation of the circuit (Fig. 4) is 129, and 
for implementation of the circuit (Fig. 5) it is determined 
by the number of combinations 27

18C  and will be equal to 
27
18 246675C = , i. e., the circuit (Fig. 5) is practically unsuitable 

for implementation.
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Similarly, it is possible to show significant advantages 
of the modular principle of parallel redundancy for the 
mo dule M2,4 given in the circuit (Fig. 6), implemented on  
6 AND circuits and combining 4 information sources xi.
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Fig.	6.	Information	module	M2,4	of	the	majority		
rule	«2-out-of-4»	for	deciding	on	the	receipt		

of	correct	message

In accordance with trinomial probability distribu-
tion, it is easy to show that the probability characteris-
tics, namely the probability p2,4cd of correct detection, 
the probability p2,4nd of non-detection and the probabi-
lity p2,4fa of false alarm, are estimated using the following  
formulas:
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By analogy with the modules M2,3, N6,9 (Fig. 1, 2), it is 
possible to construct a modular circuit N12,24 (Fig. 7) on the 
modules M2,4 which is performed on 42 AND circuits, com-
bines 24 information sources xi and implements the majority 
rule «12-out-of-24».

The probability characteristics p12,24cd, p12,24nd, p12,24fa 
of the circuit (Fig. 7) are estimated by the following ex-
pressions:
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By analogy with the modules N6,9, L18,27 (Fig. 2, 3), it is 
possible to construct a modular circuit L48,96 (Fig. 8) on the 
modules N12,24, which is performed on 174 AND circuits, 
combines 96 information sources xi and implements the ma-
jority rule «48-out-of-96».

The probability characteristics p48,96cd, p48,96nd, p48,96fa of 
the circuit (Fig. 7) are estimated by the following expressions:
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Fig.	7.	Information	module	N12,24	of	the	majority		

rule	«12-out-of-24»	for	deciding	on	message	reliability
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Fig.	8.	Information	module	L48,96	of	the	majority		

rule	«48-out-of-96»	for	deciding	on	message	reliability

The alternative option of the circuit for the module N12,24 
will be the circuit F12,24, shown in Fig. 9.
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Fig.	9.	Alternative	option	of	parallel	redundancy		

of	sources	xi with	the	majority	rule	«12-out-of-24»

The circuits (Fig. 7, 9) have identical probability cha-
racteristics p12,24cd, p12,24nd, p12,24fa, but implementation of the 
circuit N12,24 (Fig. 7) requires 42 AND circuits, and imple-
mentation of the circuit F12,24 (Fig. 9) – 12

24 2704156C =  AND 
circuits, which is almost impossible.

6. Results of evaluation and study of reliability 
characteristics of fire alarm systems

Fig. 10, a, b, respectively, show graphical dependencies 
p2,3cd(a), p6,9cd(a), p18,27cd(a), p2,4cd(a), p12,24cd(a), p48,96cd(a) 
of system modular probabilities of correct detection on the 
probability a of correct detection of a separate fire alarm sen-
sor. They are the main defining functional characteristics of 
the modular circuits M2,3, N6,9, L18,27, M2,4, N12,24, L48,96. The 
analysis of the graphs shows that with the use of modules 
with large n, the functional quality of these modules is signifi-
cantly improved even with poor quality (low probability a) 
of individual sensors.
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Fig.	10.	Graphic	dependences	of	the	probability	of	correct	
event	detection	on	the	probability	of	correct	detection		

by	the	sensor:	а	–	for	modules	M2,3,	N6,9,	L18,27;		
b	–	for	modules	M2,4,	N12,24,	L48,96

For example, when а = 0.5, the probability of correct 
detection for the module М2,3 is 0.6875; for М2,4 – 0.9063;  
for N6,9 – 0.8687; for N12,24 – 0.9999; for L18,27 – 0.9753; 
for L48,96 – 0.99999. And with high-quality sensors, а = 0.9, 
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the probabilities of correct detection for the module М2,3 is  
0.9855; for М2,4 – 0.9994; for N6,9 – 0.9997; for N12,24 – 
0.999999; for L18,27 – 0.9999; for L48,96 – 0.9999999.

This suggests that the idea of building highly efficient fire 
alarm systems with parallel nested redundancy is quite real 
and is waiting for technical implementation.

For a more accurate estimation, efficiency increase fac-
tors can be introduced:
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accordingly, for the modular circuits N6,9, L18,27, N12,24, L48,96. 
Graphic dependences k1a(a), k2a(a), k1б(a), k2б(a) are shown 
in Fig. 11. The analysis of the given graphs shows that the effi-
ciency of modular circuits depends on the number of hierarchy 
levels of nested modules connection. Conducting such a study, 
the optimal number k of hierarchical connections can be found.
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Fig.	11.	Graphic	dependences	of	efficiency	increase		

factors	k1a(a), k2a(a), k1b(a), k2b(a) of	modular	circuits

Increasing the number of hierarchies k significantly 
increases the probability of correct detection even at very 
small values of a. Also, an increase in the number k is asso-
ciated with a significant complication of parallel redundan-
cy circuits. According to the comparison of modular and 
alternative circuits implementing the same majority rule 
«m-out-of-n», modular circuits are greatly superior in design 
simplicity and technical implementation capabilities.

In this work, two types of basic modules M2,3, and M2,4, 
are studied, which determined the following sequences of 
nested modular circuits: M2,3, N6,9, L18,27, M2,4, N12,24, L48,96. 
By the method of mathematical induction, general depen-
dencies can be derived: Mm,n, Nm1,n1, Lm2,n2, Tmk,nk, the indi-
ces mk, nk in which are determined by the expressions:
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where n1, n2,…, nk are the total numbers of connecting the 
primary information sources with probabilities a of correct 
detection, probabilities b of false alarm and probabilities d of 
non-detection, respectively, for the k-th level of the hierarchy 

of nested modules; m1, m2,…, mk are the values of the majority 
rule «m-out-of-n», respectively, for the k-th level of the hie-
rarchy of nested modules; k is the number of hierarchy levels 
of nested modules.

By the method of mathematical induction, it is easy to 
derive general formulas for determining the number Vk of 
AND circuits in modular circuits and the number Vak in alter-
native circuits.

For example, for the first level of the hierarchy (k = 1), 
i. e., for the circuits Nm1, n1, the total number V1 of AND cir-
cuits is determined by the dependency:

1V m C mn
m= ⋅ + .  (18)

For the second level (k = 2), i. e., for the circuits Lm2, n2, 
the total number V2 of AND circuits is determined by the 
relationship:

2 1V V C m C C m m mn
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n
m= ⋅ + = ⋅ ⋅ + +( ) .  (19)

Accordingly, for alternative circuits, the total numbers 
Va1, Va2 of AND elements for the first (k = 1) and second (k = 2) 
circuits Fm1,n1, Fm2,n2 are determined by the dependencies:
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where 

1m m C n
m= ⋅ ;  1n n C n
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Now it is easy to get the formula dependencies of the 
total economic gain W, which consists in reducing the num-
ber of AND circuits for the implementation of the majority 
rule «k-out-of-m» using nested modules for the first level of 
hierarchy:
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For the second level of hierarchy:
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The results of the comparison of the modular circuits N6,9, 
L18,27, L48,96 and their alternative options F6,9, F18,27, F12,24  
and F48,96 are summarized in Table 1.

Table	1

Comparative	data	of	modular	circuits		
with	alternative	circuits

Basic 
mo-
dule

Hie-
rarchy 
level

Nested 
mo-

dules

Number 
of AND 
circuits

Type of  
alternative 

circuits

Number 
of AND 
circuits

W

M2,3

1 N6,9 21 F6,9 84 4

2 L18,27 129 F18,27 246675 1912

M2,4

1 N12,24 42 F12,24 2704156 64380

2 L48,96 174 F48,96 6.435⋅1027 3.698⋅1025



Eastern-European Journal of Enterprise Technologies ISSN 1729-3774 2/9 ( 98 ) 2019

22

Comparison data of modular circuits with their alter-
native circuits given in Table 1 indicate that the technical 
implementation of the principle of majority parallel informa-
tion redundancy should be carried out only on the basis of 
modular circuits.

7. Discussion of the results of the study of reliability 
characteristics of information systems

Synthesis of systems of parallel redundancy of fire alarm 
sensors is cost-effectively provided by the modular principle 
of their construction. With the help of the modular principle 
of information systems, it is possible to create highly efficient 
information systems from simple, operationally reliable and 
inexpensive sensors with limited functionality, defined by 
relatively low accuracy characteristics.

The modules M2,4 are more efficient than the modules M2,3:
– to obtain almost identical values of probabilities p1 of 

correct detection for the modules M2,3, two levels of the hie-
rarchical structure of nested modules are required, and only 
one level for the modules M2,4, as shown in the graphs (Fig. 10);

– implementation of the 2-level hierarchy of nested mod-
ules M2,3 requires 129 AND circuits, and implementation of 
the 1-level of the hierarchy of nested modules M2,4 – 42 AND 
circuits, i. e., three times less to obtain identical results, as 
can be seen from Table 1.

At the lowest quality of sensors, when a = 0.5, the pro-
bability of correct detection for the module M2,3 is p1 = 0.69, 
and for M2,4, the probability is p1 = 0.91. This suggests that 
there is a fundamental possibility of creating highly efficient 
information modules of the type Mm,n, from low-informative, 
simple fire alarm sensors with high operational reliability.

In the study of the economic gain factor W, the following 
results were obtained. For the module N6,9 compared to F6,9, 
the gain increased 4 times, for the module L18,27 compared 
to F18,27 – almost 2,000 times, and for the module N12,24 
compared to F12,24 – almost 6,500 times. This suggests that 
the basic module M2,4 is superior to the basic module M2,3 in 
operational reliability and economic efficiency.

The main advantage of the proposed method is a significant 
increase in the probability of correct detection and a decrease in 
the probability of non-detection and false alarm. The limitations 
of the proposed method are as follows. At high Mm,n, there is no 
need to introduce several hierarchies in the system, and one can 
be limited to the first hierarchy, since this provides high prob-
ability characteristics with minimum values of sensor quality.

Aircraft fire alarm system sensors operate in a complex 
environment, especially engine fire alarm sensors: high tem-
peratures, high vibration levels and other factors that reduce 
performance. The proposed method of nested modules en-

sures a sufficient level of information reliability even with  
a significant deterioration in the quality of sensors.

The use of the proposed method for constructing the fire 
alarm system implies structural changes in the available one, 
which, in its turn, incurs additional costs for re-equipment of 
available systems and change of production technology for 
new systems.

The prospects for research in this direction is the creation 
of a generalized mathematical model with the help of which 
one can build any structural circuit of modular redundancy. 
Thus, it is possible to expand the use of modular redundancy for 
other information management systems, such as nuclear power 
plants, «smart» house, and in other areas of smart technologies.

8. Conclusions

1. The structure of the aircraft fire alarm system using 
nested modules is developed. Such a system makes it possible 
to ensure high operational reliability of connecting a large 
number of fire alarm system sensors into a single highly effi-
cient information system. The mathematical model of parallel 
information redundancy by the principle of nested modules 
and their implementation on logic gates are developed. This 
model shows theoretical and practical importance, both for 
the production and operation of fire alarm systems. Mathe-
matical dependencies of the system’s probability characteris-
tics on the probability of correct detection of a separate sen-
sor for the basic modules М2,3 and М2,4 and their hierarchies 
are obtained. The corresponding graphs are presented. Based 
on the graphs, it is concluded that the module М2,4 and its 
hierarchies are superior to the module М2,3, since it provides 
the best probability characteristics of the fire alarm system.

2. The comparative analysis of probability characteristics, 
namely, for modules М2,3 and М2,4 showed that the use of mo-
dules with a large number of sensors n significantly improves the 
functionality of these modules even with low quality (a < 0.5) of 
individual sensors. Mathematical formulas for evaluating the ef-
ficiency of the hierarchy are obtained. The analysis of the mathe-
matical dependencies shows that the efficiency of modular cir-
cuits increases with an increase in the number of hierarchy levels 
of nested modules. According to the comparison of modular 
circuits and alternative circuits implementing the same majo-
rity rule «m-out-of-n», modular circuits greatly benefit in terms 
of design simplicity and technical implementation capabilities.

3. The dependencies to assess the economic gain of the 
methods used are proposed. The obtained dependencies can 
be used as a technique for selecting the structures of fire 
alarm systems built on the basis of nested modules. The ob-
tained results are of practical importance and can be used in 
the design of reliable and safe structures of fire alarm systems.
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Однією з основних задач управління в комп’ютерній мережі  
є організація ефективної системи доставки інформації, яка набу
ває особливої актуальності в програмноконфігурованій мере
жі. Засоби традиційної маршрутизації не задовольняють вимо
гам якості обслуговування та вимогам рівномірного розподілу 
навантаження по каналах зв’язку. Маршрутизація в традиційних 
мережах здійснюється засобами пошуку найкоротшого шляху по 
заданому параметру, але вони не забезпечують достатньої опе
ративності при зміні маршрутів в мережі. Ще одним недоліком  
є необхідність передачі регулярних оновлень маршрутної інформа
ції шляхом передачі службового трафіку, в результаті чого наван
таження різко зростає, зменшуючи смугу пропускання.

В даний час найбільш ефективним способом забезпечення зада
них параметрів якості обслуговування та перспективним рішен
ням для організації ефективної маршрутизації в умовах неви
значеності являється програмноконфігурована мережа. Це нова 
мережева парадигма, що надає можливість спростити процес 
управління мережею, значно підвищити використання ресурсів 
мережі та зменшити операційні витрати. Однією з основних пере
ваг такої мережі є управління на верхніх рівнях еталонної моде
лі, що дозволяє спростити як процес управління мережею, так  
і процес управління трафіком в корпоративних мережах і мережах 
центрів обробки даних.

Запропоновано новий підхід конструювання трафіку в про
грамноконфігурованій мережі з використанням теорії прийнят
ті рішень орієнтований на маршрутизацію саме в таких мережах. 
При виникненні «проблемної ділянки» та потреби її обходу вико
ристовується теорія прийняття рішень в умовах невизначеності, 
так як ймовірність вибору оптимального шляху для обходу врахо
вує особливості трафіку, що передається. Такий метод дає змогу 
зменшити втрати нееластичного трафіку, що є важливою скла
довою від загальної кількості переданої інформації. З практичної 
точки зору, отриманий в роботі алгоритм, в порівнянні з відоми
ми алгоритмами конструювання трафіку, підвищує рівень якості 
обслуговування в програмноконфігурованих мережах
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1. Introduction

New mega-trends in information and communication 
technologies demand greater flexibility, greater throughput 

capacity, and a faster performance from networks. How-
ever, further increases in the infrastructure of networks are 
only a temporary solution and they lead to complications 
in network management as well. That is why conventional  


