VK 004.052.42

MAPKOBCKHUU A.IL,
ABY YCFBAX A.H.,
AJIBMYPAJIU B.M.

OPTAHU3AIIUA UAEHTU®UKAIIUU ABOHEHTOB
MHOTI'OITIOJIB3OBATEJIbCKUX CUCTEM C UCITIOJIb30BAHUEM
ATIITIAPATHO 3AIIUIIEHHOM MAMATH

Pa3paborana HOBas AByXypOBHEBas OpraHU3alus UACHTU(UKAIMN YAAICHHBIX MOJIb30BaTENeH, KOTOpas UCIO-
JIb3YET OJUH LIUKJ MEPEAAdYnd MEXAY M0Ib30BaTEIsIMU U cucTeMo. [IpensioxkeHHas cxema He UCIONIb3YET CIHUCKA
HapoJieil 3aperuCTpUPOBAHHBIX TOJIB30BATENEH U ONEPALMM MIOMCKA U COOTBETCTBEHHO HE HAKJIAJBIBAECT OTPaHUY €-
HUH Ha yHciIo nonbk3oBareneil. O0beM HHPOpMAIUK, UCTIONB3YEMOW NP UACHTHU(HUKAIINHN B PEIOKEHHON cXeMe
CYILIECTBEHHO MEHBIIIE B CPABHEHUH C U3BECTHBIMU CXEMaMHU. JTO MO3BOJISIET HCIOIB30BaTh allapaTHO 3allUINEH-
HYIO SHEPrOHE3aBUCUMYIO MaMSTh JJISl XpaHEHUS! WACHTH(PHUKAIMOHHON WHPOPMAIK M TAKHM ITyTEM YMEHBIIUTD
PHUCK HE3AKOHHOI'O JIOCTYIIA K PECYPCAM CUCTEMBI.

The new two-level organization of identification of remote abonent, which requires one communication be-
tween users and verifiers in system, has been proposed. Presented organization does not imply the password list of
the legal users and searching operations and correspondingly does not impose restrictions on the number of users.
The information capacity to be stored in secret is much less in the proposed identification scheme as compared to
the known ones. This allows using hardware-based secure active low-capacity nonvolative memory for storing

identification information and such way impair the risk of illegal access to system resources.

BBepeHue

Pa3Butne wHTErpHpOBaHHBIX cHUCTeM 00paboT-
Ki WHPOPMAIIUU B 3HAUYUTEILHON CTETICHH 3aBHCUT
oT 3¢ (EeKTUBHOCTU peanu3anui B HUX (QYHKIHI
3anIUThl HHPOPMAIMH U Pa3/IeICHUs TIpaB AOCTyIa
K JTAaHHBIM. BakHOe MeCTO B apceHaie CpelCTB
3alIUThl MHTEIPUPOBAHHBIX WH(POPMAIMOHHBIX WU
BBIYMCIIUTEIBHBIX PECYPCOB OT HECAHKIIMOHHPO-
BaHHOTO JIOCTYIA UTPaeT UACHTUDUKAIHS a0OHCH-
TOB MHOTOTIOJIb30BaTEIIbCKUX CUCTEM.

Pacmimpenne wWCnonb30BaHUS HHTEIPHPOBAH-
HBIX CHCTEM XpaHEHHs M 00paboTku MHpOpManuu
COIPSDKEHO C YBEIMYCHHUEM pPHCKa HECAHKIUO-
HUPOBAHHOTO JOCTyIa K HUX pecypcam. ITo 00y-
CIIOBJICHO, C OJIHOM CTOPOHBI, POCTOM TEXHHYeEC-
KUX BO3MOXHOCTEH Ul peau3alliil HECaHKIUO-
HUPOBAHHOTO JIOCTYIIA, a C IPYTOH — yBEITMYCHHEM
MOTEHIUAJILHBIX BBITOJI OT TAKOTO JOCTYIIA.

B 3THX yciOBHAX HEOOXOIMMO aJIeKBaTHOE CO-
BEPIICHCTBOBAHHWE BCETr0 apceHania CPelCTB, HC-
KITIOYAIOMINX HECAHKIIMOHUPOBAHHBIN JOCTYI K
MH(OPMALIMOHHBIM U BBIYHCIUTENBHBIM pecypcam,
B TOM YHCJE U CPEICTB HAeHTU(UKaUU abOHEH-
TOB MHOTOMOJB30BaTENbCKUX cucTeM. OcolOyro
OCTPOTY B COBPEMEHHBIX YCIOBHUAX MpPHOOpETaeT
mpoOiemMa 3allUuThl OT HECAHKIMOHHPOBAHHOTO
JOCTYyINa K UHTETPUPOBAHHBIM CHCTEMaM KOMIIbIO-
TEPU3UPOBAHHOTO YIIPABJICHUS CIOKHBIMU TEXHH-
YECKUMU 00BEKTaMHU.

Takum oOpaszom, npobiema nosbimeHUs dpdek-
TUBHOCTH MJICHTU(HUKAIMN YJAIEHHBIX aOOHEHTOB
MHOTOTIOJIb30BATEIbCKUX CHUCTEM SIBIIIETCS aKTya-
JILHOU W BaYKHOM JJIsl COBPEMEHHOTO ATara pa3BUTHS
MH(OPMALMOHHBIX TEXHOJIOTH.

AHanus npobnembl ahpekTUBHOCTHU
naeHTUMKaLmMm aboHeHTOB

OPheKTUBHOCTH HACHTU(PUKAIUKA  yAaJICHHBIX
a0OHEHTOB TOJIB30BATENICH OMpEACsIeTCsS JABYMS
(dakTopaMu: YyCTOMYMBOCTBIO K TOIBITKAM HE3aKOH-
HOTO JocTyna (M3Mepsercss 00beMOM 3aTpaT pecyp-
COB, TPEOYIOIMMHUCS JIJIsI TAKOT'O JIOCTYIAa) U 00beM
pecypcoB, 3aTpayMBaeMbIX Ui HICHTU(DUKALIUY.
O4eBHUIHO, YTO YyKazaHHbIC (HAKTOPBI SIBISIOTCS
B3aMMOCBSI3aHHBIMH: Y€M BBIIIIC YPOBEHb HAJCIKHO-
CTH uACHTHU(HKAIKUU aOOHEHTa, TEM CJOXHEE e
nporelypa U TeM OO0JIbIlie peCypcoB TpeOyercs st
peanusanuu npouecca uineHtudukanuu. C apyroi
CTOPOHBI, MHOT'OIIOJIb30BAaTEIbCKHE CUCTEMBI SBIIS-
IOTCSI CUCTEMaMH MacCOBOTO OOCIYKHUBaHUS U, CO-
OTBETCTBEHHO, JIOJDKHBI 00JagaTh MPOU3BOIUTEIb-
HOCTBIO, 0OecrieunBaromiei BO3MOXKHOCTb 00paboT-
KU 3aIIpOCOB OOJIBIIOTO unciia aDOHEHTOB 0e3 cyllie-
CTBCHHBIX 3aJiepkeK. DaKkTUYeCKH 3aBHUCHUMOCTD
MEXJy paccMaTpUBaeMbIMH (akTopaMu 3pQPeKTHB-
HOCTH HOCUT OoJiee CIIOXKHBIM XapakTep, HOCKOIbKY
pe3yIbTaTUBHOCTh psAa CIOCOOOB HE3aKOHHOTO
JIOCTyIa K pecypcaM NpsMO 3aBUCHUT OT BpEMEHH
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uneatudukanu abonentoB [2]. CremoBarenbHO,
BbICOKast 3(PPEeKTUBHOCTh HIACHTU(UKAUN a0o-
HEHTOB MOJKET OBITh JOCTUTHYTA TOJBKO B PaMKax
paspelieHnuss KOMIPOMKICCa MEXIy HaJeKHOCTBHIO
U CKOPOCTBIO HICHTH(PUKALINY.

B ocHoBe 0OO0JIBIIMHCTBA CYMIECTBYIOIIUX CHC-
TeM WACHTU(HUKAIMH YAAJICHHOTO abOHEHTa Jie-
KHUT KOHIICTILMS JIOKA3aTeNbCTBA 3HAHUS MM Ka-
Koi-to umH(popmanmu. COOTBETCTBEHHO, CXeMa
UACHTU(UKAIMKA BKIIOYAET J[Ba dTala: Perucrpa-
M0 a0OHEHTa, BO BpeMs KOTOPO abOHEHT o0pe-
TaeT MACHTH(PUUIUPYIOMYI0 MHPOPMAIHIO U COO0-
CTBEHHO WCHTU(QHUKAIMIO, B paMKaX KOTOPOH
OCYILIECTBJIIETCS IPOBEPKA JIETAIBHOCTH JJOCTYTIA.

K HacTosmemy BpeMeHH CO3JaHbl U aKTHBHO
HCIOJIb3YeTCsl OOJIBIIOE YUCIO MPOTOKOJIOB HIECH-
TuUKanuK yraneHHbx aboHeHToB [1,2]. O6bIYHO
BBIICISIIOT J1Ba 0a30BBIX TOJX0/Ja K WJIEHTH-
(GuKalnuu: ¢ UCMOJIB30BAHUEM MapoJsie U Ha OCHO-
B€ KOHIIETIIMY HYJIEBOTO 3HaHU. MneHTndukanus
Ha OCHOBE KOHIICTIIIUU HYJEBOTO 3HAHWS CUUTACT-
Csl CTPOTOHM, OJTHAKO CYIIECTBYIOIINE METOMBI ee
peanm3ayu TPeOYIOT OONBIIUX BHIYHCIUTEIHHBIX
pecypcoB [2]. UMeHHO TTOATOMY, WIEHTU(PUKAIINS
Ha OCHOBE IMapojel MIMPOKO HCHOJB3YEeTCS BO
MHOTHUX CHCTEMaXx.

JUis moydeHus] HECaHKIIMOHUPOBAHHOIO JIOC-
TyIla, HAPYLIUTEIb MOXKET BBIMOJIHUTh YTEHUE, T1e-
pexBaT ¥ noJAMeHYy HH(pOpMaIMH, UCIIOIb3yeMOH B
nporecce MASHTU(QUKALMK IpU ee Iepenade Io
OTKpPBITBIX JIMHUAX. Kpome Toro, moTeHuuaibHyo
OIaCHOCTh MPEJACTABISAET BO3MOXKHOCTb JOCTYNA K
nuH(OpMaIHH, UCIIOJIB3YEMOI JUIsl TPEeI0CTaBIEHUS
MpaB J0CTYIa CO CTOPOHBI CAMOM CUCTEMBI [2].

OnHuMm M3 Hamboisiee NMOTEHLUAIBHO OMACHBIX
(GakTOpOB pHCKAa Ul MHOI'ONOJIb30BATEIBCKUX
CHCTEM SBISIETCS BO3MOXKHOCTH IIOJy4EHUS He-
CaHKIIMOHMPOBAHHOTO JIOCTYIA K UX pecypcaM Io-
CPEACTBOM YTEHHUS WJIM U3MEHEHUs MHpOopMaluy,
UCIOJb3yeMONH MpH HIACHTU(DUKALMM JIETalbHbBIX
aboHeHToB. JlocTyn K Takoi MHGOpPMALUU MOXKET
ObITh OCYIIECTBJIEH DPAa3JIMYHBIMH CIIOCOOAMU: C
UCIOJb30BAHUEM CIEUUAIBHBIX KOMIIBIOTEPHBIX
BHUPYCOB, IIPHU “yJaUHOM~ CJIy4ailHOM BXO/JI€ B CHC-
TEMY HEJIeraJbHOro MOJIb30BaTENs, a TaKXkKe Jie-
rajbHbIM a0OHEHTOM, TMBITAIOIIUMCS PACIIUPUTH
CBOM IpaBa WM NPEJOCTaBUTh BO3MOXKHOCTH JOC-
Tyla K pecypcaM CHUCTEMbI HeJleralbHbIM MOJIb30-
BaTeJNIsIM, M, HAKOHell, HeI0OPOCOBECTHBIM JIUIIOM
U3 MepcoHasia cucteMbl. Bo Bcex mepedncieHHbIX
cllyyasix JOCTYNl K HMH(OpMaluu, HCIOIb3yeMOH
IIPU UJCHTU(UKAIIIH, OCYILIECTBIISIETCS TPOTpPaMM-
MHBIM ITyTE€M.

CylecTBeHHBIM HEOCTATKOM OOJIBITUHCTBA U3-
BECTHBIX CXEeM HJICHTU(UKAIMU a0OHEHTOB SIBJISICT-
csi Mayiasi POU3BOAMTENIBHOCTh, CBSI3AHHAsI C BbI-
NOJTHEHUEM HECKOJBKUX CEaHcOB OoOMeHa HHQOp-
MalMen, a Takke He0OXOAMMOCTBIO Omleparuid mo-
UCKa 1o KiIody. HeBbicokas CKOpOCTh HICHTH-
(duKaMy CyIIECTBEHHO OTPAaHUYMBAET KOJUYECTBO
a0OHEHTOB U HE M03BOJISIET PEaIN30BaTh IOBTOPHBIE
CCaHChl HMJICHTU(PUKAIMN HEMOCPEJICTBEHHO B IIPO-
necce MHPOPMAIMOHHOTO OOMEHa C TeM, YTOOBI
BOCIIPENSITCTBOBATh TEXHOJIOTHH JIOCTYIAa K pecyp-
caM ITyTeM “TIOJMEHBI JIETAIBHOTO a0OHEeHTa .

Haubonee HanexHbIM crIOCOOOM CBEICHUS K MU-
HUMYMY WJIU J1a)K€ UCKITIOYEHHUST BO3MOXKHOCTH JIOC-
Tyna CTOPOHHHUX JIMII K WH(POPMAIUH, HCIOJIb-
3yeMoW Uil MACHTU(UKAIIUYU, SBISETCS MPUMEHE-
HHUE CHEUHAIBHOM HHEPrOHE3aBHCUMOUW TMaMSITH,
peanu3yromen 3anuTy XpaHaIuXxcs B HEM JaHHBIX
Ha annapatHoMm ypoBHe. CBUC Takoii mamsTu ce-
PUIHO BBIMYCKalOTCS HEKOTOPhIMU (pupmamu. Muk-
pPOCXEMBI 3aIUIIEHHON TaMsATH CIIOCOOHBI HE TOJIh-
KO XpaHWUTh WH(POPMAITUIO, HO W BBITIOJIHATH C HEU
oTiepary, MPEeIyCMOTPEHHBIE MPOTOKOJIAMHU HJICH-
tadukanyuu, 9ToObl UCKIIOYUTH BPEMEHHOE XpaHe-
HUE W HWCIIOJIb30BaHWE Ha MPOTPAMMHO-I0CTYITHBIX
y3J1aX KOMIBIOTEPHBIX CUCTEM.

OcHOBHBIM HegocTaTkoM cymiectByromux CbUC
3alIUIICHHON MaMsTH SIBJISIETCS OTHOCUTENBHO Ma-
eIl 00beM MH(OpPMAIMU, KOTOPBIM MOXXET B HEH
XpaHUTBCS, B TO BpeMsl, Kak ¢ pOCTOM dYucia abo-
HEHTOB 00BbEeMbI MH(POPMAIIMH, HCTIOJIb3yeMbIe IS
uX HACHTHUKAIHK ObICTpO pactyT. B padote [3]
npeUioKeHa cxema HAeHTU(dUKauuu, Tpelyrolas
Ui UAeHTU(DUKAIIMY BceX aOOHEHTOB TOJIBKO OJIUH
koZ. OIHaKo MCHOJb30BaHUE TaKOM CXeMbl HE 3a-
HIMIIAaeT OT AOCTyHa JerajibHbIX aOOHEHTOB K He-
JO3BOJICHHBIM MM pecypcaM CHUCTeMbl. J{oCTOMH-
CTBOM 3TOH CXEMbl SBIIETCS U3MEHSEMOCTb HJICH-
TUULKPYIOLIEH MOCBUTKU MPU KaKIO0M 0OpalieHuu
K CUCTEMBL.

Hcxonst u3 sroro, ans 3PQPEeKTUBHOTO HUCHOJb-
30BaHUS alIapaTHBIX CPEACTB 3AIIUTHI HACHTU(DU-
KallMOHHOW WH(OpPMalMM B MHOTOIOJIB30BATENb-
CKHX CHUCTeMaxX HeoO0XO0IMMO pa3paboTaTh CIOCOOBI
UAEHTUQUKAUK, HE TpeOyrolue XpaHeHHs O0Jib-
X 00beMOB HIEHTU(DUKAITMOHHON HH(POPMAITHH.

CTpyKkTypa annapaTtHoO-3aLWM LEeHHON NaMAaTH

OCHOBHBIM Ha3Ha4€HHEM amnnapaTtHo peaju-
3yemoii 3amumenHoit mamsatu (3I1) sBusercs xpa-
HEHUE WUACHTU(DUKAIMOHHOW HH(POpPMAIMH U OCY-
LIECTBJICHUE KOHTPOJs JocTyna K Hed. I[lamsarte
JOJI’KHA OBITH SHEPrOHE3aBUCUMOM, YTOOBI UCKITIO-
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YUTh PUCK JOCTYNa K XpaHsmiencs B Hell uHpop-
MalliH B IIPOLIECCE €€ 3aMUCH.

B ocHOBY mnocTpoeHus 3alMIIEHHOW NaMsATH
II0JIOXKEHBI CJICAYIOLINE PUHIUIIBI:

1. Annaparno peanusyemas 3I1 nomkHa uMeTh
OTKpBITBIH MHTEpQEIC MOAKIIOUEHUS K CTaHiap-
THBIM LIMHAM KOMIIbIOTEPOB, B YACTHOCTH K LIMHE
PCI. Kongurypuposanue 311 u Bbinenenue e aa-
PECHOr0 MPOCTPAHCTBA JOJDKHO BBINOJIHSTHCS B
COOTBETCTBUH ¢ TexHoJoruer Plug and Play.

2. B 3II xpanurca undopmanusi, KoTopas siB-
nsieTcss 00BEKTOM 3alIuThl. DTa MHPOpMAanus He
NoJikHa 3anucbiBaThes B 311 v cunThIBaTHCA U3 HEe
B SIBHOM BUJIE.

3. 3II xpome pyHKIUI XpaHEHUS] UHPOPMALTUU
JI0JIKHA peain30BaTh olepaluu Kpunrorpagpudec-
Kol 00paOOTKH, B KOTOPOM HCHOJIb3YeTCs yKa3aH-
Hasg cekpeTHas uH(popManms. OTcroma cleayer,
yt0 3¢ dextuBHOCTh 31 HaNpPsSMyIO 3aBUCHUT OT ee
crelaau3anuu: TeM OoJjbiie (QyHKIUN HepBHY-
HOW 00pabOTKH, CBS3aHHOW C ceKkpeTHOW WHpOp-
Manuelt Oynet BoinonHATh 3II, Tem ee mcmonb3o-
BaHue OyneT 3¢ (deKTUBHEE B IJIaHE peaTu3aliu
(GYHKIIHI 3aIIUTHI.

CrpykTypa 3allMIIEHHOW MaMsATH, OPHEHTHU-
POBAHHOM AJI MCIOJIB30BaHMS B CHCTEMaxX HJICH-
Tudukanuu abOHEHTOB MOKa3aHa Ha puc. 1.

IIpu 3anucu nHpOpMaLMU B HAKOIUTENb, aJIpec
MOCTYIAaeT Ha BXOJHOUW uHTEpdEiic u hUKcCupyercs
Ha peructpe aapeca. Camu JaHHbIE, KOTOPbIE 3a-
nuceiBatoTCs B 311, MacKupyroTcs KOAOM, KOTOPBI
U3BECTEH TOJIBKO INIABHOMY aJMHUHUCTPATOPY CHUC-
TeMbl. JlJI1 MAacKUpOBaHUS MCIIOJIB3YETCs Olepa-
Ul NOOMTOBOTO CYMMMpPOBAHUS IO MOAYIIO 2.
Bce xozbl Macok, KOTOpbIE CEKPETHBI U U3BECTHBI
TOJIBKO aIMMUHUCTPATOPY CUCTEMBI XpaHSITCA B I10-
crosaHo mamsatu 3II. Ilpm 3ammcu cekpeTHou
uHbopMalUKd HEOOXOJUMO 331aTh apec UCIOJIb-
3yeMOil MackM. 3TOT ajpec (hUKCUpyeTcs Ha peru-
crpe aapeca Macku. COOTBETCTBEHHO, U3 MOCTOSH-
HOM MamsATH MAacoK CUMTBHIBAETCS] CEKPETHBIM KOA
Macku. Ha Omoke normueckux snemeHToB XOR
MacKka CHUMAeTCs C 3alMCbhIBA€MOro Kojaa M Io-
CJIEZIHUI 3alMChIBaeTCs B MaMATh. Takol Mopsaok
3allMCH UCKJIIOYAEeT BO3MOXKHOCTh I€pexBaTa CeK-
peTHON MHGpOpMaLuMu BO BpeMs 3alMCH B 3allu-
LICHHYIO [TaMSATh.

AHaJIOTMYHBIN NOPSIIOK MAaCKUPOBAHNUS UCIIO-
JB3YETCs U NIPH 3a/1aHNN JAHHBIX, KOTOPBIE CPAB-
HUBAIOTCS B ITpoliecce UASHTHU(PUKALIUU C KOJAaMH,

xpansamumucs B Hakonurene 3I1. Koa, kotopsrit
HEO0X0/IMMO CPABHUTH C CEKPETHBIM UACHTU(PHIIN-

ITocTosHHAas
[aMsTh
MacoK

Perucrp
azpeca

. BxomHEI HHBI
Bxonnoit OZHBIC Aa ©

uHTepdeiic

&
%

Peructp
azpeca

Hakonurens

v ¢ v v

Bbnok nepBr4HOil kpu- Cxema cpaBHe-
nTorpaguueckon 00- HUS
paboTKH

v v

BeixomHol uHTEpdEric

Puc.1. Cmpykmypnaa cxema 3auqiuujeHHOU
namamu, OpuUeHmMUPOEanHan 01 UCNONAb306a-

HUA 6 cucmemax udeHmupuKkayuu aboHenmos
pyromuM koaoMm, xpasmumcs B 311, mackupyercs
aJIMUHUCTPATOPOM M nojaercs Ha Bxon 311

Buayrpu 3I1 macka cHumaerca. OIHOBpEMEHHO
Ha BXOJHOM MHTep(]eic momaercs aapec CeKPEeTHOTO
KOJIa, C KOTOPHIM IMPOU3BOJUTCS CPaBHEHHUE. OTOT
CEeKpPETHBI KOJl CUYUTHIBACTCS W3 HAKONUTENS U
CpaBHUBAETCS € 3aJaHHBIM KoJIoM. CaMO CpaBHEHHE
OCYIIECTBJIIETCS Ha AallapaTHOM YPOBHE BHYTPH
3I1. Pe3ynbTar CpaBHEHUSI BBIIAECTCS B KOMIIBIOTED
4yepe3 BBIXOIHOM HHTEpdeEiic.

KpomMme onepanuu cpaBHeHUs anmnapaTHbIE Cpesc-
TBa 311 MO3BOMAIOT NMPOU3BOAUTH IEPBUYHYIO 00pa-
00TKY CEeKpeTHON HH(pOpMAIN MPU peaTUU3AUU
KpUNTOrpaUuecKux ajaropuTMOB 3alUTbhl HHQOP-
MallH.

OByxypoBHeBasa cxema ngeHtTudpukaumm
aboOHEeHTOB MHOrononb30BaTefIbCKUX CUCTEM

Bricokast 3¢ ¢dekTuBHOCTh MACHTHPHUKAIINHN Yyaa-
JICHHBIX A0OHEHTOB JOCTUTACTCSl KakKk pe3yJbTar
KOMIIPOMHUCCA MEXKIY MPOTUBOPECYMBBIMH TpPeOOBa-
HUsMU. CIOKHOCTH MPOoOIIeMbl 00yCcIOBIeHAa HEBO3-
MOKHOCTBIO TIOCTPOEHUS aJeKBATHON MOJENH JIei-
CTBUH CTOpPOHBI, MPOU3BOJIAIICH TOMBITKY HECaHK-
[IMOHMPOBAHHOTO JlocTyma. B mepBoM mpubimke-
HUU, Tpolleypa UASHTU(UKALNUN JOJKHA YAOBIe-
TBOPSITH CIEAYIOIINM TPEOOBAHUSIM:

1. Xpanenue uaeHTHGUUIHPYIOIEH HHPOPMALTUU
JMOJKHA OBITh TaKUM, YTO €€ YacTh HAXOJUTCS Yy
aboHeHTa, a pyrasi — B CHCTeMe U KaX/ias U3 yac-
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Tel He ObuTa OBl CAaMOJOCTATOYHOU IS AOCTYIA K
pecypcaMm CUCTEMBI.

2. [Taposs momKeH BHIOUPATHCS aDOHEHTOM, HE
XpaHUTBCS B MaMATH, a BBOJUTHCS IPHU KaKJIOM
ceaHce W He OBITh JOCTATOYHBIM JUISL MIPEJOCTaB-
JIEHUS I0CTyIa K pecypcam.

3. MuHuMaIbHOE UCIOJIb30BAHUE JIMHUU Tepe-
JIaydl JaHHBIX — HawuOoJiee YSI3BUMOTO MECTa, C
TOYKH 3PEHHUS HE3aKOHHOTO IPOHUKHOBEHUS K pe-
cypcam CHCTEMBI;

4. 3meHeHne UJIEHTUPULUPYIOMIEH MMOCBUIKU
aboHeHTa WH(OPMANUK TPU KAXKIOM CeaHce 00-
pallleHus K CUCTEME.

5. O0beM coxpaHsieMOil B CHUCTEME 3aKpbITOM
nH(popMaluY, KOTOpas UCTIONb3yeTCs Ul UACHTHU-
¢ukanuy aOOHEHTOB JOJKEH OBbITh BO3MOKHO
MEHBIINM.

6. Unentudukannonnas uHGopmanus mnpu me-
penaye 1Mo JUHUM Tepeladd JaHHBIX JOJDKHA
mnpoBaThCS C UCIMOJIB30BAHUEM KITIOUEH, O1MHA-
KOBBIX JIJISI BCEX aOOHEHTOB.

7. Pacrio3HaBaHue JieTaIbHBIX a0OHEHTOB U CO-
MIOCTaBJIEHUE MPEJOCTABISIEMBIX UM IpaB JOCTYIa
JOJIKHO peain30BaThCsi pa3HbIMU MEXaHU3MaMU
3aIUTHL

[IpuBeneHHble TpeOOBAHUS CIOKHO YAOBIETBO-
pUTH B paMKax OJHOYPOBHEBOHM cxembl. [loaTomy
1enecooOpa3HbIM  MPEACTABISETCS  pa3HECEHUE
JTana yCTaHOBJICHUS JIETaJlbHOCTU a0OHEHTa U yc-
TaHOBJICHUS IpaB JIOCTYMa €ro K pecypcam CHCTe-
Mbl B paMKaX [JIBYX pa3HbIX YpPOBHSAX HICHTHU-
¢ukanuu. Takoe pasHeceHHE PEaTU30BaHO B PaM-
Kax pa3pabOTaHHOM OpraHu3aliy UIeHTU(UKAIUN
a0OHEHTOB MHOTOIIOJIb30BATEIBCKUX CUCTEM.

CymHoCTh NMPeI0KEHHON JBYXYPOBHEBOU Op-
raHu3anuy uaeHTUGUKauu abOHEHTOB COCTOUT B
TOM, YTO Ha TMEPBOM YpPOBHE MPOU3BOJUTCS yCTa-
HOBJICHHE JIETaJbHOCTH a0OHEHTa 0e3 HCHOJIb30-
BaHUSA CUCTEMHOW WHGOpMAIUU, MPUBS3AHHON K
KOHKpPETHOMY MOJb30BaTento. Ha BTopom ypoBHE
g UAeHTUQUKAMU a0OHEHTa HCIOJIB3YIOTCS
XpaHsAILIUECs B CUCTEME JaHHBbIC, OTHOCAIIUECS K
KOHKpETHOMY a0oHeHTy. Takoil MpUHIIUI UCIIOJb-
30BaHUA HAeHTU(ULIUpYIOEH HHOpMaIUKU To-
3BOJISIET YCKOPHUTH (PUiIbTpamuio oOpalieHuil K
CHUCTEME, CBSI3aHHBIX C IONBITKAMH HE3aKOHHOTO
IIPOHUKHOBEHHUS K €€ PECYpCaM CO CTOPOHBI HeEJle-
rajibHBIX M0JIb30BaTENCH.

B npemiaraemoit opranuzannu uaeHTHGUKALNT
a0OHEHTOB HCIOJIB3YIOTCS CUMMETPHYHOE:

R=SCT(D,K)
U HECUMMETPUYHOE (C OTKPBITBIM KIIIOUOM):
R=NSCT(D,K,)

Kpunrorpadguyeckne npeoOpa3oBaHusi (B KauecTBE
NEPBOTO MOXKET, HAIpUMEp, UCIOJIb30BATHCS aJro-
put™ Rijndael, a B kauectBe Broporo—RSA).

Yepes D obGosnaden Onok paHHBIX 110 IIH(-
poBanusi, a yepe3 R-mocne nmmdpoBanus, K—kio4
npeobpazoBanus. OOparHble TpeoOpazoBaHust 000-
3HAYEHBI KaK:

D=SCT*(R,K) u D=NSCT*(R,K,),K, =K,

Kpome ymomsHyTBIX TpeoOpa3oBaHHMi mpesyia-
raeMasi OpraHM3anus MPEAroIaraeT UCIOIb30BaHUEe
¢yukuuu P(X) nepectanoBku 6uTOoB Koja X ,uyepes
P 0Go3Hauas 00paTHyIO NEPEeCTaHOBKY, TAK, YTO:

X =P (P(X))
[Ipn wpeHTudukanuu  UCHOJB3yEeTCA  XEUl-
npeobpazoBannie  H(X), dopmupyromas  xerr-

curHatypy X. B kauecTBe Takol (PyHKIUU MOXKET
OBITh WCIIOJIb30BAH OJIMH W3 XEHI-AITOPUTMOB, Ha-
npumep, SHA.

Opranu3anus perucTpanud a0OHEHTa CXEMaTH-
YHO MOKa3aHa Ha puc.2.

[Tpu peructpanuu aboHeHTa A, UM POU3BOJIHHO
BBIOMpAETCSI MHEMOHUYECKHI Mapoiib Pa, KOTOPBII
BBOJUTCS a0OHEHTOM TIPH KaXJIOM ceaHce oOpa-
nieHust K cucreme. [Ipu perucrpanuu 3TOT TapoJib
Pp mepenaercs cucteme, rAe IMepeMelIUBAaeTCA C
CEKPETHBIM MOCTOSTHHBIM Ko 10M W:

Ka=P(P,W)

[Tonmyuennsiii ko1 K4 MCHONB3yeTCs] B KayeCTBE
YacTH KJIIoua JUIsl IpeoOpa3oBaHUs YHUBEPCAIBHOTO
JUIs Bcex abOHEHTOB CHCTEMBbI cekpeTHoro konaa U
BO BTOPYIO yacTh napoiisi Da aboHeHTa:

D,=SCT(U,K,)

BbruncnenHas onucaHHbIM CIIOCOOOM YacTh Ma-

poiisi Da nepemeniviBaercs:

Dy =P(D,)

BO3BpallaeTcs CHCTEMOIl a0OHEHTYy BMECTE C €ro
HomepoM Na. B mamstu cucremsl Boigensercs o00-
nacth mamste, agpecyemas kogaoM Na. B aroit 00-
JIACTH 3aIUCHIBAIOTCA KIIIOUU JOCTYNa a0OHEeHTa A K
pecypcam cuctemsl. ['eHepupyeTcs ciydaiiHasi CTpo-
Ka S, KoTopas coxpaHsercsi B objactu mamsitu abo-
HeHTa A. DTta ctpoka Bmecte ¢ Dy 1 Na Bo3Bparma-
I0TCSl aOOHEHTY A.

OOMeH perucTpanMoHHON HHQOpPMAIUU TPOU3-
BoAUTCA B 3amuppoBaHHOM BHje. Jns atoro abo-
HEHT C HCIMOJIb30BaHUEM OTKPBITOTO Kiroua Kp cuc-
TeMbl IMHU(pPyeT MHEMOHUYECKUH Mapoib Pa U CITy-
YaifHO BBHIOpAHHBIN aOOHEHTOM CEaHCOBBI KiIou Kc !
T, = NSCT((P,, K¢ ), Kp).

CucremMa ¢ HCNOIL30BaHUEM 3aKPBITOTO OTKPBI-
BaroIicro Kiaroda KR BOCCTaHABJIMBACT KOIbI PA n
Kc. C ucnonp30BaHUEM MOJIYYCHHOI'0 CEaHCOBOTO
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wiroua Ke cucrema mudpyer creHeprupoBaHHYIO
vqacTe Da mapoins abonenra, ero Homep Na u co-
XpPaHEHHYIO CTPOKY S:

TTonw30BaTenn

| Br160op MHEMOHMUECKOTO ITapoist Pa

| Bri6op xiroua K,

T,=SCT((D,,N,,S),K.)

CucreMma
v

Hemmdpoanne Pp u K, 3aKpBITBIM OTK-
PBIBAOIINM KITFOYOM cucTeMbl Kg:
PaKe = NSCT(T4, Kg)

. : :
| ! 1
1 ! 1
1 ! 1
1 ! 1
1 ! 1
1 ! 1
1 ! |
1 ! 1
| ! 1
: : :
! v \ 4 T ' |
1 1
i HIudposanne P, u K. oTKpBITEIM ;E K Pa v l w '
1 | 3aKkpbIBaronMM KIto4oM cucTeMbl Kp ! ¢ epeMelnBanme |
1
| Ti=NSCT((PAK) Ko) T v b |
i ii i udpoBanne |g v |
1
! ¢ v > : kirouoM K, U | Hludpposanue !
i K ! ! BBIYHUCJICHHBIM | — !
1 ¢ | Jlemmdposanue : : ™ :
! | | | I'eHeparust CTpOKH | KTroHoM !
1 ! ! |
| DA S Nal i | Da ¢
! vy v [
| ; | | v [lepememuBanue | |
i Coxpanenue yacty napoiust Dp’, [ [ _ |
i ' ' udposanne nadop :
i cTpoku S, HoMep aboHeHTa Na ! ! . i
n MalliH, OTHOCSIICHCS , i
b - ! : > — DA 1
, K TI0JIb30BATEITIO Ke :
| | !
1
1
! v v v |
1
| Crnydaiinas Kntoun nmocryma CnyxebHast | !
| crpoka S K pecypcam uadopmarus | |
! 1

Puc.2. Cmpykmypa onepauyuil, 8b1n01HAEMbIX RPU pe2UCMPAYUU AOOHEeHmMA

Takum o0pa3zoMm, mocie perucTpanuu B 3aKphl-
TOM MaMATH CUCTEMBbI COXPAHSAIOTCA OO0IIMe IS
Bcex abonenToB koael W u U. Kpome Toro, B 00-
el maMsATH CUCTEMBI B 001acTH, agpecyeMoi Na,
COXpaHseTCs CTpoKa S M KOJbI JOCTyNa K pecyp-
cam.

AOGOHEHT coXpaHSeT IOCle pPEerucTpalud B
MHEMOHHMYECKON MaMsTH Nmapojib Py, B KOMIIbIOTE-
pe XpaHuTcs yacTh nmapoiis Da v mpuHsTas ot cuc-
TEeMBI CTpOKa S.

Opranuzanus uaeHTuukanuu abOHEHTa MIpU
ero oOpalieHny K CUCTeME CXEMaTHYHO IMOKa3aHa
Ha puc.3.

[Ipu obpamennn aboHEHTa K cHCTEME, BBINOJ-
HSETCS IUKJ ero WACHTU(UKALNH, BKIIIOYAIOUTUI
CJIEYIOILYIO TIOCNIEA0BATEIBHOCTh ACHCTBUIA:

1. AGOHEHT A BBOJHUT CTPOKY MHEMOHHYECKOIO
napoJs P4, KOTOPbI KOHKaTEHUPYETCSA CO CTPOKOU
S. Han pe3ynbTaToM KOHKATEHAIIMU BBIMOJHSIETCS
xeur-npeodpazoBane H ¢ mnomyueHueMm HOBOM
crpoku: S'=H(P,|S)

Crpoxka S’ 3ameniaer B maMsTH paHee XpaHUB-
LIYIOCSI CTPOKY S.

2.AGOHEHTOM  BBINOJNHACTCS  KOHKATEHAIIUS
MHEMOHHMYECKOro napossi P4, BTOPOM 4acTu mapo-
151 — Da’", Homepa Na u ctpoku S'. Pe3ynbrar KoH-

KaTeHaIluu MHUQPPYeTCs OTKPBHITHIM 3aKPbIBAIOLIIM
KI1r0uoM Kp crucTeMsr:

T =NSCT(P,,D,,N,,S")
[TonmyueHnslil KO 7 OTCHIIAETCA B CUCTEMY.
3.MHoromnonap30BaTeabCKasi CHUCTEMA MPUHH-

MaeT wuuaeHTUuIUpyronuid kox 7, TOCIaHHBIN
a0OHEHTOM A W, UCIIOJIb3Ysl CBOW CEKPETHBIM OT-
KpbIBarolMii kitou Kg, BBIOJNHSAET AemIU(PaLINIO
KOMITOHEHT IIPUHSITOTO KOJA:

P,,D,,N,,S"=NSCT(T)

4.00paTHOl TepecTaHOBKOW OWTOB cHCTeMa
BOCCTaHABJIMBAET UCXOAHBIN KOJ:
Dn= P_l( D)
U BBIYHCISET KOJ Kito4ya K myTeM nepeMelinBa-
HUS C CEKPETHBIM MOCTOSHHBIM KojioM W:
Ka=P(P,W)

5.C ucnonp30BaHuEM MONIy4YeHHOTO Kitoua Ka
BBHITIONHSIETCST 0OpaTHOe Kpurnrorpaduveckoe mpe-
obOpazoBanue HaJl KOAOM Da:

R=SCT(D,,K,)

Ecnu pesynbrar paBen xoxy U, To ecTh ecnu
R=U, To mpuHHMMaeTcsi pelIeHue O JEeTraabHOCTU
abonenTta A. B mpoTuBHOM ciy4ae, B JOCTYIE OT-
Ka3aHo.

6.Ecnmu ycraHoBneH QakT neraibHOCTH abo-
HEHTa A, TO BBITIONHSETCS WACHTU(UKALMS TIpaB
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noctyna aboHEHTa A K OrOBOPEHHBIM pecypcam

CHUCTCMBEI.

TTonw3oBaTenn

S l Pa
A 4

Xem-npeobpaszoBaHue

el

[ITudpoaHre KOHKATCHAIINU
Pa, S, Da’, Na, Kc OTKpBITEIM
3aKPBIBAIOIIUM KITFOYOM CHCTEMBI
Kp: T=ENSCT(Pa,S’,Da".Na,Ke)

'

CoxpaHeHue CTpOKH S

_———

Kc Xemr-peodpazoBaHue

Hemmudposarne Pa S, Da', Na 1 K 3ak-
PHITBIM OTKPBIBAFOIINM KITFOYOM CHCTE-
MBI Kg: Pa, S’, DA', Na K. = NSCT”

(T.Kr)
Da \ 4 Wl Pr v
O6patHoe O6parHoe
nepeMellnBaHue nepeMelInBaHue

v iKA

udpoBanne BbIYHC-

+ CTpOKa
R=U? v

KC‘>| nemrppoBanre |
v v

CucreMa

A 4

_’I mmgppoBaHue |

v S=s'7 ¢
Xpansascs

1
1
1
1
I
1
1
1
1
1
1
1
I
1
1
1
1
1
1
1
I
1
1
|
1
JIEHHBIM KIIFOYOM Xpansuascs !
I
1
1
1
1
1
1
1
I
1
1
1
1
1
1
1
I
1
1
1
:
CTpoKa !
I

Puc.3. Cmpykmypa yukina uoenmuguxayuu

Jlst aTOrO0 M3 00JIACTU MAMSITH CUCTEMBI, ajipe-
cyeMoi KoJ1oM Na, CIMTBIBACTCSI CTPOKA Sa.

BrimonHseTcss KOHKaTeHAIUsl MOJYYeHHOTO OT
a0OHEHTa MHEMOHWYECKOTO TapoJist P4 CO CUUTaH-
HOM W3 mamsATH cTpokoit Sp, Hanm pesynbrarom
KOHKATEHAIIMH BBIMOJHACTCA XelI-peodpazoBa-
Hue H ¢ mosyyeHrem HOBOM CTPOKH:

Sy = H<PA|SA>
[Tonmyuennass B pesynbTare Xeul-peoopazo-
BaHMS CTPOKa Sp’ CpaBHUBAETCS CO CTPOKOH S', T0-
JTy4eHHOU oT aboHeHTa. Ecnu 3TH cTpoku coBma-
JaloT, TO ecTb ecnu: S, =S', To abOHEeHTy Ipe-

JOCTABJISIETCSl TIPaBO MCIOJb30BaTh PECYPChl CHC-
TEMBI, 0003HauYeHHble B oOxactu mamsaTd Na. B
3TOM ciy4ae CTpoka S’ 3aMelaeT B MaMsITH paHee
XPaHUBLIYIOCS CTPOKY Sp B 00JIACTH MaMSITH, ape-
cyemoit Na. Ecu: S, # S, To BO3HUKIIas cUTya-

s Kiaccuuuupyercs Kak MOIbITKa JIOCTyIa Jie-
rajibHOTO I0JIb30BaTeNsl K pecypcam, AOCTYI K KO-
TOPBIM HE OrOBOPEH IpH €ro perucrpauuu. Coot-
BETCTBEHHO, B JIOCTYI€ OTKa3aHO M 3aMELICHUs
KOJa CTPOKU B 00nactu, agpecyeMoil Na, He mpo-
U3BOJIUTCS.

Takum o0pazom, MpeIoKeHHass OpraHu3alus
pealin3yeT  JBYXYPOBHEBYIO CXEMYy  HJEHTHU-
¢ukanuu  abOHEHTOB  MHOTOIIOJIb30BATENIbCKUX
cucreM. Ha nepBoM ypoBHE CO CTOPOHBI CHCTEMBI
HCIOJIB3YIOTCSL TOJBKO TPU CEKPETHBIX KOJa: OT-
KpbIBatolMii ko4 Kg, W TNPOU3BOJIBHO BHIOH-

paeMble IPU WHULUAIA3AIUN cucTeMbl Koabl W u
U, onuHakoBbIe Ui BceX aboHeHTOB. Ha mepBom
yYpOBHE IPU3HAKOM TOTO, YTO a0OHEHT JIeTaJIbHbIN
SBIIIETCS COBMAJEHUE pe3yJbTaTa OMUCAHHOTO B
nm.4-5 mpeoOpa3oBaHUs C CEKPETHBIM, €IUHBIM
JUId BCeX MoJib3oBarteseil, kogom U, a He pe3ynbTa-
TOM COBMNAJCHUS C JJIEMEHTaMU CIHCKa HUJCHTHU-
¢bukanmoHHON MHPOPMAIMH, KaK 3TO PEaTu30BaHO
B M3BECTHBIX CXeMaX HUICHTHU(UKAIUU yAaTCHHBIX
nosb3oBateneit [1,2]. DTo 00yciioBIMBaET BBICO-
KYI0 CKOPOCTb MJIEHTU(UKAIUU YHAJICHHBIX MOJIb-
30BaTelel, mpuyeM, BpeMs HACHTU(UKALUU HE
3aBHCHUT OT MX KoJinyecTBa. [Ipu 3ToM MHOrokpat-
HO yMEHbIIAeTCs 00beM XpaHslleics B CUCTEME
CEKpeTHON MH(pOpPMaIIMH, YTO YIPOLIAET TeXHUYe-
CKYIO pean3alrio 3aKPhITOM MaMsTH.

Ha BTOpoM ypoBHE maeHTU(]UKAIMSI OCYIIECT-
BIISIETCSl CPAaBHEHHUEM CTPOK, CreHEpPHUPOBAHHBIX
a0OHEHTOM U CHUCTeMOH. DJTo obecredyuBaeT H3-
MEHYHMBOCTh WACHTUDUUHUPYIOUIEH MOCBUIKH IS
Ka)XJIOTO M3 CEeaHCOB OOpallleHus K cucreme. AHa-
JU3 OTKAa30B B JIOCTYNE MPU peaiu3allid BTOPOTO
YPOBHSI MJCHTU(DUKALMKN T03BOJIAET 3(H(HEKTUBHO
BBISIBJIATh MONBITKA HE3aKOHHOTO JIOCTyHa K pe-
CypcaM CHCTEMBI U OCYIIECTBJISITh MOHUTOPHUHT €€
0€3011acHOCTH.

[IpennoskeHHast opraHuzanusi HWICHTU(UKALUH
UCIOJIb3YeT TOJIBKO OJMH LUK IepeJadyd HJIeH-
TuuIHpyronie nHPpopMauu oT abOHEHTa K ChC-
TeMe. DTO YMEHbIIAeT PUCK HE3aKOHHOTO NMPOHUK-
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HOBEHHUSI B CUCTEMY MyTE€M BHEAPEHHUS B MPOIECCE
nepeaaud. Kpome Toro, cHuXKaercs HCIOIb30Ba-
HUE€ BaXXHOTO JIJISl CUCTEM KOJUIEKTUBHOTO JOCTYIa
pecypca — JIMHUM Tepeladu.

BaxxHpIM JOCTOMHCTBOM NPENJIOKEHHOW opra-
HU3AIUU SBIISIETCS TO, YTO B €€ paMKax JOCTUTaeT-
csl pa3HeceHre WHMOpMaIUU, UCTIONb3YEeMOUN MPH
UACHTU(UKAIMH: BHIOpAaHHBI aOOHEHTOM MHEMO-
HHUYECKUW Mapojb P4 HE COXpaHSETCAd B KOMIIbIO-
TEPHOM MaMSITH, YTO HCKIIOYAET HECAHKIMOHUPO-
BaHHBIN JOCTYIl K HEMY; OJHAKO IMOJ00P 3TOTO Ma-
poiis Hed(h(HEKTUBEH B CHITY TOTO, YTO caM 1o cede
OH TO3BOJISIET TOJYYUTh JOCTYI K pecypcam CHC-
TeMbl. JlomoJiHUTEbHAS YacTh apotis Da XpaHut-
csi B mpeoOpa3zoBaHnHOM Buje Da' TOIbKO B KOMIIB-
I0TepHON namsaTu aboHeHTa. OOmas uist Bcex abo-
HEHTOB 4acTh naposisi W XpaHuTCs B 3aKpBITOH Ma-
MSTH CHCTEMBI. JTO HE TO3BOJIsIET a0OHEHTY, KO-
TOpoMy He u3BeCTHBI KoJibl Da 1 W, paBHO Kak u
¢byHK1Ms P nepecTaHOBKH, yCTaHOBUTH Ko U.

JIy1si MPOHUKHOBEHUSI B CHUCTEMY HEJIETaTbHOTO
MOJIH30BATENsI, MOCICAHUA JOHKEH 3HATh Mapoiib
P4, cootBercTBytomuii emy kon Da, HOMep Na u
kox crpoku S. PaspsmHocts DA m P4 paBHa 256
(TIpu KCTIOTB30BAaHUM B KaU€CTBE CUMMETPUYHOTO
npeobpazoBanus Rijndael), nmuna S Gonbire 256.
O4eBUIHO, YTO YCHENIHBIA MOJAOO0P YKa3aHHBIX
KOMITIOHEHT MajloBeposTeH. [[is momydeHus moc-
Tyla JIErajJbHOTO TMOJIb30BaTENsl K HEAOCTYMHBIM
JUTSl HETO pecypcaM He0O0X0IMMO TakKe 1Mo 00paTh
CBSI3aHHBIE MEXIY CO00W HeoOpaTUMBIMHU TPeo0-
pazoBaHusAMU Kojbl Pa, Da, Na 1 S. B ciydae nipo-
HUKHOBEHHUS K OOIIell MaMATh CHCTEMbI MOKHO
MOJIYYUTh KOJbI CTPOK S U HOMEp 001acTH MaMsTH,
YTO HE MO3BOJISIET PEaln30BaTh JIOCTYI U3BHE: VI
3TOTO HAJ0 MOAOUpaTh KOJbI Pa 11 Da.

BbiBoabl

Opnum u3 Haubosee 3pPEeKTUBHBIX TOIXO0I0B K
CHUKEHHUIO PUCKAa HECAHKIIMOHUPOBAHHOTO JOCTY-
na K WICHTU(UKAIMOHHOW WHQPOPMAIMH CO CTO-
POHBI CHUCTEMBI II€JI€CO00pa3HO OpraHU30BaTh
XpaHEHUs] BCEX CBS3aHHBIX C HWACHTH(HUKAIMCH
JAHHBIX B CICIHAIBHOM HHEProOHE3aBUCUMON Ta-
MATH, PEATM3YIOIIEH 3allUuTy Ha anmnapaTHOM
YPOBHE U, KPOME€ TOT0, Pealiu3yIollUe BCE Orepa-
M 00pabOTKU TaKUX JAHHBIX.

CdopmynupoBaHbl PUHIUIIBI pa0OTHI anmapar-
HO 3allUIICHHON MaMsTH, OPUEHTUPOBAHHOW IS
UCIIOJIb30BAaHUS B CUCTEMax WICHTU(HKAIMK yaa-
JIEHHBIX a0OHEHTOB, O0OOCHOBaHAa W pa3paboTaHa
CTPYKTypa TaKOW MaMATH

[Ipemioxkena ABYyXypOBHEBasi  OpraHU3AIMS
uaeHTU(UKAIIUM a0OOHEHTOB MHOTOIIOJIH30BATEIb-
CKHX CHCTEM, OTJIMYAIOMAsCsS TeM, YTO JJIsi CHH-
JKEHUSI PHUCKa HECAHKIIMOHWPOBAHHOTO pacCIINpe-
HUS TIpaB JOCTyMa CO CTOPOHBI JIeTATbHBIX a0o0-
HEHTOB, pPCAIM30BAaHBI JBA YPOBHS HJICHTH(H-
Kalliy, Ha TIEPBOM W3 KOTOPBIX BBIABISIOTCS Jie-
rajgbHbie a0OHEHTHI CUCTEMBI, @ HA BTOPOM — IIPO-
W3BOJIUTCS BepUPHUKAIUS UX MpaB IO0CTyna. B ot-
JUYAUA OT W3BECTHBIX CXEeM HJIEHTU(UKALUU, OTI-
peneneHue JeralbHOCTH a0OHEHTa MPOU3BOJAUTCS
0e3 oOpamieHusi K 00JIaCTH MaMSITH, CBS3aHHOM C
A0OHEHTOM. DTO TO3BOJISIET YCKOPUTH UACHTHU(HU-
KaIlMI0 ¥ COKPATHTh 00BhEM CEKpeTHOW mHpopma-
uu 10 Tpex komoB: Kg, W u U, o0mmx mist Bcex
a0OHEHTOB, YTO YIPOULIAeT peaTu3alfi0 CIHeIHU-
aJIbHOM 3alIUIIEHHON MTaMsTH.
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