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competitive political process. Explained specifics applied political manipulation practices.
Direct advertising considered as a means of promoting political messaging based on the most
vivid and accessible form possible.

It is determined that political advertising is often included in the system of public
relations, which determines its status as part of the influence on the consciousness of citizens.
Itis proved that political advertising has its own structure, logic and laws of production, which
sometimes can not be related to the technological approaches of policy organization. In
general, political advertising in the face of political competition is a substitute for authoritarian
political propaganda, provided that equal access of political actors to the media market is
achieved.

It has been argued that the effectiveness of advertising campaigns is increasingly being
questioned both by experts and by voters. Proved that the communication role of political
advertising often differs from the political and technological ideas. Direct use of advertising to
combat political opponents leads to the reverse effect — distrust of political messages broadcast.

Political and advertising strategies are built primarily on the basis of political goals, and
not the commercial principles of advertising. In politico-advertising activity, if the political and
technological component is replaced by considerations of preservation of funds or achievement
of commercial benefits, the political result is often lost. It is also necessary to take into account
the specific needs of advertising media, which are the media.

Political advertising is not an independent sphere of activity and is subject to the general
causal consequences of a new chain aimed at achieving the goals and objectives of political
actors.

The technological content of political advertising consists in the realization of the goals
of one or another political party. In the conditions of constant dynamic changes in the
transformational society, the goals of political advertising are not only related to the
representation of the image of political forces or personalities. Depending on the changing
political situation, political advertising can serve as a means of demonstrating the influence of
political force, which sometimes contradicts the actual status of these political structures.

Key words: political advertising, political technologies, political process, political
manipulation, political actor.
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INFORMATION WAR AS AN ELEMENT OF RUSSIAN AGGRESSION
AGAINST UKRAINE AT THE MODERN STAGE

The article deals with information warfare as an element of Russian hybrid war against
Ukraine. The essence and features of the information war are revealed; historical aspects of
Russian aggression against Ukraine in the information sphere are shown. The peculiarities of
the Russian information war against Ukraine at the present stage are analyzed.

Keywords: information war, hybrid war, Russian aggression, Ukraine, Russia.

The modern world is characterized by a new stage of its existence - an information age,
which is characterized by the important role of information in the life of not only society but
also states on the international arena. In the twenty-first century, information has become a
means of influence and confrontation between states, contributing to the emergence and
development of phenomena such as information warfare. In our time, the information war has
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become the main instrument of power that prompts the world to rethink and understand such
phenomena as national and international security.

For Ukraine, which became the object of Russian military aggression, the topicality of
the study is the fact that the information warfare is part of Russia's hybrid war against Ukraine
and is a vivid indication of an increase in the impact of information as weapons in the modern
world. The information war has become one of the most difficult issues not only for Ukraine
but also for Europe, the United States and the world as a whole. Today's information war can
be seen as a very powerful tool that can influence the integrity of states and international
security on the world stage. The situation creates new threats not only to the national security
of Ukraine, but also to international security in general, and the problem of information warfare
requires a systematic study.

The issues of Russian information war against Ukraine are interested in such domestic
researchers as S. Velychenko, M. Kasyanenko, E. Magda, L. Pavlyuk, G. Sasin, P. Shevchuk
and others [1; 4; 5; 7; 10; 11]. Among the foreign scholars who are studying the problem of
information warfare, one should mention J. Darczewska, A. Jacobs, G. Kenneth, M. Kofman,
Ch. Lamb, S. Rastorguev, T. Ron, E. Zabrodina and others [3; 8; 12-17]. The aforementioned
researchers analyze Russia's information war against Ukraine, study the threats that it carries
for both Ukraine and the world community, and investigate the mechanisms of counteracting
the Russian information war at the present stage. At the same time, inadequate attention is paid
to the study of the essence of the information war in the context of changing the conflictological
paradigm at the present stage, the disclosure of the peculiarities and methods of carrying out an
information war on the part of Russia against Ukraine. The lack of a comprehensive study of
the Russian information war against Ukraine requires more thorough scientific research in this
area.

The aim of the work is to carry out a political analysis of the peculiarities of the
information war as a component of Russia's aggression against Ukraine at the present stage.

In today's conditions of scientific and technological progress, the development of
information technologies and communication tools in socio-humanities, theoretical and
methodological changes to the concept of political conflict, its main forms and tools are taking
place. The realities of socio-political processes, which are formed objectively, also
predetermined the modification of the constituent part of the political conflict, methods, and
means used in political confrontations. A new form of modern socio-political conflicts is
information threats as an element of pressure and socio-psychological impact on the state and
the individual in a political confrontation. The active phase of the confrontation is accompanied
by an aggressive information campaign aimed at achieving and maintaining the information
advantage of one of the parties to the conflict over the other due to the implementation of
specific information-psychological and information-technical influence on the state decision-
making system [6].

In the scientific environment, the theoretical conceptualization of this concept is
associated with the name of Thomas Ron. He used this term in his report "Weapon Systems and
Information Warfare", which was prepared in 1976 for Boeing. By that time, he had aroused
interest from the intelligence experts of the US and since the 1980s the term began to appear in
the documents of the Ministry of Defense and other similar institutions [17].

To date, scientists have not formed a common opinion regarding the scientific and
theoretical concept of information wars, as well as the basic methods, forms and methods of
their conduct. It should also be noted that information warfare is an ambiguous concept.
Therefore, we can talk about the broad and narrow meaning of this term. In a broad sense,
information warfare appears as any negative informational impact on the enemy. This opponent
can be any subject: an individual or a group of persons, legal entities or the state. Participants
in such wars can act individually or in groups, spontaneously or by agreement. In the narrow
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sense, information warfare is a new type or method of armed conflict, which is not part of the
international legal qualification [16].

In general, the broadest and most comprehensive definition of information warfare is, in
our opinion, the following: information warfare is an open or latent purposeful information
impact of systems one by one in order to obtain a certain gain in the political, economic or
ideological sphere [8, p. 64-66].

Military history has many examples of how information was used in conflicts. For
example, this is the Israel-Hezbollah War of 2006, the Russo-Georgian war of 2008, and others.
Another war, which continues to this day and is gaining in dissemination, is the Russian
information war against Ukraine, which is part of Russia's hybrid war against our state. It
includes armed confrontation, information warfare, and psychological warfare.

Ukraine, due to the geopolitical location, has become the subject of political confrontation
by the West, the US and Russia, which is the part of the military and political strategy, appears
to counter integration policy of Ukraine: 1) in the EU from Russia; 2) with Russia from the side
of the countries of the Eastern Europe and the USA [9].

Before turning to the historical aspects of Russia's information war against Ukraine, in
our opinion, it is worthwhile to describe the concept of "hybrid war" and its connection with
the information warfare. The hybrid approach to military conflicts is based on a combination
of various latent and explicit tactics aimed at destabilizing the enemy's functioning. They may
include various methods of warfare and cyber attacks to any more traditional military means,
acts of terrorism and sabotage, political and economic pressure, psychological operations to
other forms of propaganda.

The term "hybrid war" is used to describe a modern approach to defining conflicts as a
combination of traditional and non-traditional means of warfare. The main elements of hybrid
warfare are regular armed forces, special (military) forces, irregular forces, information
warfare, propaganda, diplomacy and economic war. According to the approach of NATO
hybrid warfare is a concept that includes the hostilities in which military force is only a fraction
of that at once made and which is part of a flexible strategy to achieve long-term goals.
Statement by the NATO summit in Wales from September 2014 describes a hybrid war as "a
number of militaries, civil, direct or hidden integrated action" [13].

The concept of the hybrid war in Russia was already developed in the second-third decade
of the twentieth century. During this period she was called "active intelligence™ and "national
liberation movement in neighboring countries". At the present stage, Russia's armed conflict
with Georgia in 2008 has served as a catalyst for the development and formation of a hybrid
approach, but some key elements have already been historically formed, namely:

1) strategically important objects are recorded in operations of attacks;

2) military actions are accompanied by cyber attacks, as well as political and economic
measures;

3) there is no declaration of war;

4) the intensity of the conflict remains below the level that could encourage others to
intervene in the conflict;

5) escalation is accompanied by a rapid, but orderly derivation of deployed forces, a sort
of de-escalation [15].

It should also be noted that this concept was widely discussed in the relations between
Russia and Ukraine during the crisis in Ukraine since 2014 (especially as regards the situation
with the illegal annexation of the Crimea by Russia). Characteristics that were attributed to the
crisis in Ukraine include not only political, economic, military but also key information tools
for confrontation.

Against the background of the deployment of the Russian political confrontation against
Ukraine, since 2014, the information war is gaining in popularity and prevalence. Before
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proceeding to a detailed review of the peculiarities and methods of conducting an information
war of Russia against Ukraine, one should describe the historical undertones and the origin of
this war.

The Russian information war against Ukraine began long before the immediate conflict.
More than fifteen years ago, Russia began active anti-Ukrainian propaganda. It consisted in the
dissemination of false, incomplete information about events, the status of the Ukrainian state,
as well as the manipulation of the consciousness of citizens not only of Ukrainian but also of
foreign, propaganda of war, hostility on a national basis [14].

The difference between Russia's information war against Ukraine of those times and
today is that this war has moved from the latent type to the open. We argue this, guided by the
fact that most analysts and scholars, when they talk about Russian information warfare, point
to its beginning of 2014 and the Revolution of Dignity. However, if we draw attention to the
situation, beginning in 1991 after the dissolution of the Soviet Union and the proclamation of
Ukraine as an independent state, anti-Ukrainian appeals in Russia existed even earlier.

Already in those years, Russia sought to show Ukraine as an ineffective and unnecessary
state on the international arena through misinformation and propaganda. As soon as Ukraine
was proclaimed independent in 1991, Russia was sharply concerned about Ukraine's nuclear
reserves. After the dissolution of the Soviet Union, our state inherited a nuclear arsenal, which
at that time occupied the third place in the world. Russia has sought in any way to achieve one
of its goals: to achieve the return of nuclear weapons to itself or simply to achieve the granting
of a non-nuclear state status to Ukraine.

The Russian authorities chose at that time the easiest and least vulnerable means for
Russia to achieve the goal - began to actively disseminate information about Ukraine as a state
that is not capable of maintaining and serving nuclear weapons. The Russian Federation tried
to convince not only its internal audience (the Russian population) but more to the USA, which
at that time occupied a leading place on the world stage. In the final result, Russia achieved
Ukraine's refusal to use nuclear weapons, which was enshrined in the Declaration on State
Sovereignty of Ukraine on July 16, 1990. Already on June 2, 1999, the Ukrainian state officially
lost its nuclear status [2].

In our opinion, one should also pay attention to the Russo-Georgian conflict in 2008.
During this conflict, Russia has accused Ukraine of violations regarding the supply of arms to
Georgia and its desire to invade South Ossetia. According to analysts, this misinformation on
the part of the Russian Federation was made in order to represent Ukraine as a state that illegally
supports the war in Georgia and directly separatist movements in it. These informational flows
of propaganda were unfounded because Georgia is not on the list of countries that are forbidden
to provide weapons. However, from the Russian side, the negative information influence on the
image of Ukraine on the world stage has already been made [14].

Another example of Russian propaganda as a means of an information war was a range
of gas conflicts between Russia and Ukraine that were in 2005-2006, 2008-2009 and 2014-
2015. In addition to the economic nature, these conflicts also had an informational dimension.
Russia, in any case, tried to strike at the international image of our state due to its informational
attacks. Thus, it prevented Ukraine from effectively and openly implementing its foreign policy
and improving its relations with other actors in the international arena. Information
confrontation in these conflicts took place mainly through the mass media, which disseminated
information that Ukraine was a questionable transit gas. As a result, Russia gave reason to
European countries to reflect on other ways of the transit of Russian gas.

Many scholars give their chronology of conflicts between Russia and Ukraine, which
were conducted with the help of means and methods of information warfare. For example,
Ukrainian scientist L. Pavlyuk presents his chronology of Russian-Ukrainian information wars
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at the beginning of the twenty-first century, dividing it into different types of conflicts with the
use of information influence, such as:

- Territorial conflicts: 2003 - conflict over the island of Tuzla; 2006 - Legislative Body
of Russia is considering the issue of transferring of the Crimea from Ukraine to Russia.

- Conflicts in geostrategic direction: 2004 - Russian information policy in order to
undermine the credibility of presidential candidate V. Yushchenko, who defended the European
vector of the foreign policy of Ukraine; from 2008 - the information influence of the Russian
Federation, aimed at preventing Ukraine's accession to the EU [1].

- Economic conflicts: 2005-2015 - gas conflicts between Russia and Ukraine: Russia's
dissemination of information on instability and unreliability of Ukraine as a gas transit; 2009 —
a negative reaction from the Russian side regarding an agreement between Ukraine and the EU
in the field of gas infrastructure.

- Conflicts regarding the status of the Russian Black Sea Fleet: 2006 - the deterioration
in Russian-Ukrainian relations caused by negotiations on the status of the Black Sea Fleet of
Russia [4]; 2008 is the participation of the Black Sea Fleet of Russia in the Russian-Georgian
war.

- Conflicts regarding military-political strategies (NATO): 2006 - support for Russian
informational sources of protests against Ukraine's accession to NATO on the Crimean
peninsula; 2008 is a repeated statement by the Ministry of Foreign Affairs of the Russian
Federation on the use of all necessary measures to counteract and impede Ukraine's accession
to NATO [3].

- Ethnic-language conflicts: Until today, Russia's persistent misinformation about
discrimination against Russian-speaking people in Ukraine and the violation of their rights and
freedoms [7, p. 218-219].

It's worth noting that Russia's goal in the informational war against Ukraine is not only
the desire to destabilize the domestic situation by incitement of the Ukrainian population against
the government but also the creation of a negative image of our state on the world stage.
Moreover, the realization of these aspirations began not with the Revolution of Dignity in 2014,
but from the distant 2005 and the beginning of the Ukrainian-Russian gas conflict. Russia has
shown to the whole world that Ukraine is not only a conflict but also a questionable transit gas.
Although Ukraine has never questioned or intervened in the transit of gas to Europe through its
territory. At the same time, Russia step by step prompted Europe to consider other outlets and
ways of the transit of gas from Russia to European countries. The most important point is that
all allegations from Russia to Ukraine were not supported by any facts or documents [5].

The modern stage of the Russian information war against Ukraine began with the
beginning of the Ukrainian EuroMaidan and continues to this day. It was 2014 that became
decisive in Russian-Ukrainian relations when Russia occupied the Crimea. The conflict
between Russia and Ukraine, which began in 2014, was considered by many scholars as a
typical embodiment of the reality of the recently formulated Russian concept of a hybrid war.
The hybrid war is based on operations across a range of power tools that are used by regular
and irregular forces. Information operations are an integral part of this multi-faceted strategy of
the Russian Federation.

The situation with Ukraine can be considered as the most modern and advanced lessons
of conducting information warfare from Russia, which were before also in Estonia (cyber
attacks of the Russian Federation on computer systems of state institutions of Estonia in 2007),
and in Georgia (Russian-Georgian War in 2008).

Since February 2014, Russia has conducted two separate phases of operations in Ukraine,
beginning with the occupation and annexation of the Crimea, and continuing the invasion of
Donbas, the industrial region of Eastern Ukraine. The situation with the Crimea began as a
veiled military operation that combines ambiguity, misinformation, an element of the
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unexpected surprise at the operational level with more traditional means of assistance, such as
electronic and information warfare. The annexation was completed by the traditional military
invasion and occupation of the peninsula [18].

Russia's information activities have played a significant role in all military operations that
have taken place in the territory of Eastern Ukraine since 2014. Information activities and
influence of the Russian Federation were used at all levels, from the political one (against
Ukraine as a state, state structures, political figures), and ending with a tactical aim to justify
military unlawful actions initiated by the pro-Russian and Russian forces [12].

Consequently, the Russian information war against Ukraine took place long before the
events of 2014. And this is confirmed by many examples of propaganda and misinformation
from the side of Russia through various instruments of information warfare. The difference
between the information actions of Russia until and after 2014 is that it used to be anti-
Ukrainian propaganda, which is now the propaganda of the war. Russia's modern information
war against Ukraine has entered a new powerful level with new methods, methods and tools for
its management.

The Crimean annexation and the Russian information warfare from 2013 are events that
are the consequences of Russian policy aimed at strengthening its own state, restoring the
sphere of influence on the international arena, and mobilizing the public that has been preparing
since the last century. All the peculiarities, methods, technologies, principles of this war have
been diversified with each passing year and a new information age.

In general, Russian propaganda targets three main audiences, namely:

1) Internal audience. Here it means the population of the Russian Federation. It is logical
because even in the absence of freedom of speech, the Kremlin is forced to persuade not only
the population of Ukraine and the world but also its own internal audience, for the sake of
effective information confrontation and blow. The purpose of RF within its state - to achieve
loyalty of Russians and make them believe in the images of external enemies.

2) The whole world political audience. To a greater extent, Russia seeks to show the West
that Ukraine is incapacitated in the political arena, and also seeks to discredit the Ukrainian
Revolution of Dignity and the policy of the new Ukrainian government.

3) The population of Ukraine. Among this target audience, Russia seeks not only to
pursue an active disinformation policy but also to spread the negative aspects of the Ukrainian
government in order to promote a negative attitude of the Ukrainian people towards it. This
propaganda is exposed not only to the ordinary Ukrainian population but also to those people
who have a certain influence on public opinion: actors, stars, businessmen, politicians, analysts,
journalists, etc. [10].

Russian information attacks against Ukraine are also aimed at propagating the Ukrainian
people's views on the federalization of the state as a way out of the current state of internal state,
which is caused by hostility not only between the Ukrainian population and its government, but
also between the bilingual population of the country - Russian-speaking and Ukrainian-
speaking. In this regard, Russia has always actively promoted among the Ukrainian population
through various information networks legitimizing the Russian language on the territory of
Ukraine as the second state language.

Summarizing the aforementioned, it can be concluded that during the conduct of the
information war against Ukraine, the Russian Federation uses such technologies, methods and
methods of information confrontation as: promoting the deterioration of the international image
of Ukraine on the world stage, as well as promoting the uselessness and disinterestedness of
Ukraine as an international actor; misinformation and propaganda for the deterioration of the
domestic situation in Ukraine and the promotion of conflicts within the state; propagation of
the secularity of Ukrainians and their culture, customs, traditions, language from the time of the
Soviet Union and at the same time destroying mentality, feeling of a nation, nationality and
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nationalistic spirit; propaganda of the Russian language and the simultaneous displacement of
the Ukrainian language [11].

Many scholars have been studying the subjects of which Russia conducts an informational
war against Ukraine, as well as their effectiveness. One of them is the Ukrainian scientist
G. Pevtsov, who believes that state authorities and politicians, ministries, embassies and
consulates, think tanks, information agencies and television, mass media, pro-Russian private
media, bloggers and others take part in the informational confrontation against Ukraine [9].

As for the media as an instrument of Russian information influence, they are acting as
one of the types of the Russian Armed Forces. Russia uses various media channels to conduct
its operations against Ukraine, including public and private TV channels (for example, First
Channel, Russia-1, NTV, Russia Today), radio (for example, Radio Mayak), Internet sources
(in particular including Internet publications such as IA REGNUM, TV Star, Komsomolskaya
Pravda, TASS, RIA Novosti) and social networks (for example, Vkontakte, Odnoklasnyky).
The main tools of Russian information war against Ukraine, which have the most anti-Ukrainian
character are such media channels as Komsomolskaya Pravda and 1A REGNUM. It is these
mass media, as a rule, who criticize the Ukrainian government and the armed forces, but at the
same time do not make a critical assessment of the Russian government. They justify Russian
politics in Ukraine and raise the audience of the Ukrainian crisis as a battlefield between Russia
and the West (meaning more often the US and NATO and sometimes the EU), which allegedly
intends to extend its sphere of influence towards the Russian border.

So, the Russian information warfare is multidimensional and has many features, which
can be interpreted differently. Russian information actions are usually situational and flexible;
each information and misinformation is given an individual approach, taking into account all
its features. That is why the Russian information war and the influence against Ukraine are
unpredictable and unexpected. There is no consistent picture that could be used to assess or
predict the actions, means, and methods of conducting this information war from the side of
Russia. So important is the effective response to information actions from Russia, to develop
effective mechanisms to combat Russian information war that could become a perspective
direction of our further research.
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M. Byuun, 1O. Kypye

IHOOPMAIIIMHA BIMHA SIK CKJIAJOBA POCIMCBKOI ATPECII IPOTH

YKPATHH HA CYYACHOMY ETAIII

Y ecmammi poszensioaemvcs inghopmayitina eitina sk enemenm 2iopuonoi sitinu Pocii
npomu Yxpainu. Ilpoananizosano cymo 2iOpuoHOi GiliHU MA BUOKPEMIEHO il CKIA0O08I.
Poskpumo cyms ingpopmayitinoi 6ilinu, nokasamo ii mpaxkmyeawHs 32i0HO WUPOKO20 ma
8y3bK020 nioxodis. [losedeHo, wo ingpopmayiuna sitina Pocii npomu Yxpainu nouanacs we 3
nepiody posnady CPCP i nposensnacs, 30kpema, 8 maxkux gopmax: ingpopmayitinui 6niue Ha
Ykpainy ma ceimose cniemosapucmeo 3 memoio nikgioayii 10epHoco cmamycy YKpPaiHCbKoi
oepoicasu; popmysants nio Yac 2a308UX 0EH HE2AMUBHO20 IMIOXCY YKpainu sk oepacasu, wo
€ HEeHAOIIHUM MPAH3UMEPOM eHEeP2OHOCII8, POCIlicbKULL IHGopMayiunull 6Niue, CNPAMOBAHUL
Ha nepewkoOdcanHs peanizayii - Ykpainowo e€éponelicbkoco ma  €6pOAmMIAHMUYHOZO
308HIWHLONONIIMUYHO20 — 8EKMOPA,  NOWUPeHHs  Oe3inghopmayii  woo0o  OUCKPUMIHAYIT
POCIlICbKOMOBHO20 HACeNeHHA 8 YKpaini mowjo

Ilpoananizoseano ocobausocmi ingpopmayitinoi  eitinu Pocii npomu Vkpainu Ha
cyuacromy emani, skuu posnouascs y 2014 p. nicna Peeonmoyii cionocmi. Iloxazawno, wo
anexcisn Kpumy ma 6otiogi 0ii na mepumopii /[onbacy cynpogooxicyromscs iHpopmayiinum
eénaugom npomu Ypainu. 3aznaveno, wjo pociliCbka Nponazamoa Ha CY4acHOMy emani
CNpAMOBAHA HA MpU Yilbosi ayoumopii: HaceneHHs YKpainu (3 memor ouckpeoumayii
VKpaincokoi n1aou 6 ouax ii epomaosam); epomadsn Pocii (3 memoro necimumizayii cgoix
azpecusnux Oitl); c8imMo8y CHIIbHOMY (3 Memo (POPMYBAHHI HE2AMUBHO20 MIHCHAPOOHO20
iMiooicy Ykpainu ma 3meHwieHHs pi6HA RIOMpuUMKU Hawioi Oepiicasu 3 OOKY CGIM06020
cnismosapucmaea). Bioznaueno xnouogy ponav pociticekux 3MI y 30iticnenni aepecii 6
iHghopmayiunit cghepi npomu Yrpainu. Iloxazano, wo memoou pociticokoi ingopmayitinoi
BilIHU npomu YKpainu € cumyamusHumu ma Hy4Kumu, 0Jisi NOwupeHus 6yob-akoi inghopmayii
ma oe3iHghopmayii BUKOPUCMOBYEMbCA  THOUBIOYANbHULL NIOXI0, 8pPAX08YVIOMbC  6CI il
0cobauUBOCmI, WO 3yMOBNIOE Henepedba4y8anicmes ma Hecnooiearicms iHhopmayilnoi azpecii.

Knrouoei cnosa: ingopmayiiina siina, 2iopudHna 6ilina, pociticoka aepecis, Ykpaina,
Pocis.
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