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HUMAN-IN-THE-LOOP:
LIKELIHOOD OF A VEHICULAR MISSION SUCCESS AND SAFETY

A double-exponential probability distribution function (DEPDF) of the
extreme value distribution (EVD) type is introduced to quantify the likelihood
of the human failure to perform his/her duties, when operating a vehicle: an
aircraft, a spacecraft, a boat, a helicopter, a railroad vehicle, etc. Such a fai-
lure, if any, is attributed to the insufficient human capacity factor (HCF), when
there is a need to cope with a high (extraordinary, off-normal) level mental-
workload (MWL). A possible application of the suggested DEPDF is a
situation when an imperfect human, an imperfect equipment/instrumentation,
and an uncertain-and-possibly-harsh environment contribute jointly to the
likelihood of a vehicular mission failure and/or insufficient safety. While the
human’s performance is characterized by the DEPDF, the performance of the
equipment (instrumentation), which includes, in our analysis, the performance
of both the hardware and the software, is characterized by the Weibull
distribution, and the role of the uncertain environment is considered by the
probability of the occurrence of harsh environmental conditions of the
anticipated level of severity. We believe that the suggested MWL/HCF model
and its pos-sible modifications and generalizations, can be helpful, after
appropriate sensitivity analyses are carried out, when developing guidelines
for personnel selection and training; when choosing the appropriate simulation
conditions; and/or when there is a need to decide, if the existing levels of
automation and the employed equipment (instrumentation) are adequate in off-
normal, but not impossible, situations. If not, additional and/or more advanced
and perhaps more expensive equipment or instrumentation should be
developed and installed.

Keywords: double-exponential probability distribution function,
human capacity factor, mental-workload level, human failure, safe operation of
the vehicle.

OyHKUIMSA JBOMHOTO 3KCIOHEHLIMAIBHOTO pPAaCHpEnesieHUs] BEPOSTHO-
creit (JIOPB) tuma pacnpeneneHus dkcTpeMaibHbIX 3HaueHun (PO3) BBoAUTCA
JUTSI KOJTMYIECTBEHHON OIICHKH BEPOSTHOCTH OTKasza oreparopa (JdelioBeKa) Impu
BBITIOJIHEHU UM 00s3aHHOCTEd MO YIpaBIICHHIO PabOTON TPaHCIIOPTHOTO
CpE/ICTBA: CaMOJIETOM, KOCMHYECKHM KopabieM, CyTHOM, BEPTOJIETOM, Kee3-
HOJJOPO’KHBIM JIOKOMOTHBOM U T.J. [lOsIBIEHHE Takoro OTKasa, OOBSCHSETCS
HEIOCTaTOYHBIM (haKTOpOM deioBedeckoro noreniaia (OUII), B Tom ciaydae
KOTJIa CYIIECTBYET HEOOXOANMOCTh CIIPaBUTHCS C BBHICOKUM (IKCTpaopaAnHap-
HBIM) ypoBHeM nicuxudeckoit Harpy3ku (YIIH).
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BosMoxxkubiM npumenenuem npemnoxkeHHoro JIOPB saBnsercs cutya-
IIMs, KOTJa HEMOATOTOBJICHHBIN 4YEIOBEK, HECOBEPIICHHOE 00OpymoBaHue /
npHOOPBI, a TaKKe HEM3BECTHOE U BO3MOXHO CYpOBOE COCTOSIHHE OKpPY)Karo-
el cpenbl 0 COBOKYITHOCTH BEPOSITHOCTEH CIIOCOOCTBYIOT MPOBAITy MHCCHH
TPaHCIOPTHOTO CPE/ICTBA U / MM HemocTaTouHol eé OezomacHocTH. [Ipemo-
sxkernass YIIH / ®UII moxens u ee BO3MOXKHBIC MOIU(UKAIIMKA U 0000IIECHUS,
MOCJIE COOTBETCTBYIONINX aHAM30B YyBCTBUTEINBHOCTH, MOTYT OBITh HCIIOJb-
30BaHbl NP Pa3pabOTKe PYKOBOIAIIMX IPUHIUIIOB Il 0TOOpa W OO0y4YeHHUS
MepcoHaa; Mpy BeIOOpE HAIJISKAIINX YCIOBHA MOJICIUPOBAHUS; U / WU KO-
IJIa BO3HUKAET HEOOXOIUMOCTh PEIIUTh, SBIISIFOTCS JIM CYIIECTBYIOIINE YPOBHH
aBTOMATH3allMK M TpUMeHsieMoe 00opyaoBaHue (MPHOOPHI) JTOCTATOYHBIMH B
JKCTPEMaJIbHOW, HO BO3MOXKHOM cUTyallMd. B IpOTUBHOM ciydae IOJIKHO
OBITH pa3paboTaHO W YCTAHOBJIEHO JIOMONHUTENBHOE 1 / WiH OoJiee meperoBoe
1, BO3MOXKHO, 00Jiee Ioporoe 000pya0BaHUE HIIH IPHOOPHI.

Knrouegvie cnosa: @ynxkyus 080UiH020 IKCNOHEHYUAILHOZO pAcnpede-
JleHust 8eposimHoOCmel, (haKmop 4en08euecKkoe0 NOMeHyuald, yposeHsb NCUXu-
yecKoU HazpysKu, uenosedeckutl gaxmop, obecneuenue bezonacHocmu pado-
Mbl MPAHCHOPMHO20 CPEeOCmEA.

OyHKIlIA MOABIMHOIO EKCIIOHEHIIAIbHOrO PO3MOALTY HMOBIpHOCTEH
(JIEP) Ttumy posmominy excrpemanbHuX 3HaueHb (PE3) BBOmMTBCH JuIs
KUTBKICHOT OIIIHKH IMOBIpHOCTI BiJIMOBH orepatopa (JIFOJMHH) NMPH BUKOHAHHI
HUM OOOB'SI3KIB TI0 YINpPaBIiHHIO POOOTOI TPAHCIIOPTHOTO 3aco0y: JiTaka,
KOCMIYHOTO KOpaOiisi, Cy[IHa, BEPTOIHOTA, 3ATI3HUYHOTO JIOKOMOTHBA 1 T.i.,
[TosiBa Takoi BIAMOBH, IOSCHIOETbCS HEIOCTaTHIM (HDaKTOPOM JIHOACHKOIO
norermiany (®JIII), B ToMy BUMAJIKy KO iCHYE HEOOXIJAHICTH BIIOpaTHCS 3
BHUCOKUM (EKCTpaopJIMHApHUM) piBHEM TIcuxiuyHoro HaaHTaxkeHHs (PITH).
MoxnuBum 3acTOCYBaHHAM 3amporonoBanoro JIEPH e cuTyamis, xomu
HEIirOTOBJIEHA JIOAMHA, HEJIOCKOHANE OONaJHAHHS / TPHUJIAad, a TaKoXK
HEBIOMUH 1 MOXJIMBO CYBOPHI CTaH JIOBKULIA 3a CYKYIHICTIO MMOBIPHOCTEH
0esneku. 3ampornonoBana PITH / ®JIIT mopens 1i MoxxiauBi Momudikamii Ta
y3arajbHEHHS, TIicIsS BiQNOBIIHUX aHAJi3iB YYyTJIMBOCTI, MOXYTh OyTH
BHUKOPHUCTaHI TP po3poOIli Ke-piBHUX MPHHIUITB Jisi BiOOpY Ta HaBYaHHS
MepcoHaly; MpH BUOOpI HalCSKHUX YMOB MOJETIOBAHHS, Ta / ab0 KOIH
BUHHUKAE€ HEOOXIJHICTh BHPIIIUTH, YH € ICHYIOUl piBHI aBTOMaTH3amii 1
3acTocoBaHe OOJaaHaHHsA (MPUIagU) JOCTaTHIMH B EKCTpEMallbHIid, ajie
MOXJIMBIM cuTyarii. B iHmIOMy BuIagKy Mae OyTH po3po0jieHO Ta
BCTAHOBJICHO JOAATKOBE Ta / ab0 OUIBII MEPEeaoBE 1, MOKIMBO, OLIBII JOPOre
obnajHaHHS a0 MpHIIaIH.

Knrouoei cnosa: @yuxyis noosilinoco eKCHOHeHYIAIbHO2O0 pPO3N00iLy
umogipnocmetl,  Gaxkmop MOOCbKO20  NOMEHYIANY, PIBEHb  NCUXIYHO20
HABAHMAJICEHHS,  OOCLKUlL  (hakmop, 3abesneuenuss besneku  pobomu
MPancnopm-Hozo 3acooy.
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Introduction. Considerable improvements in various vehicular
(aerospace, maritime, automotive, railroad, etc.) technologies can be achieved
through better ergonomics, better work environment, and other means that
directly affect human behavior. There is also an opportunity (potential) for a
further reduction in vehicular casualties through better understanding the role
that various uncertainties play in the designer’s and operator’s world of work.
By employing quantifiable and measurable ways to assess the role of these
uncertainties and by treating a «human-in-the-loop» as a part (often as the most
crucial part) of the complex man-instrumentation-equipment-vehicle-environ-
ment system, one could improve dramatically the human performance, to
predict and, if needed, minimize and even specify the probability of the
occurrence of a mishap.

In the analysis that follows we introduce a double-exponential
probability distribution function (DEPDF) of the extreme value distribution
(EVD) type [1-5] to quantify the likelihood of a human failure to perform
his/her duties, when operating a vehicle. We consider, as a suitable illustration,
a situation when imperfect human, imperfect equipment and an uncertain-and-
often-harsh environment contribute jointly to a possible failure of a mission or
to a likelihood of a casualty. We believe that the suggested MWL/HCF concept
and its generalizations, after the appropriate sensitivity analyses are carried out,
can be helpful when developing guidelines for personnel selection and
training; when choosing the appropriate flight simulation conditions; and/or
when there is a need to decide, if the existing level of automation and the
existing navigation instrumentation and equipment are adequate in
extraordinary (off-normal) situations. If not, additional or more advanced and
perhaps more expensive instrumentation and equipment should be considered,
developed and installed.

Our analysis is, in effect, an attempt to quantify, on the probabilistic
basis, using analytical («mathematical») probabilistic risk management (PRM)
techniques, the role that the human plays, in terms of his/her ability (capacity)
to cope with a mental overload. Using an analogy from the reliability enginee-
ring field and particularly with the «stress-strength» interference model (see,
e.g., [1]), the MWL could be viewed as a certain «demand» («stress»), while
the HCF — as a «capacity» («strength»). In our DEPDF model we combine the
demand and the capacity factors within the same probability-of-non-failure
distribution. It is the relative levels of the (steady-state or time-dependent)
MWL and HCF that determine in our concept the likelihood of a mission
success and safety.

The MWL («demand») depends on the operational conditions and the
complexity of the mission, i.e., has to do with the significance of the general
task [4-25]. The MWL is directly affected by the challenges that a navigator
faces, when he/she has to control the vehicle in a complex, heterogeneous,
multitask, and often uncertain and harsh environment. Such an environment
includes numerous different and interrelated concepts of situation awareness:
spatial awareness for instrument displays; system awareness (e.g., for keeping
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the pilot informed about actions that have been taken by automated systems);
and task awareness that has to do with the attention and task management. As
to the HCF («capacity»), it considers, but might not be limited to, professional
experience and qualifications; capabilities and skills; level of training;
performance sustainability; ability to concentrate; mature thinking; ability to
ope-rate effectively, in a «tireless» fashion, under pressure, and, if needed, for a
long period of time (tolerance to stress); team-player attitude; swiftness in
reaction, if necessary [3], etc.

In this analysis we assume that, while the MWL and the HCF are
random variables, the most likely («specified») MWL and HCF values in a
particular mission and for a particular individual are deterministic parameters
that are known (established, predetermined) in advance. This could be done
particularly by employing accelerated testing on flight simulator equipment.
Testing should continue until an anticipated failure (whatever the definition)
occurs and the mean-time-to-failure (MTTF) should be measured for the
selected group of typical (experienced) navigators. Such failure-oriented-
accelerated testing («testing-to-fail»), as opposite to «testing-to-pass», known
in reliability engineering as qualification testing [26-28], is viewed to be
analogous to the acce-lerated life testing (ALT) in electronics and photonics
[26]. Although the evaluation of the most likely MWL and HCF is beyond the
scope of the present analysis, a brief discussion is put nonetheless in Sections
IX and X on how some factors affecting the specified MWL and HCF are, or
might be, approached in the today’s aviation psychology practice.

It is noteworthy that the ability to evaluate the «absolute» level of the
MWL, important as it might be for non-comparative evaluations, is less critical
in this study, which is aimed at the comparative assessments of the likelihood
of a casualty in normal and off-normal situations. We would like to point out
also that we do not intend in this paper to come up with any accurate, complete,
ready-to-go, «off-the-shelf»-type methodology, in which all the i’s are dotted
and all the t’s are crossed. Our intent is just to illustrate how the PRM methods
and approaches could be effectively employed to quantify the role of the
human factor, when both human performance and equipment (instrumentation)
reliability contribute to the likelihood of a mishap. We believe that the taken
approach, with the appropriate modifications and generalizations, is applicable
to many other situations, not necessarily in the vehicular domain, when a
human encounters an uncertain environment and/or a hazardous situation
and/or interacts with never perfect hardware and software.

I. Double-Exponential EVD-Type Probability Distribution
Function of the Human Non-Failure. We assume in this analysis that the
steady-state probability Ph(F,G) of the navigator’s non-failure, when the

vehicle is operated in off-normal (extraordinary) conditions, is distributed in
accordance with the following double-exponential law of the extreme-value-
distribution (EVD) type [1-5] (1)
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P"(F,G)=F, 1—6—2
(F,G) = Fyexp| | 1=~ |exp
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(1)

Table 1

Calculated P = P"(F,G)/ P, ratios of the probability P"(F,G)

of human non-failure in off-normal conditions to the probability F,

of non-failure in normal conditions

G2 /Gé 1 2 3 4
F? / F02 XXXXX XXXXXX XXXXXX XXXXXX
1 1 0.3679 0.1353 0.0498
2 1 0.6922 0.4791 0.3317
3 1 0.8734 0.7629 0.6663
4 1 0.9514 0.9052 0.8613
5 1 0.9819 0.9640 0.9465
8 1 0.9991 0.9982 0.9978
10 1 0.9999 0.9998 0.9996
00 1 1 1 1
Table 1 continuation
G’/ G} 5 8 10 00
F?/ F02 XXXXXX XXXXXX XXXXXX XXXXXX
1 0.0183 9.1188E-4 1.234E-4 0
2 0.2296 0.0761 0.0365 0
3 0.5820 0.3878 0.2958 0
4 0.8194 0.7057 0.6389 0
5 0.9294 0.8797 0.8480 0
8 0.9964 0.9936 0.9918 2.5E-40
10 0.9995 0.9991 0.9989 4.4E-6
00 1 1 1 1

Here F, is the probability of the non-failure of the human performance

for the specified (normal) mental workload (MWL) level, when G = G,;; G, is
the most likely (normal, specified) MWL (i.e., MWL in ordinary operation
conditions); G > G, is the actual (elevated, off-normal) MWL; F' = F| is the
most likely (normal, specified) HCF, i.e., the HCF in ordinary (normal)
conditions; /"> F, is the actual HCF exhibited at the extraordinary (off-

normal) conditions. The F, level of the probability of the human performance
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non-failure in normal conditions, i.e., in the case of a human with a normal
(most likely) level of the HCF (a performer with ordinary skills in the

profession), should be established beforehand, as a function of the G, level,

i.e., when the HCF F' = F . This could be done, e.g., by conducting testing and

measurements on a flight simulator. The calculated ratios (2) of the probability
of human non-failure in off-normal conditions to the probability of non-
failure in normal conditions are shown in Table 1.

— P"(F,G) G’ F?
P=—"2" -2 _ _
P epr G2 ]exp(l P2 ﬂ ()

The following conclusions are drawn from the calculated data:
1. At normal MWL level (G=G,) and/or at an extraordinarily

(exceptionally) high HCF level (F — o) the probability of human non-failure

is close to 100 %.

2. The probabilities of human non—failure in off-normal conditions are
always lower than the probabilities of non-failure in normal conditions. This
obvious fact is quantified by the calculated data.

3. If the MWL is exceptionally high, the human will definitely fail, no
matter how high his/her HCF is.

4. If the HCF is high, even a significant MWL has a small effect on the
probability of non-failure, unless this workload is exceptionally large.

5. The probability of non—failure decreases with an increase in the
MWL (especially for relatively low MWL levels) and increases with an
increase in the HCF (especially for relatively low HCF levels). This intuitively
obvious fact is quantified by the calculated data.

6. For high HCFs the increase in the MWL level has a much smaller
effect on the probabilities of non-failure than for relatively low HCFs.

All these conclusions make physical sense.

The Table 1 data show also that the increase in the F'/ F, ratio and in

the G/G, ratio above the 3.0 value has a small effect on the probability of

non-failure. This means particularly that the navigator (pilot) does not have to
be trained for an extraordinarily high MWL and does not have to be trained by
a factor higher than 3.0 compared to a navigator of ordinary capacity (skills,
qualification). In other words, a pilot does not have to be a superman to
successfully cope with a high level MWL, but still has to be trained in such a
way that, when there is a need, he/she would be able to cope with a MWL by a
factor of 3.0 higher than the normal level, and his/her HCF should be by a
factor of 3.0 higher than what is expected of the same person in ordinary
(normal) conditions.
From (2) we find, by differentiation (3)
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ap __2H G’ 3)
dG G G*-G?

where H =—PInP is the entropy (see, e.g., [1]) of the distribution of the
relative probability of the human non-failure in extraordinary (off-normal)
conditions of operation as compared to ordinary (normal) conditions. At the
MWL levels close to the normal level, the change in the relative probability of
non-failure with the increase in the load level is significant. In another extreme

case, when G =~ G, we have (4)
dP _ 2H
dG G

This formula explains the physical meaning of the DEPDF (1): the
change in the probability of non-failure with the change in the level of the
MWL is proportional, for large enough MWL levels, to the uncertainty level
(entropy of the distribution of this probability) and is inversely proportional to
the MWL level. The right part of the formula (4) could be viewed as a kind of a
coefficient of variation (COV), where the role of the uncertainty level in the
numerator is played by the entropy, rather than by the standard deviation, and
the role of the stress (loading) level in the denominator is played by the MWL
level, rather than by the mean value of the random characteristic of interest.

II. Likelihood of the Vehicular Mission Success-and-Safety. The
success (failure) of a vehicular mission could be time dependent and, in
addition, could have different probabilities of success at different stages
(segments). Let, e.g., the mission of interest consists of #n consecutive

segments (i =1,2,...,n)that are characterized by different probabilities, g,, of

“4)

occurrence of a particular harsh environment or by other extraordinary
conditions during the fulfillment of the i -th segment of the mission; by
different durations, 7;, of these segments; and by different failure rates, A7, of
the equipment and instrumentation. These failure rates may or may not depend
on the environmental conditions, but could be affected by aging, degradation
and other time-dependent causes.

In the simplified example below we assume that the combined input of
the hardware and the software, as far as the failure rate of the equipment and
instrumentation is concerned, is evaluated beforehand and is adequately
reflected by the appropriate failure rate A, (failure rate of the equipment)

values. These values could be either determined from the vendor specifications
or could be obtained based on the specially designed and conducted ALT and
the subsequent predictive modeling [26].

The probability of the equipment non-failure at the moment ¢, of time

during the flight on the i -th segment, assuming that Weibull distribution is
applicable, is
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P = exp[— ()" } : )

where 0 <7, <T, is an arbitrary moment of time during the fulfillment of the

mission on the 7-th segment, and S is the shape parameter in the Weibull
distribution. The distribution (5) is flexible: S =1 leads to the exponential
distribution; when 8 =2, Rayleigh distribution takes place; by putting

B =3, one obtains a distribution that is close to the normal distribution.

We assume that the time—dependent probability of the human perfor-
mance non-failure can be also represented in the form of Weibull distribution

P'(t)=P' (0>exp[— (e, } , (©)
where A is the failure rate, 3" is the shape parameter and P"(0) is the pro-
bability of the human non-failure at the initial moment of time #, =0 of the
given segment. When #, — oo, the probability of non-failure (say, because of

the human fatigue or other causes) tends to zero. The probability P/’ (0) can be
assumed in the form (1), i.e. (7)

P'(0)=P, eprl - g—igJexp[l - %H (7)

Then the probability of the mission failure at the 7 -th segment can be
found as (8)

o,(1,) :l_Pie(ti)Pih(ti) : (8)

2a:=1. ©)

(condition of normalization), the overall probability of the mission failure can
be determined as follows:

Q:iQiQi(ti):l_iQiPie(ti)Pih(ti)' (10)

This formula can be used for the assessment of the probability of the
overall mission failure, as well as, if necessary, for specifying the failure rates
and the HCF in such a way that the probability of failure, when a human is
involved, would be sufficiently low and acceptable. It can be used also, if pos-
sible, to choose an alternative route in such a way that the set of the

Since (9)

probabilities ¢, brings the overall probability of failure of the mission to the
acceptable level.
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If at a certain segment of the fulfillment of the mission the human
performance is not critical, then the corresponding probability P/’ (¢,) of human

non-failure should be put equal to one. On the other hand, if there is confidence
that the equipment (instrumentation) failure is not critical, or if there is a reason
to believe that the probability of the equipment non-failure is considerably
higher than the probability of the human non-failure, then it is the probability

P*(¢,) that should be put equal to one. Finally, if one is confident that a certain

level of the harsh environment will be certainly encountered during the
fulfillment of the mission at the i -th segment of the route, then the

corresponding probability g, should be put equal to one.

I11. Equipment (Instrumentation) Failure Rate. Failure rate of the
equipment (instrumentation) should be established, of course, based on the
reliability physics of the particular underlying phenomenon. Examine, as
suitable examples, two typical situations.

1) If the possible failure of the vulnerable structural element of a
particular piece of equipment, device or a subsystem could be attributed to an
elevated temperature and stress, then the Bueche-Zhurkov law (11)

2)
Tzroexp(U_yo-] (11

kT
can be used to assess the mean-time-to-failure7 . In this formula, 7 is the

absolute temperature, U is the activation energy, k£ is Boltzmann’s constant,
o is the design stress (not necessarily mechanical) acting in the item of

interest, and 7, and y are empirical parameters that should be established

(found) based on the specially designed and conducted ALTs. Actually, the
activation energy U is also an empirical parameter, but, for various structural
elements of silicon-based semiconductor electronic devices the activation
energies have been determined and could be found in the reference literature
[26]. The second term in the numerator of the formula (11) accounts for the
reduction in the activation energy level in the presence of a stress. If stress is
not considered, the formula (11) reduces to the well-known Boltzmann-
Arrhenius equation. After the mean-time-to-failure 7 is determined, the
corresponding failure rate can be found as

,lzlexp(_U—WJZQr, (12)
7, kT 7,
where
= _U-ro (13)
O EXp( T j

is the steady-state probability of failure in ordinary conditions, i.e., at the
steady-state portion of the «bathtub curvey.
3) If the possible failure is attributed, e.g., to random vibrations, then
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the following Steinberg’s formula can be used to assess the mean-time-to-
failure
4)
r=Co.""? (14)
Here o, is the mechanical stress at the resonance frequency, and

Cand m are material (structural) parameters that can be established by acce
lerated life testing. The formula (14) reflects an assumption that the mean-time
to failure is determined, for the given material and structure, by the square root
of the resonant stress. The failure rate is therefore

PR mz (15)

C
IV. Human Performance Failure Rate. By analogy with how the
failure rate for a piece of electronic equipment is determined, one could use the
condition (12) to establish an ALT relationship for the human performance. We
view the process of testing and training of a human on a simulator as a sort of
an ALT (failure oriented accelerated testing) setup for a vehicle operator. From

(1) we have, for F' = F{, i.e., using patent law terminology, for a human of the

ordinary skills in the vehicular «art», the following formula for the probability
of non-failure, when a navigator is being tested or trained on a flight simulator

G2
P"(G)=P, exp(l ——2] . (16)
GO
Then the probability of failure is
2
Qh(G)=1—P”(G)=1—Poexp(l—%] (17
0
and
r=—= TOG _ %o et (18)
0,(G) 1_poexp(1_2]
GO

This formula can be employed to run an ALT procedure on a simulator,
using the elevated MWL level G as the stimulus factor, to the same extent as
the elevated absolute temperature is used to accelerate failures in the
relationship (11). The parameters G,, 7, and F, should be viewed as
empirical parameters that could be determined from the relationship (18) as a
result of tes-ting at different MWL levels G for many individuals and
evaluating the corresponding mean-time-to-failure 7. Note, that as far as
steady-state condition is concerned, we use the simplest, exponential,
distribution for the evaluation of the probability Fj, while in our general
mission-success-and-safety concept, reflected by the equation (10), we use a
more general and more flexible Weibull distribution.
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Since there are three experimental parameters in the relationship (18)
that have to be determined, one needs three independent equations to determine
these parameters. If the tests on a simulator are being conducted for three

groups of individuals at three MWL levels G,, G,,and G;, and their perfor-
mance is measured by recording three times-to-failure 7,, 7,,and 7,,then the

G, value can be obtained from the following transcendental equation

2 2
TZ GO TS GO (19)
2 2
~[1-2 | ex 1—% ~Dex 1—% =0
T, G ) G,
One could easily check that this equation is always fulfilled for
G =G,=G,=G,.
It is noteworthy that, as has been determined above on the basis of the
Table 1 data, testing does not (and should not) be conducted for MWL levels
essentially higher than three-fold higher than the normal MWL is, otherwise a
«shifty in the mode of failure (i.e., misleading results) is likely. In other words,
the accelerated test conditions should be indeed accelerated ones, and have to
be reasonably high, but should not be unrealistically/unreasonably high. We are
all still human, not superhuman, and, even an experienced, young, competent
and well trained individual cannot cope with an exceptionally high workload.
After the normal (most likely) MWL G, is evaluated, the probability
of non-failure at normal MWL conditions can be found as

_ 0
exp(l—Gzzj—T'exp(l—G'zj
G ) t, Gy ) . (20)
_TZ
o

= 2 2
exp(l - gij - Tzexp{l - gzzj
0 73 0

and the time 7'() can be then determined, if necessary, as

2 2
7, =71,/ 1 - F exp I—G—‘2 =71,/ 1- P, exp I—G—ZZ =
G Gy )| . 1)
GZ
:T{I—Poexp(l—G—}H
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As evident from the formulas (19)-(21), the G, value can be found in a
single way from the formula (19), the F, value can be found in two ways,

using the formulas (20), and the 7, value can be found in three ways, using the

formulas (21). This circumstance should be used to check the accuracy in
determining these values. On the other hand, for the analysis based on the

equation (10), only the F, value is needed. We would like to point out also
that, although minimum three levels of the MWL are needed to determine the
parameters G, 7, and F,, it is advisable that tests at many more MWL levels

e G :
(still within the range — =1—13)) are conducted, so that the accuracy in the
0

prediction could be assessed. After the parameters G, 7, and F, are found,
the failure rate can be determined as a function of the MWL level from the

formula (18)
1 G’
A=—|1-PBexp|l-—||- (22)
Ty |: ’ p( G(? H
The nominal (normal, ordinary, specified) failure rate is therefore
1-F,
= ¢, (23)
To

V. Weibull Law. We use the Weibull law to evaluate the time effect
(aging, degradation) on the performance of both the equipment
(instrumentation), considering the combined effect of the hardware and
software, and the «human-in-the-loop». It is a two-parametric distribution with
the probability distribution function

F(t)=e ", (24)

where the failure rate A is related to the scale parameter 77 of the distribution

1 . . - oy
as n :E’ and the mean-time-to-failure ¢ and the standard deviation o, of

the time-to-failure # can be found as

t=nF(1 +[1J s, =n\/r(1+;j—r2(1+;)- (25)

I'a)= J'x“’]e”‘dx (26)
0
is the gamma-function. The probability density distribution function can be
obtained, if needed, from (24) by differentiation

F()=ABA)P e M 27)
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VI. Numerical Example. Let, for instance, the duration of a particular
vehicular mission be 24 hours, and the vehicle spends equal times at each of

the 6 segments (so that ¢, = 4hours at the end of each segment), the failure
rates of the equipment and the human performance are independent of the

environmental conditions and are A =8x107* I/hour, the shape parameter in

the Weibull distribution in both cases is f =2 (Rayleigh distribution), the
F? ? F

HCF ratio — is —5 =38 (so that — =2.828), the probability of human
5 £

non-failure at ordinary conditions is P, =0.9900, and the MWL G’/G,

ratios are given vs. the probability g, of occurrence of the environmental

conditions in Table 2.

The Table 2 data presumes that about 95% of the mission time occurs
in ordinary conditions. The computations of the probabilities of interest are also
carried out in Table 2. We obtain

P* = exp[~{(At, ] = exp[~{8x10* x4 1= 0.99999,
P' = BP exp[{(At,)']=0.9900x0.99999F, = 0.99P
and

Z%Ee (¢ )Rh (¢;) =0.9900,

i=1
which is the probability of the mission non-failure. The overall probability of
mission failure is therefore

0=1-¢,P*(t,)P'(t,) =1-0.9900= 0.01=1%.
i=1

VII. Imperfect Human vs. Imperfect Instrumentation: Short-Term
Predictions. The concept based on the formula (10) and addressed in Sections
III-VII is suitable for the design of the hardware and the software, for making
long-term assessments and strategic decisions, and for planning a certain
vehicular mission before this mission actually commences. There are, however,
extraordinary situations, when the navigator has to make a decision on a short-
term, some time even on an emergency, basis during the actual fulfillment of
the mission. Here are several examples (problems) that have also to do with the
application of PRM methods to quantify the combined effect of the human—
equipment—environment interaction.

Table 2
Calculated probability of mission failure
i 1 2 3 4 5 6
q,% 95.30 3.99 0.50 0.10 0.06 0.05
G/G 1 1.4142 1.7324 2.0000 2.2361 2.4495
Fl. 1 0.9991 0.9982 0.9978 0.9964 0.9955
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Pl.h 0.9900 0.9891 0.9882 0.9878 0.9864 0.9855

BeBh 0.9900 0.9891 0.9882 0.9878 0.9864 0.9855

q.r; ]‘;ﬁ 0.9435 0.0395 0.0049 0.0010 0.0006 0.0005

Problem MNel. The probability that the particular environmental
conditions will be detrimental for the vehicle safety (say, the probability of
excee-ding a certain probability level) is p. The probability that these
environmental conditions are detected by the available navigation equipment,

adequately processed and delivered to the navigator in due time is p,. But the
navigator is not perfect either, and the probability that he/she misinterprets the
obtained information from the navigation instrumentation is p,. If this

happens, the navigator can either launch a false alarm (take inappropriate and
unnecessary corrective actions), or conclude that the weather conditions are
acceptable and make inappropriate go-ahead decision. The navigator receives n
messages from the navigation equipment during his watch. What is the
probability that at least one of the messages is assessed incorrectly?

Solution. The hypotheses about a certain message are: [ = the
weather conditions are unacceptable, so that the corrective actions are
necessary; [{,= the weather conditions are acceptable and therefore no

corrective actions are needed. The probability that a message is misinterpreted
is

P=p(1-p)+(1-p)p,. (28)

Then the probability that at least one message out of n is
misinterpreted is

O=1-(-P). (29)
Clearly, O—1, when n—»c. The above formulas indicate that the

outcome depends on both the equipment (instrumentation) performance and the
human ability to correctly interpret the obtained information. The formula (29)
can be used particularly to assess the effect of the human fatigue on his/her
ability to interpret correctly the obtained messages. Let, for instance, n =100
(the navigator receives 100 messages during his/her watch) and p =1: the

forecast environmental conditions that the vehicle will encounter will certainly
cause an accident and should be avoided. So, the instrumentation did not fail,

and the probability p, that the navigator obtained this information and that the
information has been delivered in a timely fashion is p,= 0.999. Let the pro-
bability that the navigator interprets the information incorrectly is, say,
only p, =0.01=1%. Then P = 0.001 and Q = 0.0952. Thus, the probability
that one message could be misinterpreted is as high as 9.5 %. If the equipment
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is not performing adequately and the probability p, is only, say, p,= 0.95,

then P = 0.05 and O = 0.9941: one of the messages from the navigation
equipment will be most certainly misinterpreted. Thus, we conclude that the
performance and the accuracy of the instrumentation are as important as the
human factor is.

Problem No 2: The probability that the instrumentation does not fail

during the time T of the fulfillment of a certain segment of a mission is p,.

The probability that the human «does not fail», i.e., receives and interprets the
obtained information correctly (does not make any error) during this time is

p,. It has been established that a certain (non-fatal though) accident has

occurred during the time of the fulfillment of this segment of the mission. What
is the probability that the accident occurred because of the equipment failure?
Solution: Four hypotheses were possible before the accident actually

occurred: /= the equipment did not fail and the human did not make any
error; H,= the equipment failed, but no human error occurred;, /H,= the

equipment did not fail, but the human made an error; H,= the equipment
failed and the human made an error. The probabilities of these hypotheses are

P(Hy)=ppy; RH)=(-p)p; A)=p(-p,); P(H;)=(1-p)1-p,).
The conditional probabilities of the event 4 «the accident occurred» are
P(A/ Hy) =0, P4/ H))=P(A/ H)=P(A/ H,)=1.
By applying Bayes’ formula
A= PERAR) =12, n,
S RHRAH)

we obtain the following expression for the probability that only the equipment
failed

P/

(I-p)p. (-p)p.
H /A= P _ P> (30)
A (-pp,+p(-p)+(1-p)1-p,) 1-pp,

Clearly, if the equipment never fails ( p, =1), then P = 0. On the other

hand, if the equipment is very unreliable (p, = 0), then P = p, : the probability
that the equipment fails is equal to the probability that the operator did not
make an error. If the probabilities p, and p, are equal ( p, = p, =p), then

lei is the probability that either the equipment failed or the human made an
vy

error. For very reliable equipment and a next-to-perfect operator (human)
(p=1), P=0.5:the probability that only the equipment failed is 0.5. For
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very unreliable equipment and very «imperfect» human (p=0) we

obtain P = 0: it is quite likely that both the equipment failed and the human
made an error.

Problem Ne 3. The assessed probability that a certain segment of a
mission will be accomplished successfully, provided that the environmental

conditions are favorable, is p,. This probability will not change even in

unfavorable environmental conditions, if the navigation equipment is adequate
and functions properly. If, however, the equipment (instrumentation) is not
perfect, then the probability of safe fulfillment of the given segment of the

mission is only p, < p,. It has been established that the probability of failure-

free functioning of the navigation equipment is p.. It is known also that in this

region of the navigation space unfavorable navigation conditions are observed
at the given time of the year in k% of the time. What is the probability of the
successful accomplishment of the mission in any environmental conditions?
What is the probability that the navigator used the equipment, if it is known
that the mission has been accomplished successfully?

Solution. The probability of the hypothesis H, «the environmental

conditions are favorable» is P(H,)=1 _L' The probability of the hypothesis
100

H, «the environmental conditions are unfavorable» is p(H2)=L.The
100

conditional probability P(A/H,) of the event A «the navigation is safe» when
the environmental conditions are favorable is P(A/H,)= p,. The conditional

probability P(A/H,)of the event A «the navigation is safe» when the
environmental conditions are unfavorable can be determined as

P(A/Hz) = P:p, +(1_p*)p27

so that the sought probability of accident-free navigation on the given segment
is
k

k k
P(A)=|1—-— +—|p.p, +(-p. =p —— - 1-p.).
(4) ( loojpl 100[p<p1 (1-p)p,]=p, g (P p)=p)

If it is known that the mission has been accomplished successfully
despite unfavorable environmental conditions, then

k k
PPYS *I7] 1_ * 2 PN * — Px
P(AH =100[pp+( p)p]= 100[1’1’1"‘(1 PP, ] ‘ G1)
e D - K == p)
b 100 P— D, P+)-
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Let, for instance, p,=1.0, p,=095 p.=098 £k=80. Then

P(A4)=0.9992, P(A/H,)=0.7998. So, the probability of the successful

accomplishment of the mission is 0.9992, and the probability that the navigator
used the navigation instrumentation/equipment that enabled him/her to ac-
complish the mission successfully is 0.7998, otherwise the mission would have
failed.

Problem Ne 4. The g, values for the wave conditions in North Atlantic

in the region between 50° and 60° North Latitude are shown in Table 3 vs.
wave heights of 3 % significance (wave heights of 3% significance means that

97 % of the waves are characterized by the heights below the 7, level, and
3 % have the height exceeding this level).

Table 3
Probability of encounter of the environmental conditions
of the given level of severity
hsgom 3 6 9 12 15 18
q; 0.1500 0.0501 0.0092 | 0.000876 | 0.0000437 [0.00000115

Two sources of information predict a particular g, value at the next

segment of the route with different probabilities p,and p,. What is the
likelihood that the first source is more trustworthy than the second one?

Solution: Let A be the event «the first forecaster is right», A be the
event «the first forecaster is wrong», B be the event «the second forecaster is

right», and B be the event «the second forecaster is wrongy». So, we have
P(A)=p, and P(B)=p,. Since the two forecasters (sources) made different

predictions, the event 4B + AB took place.
The probability of this event is

P(4B + AB)=P(AB)+P(4B) = P(A)P(B)+ P(A)P(B) = p,(1- p,) +(1-p) p;..

The first forecaster will be more trustworthy if the event AB takes
place. The probability of this event is

p](l_pz)+(1_p1)p2 1+7p1&
1-p, p

The relationship (32) is computed in Table 4. Clearly, P(4B)=0.5,if
P =p,=p; P(AB)=1.0, ifp,=1 and p,#1; P(4B)=0, if p,#1 and
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p, =1. Other Table 4 data are not counter-intuitive either, but this table

quantifies the role of the two mutually exclusive forecasts.

VIII. Most Likely Mental Workload. Cognitive overload has been
recognized as a significant cause of error in aviation, and therefore measuring
the MWL has become a key method of improving safety. There is an extensive
published work in the psychological literature devoted to the measurement of
MWL, both in military and in civil aviation (see, for instance, [4-25]). A pilot’s
MWL can be measured using subjective ratings or objective measures. The
subjective ratings during simulation tests can be in the form of periodic inputs
to some kind of data collection device that prompts the pilot to enter a number
between 1 and 7 (for example) to estimate the MWL every few minutes.
Another possible approach is post—flight paper questionnaires. There are some
objective measures of MWL, such as heart rate variability. It is easier to mea-
sure the MWL in a flight simulator than in actual flight conditions. In a real
airplane, one would probably be restricted to using post-flight subjective
(questionnaire) measures, since one would not want to interfere with the pilot’s
work.

Table 4
Calculated trustworthiness of weather forecast
Py 0.1 0.2 0.4 0.6 0.8 0.9
b,
0.1 0.500 0.692 0.857 0.931 0.973 0.988
0.2 0.308 0.500 0.727 0.857 0.941 0.973

0.4 0.143 0.273 0.500 0.692 0.857 0.931
0.6 0.069 0.143 0.308 0.500 0.727 0.857
0.8 0.027 0.059 0.143 0.273 0.500 0.692
0.9 0.012 0.027 0.069 0.143 0.308 0.500

An aircraft pilot faces numerous challenges imposed by the need to
control a multivariate lagged system in a heterogeneous multitask environment.
The time lags between critical variables require predictions and actions in an
uncertain world. The interrelated concepts of situation awareness and MWL are
central to aviation psychology. The major components of situation awareness
are spatial awareness, system awareness, and task awareness. Each of these
three components has real-world implications: spatial awareness — for
instrument displays, system awareness — for keeping the operator informed
about actions that have been taken by automated systems, and task awareness —
for attention and task management. Task management is directly related to the
level of the mental workload, as the competing «demands» of the tasks for
attention might exceed the operator’s resources — his/her «capacity» to
adequately cope with the «demands» imposed by the MWL. In modern military
aircraft, complexity of information, combined with time stress, creates
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difficulties for the pilot under combat conditions, and the first step to mitigate
this problem is to measure and manage MWL [5]. Although there is no
universally accepted definition of the MWL and how it should/could be
evaluated, there is a consensus that suggests that MWL can be conceptualized
as the interaction between the structure of systems and tasks, on the one hand,
and the capabilities, motivation and state of the human operator, on the other.
More specifically, MWL could be defined as the «cost» that an operator incurs
as tasks are performed. Given the multidimensional nature of MWL, no single
measurement technique can be expected to account for all the important aspects
of it.

Current research efforts in measuring MWL use psycho-physiological
techniques, such as electroencephalographic, cardiac, ocular, and respiration
measures in an attempt to identify and predict MWL levels. Measurement of
cardiac activity has been a useful physiological technique employed in the
assessment of MWL, both from tonic variations in heart rate and after
treatment of the cardiac signal.

IX. Most Likely Human Capacity Factor. The HCF includes the
person’s professional experience; qualifications; capabilities; skills; training;
sustainability; ability to concentrate; ability to operate effectively, in a
«tireless» fashion, under pressure, and, if needed, for a long period of time;
ability to act as a «team-player;» swiftness of reaction, i.e., all the qualities that
would  enable him/her to cope with high MWL. In order to come up with a
suitable FOM for the HCF, one could rank each of the above and other
qualities on a scale from one to ten, and calculate the average FOM for each
individual.

X. Future Work. The author realizes that the PRM approach, which
has proven to be successful in numerous structural reliability problems, inclu-
ding aviation technologies, might not be accepted easily by some
psychologists. Some of them may feel that the problem is too complex to lend
itself to this type of formalized quantification and might even challenge the
approach. With this in mind we would like to suggest several possible next
steps (future work) that could be conducted using, when necessary, flight
simulators to correlate the distribution (1) with the existing practice and to
make this distribution applicable for the evaluation of the roles of the MWL
and HCF in particular navigation situations.

Aviation psychologists do not normally measure HCF as a single,
unitary quantity. They might estimate the navigator’s ability to handle stress, or
test his/her reaction time, or ability to visually detect targets out the window,
etc. These are all separate parameters that improve the pilot’s ability to handle
workload. It is important, however, that all these parameters, as well as some
more permanent factors, like the pilot’s qualifications; general professional
experience and skills; performance sustainability; ability to concentrate; ability
to make adequate and prudent decisions in conditions of uncertainty; etc. are
also considered in a unified HCF. It is mandatory, of course, that such a unified
HCF is task specific and is measured in the same units as the MWL is,
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otherwise the «stress»-»strength» model could not be used. These units could
be particularly dimensionless, but should be established for a particular mission
or task in advance. In addition, HCF has to be multivariate and «dynamicy,
ta-king into account «staticy factors, such as operator’s training, experience,
native ability, as well as «dynamic» factors, such as fatigue and arousal. For
instance, evidence points to elevated levels of air traffic controller
operational errors at both low and high-task-demand-levels (i.e., more of a
Yerkes-Dodson non-monotonic response), as well as possibly on the
downslope after a period of peak arousal [25]. Thus, one might be needing to
model the first and even the second time-derivatives of arousal of workload to
fully capture all the important effects. Other, perhaps, less challenging tasks
might include:

1. Testing to evaluate the effect of the fatigue state of the pilot on the
effectiveness of his/her performance: there are cognitive test methodologies
that can assess alertness;

2. Carrying out continuous MWL measurements using subjective
and/or psycho-physiological measures;

3. Assessing the role of the aircraft type and the effectiveness of
automation: more automation will make the pilot’s job easier, in most cases,
but might not be always available or affordable;

4. Evaluating the role of weather conditions that might affect the
MWL, and might have an effect on the HCF as well;

5. Assessing the role of the «phase of flight» Since descent and landing
are characterized by the highest level of MWL, the formulas (1) and (21)
should be applied and verified for these conditions. It is the authors’ belief that
it could be indeed applicable to such conditions, although we did not consider
them specifically and directly in this paper. Particularly, complexity of the
airport and air traffic situation might have an effect on the MWL: more
comple-xity certainly means more MWL for the pilot to manage;

6. Categorizing the types of errors/outcomes (again, typical and pos-
sible errors, not mistakes or blunders: these are beyond any PRM analysis) that
might occur. One should determine ahead of time which kind of deviations of
normal conditions and what kind of errors/outcomes he/she is interested in.
Catastrophic loss of an aircraft usually results from a series of failures —
deviations from normal conditions that might lead to a casualty, an
unrecoverable situation. There was probably no reported loss of a commercial
aircraft because one of the pilots was incapacitated, and our analysis has
indicated that. Indeed, such an outcome would be rather unlikely, unless the
pilot—in—charge is very bad and the probability that he/she fails even in normal
operation conditions is next—to—one. In this connection we would like to point
out again that the addressed example is just an illustration of one of the
possible applications of the basic relationship (1). This relationship might have
many more applications in vehicular technology, and, as far as the aerospace
industry is concerned, might be applicable, after appropriate modification and
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generalization, not only to address (less critical) en-route situations, but landing
situations as well.

7. Use the model to compare the performance of different pilots (MCF)
for different MWL levels. Of course, even a significant deviation from normal
conditions does not necessarily lead to a casualty, and our models were able to
quantify this circumstance. Additional insight is needed, however, to correctly
design and adequately interpret the results of the tests in a flight simulator. In
this connection it would be interesting to compare the accelerated life test
(ALT) and highly accelerated life tests (HALTSs) in hardware electronics (see,
for instance [22]) with what could be expected from the flight simulation tests.

XI. Conclusions. A DEPDF of the extreme value distribution (EVD)
type is introduced to characterize and to quantify the likelihood of a human
failure to perform his/her duties when operating a vehicle (a car, an aircraft, a
boat, etc.). This function is applied to assess a mission success situation. We
have shown how some methods of the classical probability theory could be
employed to quantify the role of the human factor in the situation in question.
We show that if highly reliable equipment is used, the mission could be still
successful, even if the HCF is not very high. The suggested probabilistic risk
management (PRM) approach complements the existing system-related and
human-psychology-related efforts, and, most importantly, bridges the gap
between the three critical areas responsible for the system performance —
reliabi-lity engineering, vehicular technologies and human factor. Plenty of
additional PRM analyses and human-psychology related effort will be needed,
of course, to make the guidelines based on the suggested concept practical for
particular applications. These applications might not be even necessarily in the
vehicular technology domain, but in many other areas and systems (forensic,
medical, etc.), where a human interacts with equipment and instrumentation,
and ope-rates in conditions of uncertainty. Although the approach is promising
and fruitful, further research, refinement, and validation would be needed, of
course, before the model could become practical. The suggested model, after
appropriate sensitivity analysis is carried out, might be used when developing
guidelines for personnel training and/or when there is a need to decide if the
existing navigation instrumentation is adequate in extraordinary safety-in-air
situations, or if additional and/or more advanced equipment should be deve-
loped and installed. The initial numerical data based on the suggested model
make physical sense and are in satisfactory (qualitative) agreement with the
existing practice. It is important to relate the model expressed by the basic
equation (1) to the existing practice, on one hand, and to review the existing
practice from the standpoint of this model on the other.
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