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SEQUENCES OF PRN’S PRODUCED BY CIRCULAR GENERATOR

Варбанець С. П. Послiдовностi ПВЧ, породженi циклiчним генератором.
Ми дослiджуємо послiдовнiсть псевдовипадкових чисел (абревiатура: ПВЧ), породже-
ну конгруентним генератором, ассоцiйованим iз групою точок цiлих гаусових чисел,
норми яких порiвнянi (конгруентнi) з ±1 (mod 𝑝𝑚), де 𝑝 ≡ (mod 4) — просте число.
Цi точки утворюють "нормену" пiдгрупу у групi класiв вичитiв Z[𝑖]�𝑝𝑚 i ця група ци-
клiчна. Породжувальна послiдовнiсть ПВЧ проходить 𝑠-мiрний тест на рiвномiрнiсть
та статистичну незалежнiсть.
Ключовi слова: псевдовипадковi числа, дискрiпансiя, експоненцiальнi суми.

Варбанец С. П. Последовательности ПСЧ, порождённые циклическим
генератором. Мы исследуем последовательность псевдослучайных чисел (аббреви-
атура: ПСЧ), порождённую конгруэнтным генератором, ассоциированным с группой
точек целых гауссовых чисел, нормы которых сравнимы (конгруэнтны) с ±1 (mod 𝑝𝑚),
где 𝑝 ≡ (mod 4) — простое число. Эти точки образуют "норменную"подгруппу в груп-
пе классов вычетов Z[𝑖]�𝑝𝑚 и эта группа циклична. Порождаемая последовательность
ПСЧ проходит 𝑠-мерный тест на равномерность и статистическую независимость.
Ключевые слова: псевдослучайные числа, дескрипансия, экспоненциальные суммы.

Varbanets S. Sequences of PRN’s produced by circular generator. We

investigate the sequence of pseudorandom numbers (abbreviation: PRN) produced by con-

gruential generator that associated with the group of points of the gaussian integers with

norms comparing (congruent) with ±1 (mod 𝑝𝑚), where 𝑝 ≡ (mod 4) is a prime number.

These points produce norm subgroup over the residue classes group Z[𝑖]�𝑝𝑚 and this group

is a cyclic. The generated sequence of PRN’s passes 𝑠-dimensional test on equidistribution

and statistical independency.

Key words: pseudo-random numbers, discrepancy, exponential sum.

Introduction. The sequence of real numbers {𝑎𝑛}, 0 6 𝑎𝑛 < 1, we call the
sequence of pseudorandom numbers (arbitrary, PRN’s) if it is produced by deter-
ministic generator and being a periodical sequence has the statistical properties such
that it looks like to implementation of the sequence of random numbers with indepen-
dent and uniformly distributed values on [0, 1). More acceptable sequences of PRN’s
generate by the congruential recursion

𝑦𝑛+1 ≡ 𝑓(𝑦𝑛, 𝑦𝑛−1, . . . , 𝑦𝑛−𝑘+1) (mod 𝑚), (1)

where 𝑦0, 𝑦1, . . . , 𝑦𝑘−1 ∈ {0, 1, . . . ,𝑚− 1}, 𝑓(𝑢1, . . . , 𝑢𝑘) is integer function over Z𝑘
𝑚.

In case 𝑓 ∈ Z𝑚[𝑢1, . . . , 𝑢𝑘] we have the congruential polynomial generator of
periodical sequence {𝑦)𝑛} with a period 𝜏 , 𝜏 6 𝑚.

It emerged that linear function 𝑓(𝑢) = 𝑎𝑢 + 𝑏 does not supply requirements of
”affinity” to statistical independency (unpredictability) (see, for example [11]).

c○Varbanets S., 2014
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But quadratic function 𝑓(𝑢) = 𝑎𝑢2 + 𝑏𝑢 + 𝑐 satisfies to condition of ”practical”
unpredictability (see [8]).

The generator associated with quadratic function 𝑓(𝑐) we call parabolical.
The requirements to uniform distribution and unpredictability is satisfied the

following inversive generator

𝑦𝑛+1 ≡ 𝑎𝑦−1
𝑛 + 𝑏 (mod 𝑝𝑚), (2)

where 𝑝 is a prime number, 𝑎, 𝑏 ∈ Z, 𝑦−1
𝑛 is a multiplicative inverse to 𝑦𝑛 (mod 𝑝𝑚).

The inversive generator (2) and its generalization was being investigated by many
authors (see [3]–[10], [14]–[18]). Starting out from our reasoning we will call such
inversive generator as hyperbolical.

To apply the sequence {𝑦𝑛} in cryptography it is necessary to carry-out the re-
quirement of secrecy as well. That means providing the impossibility to restore the
generator parameters by single values of sequence elements. There are some inter-
esting researches about this area (see, [1]–[4], [9], [10]). In the paper [18] there are
being investigated the analogues of inversive congruential generators, that without
any increases of computational complexity of finding the elements of sequence {𝑦𝑛},
get essential complexity for intruder’s work around parameters of inversive or linear
generator to be recovered.

Let 𝑝 ≡ 3 (mod 4) be a prime rational number, 𝑚 be a natural. Denote 𝐺 the
ring of gaussian integers, 𝐺 = {𝑎 + 𝑏𝑖 : 𝑎, 𝑏 ∈ Z, 𝑖2 = −1}, and 𝐺𝑝𝑚 (accordingly,
𝐺*

𝑝𝑚) the ring of residue classes (accord., multiplicative group of this ring modulo 𝑝𝑚)
over 𝐺.

Let
𝐸𝑚 :=

{︀
𝛼 ∈ 𝐺*

𝑝𝑚 : 𝑁(𝛼) ≡ ±1 (mod 𝑝𝑚)
}︀
.

It easy to check, that 𝐸𝑚 is a subgroup in 𝐺*
𝑝𝑛 with order 2(𝑝+1)𝑝𝑚−1, that we call

the norm group over the ring 𝐺𝑝𝑚 . As far as 𝐸𝑚 is a cyclic group, it means that
every generated element 𝑢+ 𝑖𝑣 defines two sequences of integer numbers modulo 𝑝𝑚:

𝑍𝑛 = ℜ((𝑢+ 𝑖𝑣)𝑛) 𝑎𝑛𝑑 𝑊𝑛 = ℑ((𝑢+ 𝑖𝑣)𝑛), 𝑛 = 1, 2, . . . .

We considered in [19] the sequence
{︁

𝑎𝑍𝑛+𝑏𝑊𝑛

𝑝𝑚

}︁
, 𝑛 = 1, 2, . . ., and there were

shown that this congruence are uniformly distributed on [0, 1). The main point of

this work is to prove that the sequence
{︁

ℜ(𝑢+𝑖𝑣)2(𝑝+1)𝑛+𝑘·ℑ(𝑢+𝑖𝑣)2(𝑝+1)𝑛+𝑘

𝑝𝑚

}︁
also is an

uniformly distributed sequence on [0, 1).

Auxiliary arguments. Before studying the sequences of PRN’s produced by
circular generator, we standardize some notations to be used throughout this paper.

Lower case Roman (respectively, Greek) letters usually denote rational (respec-
tively, Gaussian) integers; inparticular, 𝑚, 𝑛, 𝑘 are positive integers and 𝑝 is always a
rational prime number 𝑝 ≡ 3 (mod 4), 𝛾 stands for the Gaussian odd prime number.
We also define a 𝑛𝑜𝑟𝑚 over Q(𝑖) into Q by 𝑁(𝛼) = |𝛼|2. For the sake of convenience,
we denote by 𝐺 the set of the Gaussian integers. Let Z𝑞 (or 𝐺𝛾) denotes the ring
of residue classes modulo 𝑞 (respectively, 𝛾 ∈ 𝐺), and Z*

𝑞 (or 𝐺*
𝛾) denotes the multi-

plicative group in Z (or 𝐺𝛾). If 𝑥 ∈ 𝐺*
𝛾 we write 𝑥−1 for the multiplicative inverse of



Sequences of PRN’s produced by circular generator 73

𝑥 mod 𝛾, i. e. 𝑥−1 is an arbitrary Gaussian integer sutysfying the condition 𝑥𝑥−1 ≡ 1
(mod 𝛾). As usual, 𝑔𝑐𝑑(𝑎, 𝑏) or (𝑎, 𝑏) stand for the greater common divisor of 𝑎 and
𝑏 (or, respectively, 𝛼 and 𝛽 in 𝐺), Through Z[𝑥] (or 𝐺[𝑥]) we denote the polynomial
ring over Z (or 𝐺). For 𝑎 ∈ Z (𝛼 ∈ 𝐺) stand 𝜈𝑝(𝑎) (or 𝜈𝑝(𝛼)) if 𝑝

𝜈(𝑎)|𝑎, 𝑝𝜈(𝑎)+1 ̸ |𝑎.
Before starting out the study of the sequences {𝑍𝑛} and {𝑊𝑛} we need several

lemmas being used in sequel.

Lemma 1. Let 𝑓(𝜉) = 𝛼1𝜉+𝛼2𝜉
2p+𝛼3𝜉

3p𝜈3+· · ·+𝛼𝑘𝜉
𝑘𝜈k, where 𝜈3, 𝜈4, . . . , 𝜈𝑘, 𝑛 > 2

be positive integers, 𝛼1, . . . , 𝛼𝑘 ∈ 𝐺, (𝛼2, p) = · · · = (𝛼𝑘, p) = 1. Then we have

|𝑆(𝑓, p𝑛)| 6

⎧⎪⎪⎨⎪⎪⎩
0 𝑖𝑓 p ̸= 1 + 𝑖, (𝛼1, p) = 1

𝑜𝑟 p = 1 + 𝑖, 𝛼1 ̸≡ 0 (mod p2),

𝑁(p)
𝑛+1
2 𝑖𝑓 p ̸= 1 + 𝑖, 𝛼1 ≡ 0 (mod p),

2
𝑛+3
2 𝑖𝑓 p = 1 + 𝑖, 𝛼1 ≡ 0 (mod 2).

Proof. For 𝑛 = 2 the estimated sum is the Gaussian sun, and thus in such case
our assertion holds.

For 𝑛 > 3, p be a odd prime. We put

𝜉 = 𝜂 + p𝑛−1𝜁, 𝜂 ∈ 𝐺p𝑛−1 , 𝜁 ∈ 𝐺p.

Taking into account that 𝜉𝑘 = 𝜂𝑘 + 𝑘𝜂𝑘−1𝜁 (mod p𝑛−1), we get

𝑆(𝑓, p𝑛) =
∑︁

𝜂∈𝐺p𝑛−1

𝑒2𝜋𝑖ℜ(
𝑓(𝜂)
p𝑛 )ℜ(𝛼1+2𝛼2𝜂

p 𝜁) = 𝑁(p)
∑︁

𝜂∈𝐺p𝑛−1

𝛼1+2𝛼2𝜂 ̸=0 (mod p)

𝑒2𝜋𝑖ℜ(
𝑓(𝜂)
p𝑛 ).

Let 𝛼1+2𝛼2𝜂0 ≡ 0 (mod p), 𝜂0 ∈ 𝐺*
p. We put 𝜂 = 𝜂0+ p𝜉, 𝜉 ∈ 𝐺p𝑛−2 . Then we infer

𝑓(𝜂0 + p𝜉) = 𝑓(𝜂0) + p(𝛼1 + 2𝛼2𝜂0)𝜉 + p2𝛼′
2𝜉

2 + · · · = 𝑓(𝜂0) + p2𝑓1(𝜉),

where the polynomial 𝑓1(𝜉) has such type as 𝑓(𝜉).

So, after
[︀
𝑛
2

]︀
steps we obtain

|𝑆(𝑓, p𝑛)| =

⎧⎪⎨⎪⎩
𝑁(p)

𝑛
2 𝑖𝑓 𝑛 𝑖𝑠 𝑒𝑣𝑒𝑛,

𝑁(p)
𝑛−1
2

⃒⃒⃒⃒
⃒ ∑︀𝜉∈𝐺p

𝑒
2𝜋𝑖ℜ

(︂
𝛽1+𝛽𝜉2

p

)︂ ⃒⃒⃒⃒
⃒ 𝑖𝑓 𝑛 𝑖𝑠 𝑜𝑑𝑑.

By the estimate of the Gauss sum we have the assertion of Lemma.
The case p = 1 + 𝑖 can be considered similarly. �

Corollary 1. Let 𝑓(𝜉) = 𝛼𝜉 + 𝛽𝜉2 + p(𝛾𝜉2 + · · · ) be a polynomial over 𝐺, and
let (𝛽, p) = 1. Then for any 𝛿 ∈ 𝐺, we have⃒⃒⃒⃒

⃒⃒ ∑︁
𝜉∈𝐺*

p𝑛

𝑒
2𝜋𝑖ℜ

(︂
𝑓(𝜉)+𝛿𝜉−1

p𝑛

)︂ ⃒⃒⃒⃒
⃒⃒ 6 2𝑁(p)

𝑛
2 .
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Indeed, putting 𝜉 = 𝜂+p𝑛−1𝜁, 𝜂 ∈ 𝐺*
p𝑛−1 , 𝜁 ∈ 𝐺p, and observing that 𝜉−1 = 𝜂−1−

−p𝑛−1𝜉(𝜂−1)2, where 𝜂−1 be a multiplicative inverse modp𝑛 for 𝜂, we immediately
infer that inequality holds by Lemma 1.

Similarly, assertion holds for the same exponential sums over Z𝑝𝑛 .

Let us denote by 𝐸𝑚 the following subgroup of 𝐺*
𝑝𝑚 , 𝑝 ≡ 3 (mod 4), 𝑝 be a prime

number in Z:

𝐸+
𝑚 := {𝑥 ∈ 𝐺*

𝑝𝑚 : 𝑁(𝑥) ≡ 1 (mod 𝑝𝑚)}.

The subgroup 𝐸+
𝑚 we will call the norm group in 𝐺*

𝑝𝑚 .

Take into account that the multiplicative group of the field 𝐺𝑝 is a cyclic group.
It is easy to prove (as in Z*

𝑝𝑚) that it exists a generating element of the group 𝐸+
1 ,

such that it will generate every group 𝐸+
𝑚, 𝑚 > 1.

In order to find that element, we take such generating element 𝑔0 of group 𝐺*
𝑝 for

which 𝑔
(𝑝+1)𝑝
0 = 1+ ℎ𝑝2 with (ℎ, 𝑝) = 1. Then 𝑔𝑝−1

0 is revealed generating element of
group 𝐸+

𝑚, 𝑚 = 1, 2, . . ..
Moreover, we have

Lemma 2. Let us 𝑢+𝑖𝑣 ∈ 𝐸𝑚 be a generating element of 𝐸𝑚. Then ord(𝑢+𝑖𝑣) =
= |𝐸𝑚| = 2(𝑝+ 1)𝑝𝑚−1 and

(𝑢+ 𝑖𝑣)2(𝑝+1) = 1 + 𝑝2𝑥0 + 𝑖𝑝𝑦0,

𝑥0 + 2𝑦20 ≡ 0 (mod 𝑝), (𝑥0, 𝑝) = (𝑦0, 𝑝) = 1,

and also for any 𝑡 = 4, 5, . . ., we have modulo 𝑝𝑚

ℜ(𝑢+ 𝑖𝑣)2(𝑝+1)𝑡 = 𝐴0 +𝐴1𝑡+𝐴2𝑡
2 + · · ·+𝐴𝑚−1𝑡

𝑚−1,

ℑ(𝑢+ 𝑖𝑣)2(𝑝+1)𝑡 = 𝐵0 +𝐴1𝑡+𝐵2𝑡
2 + · · ·+𝐵𝑚−1𝑡

𝑚−1,
(3)

where ⎧⎪⎪⎨⎪⎪⎩
𝐴0 ≡ 1 (mod 𝑝4), 𝐵0 ≡ 0 (mod 𝑝4),
𝐴1 ≡ 𝑝2𝑥0 +

1
2𝑝

2𝑦20 ≡ 0 (mod 𝑝3), 𝐵1 ≡ 𝑝𝑦0 (mod 𝑝3),
𝐴2 ≡ − 1

2𝑝
2𝑦20 (mod 𝑝3), 𝐵2 ≡ 0 (mod 𝑝3),

𝐴𝑗 ≡ 𝐵𝑗 ≡ 0 (mod 𝑝3), 𝑗 = 3, 4, . . .𝑚− 1.

(4)

�

Denote

(𝑢+ 𝑖𝑣)2𝑘 = 𝑢(𝑘) + 𝑖𝑣(𝑘), 0 6 𝑘 6 𝑝,

(𝑢+ 𝑖𝑣)2(𝑝+1)𝑡+2𝑘 ≡
𝑚−1∑︀
𝑗=0

(𝐴𝑗(𝑘) + 𝑖𝐵𝑗(𝑘)) 𝑡
𝑗 (mod 𝑝𝑚).

It is clear
𝐴𝑗(𝑘) = 𝐴𝑗𝑢(𝑘)−𝐵𝑗𝑣(𝑘),

𝐵𝑗(𝑘) = 𝐴𝑗𝑣(𝑘) +𝐵𝑗𝑢(𝑘).

Thus from Lemma 1 we have
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Corollary 2. For 𝑘 = 1, 2, . . . , 𝑝, we have

𝑢(𝑘) ≡ 𝑢(−𝑘), 𝑣(𝑘) ≡ −𝑣(−𝑘) (mod 𝑝𝑚),

(𝑢(𝑘), 𝑝) = (𝑣(𝑘), 𝑝) = 1, if 𝑘 ̸= 𝑝+ 1

2
,
3(𝑝+ 1)

2
,

𝑢(0) = 1, 𝑣(0) = 0,

𝑢(𝑘) ≡ 0 (mod 𝑝), (𝑣(𝑘), 𝑝) = 1, 𝑖𝑓 𝑘 =
𝑝+ 1

2
,
3(𝑝+ 1)

2
.

Moreover, for 𝑘 ̸= 𝑝+1
2 , 3(𝑝+1)

2

𝐴0(𝑘) ≡ 𝑢(𝑘), 𝐵0(𝑘) ≡ 𝑣(𝑘) (mod 𝑝),

𝑝||𝐴1(𝑘), 𝑝||𝐵1(𝑘), 𝑝
2||𝐴2(𝑘), 𝑝

2||𝐵2(𝑘)

and

𝐴0(0) ≡ 1, 𝐵0(0) ≡ 0,

𝐴1(0) ≡ 0 (mod 𝑝4), 𝐵1(0) ≡ 𝑝𝑦0 (mod 𝑝4), 𝑝2||𝐴2(0), 𝐵2(0) ≡ 0 (mod 𝑝3),

𝐴0(𝑝+ 1) ≡ −1 (mod 𝑝3), 𝐵0(𝑝+ 1) ≡ 0 (mod 𝑝3),

𝐴0(𝑘) ≡ 0, 𝐵0(𝑘) ≡ 0 (mod 𝑝),

𝑝||𝐴1(𝑘), 𝑝
2||𝐵1(𝑘), 𝑝

2||𝐴2(𝑘), 𝐵2(𝑘) ≡ 0 (mod 𝑝3) 𝑖𝑓 𝑘 =
𝑝+ 1

2
,
3(𝑝+ 1)

2
,

moreover,

𝐴𝑗(𝑘) ≡ 𝐵𝑗(𝑘) ≡ 0 (mod 𝑝3), 𝑘 = 0, 1, . . . , 2𝑝+ 1, 𝑗 > 3.

In view the congruence

(𝑢+ 𝑖𝑣)𝑝+1 = 1 + 𝑝2𝑥0 + 𝑖𝑦0,

(𝑥0, 𝑝) = (𝑦0, 𝑝) = 1,

2𝑥0 + 𝑦20 ≡ 0 (mod 𝑝),

𝑢2 + 𝑣2 ≡ +1 (mod 𝑝𝑚),

the proof of Corollary 2 is a simple exercise and we omit.

Main Results

Circular generator of PRN’s. We select a random number 𝑘 from {0, 1, 2, . . . ,
𝑝− 1} and consider the sequence {(𝑢+ 𝑖𝑣)2(𝑝+1)𝑛+2𝑘}, 𝑛 = 0, 1, . . . , 𝑝𝑚−1 − 1, where
𝑢+ 𝑖𝑣 is a generating element of 𝐸𝑚.

Denote

𝑍𝑛(𝑘) = 𝑍𝑛 = ℜ
(︁
(𝑢+ 𝑖𝑣)2(𝑝+1)𝑛+2𝑘

)︁
,

𝑊𝑛(𝑘) =𝑊𝑛 = ℑ
(︁
(𝑢+ 𝑖𝑣)2(𝑝+1)𝑛+2𝑘

)︁
.

The description of this sequences there is in Lemma 2. We saw that (𝑢 +
𝑖𝑣)2(𝑝+1) = 𝑢0 + 𝑖𝑣0, where 𝑢0 = 1 + 𝑝2𝑥0, 𝑣0 = 𝑦0, (𝑥0, 𝑝) = (𝑦0, 𝑝) = 1 and
𝑥0 + 2𝑦20 ≡ 0 (mod 𝑝).
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Hence,
𝑍𝑛+1 ≡ ℜ((𝑢0 + 𝑖𝑣0)

𝑛 · (𝑢0 + 𝑖𝑣0) · (𝑢(𝑘) + 𝑖𝑣(𝑘))) ≡
≡ 𝑍𝑛𝑢0 −𝑊𝑡𝑣0 (mod 𝑝𝑚),

(5)

𝑊𝑛+1 ≡ 𝑍𝑡𝑣0 +𝑊𝑡𝑢0 (mod 𝑝𝑚) (6)

for 𝑛 = 0, 1, . . . , 𝑝𝑚−1 − 1.
The sequence (5) and (6) satisfies that condition

𝑍2
𝑛 +𝑊 2

𝑛 ≡ 1 (mod 𝑝𝑛)

for any 𝑛 ∈ Z𝑝𝑛−1 and 𝑘 ∈ {0, 1, . . . , 𝑝}.
Thus we call the sequences (5) and (6) circular sequences of PRN’s.

Let 𝑋
(𝑘)
𝑛 := 𝑋𝑛 = 𝑍𝑛

𝑊𝑛
.

Theorem 1. For 𝑘 ∈ {0, 1, . . . , 2𝑝+ 1}�
{︁
0, 𝑝+1

2 , 𝑝+ 1, 3(𝑝+1)
2

}︁
we have

𝑆𝑋(𝐴, 𝑝𝑚) =
∑︁

𝑛∈Z𝑝𝑚−1

𝑒𝑝𝑚(𝐴𝑋𝑛) ≪ 2𝑝
𝑚
2 (7)

with an absolute constant in symbol ”≪ ”.

Proof. From Corollary we infer

𝑋𝑛 = 𝑐0(𝑘) + 𝑐1(𝑘)𝑛+ 𝑐2(𝑘)𝑛
2 + · · · ,

where
𝑐1(𝑘) = 𝑝𝑦0(1− 2𝑣2(𝑘)) = 𝑝𝑦0(3 + 2𝑢2(𝑘)),

𝑐2(𝑘) ≡ 𝑥0(𝑝
2)− 5

3
𝑢(𝑘)𝑣−1(𝑘)𝑥0𝑦0𝑝

3 − 𝑢(𝑘)𝑣(𝑘)−2𝑝2𝑦20 ≡

≡ 𝑝2𝑥0(−1 + 2𝑢− 𝑢2) ≡ −𝑝2𝑥0(1− 𝑢)2 (mod 𝑝3),

𝑐𝑗(𝑘) ≡ 0 (mod 𝑝3), 𝑗 > 3.

(8)

Noting that the congruences

3 + 2𝑢2(𝑘) ≡ 0 (mod 𝑝),

1− 𝑢(𝑘) ≡ 0 (mod 𝑝),

cannot be realized simultaneously, we, by Lemma 1 (for rational case), obtain the
statement of theorem. �

Corollary 3. For 1 < 𝑁 < 𝑝𝑚−1 and any 𝑘 ∈ {0, 1, . . . , 𝑝}⃒⃒⃒⃒
⃒
𝑁−1∑︁
𝑛=0

𝑒2𝜋𝑖
𝑎𝑍𝑛(𝑘)+𝑏𝑊𝑛(𝑘)

𝑝𝑚

⃒⃒⃒⃒
⃒ 6 2𝑝

𝑚
2 log 𝑝𝑚. (9)

Indeed, the inequality (9) is consequence of well-known estimate of incomplete
sum by complete sum. �
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Theorem 2. Let 𝑠 be positive integer, ℎ1, . . . , ℎ𝑠 ∈ Z𝑝𝑚 , (ℎ1, . . . , ℎ𝑠, 𝑝) = 1.
Then for 𝑠 ∈ {1, 2, . . . , 𝑝− 1} the following estimate

𝑆(ℎ1, . . . , ℎ𝑠) =

𝑝𝑚−1−1∑︁
𝑛=0

𝑒𝑝𝑚(ℎ1𝑋𝑛 + ℎ2𝑋𝑛+1 + · · ·+ ℎ𝑠𝑋𝑛+𝑠−1) ≪ 𝑝
𝑚
2

holds (with an absolute constant depending only on 𝑠).

Proof. Using (8) and calculating coefficients for 𝑛 and 𝑛2 in presentation
ℎ1𝑥(𝑛) + ℎ2𝑥(𝑛 + 1) + · · · + ℎ𝑠𝑥(𝑛 + 𝑠 − 1) as a polynomial of 𝑛 or (𝑛 + 1),..., or
𝑛 + 𝑠 − 1, we obtain (by Lemma 1) that 𝑆(ℎ1, . . . , ℎ𝑠) ̸= 0 only if 3 + 2𝑢2(𝑘) ≡ 0
(mod 𝑝). In such case we estimate the sum 𝑆(ℎ1, . . . , ℎ𝑠) as 𝑂

(︀
𝑝

𝑚
2

)︀
with the absolute

constant in symbol ”O”. In other cases this sum is zero. �

Corollary 4. In the conditions of Theorem 2 we have

𝑁−1∑︁
𝑛=0

𝑒𝑝𝑚(ℎ1𝑋𝑛 + ℎ2𝑋𝑛+1 + · · ·ℎ𝑠𝑋𝑛+𝑠−1) ≪ 𝑝
𝑚
2 log 𝑝𝑚.

Discrepancy bound. Consider the sequence {𝑋𝑛}, 𝑛 = 0, 1, 2, . . . of the el-
ements of Z𝑝𝑚 defined above. Let {𝑌𝑛} be a sequence of PRN’s in interval [0, 1)
obtained by the normalization 𝑌𝑛 = 𝑋𝑛

𝑝𝑚 ,

The sequence {𝑦(𝑛)}, 𝑛 = 0, 1, . . ., is purely periodic with the period length
𝜏 = 𝑝𝑚−1.

Equidistribution and statistical independency properties of pseudorandom num-
bers can be analyzed based on the discrepancy of certain point sets in [0, 1)𝑠.

Besides the discrepancy, there exist other important criteria for the uniformity
and independence of PRN’s. We will restrict our attention to the discrepancy, since
it is the most important measure of uniformity and independence in connection with
PRN’s.

For 𝑁 arbitrary points, 𝑥0, 𝑥1, . . . , 𝑥𝑁−1 ∈ [0, 1)𝑑, the discrepancy is defined by

𝐷𝑁 (𝑥0, 𝑥1, . . . , 𝑥𝑁−1) = sup
𝐼⊂[0,1)𝑑

⃒⃒⃒⃒
𝐴𝑁 (𝐼)

𝑁
− |𝐼|

⃒⃒⃒⃒
, (10)

where the supremum is extended over all subintervals 𝐼 of [0, 1)𝑑, 𝐴𝑁 (𝐼) is the num-
ber of points among 𝑥0, 𝑥1, . . . , 𝑥𝑁−1 falling into 𝐼, and |𝐼| denotes the 𝑑-dimensional
volume of 𝐼.

Our goal is to obtain a nontrivial discrepancy estimate for a part of period
for the circular generators of pseudorandom numbers. In particular, we shall es-
timate discrepancy for the sequence {𝜔ℓ}, 𝜔ℓ = 𝑥ℓ

𝑝𝑚 , ℓ > 0 and for the sequence

{Ωℓ}, Ωℓ = (𝜔ℓ, 𝜔ℓ+1, . . . , 𝜔ℓ+𝑠−1), ℓ > 0, 𝑠 > 2. Well-known that a small value
𝐷(𝜔0, 𝜔1, . . . , 𝜔𝑁−1) guarantees an uniform distribution {𝜔ℓ}, ℓ > 0 on [0, 1), and a
small value 𝐷(Ω0,Ω1, . . . ,Ω𝑁−1) means that the sequence {𝜔ℓ}, ℓ > 0, pass the two-
dimensional serial test on the statistical independence properties of this sequence. In
the cryptographical applications the property of statistical independence means that
the circulate congruential pseudorandom sequence {𝑥ℓ}, ℓ > 0, is unpredictable.
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In the following, some further notation is necessary.
For integers 𝑑 > 1 and 𝑞 > 2, let 𝐶𝑑(𝑞) be the set of all nonzero lattice points

h = (ℎ1, . . . , ℎ𝑑) ∈ Z𝑑 with − 𝑞
2 < ℎ𝑗 6

𝑞
2 for 1 6 𝑗 6 𝑑. Define for h ∈ 𝐶𝑑(𝑞)

𝑟(ℎ, 𝑞) =

{︃
1 𝑖𝑓 ℎ = 0,

𝑞 sin (𝜋 |ℎ|
𝑞 ) 𝑖𝑓 ℎ ̸= 0,

𝑟(h, 𝑞) =
𝑑∏︀

𝑗=1

𝑟(ℎ𝑗 , 𝑞).

(11)

Moreover, several auxiliary results are given.

Lemma 3. Let 𝑁 > 1 and 𝑞 > 2 be integers. Suppose that y0,y1, . . . ,yN−1 ∈ Z𝑑
𝑞 .

Then the discrepancy of the points tℓ =
yℓ

𝑞 ∈ [0, 1)𝑑, ℓ = 0, 1, . . . , 𝑁 − 1, satisfies

𝐷𝑁 (t0, t1, . . . , tN−1) 6
𝑑

𝑞
+

1

𝑁

∑︁
h∈𝐶𝑑(𝑞)

1

𝑟(h, 𝑞)

⃒⃒⃒⃒
⃒
𝑁−1∑︁
ℓ=0

𝑒(h · tℓ)

⃒⃒⃒⃒
⃒ (12)

(Proof see in [13], Theorem 3.1).

Lemma 4. Let 𝑇 be the period of the sequence {yk}, 𝑇 > 𝑁 > 1 and 𝑞 > 2 be
integers, yk ∈ {0, 1, . . . , 𝑞 − 1}𝑑 for 𝑘 = 0, 1, . . . , 𝑁 − 1; tk = yk

𝑞 ∈ [0, 1)𝑑. Then

𝐷𝑁 (t0, t1, . . . , tN−1) 6
𝑑

𝑞
+

1

𝑁

∑︁
h∈𝐶𝑑(𝑞)

∑︁
ℎ0∈(−𝑇

2 ,𝑇2 ]

1

𝑟(h, 𝑞)𝑟(ℎ0, 𝑇 )
×

×

⃒⃒⃒⃒
⃒

𝑇∑︁
𝑘=0

𝑒(h · tk +
𝑘ℎ0
𝑇

)

⃒⃒⃒⃒
⃒ .

(13)

This assertion follows from Lemma 3 and from an estimate of uncomplete expo-
nential sum through complete exponential sum.

Now it easy to prove the following theorems.

Theorem 3. Let 𝑝 ≡ 3 (mod 4) be a prime number and let the sequence produced

by circular generator (5)–(6) has a view 𝑋𝑛 =
ℜ((𝑢+𝑖𝑣)2(𝑝+1)𝑛+𝑘)
ℑ((𝑢+𝑖𝑣)2(𝑝+1)𝑛+𝑘)

. Then we have for

𝑘 ̸≡ 0 (mod 𝑝+1
2 )

𝐷𝑁

(︂
𝑋0

𝑝𝑚
,
𝑋1

𝑝𝑚
, . . . ,

𝑋𝑁−1

𝑝𝑚

)︂
6

1

𝑝𝑚
+

2𝑝
𝑚
2

𝑁

(︃
1

𝑝

(︂
2

𝜋
log 𝑝𝑚 +

7

5

)︂2

+ 1

)︃
,

where 1 6 𝑁 6 𝑝𝑚−1 − 1.

Theorem 4. Let 𝑇𝑛, 𝑛 = {0, 1, . . . , 𝑝𝑚−1+1} be a sequence of points 𝑇𝑛 ∈ [0, 1)𝑠,

𝑇𝑛 = (𝑋
(𝑘)
𝑛 , 𝑋

(𝑘)
𝑛+1, . . . , 𝑋

(𝑘)
𝑛+𝑠−1). Then for 𝑁 6 𝑝𝑚−1−1, 𝑘 ̸≡ 0 (mod 𝑝+1

2 ), 𝑠 6 𝑝− 1

𝐷
(𝑠)
𝑁 := 𝐷𝑁 (𝑇0, 𝑇1, . . . , 𝑇𝑁−1) 6

𝑠

𝑝𝑚
+

1

𝑝
𝑚−1

2

(︂
1 +

1

𝑝

(︂
2

𝜋
log 𝑝𝑚 +

7

5

)︂𝑠)︂
.
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The proof of these theorems follow from the estimates of theorems 1 and 2 and
their corollaries.

From Theorem 3 and 4 it follows that the sequences {ℜ
(︀
(𝑢+ 𝑖𝑣)2(𝑝+1)ℓ+2𝑘

)︀
} and

{ℑ
(︀
(𝑢+ 𝑖𝑣)2(𝑝+1)ℓ+2𝑘

)︀
} are equidistributed and pass 𝑠-dimensional test on unpre-

dictability.

Conclusion. By congruence 𝑁(𝑤) ≡ 1 (mod 𝑝𝑚) over the ring of Gaussian
integers Z[𝑤], we obtained the circle that produces a big family of circular generators.
The description of solution obtained above for such congruence allows to construct new
types of congruential generators. Also, this solution make possible to investigate quite
efficiently the related sequences of PRN’s on equidistribution and unpredictability in
terms of exponential sums.
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