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MUTAHHA JAJBHOCTI CHEHIAJBHUX NIAPO3AIJIIB IO BOPOTHBI
3 IHTEPHET-IHAXPANCTBOM Y 3APYBI)KHUX KPATHAX

CabGagam B.I1., k.Fo.H., TOLIEHT

3anopizekuti HayioHanbHUL YHIGepCcumem

VY cTarTi po3rISIAOTHCS aKTYalbHI MUTAHHS CTBOPEHHS Ta ()YHKI[IOHYBAHHs CHELiaJbHUX MiJPO3JLUIB MO
00pOTHOU 13 IHTEPHET-NMIAXPANCTBOM Y 3apyOLKHUX KpaiHax 3a//Is8 3alo3WYCHHS! HAKOTMYEHOTO JIOCBIY B
JUSIIBHOCTI ITPaBOOXOPOHHUX OpraHiB YKpaiHu.
Kutouogi  cnosa:  inmeprnem-waxpaticmeo, 6opomvoda, cneyianvHi  NiOpo30inu, PO3CNiOVEAHHS,  3/0YUH,
Kibep3noyuHHicmy, iHQOpMAayitiHi MexHoNoail.

Cabanam B.IT. BOITPOCHI JIEATEJILHOCTH CIELIMAJIbHBIX TTOJIPA3JIEJIEHHMA 110 BOPHBE C
WHTEPHET-MOUEHHUYECTBOM B 3APYBEXXHbIX CTPAHAX / 3anopoxckuil HalMOHaIbHbIH
YHUBEPCHUTET, YKpauHa
B crate paccMaTpuBAIOTCA aKTyalbHble BOMPOCH CO34aHMS M (YHKIMOHUPOBAHUS CHEIUATbHBIX
nozpasjaeneHuii mo Ooppbe ¢ MHTEPHET-MOLICHHUYECTBOM B 3apyOeKHBIX CTpaHax AJId AalbHeHIIero
3aUMCTBOBAHUSL HAKOIUIEHHOTO OIIbITA B J€ATEILHOCTH IIPAaBOOXPAHUTENILHBIX OPraHOB Y KPauHbl.
Knwouesvle cnoga: unmepHem-mouleHHU4ecmeo, 060pb0d, cneyualbHvle NoOpazoeneHus, paccie0osanue,
npecmynienue, KubepnpecntynHocmy, UHGOOPMAYUoHHbIe MEXHONO2UU

Sabadash V.P. ISSUES OF SPECIAL UNITS TO COMBAT INTERNET FRAUD IN FOREIGN
COUNTRIES / Zaporizhzhiy national university, Ukraine

The article deals with current issues of creation and functioning of special units to combat Internet fraud in
foreign countries for further borrowing of experience in the law enforcement bodies of Ukraine.

It is stated that in the world today is the creation of special organizations involved in various aspects of the
fight against Internet fraud, which can be roughly divided into three groups:

1) state specia organization, responsibilities which include the issues of combating crime in the sphere of
high technologies;

2) non-state interagency organizations that are engaged in registration of complaints of criminal activities
online orientation;

3) specia organizations and departments that are created within the framework of internationa or interstate
institutions.

So, the first group of special organizations include the organization and management created by the state as
part of the central government: Ministries, agencies, security services etc.

The second group of specia organizations and expert groups involved in the study of computer incidents, and
registering complaints against the criminal actions of Internet-oriented, acting as intermediari es between users
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of the Internet and special state organizations involved in combating computer crime in general, and Internet
fraud in particular.

There are three main types of expert groups that exist in the world and were investigating incidents of
computer and Internet security, namely:

1) Computer Emergency Response Team, CERT;
2) Computer Security Incident Response Team, CSIRT);
3) Computer Emergency Readiness Team.

In addition, in the world are being already established international associations CSIRT / CERT centers, such
as the Forum of Incident Response and Security Teams (FIRST) and the Trusted Introducer — community,
bringing together European teams to respond to information security incidents.

No doubt, the experience of leading countries in the collection, research and exchange of information about
computer incidents and cyber threats may well be used in Ukraine by creating online databases of incidents
and the Center for Internet crime complaints similar to the IC3 (Internet Crime Complaint Center — USA) and
RU CERT (Center for Response at Computer Incidents In Russian Federation).

Key words: Internet fraud, fight, special units, investigation, crime, cybercrime, information technology.

CbOTOJIHI Y TIOBCSIKICHHOMY KHTTi BUKOPUCTOBYEThCS 0e3I1iu pi3HOMaHITHUX BUCOKOTEXHOJOTTYHUX
NPUCTPOIB — TUIACTUKOBUX KapTOK, MOOUIbHUX TenedoHiB, IUIaHIIETiB, koMmm torepiB. [locTiliHo
3’SIBISIIOTBCS. HOBI MOJIENi, TpOTrpaMy Ta cepBicH. Bee 1e poOUTh Hale )HTTS KpaluM, aie notpedye
MEBHUX HABUYOK Ta 3HaHb. CyCHINBCTBO CTANO OLTBII TEXHOIOTIUHO 3aI€KHUM.

Pa3zoM i3 pO3BUTKOM BHCOKMX TEXHOJIOTiH, 3’SBISIOTbCS HOBI BUIOW WIAXPAliCTB, HANpaBJeHi Ha
MIPUCBOEHHS TPOILOBUX KOIITiB TPOMAJSH, IO CTABHUThH Hepel CYCIUIBCTBOM Ta MPaBOOXOPOHHUMHU
OopraHam¥ 3aBJIaHHS MPOTHIil TaKUM MaxpaichbkiM nposiBaM. OCOOJIMBO 1€ CTOCYEThCS TTOOATBLHOT
Mepexi [HTepHeT, sika He 3Ha€ KOPIOHIB, TOMY JO3BOJISE IIAaXpasM Ha BiACTaHi 3IifiCHFOBAaTH CBOT
3JI0YMHHI HaMipu. 3’sIBUBCS HABiTh TaKWii TEPMiH 5K « [HTepHeT-11axpaiicTBO».

OTxe, MeTOKw L€l CcTaTTi € HEeOoOXiIHICTh JOCHIKEHHsS MUTaHb CTBOPEHHS Ta (YHKLIOHYBaHHs
crieriaibHUX MiApPo3AiniB Mo O0poThOM i3 iHTEpHEeT-laxpaiicTBOM y 3apyOiKHUX KpaiHax 3aljist
3aMo3MUYeHHs] HAKOMTUUEHOTO OCBIAY B JisUIbHOCTI MPAaBOOXOPOHHUX OpraHiB YKpaiHu.

BuBYeHHs cTaHy HayKoBOi po3poOJieHOCTi MpoOsieMu MpOTHMil IHTEpHET-IIaXpPaicTBy IUIAXOM
CTBOPEHHS CleliaJIbHUX MiAPO3AiIiB Mo 60pOTHOM 3 TAKMM MPOSBOM 3JIOYMHHUX MOCATaHb MOKa3ao,
0I0 Ha Cy4YyaCHOMY eTalli CHeliaJIbHOrO JOCHiDKEHHA i3 1MX TpobiieM He mpoBoguiocs. [lporte
HeOOXiZIHO 3a3HAa4YUTH, L0 OKPEMi ACTEKTU MPOTUil KOMIT'IOTEPHiil 3JI0YMHHOCTI pO3risiAanucs B
poborax JI.C. AzapoBa, }O.M. barypuna, [I.[l. binenuyka, M.C. Bepry3zaeBa, B.b. Bexona,
B.O. T'ony6esa, M. /1. Tuxtspenko, €.1. TTandinoroi, O.M. TTonosa, H.A. CeniBaHoBa ii AesIKuX iH.

HeoOxinHo 3a3HauuTH, 110 HA CHOTOHINIHIN AEHb y CBiTi BK€ CTBOPEHI CIelialibHI OopraHizaiii, sKi
3aliMarOThCs Pi3HUMU acrieKTaMu 00poThOM i3 [HTepHeT-axpaicTBOM.

Beci 1i cniewianbHi opraHd YMOBHO MO>KHA TOJIIIUTH HA TPU BEJIMKI TPYIIH:

1)  nepxaBHi crneuianbHi oprasizauii, y (QyHKUiOHalbHI OOOB’SI3KM SIKMX BXOIATH IUTaHHs
00poTHOM 3i 310YMHAMU Y cepi BUCOKUX TEXHOJIOTI;

2) HellepXKaBHI MIKBiZJOMYi oOprasizaiii, ski 3aliMarOTbCsi pEeCTpalli€l0 cKapr Ha 3J04YMHHI il
[HTEpHET CripsAMYyBaHHS;

3) crieuianbHi  opraHizamii Ta JAenapTaMeHTH, 110 CTBOPIOIOThCS B paMKax AisIbHOCTI
MDKHAPOIHUX YW MiXKAEPYKABHUX iHCTUTYLIIH.

Jlo mepmoi rpymu cCrhenialibHUX OpraHizamiii BiHOCATBCS oOpradizamii Ta ynpaBliHHSI, SKi
CTBOPIOIOTHCS JIep)KaBaMUu y CKJIaji LEHTPaJIbHUX OpraHiB Biaau: MiHicTepcTs, BimoMcTB, Ciyx0
O€e3MeKH TOLLIO.

Taxk, B Pociiicekiit @enepanii — ne bropo crnenianpanx TexHivHNX 3axoniB MBC Pocii, no crpykTypu
skoro yBilinuto YmnpaBninas «K». CporomHi [isyibHICTh LBOTO TMiAPO3MAIMY HampaBiieHa Ha
NPUINMHEHHs HalpPi3HOMAHITHILIMX BUIB MPOTUMPABHUX [lisiHb, i, B MEpULy Yepry, 3J04UHIB Y cdepi
iH(opMalifHUX TEXHOJIOTIli — TaKuX sK 3JI0YMHU Yy cdepi KOMIT'IOTepHOi iH(dopMallii, eneKTpoHHe
niaxpaicTso i T.iH.
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VY CnonyyeHuX WITaTax AMEPUKU MUTAHHAMU OOPOTHOM 3i 31M04MHAMU Y cepi BUCOKUX TEXHOJIOTii
3aiiMarOThCs JeKibKa CrielialbHUX IEPKaBHUX OpraHizailiii.

[Mo-nepuie, e ®enepanvhe Gtopo poschimyBaHHsi (the Federal Bureau of Investigation — FBI), y
ckaani skoro y 1996 poui crBopeHo Kibepmiaposznin (Cyber Divison FBI). auuii nigposain
(yHKIiOHY€E Ha MpaBaX OKPEMOTo YIpaBJiHHS B cTpykTypi ®BP Ta Mae 4oTupw Binainu, onuH 3 sIKUX
came il 3aiiMaeThCs MUTAHHAMU NMPOTHAIT maxpaiicream (Fraud) [1, 115].

Kpim Toro, y ckiani Minicrepcta ¢inancie CIIA nie CekpetHa cirysx6a CIIIA (US Secret Service),
sIKa TPOBOJIMTH PO3CIiyBaHHs (hiHAHCOBUX 3JI0UMHIB 33 TPhOMA HAMPSIMAMU:

- 3JI04UHU TPOTU (HiHAHCOBOT CHUCTEMHU (3JIOYMHU TPOTU (PiHAHCOBUX YCTAHOB (OaHKiBCbke
maxpaiicTeo), MaxpaicTBO 3 BHUKOPUCTAHHSIM EIEKTPOHHMX 3aco0iB AocTymy (KpeauTHHX
KapToK), BiIMUBaHHs TpoLIeii);

- 37I0YHMHY 3 BUKOPUCTAHHAM €JIEKTPOHHOI amaparypu (KOMIT FOTepHe IaXpaiicTBo, IaxpaiicTBO
npoTH TeneHOHHNUX KOMIaHii);

- maxpaiictea MpoTu JepxaBHUX (iHaHCOBUX mporpaMm (3000B’s3aHHs kazHauelicTBa CILIA,
MaxiHailii 3 eJIeKTPOHHUM TiepeKa3oM TPOLIOBHUX KOINTIB, iHII MaxiHaii) [1, 116].

VY Benukobpuranii y 2001 poui 3a iHiniatnBoro acouiauii HavyanbHukiB moniuii (ACPO) Oyro
cTtBopeHo HauioHaneHuit minpo3nin mo OopoTbOi 31 3mouMHamMu y cdepi BUCOKMX TEXHOJOTIi
Koponiscta Bennkobpuranii (National High-Tech Crime Unit — NHTCU).

NHTCU 3aiimaBcsi po3ciilyBaHHsIM TaKuX 3JI04MHIB, IO CKOIOKTHCS y Mepexi IHTepHeT, sk 371amMu,
Bipycu-XpoOaku, iHTepHET-I1axpaiicTBa Ta iHIIUX 3JI0UYMHIB y cepi BUCOKMX TEXHOJIOTIM, OB’ A3aHUX
i3 BUKOPUCTAaHHAM KOMIT FOTEPIB Ta TeJIEKOMYHiKalliiiHOro o0NaiHaHH [2].

1 kBiTHsa 2006 poky y BenukoOpuTtanii Ha migcrasi 3akony 2005 poky «IIpo cepiio3Hy opraHizoBaHy
3nounHHICTh Ta moniuito» (The Serious Organised Crime and Police Act 2005) [3] Gyno cTBOpeHO
HaitioHanbHe AreHTCTBO MO 0OpoThOi 3 opraHizoBaHOW0 3mounHHICTIO (Serious Organised Crime
Agency — SOCA) uumsixom nepenadi (yHKLi BiAginiB Ta ynpaBiiHb NEKUIBKOX MPaBOOXOPOHHUX
opraHiB Benuko6puranii: HamionansHol antukpuminaneaoi 6puramu (National Crime Squad — NCS),
HauionaneHoro mimpo3ainy no 60opots0i 3i 3710uriHaMu y cdepi Bucokux texHonoriit (The National
Hi-Tech Crime Unit — NHTCU), HanionanbHoi ciy»x0u kpumiHanbHOl po3Binku (National Criminal
Intelligence Service), cexiii 3 po3KpUTTS Ta PO3CTiAyBaHHS 3JI0UMHIB y cdepi HE3aKOHHOTO 00iry
HapkoThkiB KopomiBcbkoi akumsuoi i TamoxkeHoi ciayx6u (HM Revenue & Customs — HMRC),
MuTHOT ¢i1yk0M B 4aCTMHI KOMIMETEHLT MpOTUail opraHizoBaHiii 304MHHOCTI y cdepi mirpauii. Y
2008 poui 1o SOCA mnpueaHanocst ATeHTCTBO 3 BUITydeHHs akTHBiB (Assets Recovery Agency), y Toit
e Yac K Biamin mo OoporbOi 3 Beiaukum miaxpaiictBoM (Serious Fraud Office) 3anuinaerbcs
OKpEeMUM MiApO3IiJIOM.

Ha cooropnimniii aeHb SOCA (sx anamor ®enepanbHoro Oropo poscnigyBanus CIIA) e
CaMOCTiliHUM (OpraHizaliiiHO He3aJIe)KHUM) MDKBIIOMYMM NEpXKaBHUM IPABOOXOPOHHUM OPraHOM
ypsany O6’eqnanoro KoposiBcTa, mo ¢popManbHO BiqHeceHHid 10 MiHicTepcTBa BHYTPIIIHIX CHpaB,
KM 37IHCHIOE CBOKO AisUIbHICTh y Mekax Bcboro O0’eqHaHoro KoposiBcTBa Ta criBpoOiTHHYAE
(duepe3 iioro mMepexxy MiKHApOJHHUX MPENCTaBHULTB) 3 OararbMma 3apyOiKHUMM MPAaBOOXOPOHHUMHU
opraHaMmH Ta crierciry;xoamu [4].

VY uepsHi 2011 poky koaniuiiiHuii ypsin BenukoOpurasii oronocus, 1mo 3 1 xoBTHsA 2013 poky ¢yHKLiT
SOCA B uyactuHi OOpOTHOM i3 KOMITIOTEPHOIO 3JI0YMHHICTIO OynayTh mepenaHi HaiioHambHOMY
nigposminy nportuctosiHus kibepsnounnam (National Cyber Crime Unit, NCCU) Hauionansnoro
areHTcTBa mo 60poThOi 3i 3mounnHicTio (Nationa Crime Agency, NCA) Ha miacrasi p.1 Tak 3BaHOro
"Bins mpo 3nounHu it cynu" Benukobpurauii (The Crime and Courts Bill 2012-2013).

Baxnuea ponb Mo mpoTumii maxpaiictBy y BenukoOpuTaHii BiIBOIWTBbCS TakKoX CHElialbHOMY
ynpaeninHio KoponiBebkoi npokypopcbkoi ciayxdu (Crown Prosecution Service — CPS), a came —
LentpanpHiii Tpymi 3 mnpoTuail maxpaiicTBy, cremiamictTu sikoi (OKYyCyrTh CBOi 3ycwiis Ha
MigTpUMaHHI 0OBMHYBA4Y€HHs 1O CIpaBax Mpo BEJUKi i ckiagHi maxpaiicrsa [5].

Y 1994 poui y cknaai nomiueidicekoro ynpaeiiHHsa M.Mionxen (Himeuunna) Oyno cTBOpeHO
crietiasibHy rpymny 1o 6opoTh0i 3i 3mounHamu y chepi Bucokux texHosorii (AG EDV). IlisHimre y
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CTpyKTYpi (enepanbHoi nouiuii HimeuunHu ctBopeno rpymny «TexHosnorii», 10 cknamgy sKoi BXOJUTh
noHay 60 MpaliBHUKIB KPUMiHAIBHOT MOILiT, TEXHIKiB, iHKEHEPIiB Ta BUSHUX Pi3HUX CMEliabHOCTEM.
IX 3aBmamHHsAMM € fK caMmoCTiiiHe pO3CJilyBaHHA BHCOKOTEXHIUHMX 3704MHIB (y TOMy 4MCHi i
1IaxXpaiiCcTB), TaK i COPUsSHHS POOOTI IHIUMX MiAPO3/iiB, MPOBEASHHS TOCIIKEHb I CTBOPEHHS HOBUX
nporpamMHo-anapaTHUX 3aco0iB AJis NOJiLiT, Mi>kHapoaHe criBpodiTHULTRO [1, 118].

Y ®panuysbkiii Pecniyonini y 1994 poui 6yno ctBopeHo «Ciyk0y Mo MpOTUAil 3MOBXKHUBAHHSAM Y
cepi indopmaniiinux Texnomoriii (SEFTI). Jlanmit migposmin mignmopsinikoBYeThCs YTpaBITiHHIO
napu3bKol KPUMiHABHOT MOMILIT, IOT0 KOMIETEHIIi€l0 € 6OPOTHOA 3 «IHTENEKTYaNbHUMY MipaTCTBOM
Ta «XaKiHrom». PO3KpUTTAM €KOHOMIYHMX 3JIOYMHIB Yy Mepexi IHTepHer 3aiimMaeTbcsi Bimuin
ExoHoMiuHMx Ta iHaHCOBUX cripaB kpuMiHanbHOT noditii (SDAEF), a Takox crieniianibHa Opurazaa mo
wiaTikHuM 1axpaiicream (BFMP), ronoBHuM 3aBiaHHsM SIKOT € BUSIBJIICGHHSI 3JI0UYMHIB, MOB’I3aHUX 3
BUKOPHUCTaHHSIM TUTaTiKHUX KapTok [1, 118].

VYV Kanani ¢yHkuii 60poTh0M 3 KOMIT'FOTEPHOIO 3J0YMHHICTIO TMOKJAACHI Ha BiJAill €KOHOMiYHHUX
3nounHiB (CCS) KoposiBcbkoi kaHaaCchKol MoJiLil, NpeCTaBHULITBA KOrO CTBOPEHI B YCiX BEJIMKUX
MicTax KpaiHu (10 ckjiaay NMpeaCTaBHMIITBA BXOIWTh K MiHIMyM OJMH MpaliBHUK — CIEL[ialliCT Mo
PO3CITiyBaHHIO KOMIT FOTEPHHMX 3JI0YMHIB) Ta Bimmin mo BucokorexHiunmm 3moumnam (High Tech
Crime Forensics Unit, HTCFU), sikuii po3milieHo y rojioBaoMy odici Kopomiecbkoi mosiiii B OtraBsi
[1, 122].

B Iuzil 60poTe0y 3 €NeKTPOHHOIO 3IOYMHHICTIO 3AikicHIoE LleHTpanbre Gropo posciimysans (Central
Bureau of Investigation, CBI), y ctpyktypi sikoro 3 2000 poxy (GpyHKIIOHYIOTh CEKTOpP PO3CITiyBaHH:;
eJIEKTPOHHMX 3JI0YMHIB Ta Bimminm 3 mocmimkenHs kiGepsmoumnuocti (Cyber Crime Research &
Development Unit, CCRDU. Bignin CCRDU 3aiimaeThcsi 30MpaHHAM, HAKOMUYEHHSIM Ta aHali3oM
iH(popMalii mpo KoMIT' FOTepHi 37104uHH [1, 123].

CTOCOBHO Jpyroi rpynu cCreliafibHUX OpraHizalliif, To TyT MM MOXXEMO 3a3HAYUTH HACTYIHE: Ha
CHOTOJIHIIIHINM JIeHb y CBiTi CTBOpPEHO 0araTo CIeliaIbHAX OpraHizaiiii Ta eKCIepTHUX Tpyr, II0
3aliMarOThCs BUBYCHHSIM KOMIT FOTEPHHX iHIMICHTIB Ta PEECTPALli€r0 cKapr Ha 3J04YMHHI Aii [HTepHeT
CIpsIMYyBaHHS, SIKi BHUCTYNAlOTh CBOEPITHUM «MIiCTKOM» MK KOpHCTyBa4amMu [HTepHeT Ta
CrielialbHUMU  JAepKaBHUMU  OpraHi3alisiMi, 110 3aiiMaloThCsl NHUTaHHAMU  OopoThOu i3
KOMIT’ FOTePHHIMHU 3JI0YMHAMHE B3araii, Ta iHTepHET-IIaXpaiicTBOM 30KpeMa.

OnHUM i3 IPOBITHKX LIEHTPIB Yy CBITi, Oe3nepeyHo, € LleHTp mo ckaprax y mepexi Inreprer (Internet
Crime Complaint Center — IC3), skwuii po3tamoByeThcss B CrolydeHHX ITatax AMEpUKH Ta
KOOpIMHYE poOOTYy NepKaBHUX areHTCTB, OTPUMYIOUM Ta IOCIHiKYFOUM CKaprd Ha Imaxpaicbki Ta
nigo3pini aii B [HTepHET-IpocTOpi 3 MoaanblInM NepeHanpaBieHHsM i€l iHhopMmalii ¢penepanbHuM,
JIepKaBHUM, MICLIEBUM Ta MiKHAPOJHUM MPABOOXOPOHHMM OpraHaM JJjisi BUPILUCHHS MUTaHHS MPO
MOPYIIEHHS KpUMiHAJIBHUX CIIPaB Ta KpUMiHAIbHE MepecilifyBaHHs 0Ci0, 10 BUMHMIIM 3JI0OYMHHI Jii y
Mepexi [HTepHeT.

IC3 nie y TicHi#t cniBnpani 3 [leHTpoM mocnimkeHHs GinoBopoTHUYKOBOI 3nounHHOCTI (National
White Collar Crime Center — NW3C), 3 ®enepaibium 6ropo posciinysanns (the Federal Bureau of
Investigation — FBI) Ta 3 Bropo topuauunoi momomoru aenapramenty lOctuuii CILIA (Bureau of
Justice Assistance— BJA) [6].

Okpim IC3, MM MOXE€MO Ha3BaTU TPU OCHOBHUX BUIM EKCIIEPTHUX TpPYM, IO iCHYIOTh Y CBITI, sKi
3aiiMaloThCsl BUBYCHHSIM 1HLMACHTIB B KOMIT FOTePHil Ta iHTepHeT-0e3nel, a came:

1) KOMIT'FOTEpHi I'pynu pearyBaHHs Ha Haa3BuuaiiHi cutyauii (Computer Emergency Response
Team, CERT);

2) KOMaH/IM KOMIT'I0TepHOT Oe3rneku no pearyBanHio Ha iHumuaeHTtu (Computer Security Incident
Response Team, CSIRT);

3) KOMIT'I0TepHi koMaHau ekcTpeHoi roroBHocTi (Computer Emergency Readiness Team).

Kpim Toro, B cBiti Bxke cTBopeHi MixkHapoaHi 06’enqHanHs CSIRT/CERT uentpis, Taki sik Forum of
Incident Response and Security Teams (FIRST) — Koaniuis neHTpiB pearyBaHHS Ha KOMIT FOTE€pHi
ingunenty; Ta Trusted Introducer — criBTOBapuUCTBO, 1110 00’ €/IHY€ €BPOINEHCHKI KOMaHAN pearyBaHHs
Ha iHIMIEeHTH iH(opMaliiiHoi Oe3reKy.
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[epumii koopaunauiiinuit ueHrp CERT (CERT Coordination Center, CERT/CC) Gyno ctBOpeHo y
mucronani 1988 poky B [HcTuTyTi MporpamHoro 3a0e3nedeHHst Ta TexHidyHux Hayk (SEI) YriBepcurery
Kapneri-Mennona (M. IlitrtcOypr, CHIA), micns Toro sik Tak 3BaHWil «xpobak Moppuca» ypasus
KOMIT'IOTepH ATEHTCTBAa 3 MEPCHEKTUBHUX OOOPOHHMX HAYKOBO-IOCIIIHMX po3poOok MiHicTrepcTBa
o6oponu CIIIA (Defense Advanced Research Projects Agency — DARPA) [7].

Oxkpim CERT/CC B CIIIA y Bepechi 2003 poky Oyino crBopeHo ['pymny roToBHOCTI 10 HaJ3BUYAHUX
cutyauii B iHpopmaniiinnx cucrtemax CIIIA (United States Computer Emergency Readiness Team,
US-CERT). USCERT € wuacruHoro HamionaneHoro Bimminy kibepsaxucty Minictepcrsa
HauionanbHoi Oe3neku CILIA (the Department of Homeland Security). US-CERT e uenrpanbHum
11i7101060B0 (QYHKLIOHYIOUNM OPraHOM, BilIOBiIANbHUM 32 B3a€EMOLII0 3 YPSIOBHMH CTPYKTypamu
(K denepaTbHUMU, TaK i MiCIIEBUMH), @ TAKOXK iHIIMMH Cy6’€KTaMH 3 MUTaHb 3aXUCTy iHpopmanii. [T
OCHOBHMM 000B’s3k0M € 30ip i mommpeHHs iH(oOpMalii 3 METOI pearyBaHHSI Ha IHLUOCHTH,
MiJBUIICHHST PiBHS CKOOPAMHOBAHOCTI Jiii, 3HWXKEHHs piBHs ypaznuocTi. Kpim toro, US-CERT
3aiiMaeThCsl PO3MOBCIOJDKEHHSM iHGOpMALil MPO TNOTOYHI NHUTaHHS Oe3MeKu, YpPa3JIMBOCTI Ta
excroiitn 4epe3 National Cyber Alert System Ta mpaifoe 3 MOCTaYalbHUKAMHU MPOrPaMHOTO
3a0e3neueHHs! Ui CTBOPEHHsI MaT4eld, 10 yCyBaloTh ypa3nuBocTi B cuctemax Oesmeku. US-CERT
nepebyBae y ckiani denepanbHoro ueHTpY KepyBaHHs iHuumeHtamu ypsamy CHIA it Bucrynae
KOOPIMHATOPOM 3 MUTaHb KoM toTepHoi 6e3neku CILA [8].

B Pociiicekiit @enepaliii Ha CbOTOMHIIIHIM JEHb TAKOX i€ NEKiJIbka aHAJIOTIYHUX TaKUX IEHTPIB —
RU-CERT, CERT-GIB, WebPlus ISP, GOV -CERT.RU.

RU.CERT (Russian Computer Emergency Response Team) — e aBTOHOMHA HEKOMepIliiiHa
opranizanis "LleHTp pearupoBaHusi Ha KOMITBIOTEpHbIE MHIMAEHTHI" (cTBOpeHa y 1998 pori), sika
odiuiiino 3apeectpoBaHa sik Computer Security Incident Response Team (CSIRT) i Bxoauth a0
cknany MmikHapoauux 06’ennanb CSIRT/CERT nentpiB (takux sik FIRST ta Trusted Introducer), Ta
odiuiiiHo, B pamMkax IaHUX O0O0’€HaHb, BUKOHYE (YHKIil KOHTAKTHOI CTOpOoHM B Pocilicbkiii
Odenepartii.

OcHOBHE 3aBAaHHs LIEHTPY — 3HWKEHHs piBHA 3arpo3 iHopmaiiifHOoT O0e3neku ajisi KOpHCTyBadiB
pociiicbkkoro cermenty wmepexi Inreprer. RU-CERT 3pilichioe 306ip, 30epiraHHs i 0OpoOKy
CTAaTHCTHYHUX JaHUX, TIOB’A3aHUX 3 TIOIMUPEHHM IIKiIJTMBAX POrpaM i MEpe:KHUX aTak Ha TePHTOPIT
P®, crnipusitoun TakuM YMHOM POCIHCHKUM Ta 3aKOPJOHHUM IOPUIWYHUM i (i3ud4HUM ocobaM mpu
BUSIBJICHHI, MMOMEPE/PKEHHI 1 MPUMUHEHHI NPOTUIPABHOI AisUIBHOCTi, sKa MAa€ BiJHOLICHHS 0
po3TalnoBaHuX Ha TepuTopii Pocilicbkoi Denepallii MepekHUX pecypceiB.

Jnst peanizauii mocraBnenux 3aBnaHb RU-CERT B3aemomie i3 mpoBimHumu pociiicbkumu 1T
KOMMaHisIMM, Cy0’€KTaMM OMNepaTHMBHO-PO3LIYKOBOT MdisIbHOCTi, OpraHamu [epXaBHOI BIagu Ta
yIpaBIliHHS, 3aKOPAOHHMMHU LIEHTPAMU pearyBaHHS Ha KOMITFOTEpHi iHIMAEGHTH Ta iHUOIUMU
opraHizalisiM, 1O 3iMCHIOIOTh CBOK MisNIbHICTh B 00JacTi KOMI'OTepHOI Ta iHdopmauiiiHOT
Oe3neku.

Cnig 3a3HauuTH, 110, [il0OYM B pamMKax HopmaruBHO-mipaBoBoi 0Oasu P®, RU-CERT He
YHNOBHOBa)XKCHUN 3aliMaTMCs BUPILICHHAM IWTaHb, WO MepeOyBalOTh Y BEACHHI MPaBOOXOPOHHUX
oprasiB. B mux Bunagkax HeoOXiqHO 3BepTaTHCs B perioHanbHi miaposainu ®Ch abo MBC PO [9].

CERT-GIB 6yno ctBopeHo y 2012 poui kommaniero Group-IB. CERT-GIB — ne npuBatHuii neHtp
pearyBaHHsl, 1110 00CIIyroBy€ CTOPOHHI OpraHizaiiii, ane, IpeTeHAye Ha 3BaHHs "MPOAEPHkKABHOIO", TOMY
mo came 3 HUM KoopIouHALilHWIT LEHTP POCIiCBKOro IOMeHa Mepexi IHTepHeT ykiaB yromy mpo
npotuaito kubepsarposzam y aomenax .RU i .P® (mopsin 3 migposainom Jlirn Ge3neunoro IHTepHery —
donnom "JlpyxHiii Pynet"). Llentp npaitoe B pexxumi 24x7 i Hanae nocinyru (Ha mifcraBi aDOHEHTCHKOTO
JIoroBopy abo I0roBopy odepTr) pearyBaHHs Ha HACTYIHI TUIM iHLMICHTIB: BiIMOBa B 00OCTyroByBaHHi
(Dos, DDos), kommpomerariisi iHpopMallii, KOMIpOMETallisl akTWBY, BHYTpilIHIA abo 3OBHIIIHII
HECaHKL[IOHOBAHUIl NOCTYII, CTBOPEHHs 1 TMOMIMPEHHS WIKIUIUBOIO MPOrpaMHOro 3abe3neveHHs,
MOPYILIEHHS MOJITUKY iHpopMariiiHoOT Oe3neku, (iluHT i He3aKOHHe BUKOpUCTaHHs OpeHna B I[HTepHeri,
maxpaichbki aii i3 cuctemamu JIbO Ta enekTpoHHMMU M1aTiKHUMU cuctemMamiu [10].

Heobxinno 3asnaumtn, mo Group-IB (kommanis — 3acHoBHmk CERT-GIB) — omna i3 mpoBimHux
MDKHApOIHUX KOMIAHiil 1Mo 3amoOiraHHio il po3ciigyBaHHIO KiOEp3JIOYMHIB Ta IIaxXpaicTB i3
BUKOPHCTAHHAM BHCOKUX TEXHOJIOTif, OCHOBHAMH HAampsSMKaMd IisUTBHOCTI SKOi € MOHITOPHHT i
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3anmobiraHHs  kibep3arpo3; ayaut iHdopmauiliHoi Oe3neku; KOMIT'IOTepHa KPUMiHAIICTHUKA;
po3ciligyBaHHsl KiOEp3JIOUMHIB i MIaxpaiiCTB i3 BUKOPHCTAHHSIM BHCOKHMX TEXHOJOTiH; po3pobka
iHHOBALIMHUX MPOrpaMHUX MPOAYKTIB LIOJA0 MOHITOPUHTY, BUABJICHHS Ta 3am00iraHHs BUHMKAOUMX
Kibep3arpo3s [11].

HemonasHo B P® Oyno crBopeno me omuH neHtp — GOV-CERT.RU — uentp pearyBaHHs Ha
KOMIT' FOTepHi IHIMIEHTH B iHopMaliiiHO-TenekoMyHikaniiiHux mepexax (ITM) opraniB nepsxaBHOT
Braanu P®, moKmMkaHWii BUPIlyBaTH HACTYIHI 3aBIaHHA: HaJaHHSA KOHCYJbTATMBHOT Ta METOAMYHOT
JIOTIOMOTY TpY NMPOBEACHHI 3aXOiB 11100 JIiKBimaLii HacHiAKiB KOMI'IOTepHUX iHUUAEHTiB B ITM
OpraHiB Jep>KaBHOI BJIay; aHali3 NPUYMH | YMOB BUHUKHEHHs iHUuaeHTiB B ITM opraHiB aep:kaBHOT
BJaaM; BUPOOJICHHS peKoMeHaaliii 3i crmocoOiB HelTpamizallil akTyalbHUX 3arpo3 Oe3rneku
iHpopMauii; B3aeMomisi 3 POCIMCbKUMH, 1HO3EMHMMH i MDKHAPOAHMMH  OpraHi3amisiMu,
BiJIMOBIIaTbHUMHM 32 pearyBaHHs Ha KOMIT FOTEPHI iHIMAEHTH; HArpoOMa/keHHs 1 aHani3 Bimomocreit
Mpo Taki iHmmaeHTy [12].

Llentp Webplus ISP CERT 3aiimaeTbcsi 00ciyroByBaHHSM TUJIbKW BIACHUX PECYPCiB.

OkpiM 3a3HavYeHUX LEHTpiB, B Pocilicekilt Menepartii nie me HanioHansHuii 1ieHTp 1Mo GOpOTHOI 3i
3nmounHamu y cepi Bucokux texnounoriii (National Hi-Tech Crime Unit.ru). HauionansHuii ueHTp mno
00poThOi 31 3M0UMHAMHU Y cepi BUCOKUX TEXHOJIOTiH — 1ie Hellep kaBHa MiXKBiZloMya opraisatlis, 1110
MPOBO/IUTH HE3aIEKHI KOMI IOTePHI, KOMIT FOTEPHO-TEXHIYHI Ta iHIII BUIM €KCHEPTU3 i JOCITiIKEHDb
Ha 3aMOBJICHHSI €KCIIEPTHO-KPUMiHATICTUYHUX Miapo3ainie MiHictepcTBa BHYTpiluHiX crpaB (MBC)
P® ta Minicrepctsa toctuilii PO (3okpema, Pociiicbkoro denepanbHOro HeHTpy Cya0BOi €KCIepTU3n
(POLICE) Minicrepcrsa toctuiii P®), Criguoro xomitery npu MBC P®, nesikux perioHaqbHHX Ta
paiioHHuX BiaminiB i ynpasiine @enepanbHoi cnyxou Oesnekun (PCH) PO, MBC P®, npokypatyp Ta
perioHabHUX cigunx KomitetiB npu [1pokyparypi P®, i 1.iH. [13].

Kpim Toro, Ha choroaHiumHiii geHs B Pociiicekiii denepatii e CTBOPIOETbCS TaKOX MiKraay3eBuil
CSIRT (Computer Security Incident Response Team) nHa 06a3i Acouianii KepiBHUKIB CIyk0
iHpopMaliitHOT Ge3rnexu.

VY €C 6inburicts Tpyn CERT Gynu nokanbHO cTBOpeHi yHiBepcuTeTamu i Benukumu [T-komnaHissmu.
Binbiuicte KpaiH-uieHiB €C He MaloTh HalLliOHAJIBLHOIO KOOPAMHALIMHOrO LIEHTPY Ta CIiBNPaLIOTh
yepes 3aranbHoeBponeiicbkuii TF-CSIRT (Task Force — Collaboration Security Incident Response
Teams). Came TF-CSIRT 3anyctuB FIRST (Forum of Incident Response and Security Teams —
Koaniuist ueHTpiB pearyBaHHs Ha KOMITIOTepHi iHUMAEHTH) 1yis Hapaa 3 nuraHb komaHa CERT.
Kepysannsa uentpamu CERT €C noctynoBo nepenaetbest areHTCTBY ENISA.

Tak, y Himeuuuni mu moskemo Hazpatu aekinbka Takux CERT-mentpis: RUS CERT (www.cert.uni-
stuttgart.de), DFN CERT (www.cert.dfn.de), CERT-Bund (www.bsi.de/certbund), Biirger-CERT
(www.buerger-cert.de), CERT-Verbund (www.cert-verbund.de), Siemens-CERT
(www.siemens.com/cert), SSCERT (www.s-cert.de).

V ®pannii girote Taki mentpu, sk CERTA (www.certa.ssi.gouv.fr), Cert-IST (www.cert-ist.com) ta
CERT-RENATER (www.renater .fr/spip.php?rubriquel9); 8 Itanii — CERT GARR (www.cert.garr.it);
y llBeiinapii Ta Jlixtenmreitni — SWITCH CERT (www.switch.ch/cert); 8 Asctpii — CERT.at
(www.cert.at) ta ACOnet CERT (www.cert.aco.net).

CTOCOBHO isNIbHOCTI MDXKAEp)KaBHUX OpraHizalliii MU MOXEeMO 3a3HauuTH, 110, Hampukian, y 2001
pouii BeecBiTHiM GaHkoM Oyno ctBopeHo JlenaprameHT mo 60poThOi i3 maxpalicTBOM, KOPYMIII€0 Ta
koprioparnuBHUMU mopywmieHHsiMu  (INT), skuii 3ailimaeTbcst po3ciigyBaHHAMU B pamkax ['pynu
opranizaniii BcecBiTHboro 0aHky Ta mpsimo mig3BiTHuii [Ipe3unmeHty, a mobiuHO — PeBiziliHoMy
KoMiTeTy Panm BukoHaBumx aupektopiB ['pynu opranizauiii BeecBitHboro Ganky. INT Hampasnsie
[Tpe3upenTy cBoi MOMOBIfi 32 pe3ylbTaTaMy PO3CIiyBaHb i MOKBAPTAJILHO 3BiTYye nepen PeBiziiiHum
KOMITETOM 3a MiJICyMKaMH MPOBEACHHS BOKIMBHUX 3aXO0JIiB 1 pe3yjbTaTaMu isNbHOCTI miapo3ainy. Y
2008 ¢inancoBomy poui INT omepkaB craryc ynpasiliHH, O4O0IIOBAHOIO Bile-npe3uaeHTom [14].

Takum 4rHOM, TOCBiM MPOBITHUX KpaiH CBITY 111010 30MpaHHs, JOCTiKeHHs Ta 00MiHy iHpOpMAaLli€l0
PO KOMIT FOTEPHI iHLIMASHTU Ta Kidep3arpo3u LiJKOM MOXKHa BUKOPUCTOBYBATH i B YKpaiHi LIIIXOM
cTBOpeHHs1 ba3u maHHMX iHTepHeT-iHuMaeHTiB Ta LIeHTpy ckapr [HTepHeT-3M0YMHHOCTI 3a aHAIOTIE
i3 IC3 (Internet Crime Complaint Center — CI1IA) ta RU CERT (LlenTp pearyBaHHsi Ha KOMI FOTEpHi
iHuuaeHtu Pocilicbkol @exepatiii) Ta iH.

FOpuouuni nayku
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MOHSTTS TA MPOLECY AJIbHUM NOPAAOK 3HATTA CYAUMOCTI:
IMPOBJIEMHI IMTAHHSA

Hinbua 3.0., acnipaHTka

JIvgiscorutl HayionanvHu yHigepcumem im. leana @panra

VY crarTi JOCIHI/PKEHO MOHATTS NPaBOBOI MPUPOAM IHCTUTYTY 3HATTS CyIUMOCTI. Po3risHyTo akryaibHi
MUTAHHS, 10 CTOCYIOTbCS MPOLECYANIbHOr0 MOPAAKY Ta AiSUIBHOCTI CyIy 3 BUPIIICHHS NUTAHHA MPO 3HATTA
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