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clear power plants (NPPs), including their functions and main objectives. Possible application of Field Program-
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Introduction

Instrumentation and Control (I&C) systems repre-
sent one of several most important parts of each Nuclear
Power Plant (NPP). I&C system contains various com-
plex components and subsystems intended for sensing
of certain parameters, monitoring of performance, inte-
grating required information, and making automatic
adjustments to NPP operations as necessary. However,
the main purpose of each 1&C system is in responding
to failures and any abnormal events within NPP, thus
ensuring goals of both efficient and reliable power pro-
duction and safety.

Nowadays, FPGA technology is widely used by
the world industry: from simple and portable personal

devices to complex safety-related digital 1&C systems
for NPP. Various functions, including NPP I&C sys-
tems’ control functions important for safety, are being
implemented on the basis of FPGA technology in reli-
able and convenient way. The application of FPGA
technology has significant advantages that can be util-
ized both in I&C modernization projects of existing
NPPs and in [&C designs for new NPPs.

RPC Radiy is the leading Ukrainian developer and
supplier of advanced FPGA-based digital I&C systems
for NPPs and thermal power stations for more than last
15 years. During that period more than 70 FPGA-based
digital 1&C systems were commissioned at European
nuclear facilities, including NPPs and research reactor.
[1&C from RPC Radiy can be installed to newly built
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NPPs or to NPPs during modernization in a short-term
and cost-effective way, and allow to both increase of
reliability and availability of NPP I&C systems and
minimize the cost of producing power.

General Concept of I&C Systems

Within each NPP, during power generation process,
hundreds parameters have to be kept within the design-
based limits. In such a way, NPP contains plenty of various
electromechanical components like motors, pumps or
valves that have to be operated in a well-coordinated, effi-
cient and reliable way. This coordination is explicitly per-
formed by I&C systems [1]. To accomplish this mission,
1&C systems measure thousands of NPP process parame-
ters, calculate their deviation from the predefined design
conditions, and issue corrective actuation commands to
appropriate field devices to either bring the parameters
back or to achieve control objectives. During their opera-
tion, 1&C systems continuously display important safety-
critical information, related to actual plant parameters and
deviations from set points, through the human-machine
interface in order to inform the operator about real status of
the NPP to effectively manage power production through
the necessary actions and adjustments.

In general case, NPP 1&C system performs three
primary functions: parameters measurement and sens-
ing, regulation, and protection.

In such a way, measurement and sensing function
is intended for implementation of NPP support func-
tions by the personnel in order to continuously monitor
and assess plant’s actual status. This function allows
establishing the direct interfaces between the physical
processes of the NPP, the operator and appropriate deci-
sion-making applications. If properly planned, designed,
implemented, and maintained, such functionality pro-
vides accurate and appropriate information to permit
required activities during both normal and abnormal
NPP operation.

Regulation function of 1&C system is intended for
implementation of automatic control and regulation for
all NPP systems in order to reduce the workload on the
plant personnel. As a rule, majority of modern 1&C sys-
tems contain certain reserved manual actions that can be
performed during unusual occurrences as a part of ap-
propriate corrective actions.

1&C system protection function is intended for
protection of the NPP from the consequences of any
plant systems malfunction or failure, or errors in per-
sonnel actions. Under such abnormal plant conditions,
protection function provides rapid automatic response to
protect both the NPP and the environment.

The variety of additional elements and factors
should be taken into consideration during implementa-
tion of planning, design, operation, maintenance and
decommissioning activities for each NPP I&C system,
including, in particular, human factors, information

management, simulation, software engineering, system
integration, prognostics, and cyber security [1].

The relevance of adequately designed NPP 1&C
systems toward enhancing the competitiveness of the
nuclear option of energy generation involves the follow-
ing considerations:

—reduce construction costs (reduce cable runs and
accelerate acceptance of ‘as-built’ implementation);

— decrease life cycle costs (allow for moderniza-
tion/obsolescence management and standardization);

—enable optimized operations by bringing im-
proved technologies to commercial maturity;

— provide investment protection (ensure limitation
of adverse conditions and protection against accidents).

FPGA Technology for I&C of NPPs

The application of FPGA technology has signifi-
cant advantages that can be utilized both in 1&C mod-
ernization projects of existing NPPs and in 1&C designs
for new NPPs [2].

Physically, FPGA technology is represented by a
semiconductor-based complex programmable device,
which can be configured to perform a custom-required
function. It includes two entities: an FPGA chip, which
is a piece of hardware that can be qualified against
hardware qualification testing requirements, and the
electronic design of the FPGA, which is implemented
into FPGA chip, represented by a set of instructions in
hardware description language (HDL) that, in turn, can
be verified against functional requirements.

The application of FPGA technology has signifi-
cant advantages that can be utilized both in 1&C mod-
ernization projects of existing NPPs and in 1&C designs
for new NPPs. These advantages include the following:

— design, development, implementation, and opera-
tion simplicity and transparency;

—reduction of vulnerability of the digital I&C sys-
tem to cyber attacks or malicious acts due to absence of
any system software or operating systems;

— faster and more deterministic performance due to
capability of executing logic functions and control algo-
rithms in a parallel mode;

—more reliable and error-free end-product due to
reduction in the complexity of the verification, valida-
tion and implementation processes;

—relatively easy licensing process of FPGA-based
1&C systems due to the simplicity and transparency of
system architecture and design process, as well as pos-
sibility to provide evidences of meeting licensing re-
quirements in an easier and more convincing way;

—resilience to obsolescence due to the portability
of the HDL code between different versions of FPGA
chips produced by the same or different manufacturers;

— possibility of reverse engineering via emulation
of obsolete central processing unit in FPGA chip with-
out modification of existing software code;
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— specific beneficial properties regarding cyber se-
curity compared to microprocessors (nowadays, there
are no viruses for FPGA) [3].

Experience of RPC Radiy
in Digital 1&C Systems

RPC Radiy is the leading Ukrainian designer and
supplier of advanced digital I&C systems for NPPs and
thermal power stations, as well as is one of the leading
companies in the world providing FPGA-based solu-
tions to the nuclear industry and seeking new applica-
tions where the advantages of the FPGA technology can
be utilized. RPC Radiy is a company with the completed
cycle of development, design, manufacturing, testing,
and equipment implementation [4].

RPC Radiy has a full range of capabilities, which can
support the complete development process and can effec-
tively implement and support products life cycles. During
projects implementation, RPC Radiy has accumulated and
established the best design practices aimed at achieving
compliance with the general design and quality assurance
requirements for I&C systems having safety roles as given
in the leading international standards (e.g., IEC 61508), as
well as the specific requirements for nuclear I&C systems
as given in IAEA safety standards and IEC standards for
nuclear facilities. All processes are performed by RPC
Radiy in accordance with IEC, IAEA, national and internal
Quality Management System requirements.

RPC Radiy designers have gained an extensive ex-
perience in the development of 1&C systems for Pres-
surized Water Reactors, research reactors, as well as
CANDU-type reactors. The FPGA design practices of
RPC Radiy are based on the company’s experiences,
continuous improvement processes and the best interna-
tional FPGA design practices.

RPC Radiy also shares own FPGA-related experi-
ence with the international nuclear community to make
the FPGA technology and its potentials well-known.
Application of only qualified tools from well-known
vendors helps avoiding human errors during software
and hardware development.

Technical departments and top management of RPC
Radiy support the designers’ professional development.
Trainings of designers are performed on the regular basis
to achieve the assurance of the appropriate qualification
level for all persons involved in design, development and
maintenance activities. All training activities are per-
formed according to internal Quality Management Sys-
tem’s standards, guides and instructions. Designers do
have not only strong technical skills, but working-level
English language skills as well to participate in technical
discussions and meetings with foreign customers.

During last 15 years, more than 70 FPGA-based digi-
tal I&C systems were commissioned at European nuclear
facilities, including NPPs and research reactor. Such
FPGA-based digital I&C systems are represented by:

— Reactor Trip Systems;

— Reactor Power Control and Limitation Systems;

— Rod Control Systems;

— Engineered Safety Features Actuation Systems;

— Nuclear Island and Conventional (Turbine) Is-
land Systems;

— Automatic Regulation, Control, Operation and
Protection for Research Reactors;

— Switchgear and Controlgear Assemblies.

1&C systems from RPC Radiy can be installed to
newly built NPPs or to NPPs during modernization in a
short-term and cost-effective way, and allow to both
increase of reliability and availability of NPP 1&C sys-
tems and minimize the cost of producing power.

FPGA Solutions for NPPs

1&C modernization projects are performed in the
context and to support the overall NPP goals, objectives,
and internal and external commitments. The goals and
objectives of NPPs are defined substantially by the utili-
ties long-term and short-term business plans.

In general, generic 1&C modernization goals in-
clude the following:

— increase of reliability and availability of NPP 1&C
systems;

— safe operation of NPP units;

— extension of NPP units life;

— ecological and efficient electricity production with
minimum cost;

— compliance to safety standards and requirements
that have changed with time and technology.

Any 1&C modernization project is typically a multi-
step process that is performed within the planned dura-
tions of existing outages for refuelling and scheduled
maintenance work.

RPC Radiy can implement both of two possible ap-
proaches to modernization: complete modernization (or
system replacement) and partial modernization. In the
first case, all the components of old 1&C system, includ-
ing sensors, transmitters, logic solvers, input/output mod-
ules, cabinets and communication links, are being
changed to modern equipment in a short-term and cost-
effective way. The second case implies replacement for
only the most critical equipment: in the scope of such
option, RPC Radiy provides all necessary interfaces of
the new FPGA-based digital equipment to be connected
to the remaining components of the existing system, at
pin-to-pin level. Moreover, during the design process of
the new FPGA-based 1&C system by RPC Radiy, inde-
pendently of the modernization scope, experience of op-
eration of the obsolete system is being taken into account
in order to identify its strengths and weaknesses and iden-
tify the most appropriate solutions for replacement [5].

In many cases, complete redesign could lead to sig-
nificantly increased engineering costs and licensing un-
certainties. To succeed in such modernization projects,
RPC Radiy performs reverse engineering activities. Ap-
plication of FPGA technology provides with many ad-
vantages to its flexibility and possibility to emulate easily
the functionalities of any obsolete electronic component.
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RPC Radiy has used proprictary FPGA-based plat-
form in 1&C modernization projects at various NPPs for a
wide range of safety and control functions and systems,
such as Reactor Trip System, Reactor Power Control and
Limitation System, Engineered Safety Features Actuation
System, Rod Control System, Nuclear Island Control Sys-
tem, and Turbine Island Control System. Such applications
represented large-scale modernization projects, however,
the technology can provide solutions for an even larger
variety of applications, such as ‘pin-to-pin’ or ‘like-for-
like’ type replacement of obsolete circuit board compo-
nents, reverse engineering, emulation of functions per-
formed by obsolete computers, replacement of components
and subsystems, and building complete I&C systems or
diverse back-up systems in new NPP designs. FPGAs can
implement any safety and control functions that are typi-
cal in existing NPPs or in any new designs, therefore pro-
viding a technology-neutral implementation tool.

Conclusions

The paper presented a general overview of ap-
proach to implementation of digital 1&C systems for
NPPs on the basis of FPGA-technology, its benefits and
possible solutions, as well as related activities and prod-
ucts of RPC Radiy, and their applications.

FPGA technology has not only a significant poten-
tial to provide an alternative to the widely used micro-
processor-based digital I&C systems, but it is already a
mature technology proven in use for safety and control
systems in operating NPPs.

The number of FPGA applications in NPPs in
various countries is growing and more applications can
be expected, since nuclear utilities and regulators get
more familiar with the technology and its advantages.

Nowadays, RPC Radiy is the worldwide front-
runner of FPGA applications in NPP modernization
projects, in terms of the number of systems and safety
applications installed, and it is ready to extend its appli-
cations to other NPP designs and countries.

Unquestionable, FPGA-based technologies will
have a significant role in 1&C systems of future NPP de-
signs as well, where diverse solutions with high reliability
are required. RPC Radiy has extensive knowledge and
cutting-edge experiences to design 1&C systems for mod-
ernization and the brand new build projects.
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3ACTOCYBAHHS LIM®POBUX IHQOPMALI,IVIHO-VI'IPABHFIIOLIIfIX CUCTEM 1A ATOMHUX
ENEKTPOCTAHLIN 3 BUKOPUCTAHHAM MJIC-TEXHOJOrIN: MEPEBAIA | PILLEHHA

B.B. Cxmap

Cmamms npedcmagasic o2nsio cyvachux ingopmayiino-ynpasnsaouux cucmem (IYC), npusnauenux ons 6ukopucmanms Ha
amomnux enexmpocmanyiax (AEC), y momy uucni ix ¢pynxyii ma ocnogui 3ae0anns. O62060peHo MoNCIUBOCMI 3ACMOCYBAHHS
mexnonoeii npocpamosanux noziynux inmeepanvhux cxem (IJIIC) ons IVC AEC. Ilpeocmasneno 0ocsio komnanii «Padiiiy 6
obnacmi po3pobru i mooepnizayii yugpposux 1YC nopso 3 peanizayicio piwens na 6azi IIIIC.

Knrouogi cnosa: ingpopmayiiino-ynpasnsoui cucmemu, AEC, I1/IIC, 6e3nexa, npooykmusHicms, umip, pe2yuioganhs, 3a-

Xucm, mexnonozii, piuuenHs.

NMPUMEHEHUE LIN®POBbLIX MHOOPMALIMOHHO-YNPABJIAIOWMX CUCTEM ANSA ATOMHbIX
ANMEKTPOCTAHLUNU C UCMOJIb3BOBAHUEM MIUC-TEXHOJTOIUWU: NMPEUMYLLECTBA U PELLUEHUA

B.B. Cxmsap

Cmambs npedcmaginsiem 0030p coepemennvix un@opmayuonno-ynpasisiowux cucmem (MYC), npeonasnayennvix ons uc-
nonvzoganus Ha amomuwix dnexmpocmanyusx (A3C), é mom uucne ux @ynxkyuu u ochogHvix 3a0auu. QOCYAHcOeHbl B03MONCHOCHIU
npuMeHeHus. MexXHON02UU NPOSpamMmupyemuvix aocudeckux unmezpanvhvix cxem (IVIHC) ons UYC ADC. Ilpedcmagnen onvim Kom-
nanuu «Paouiiy 6 obnacmu paspabomxu u mooepnuzayuu yughposvix UYC napsoy ¢ peanuzayueri pewrenuii na 6ase IVIHC.

Knrouesvie cnosa: ungopmayuonno-ynpasisiowue cucmemut, AIC, IIJIHC, 6e3onachocmo, npouzgooumenbHoCmy, usme-

penue, pecynuposKa, 3aujuma, mexHoI02Uul, PeuteHus.
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