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NPUMEHEHUE YKOHOMUKO-MOTHUBAIIMOHHBIX COOTHOIIEHUM JIJIS
OINEHUBAHUA BEPOATHOCTHBIX TAPAMETPOB HH®OPMAIIMOHHBIX
PUCKOB

B cratee mpoBeAeH aHaNM3 HKOHOMHKO-CTOMMOCTHBIX COOTHOLIEHUII B CHCTEME «aTaka-3alluTa» IpH
WCCIIEIOBAaHUN YTpo3 HMH(GOPMAIMH, YTO JacT BO3MOXHOCTH ITOCTPOUTH 3BPUCTUYECKHE MOJAENU U OLEHWBAHMS
BEPOATHOCTEH Yrpo3 MH(GOPMALIMH U YI3BUMOCTH HH()OPMAIMOHHBIX PECYPCOB.

Kirouesle ciioBa: nH(GOpMaIMOHHBIN PUCK, YIpo3a, YSI3BUMOCTh, SBPUCTHIECKAst MOJIETb, «aTaKa-3alliuTay.

Ha cerognsamumii neHb Haubosnee S(PQGEKTUBHBIM IMOAXOJOM K MPOEKTUPOBAHHIO U
uccrnenoBanuio cucreM 3amutel uHGopMmammu (C3M) B wuHpopmarmonHbX cuctemax (MC)
CUMTAETCs METOJl aHanmu3a HMHPOPMAUMOHHBIX puckoB [1-4]. B ocHoBe MeTononorun
MH(POPMAIIMOHHBIX PHCKOB JIGKHUT HM3MEPEHHE PHCKOB YIpo3 3allMIIEHHOCTH HH(OPMAIUH,
oOpabarsiBaemoii B IC. Cy1iecTBYIOT pa3iaruHble CIOCOObI M3MEpEHHs WH(OPMAIIMOHHBIX PHCKOB.
Ha mpaktuke yarie BCero NpUMEHSIOT TaK Ha3bIBaeMble TaOJIMYHBIC METO/IbI HAXOXKICHUS PUCKOB,
HCIIOJIb3YIOLINE KAUECTBEHHBIE IIKAJIbl JJI OLIEHUBAHUS BEPOSITHOCTHBIX XapaKTEPUCTUK YIrpo3 U
CTETIEHH TSHKECTH MOCIEACTBHIA, HACTYMAIOIINX B ClIydae peaau3aiuu 3Tux yrpo3s [1,2]. Tabnuunsie
MEeTOAbl yIOOHBI M JIOCTaTOYHO aJeKBAaTHBI 3ajjayaM, peIIaeMbIM Ha paHHUX CTaausIX
npoexktupoBanus C3V, B 4aCTHOCTH, Ha ATare NPEAIPOEKTHBIX UCCIEOBAaHUM.

OpHako 1o Mepe KOHKpeTusauuu cTpykrypsl C3U, neranus3anyy MEXaHM3MOB 3alllUTHI,
CPEACTB M DIIEMEHTOB, PEAU3YIOIIUX 3TH MEXaHHU3MBI, MOSBISETCS HEOOXOIUMOCTh B Oolee
TOYHOM H3MEPEHUHU PHUCKOB, TPEOYIOIIEM MPUMEHEHHE KOJMUYECTBEHHBIX IIKAI JUIS OLICHUBAHUS
BEPOSATHOCTHBIX TMapameTpoB yrpo3 u ysssumocteir MC, ompenenenus ymiep6a, B 4acTHOCTH,
CTOMMOCTH TIOTEpbh, OOYCIOBJICHHBIX YCHEIIHOHN peanuzanueil yrpo3. OcoOEHHO aKTyaJbHBIM
JaHHOEe TpeOOBaHME CTAaHOBUTCS IPH OICHMBAHWU OCTAaTOYHBIX PHUCKOB, XapaKTEPHU3YIOLINX
creriedb 3(dexkruBHocT C3U, mpu pemieHUH 3agauyd ONTUMHU3AIMHM BHIOOpAa MEXaHU3MOB U
cpexactB 3amuTel uHGopMmanuu B UC. B 3T0# cuTyauuu Ui moJiydeHUs KOJMYECTBEHHBIX OIICHOK
OOBIYHO HCTONB3YIOTCSI SKCHEPTHBIE METOb! (MHAMBHIyAIbHbIC WM TPYNIIOBBIE SKCHEPTHI) [2].
HauOoubiee pacnpocTpaHeHUE MOJMYYMIIM TPYNIOBbIE METOAbI IKCIEPTHOTO OICHMBAHUS, B
KOTOPBIX JKCHEPT HEMOCPEICTBEHHO YKa3bIBAE€T KOJIMUYECTBEHHBIE 3HAUEHUS aHAJIN3UPYEMBIX
napaMeTpoB: BEPOSITHOCTEH, yiiepOa, CTOMMOCTH IMOTeph M T.I. MeHee HM3BECTHBI 3KCIIEPTHO-
AQHAJIUTUYECKHE METOJbl TOJY4YEHHUS OLEHOK, Oa3upyroliecs Ha TMPUMEHEHHH  JIOTHKO-
IBPUCTHUYECKUX CXEM (KOHCTPYKLHH, MOJEJIEH), € MOMOILBIO KOTOPBIX 3KCIEPT IbITAeTCA
YHOPSAAOYUTh, IO BO3MOXKHOCTH JIOTMYECKH YBA3aThb COBOKYIHOCTb pa3pO3HEHHBIX, YacCTO
HETIOJHBIX CBEIEHUH B cepe MpOBOAUMON IKCIEPTH3bl U B KOHEYHOM UTOTE MOIYYUTh UCKOMBIE
OLICHOYHBIE CY)K/IEHUSI OTHOCUTENBHO aHAJIM3UPYEMBIX IaPAMETPOB (XapaKTEPUCTHUK).

B yacTtHOCTH, IIpU OLICHMBAaHUM BEPOSITHOCTHBIX XAPAKTEPUCTHK YIPO3, MCIOIb3YEMbIX AJIS
BBIUMCIICHUS! WH(OPMAIIMOHHBIX PUCKOB, MOXXHO HPUMEHHTH CTOMMOCTHBIE CXEMBbI, MMEIOLIHEe
MecTO B cutyaluu «artaka-3ammura» WMC. Tak, B [5, ctp. 263] oT™MeuaeTcsi, «4TO Kak 3aTparbl Ha
aTaky, TaK M 3aTpaThl Ha 3aIIUTy OT BO3MOXHBIX aTaK CIEIYEeT COOTHOCUTb CO CTOMMOCTBIO
3alUIIaeMbIX pecypcoBy. B [6, cTp. 66] ais nonydyeHus XapakTEPUCTUK MHTEHCHUBHOCTH ITOTOKA
yIrpo3 aBTOPHI IpeIaraloT NPUMEHUTh TaK HA3bIBAEMBIM ONTHUMHUCTUYECKH-IIECCUMUCTUYECKUI
MIOAXOJl, OCHOBBIBAIOIIMICS HA CYILECTBOBAHMU MPAMON  INPONOPLHUOHAIBHOCTH  MEXKIY
MHTEHCUBHOCTBIO TOTOKAa Yrpo3 M OOYCIOBJICHHBIX WX peanu3anueil motephb (ymiepba): «uem
Oosblle TMOTEpH OT B3JIOMa (YCIEIIHOMW aTaku), TEeM 4Yalle OCYHIECTBISIOTCS IOMBITKU
HecankimonupoBanHoro gocryma (HC) k aroit mHbopmaruu». B [7] mpennpuHsTa MOMBITKA
UTPOBOM MHTEpNpEeTaluu (UHAHCOBO-IKOHOMHUYECKHX MHTEPECOB 3JIOYMBIIIJICHHUKA U BIIA/IEbIIA
KpUTHYECKOW HMH(pOpMAIMM B CUTyallUH «araka-zammra». ClieayeT OTMETHTh, YTO HE BCE U3
MIPUBEJICHHBIX BBIIIE CXEM YAAa4HBI WJIM XOTSA OBl JOMYCKAIOT PAIllMOHAIBHYIO HHTEPIPETALHIO.
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Hanpumep, npu nposeaeHnu arak Ha pecypcsl MC aTakyromyro CTOpPOHY K TOBTOPEHHUIO MOIBITOK
HCJ OynyT cTUMynIMpOBaTh pa3Mepbl BBITOJbI, MOJYYEHHOH B CiIyyae YCHEIIHOTO 3aBEpLICHUS
aTaky, TOrJa KaK BO3HUKILIKME IPU ITOM IOTEPH KacaroTCsl HCKIOUUTENbHO Biazaensua MC u,
CKOpE€ BCETro, NOJATOJKHYT €ro K YCHJIEHHUIO ypoBHs 3amuiieHHocty 1C.

B nenom Hanmmume mOJOOHBIX JIOTUKO-3BPHCTUYECKUX CXEM MO3BOJISET HalesThcs Ha Ooliee
o0OCHOBaHHbIE U 0o0jiee BBICOKOTOYHBIE OKCIIEPTHBIE OICHKH, IMOJy4aeMble OKCIEpPTHO-
AHATTMTUYECKUM METOJIOM, TI0 CPAaBHEHHIO C APYTUMHU CIOCO0AMH OCYIIECTBICHUS YKCIIEPTU3HI.

PaccmMoTpuM cuTyannio, BO3HHUKAIOLIYIO IIPU pealM3alMd aTakylolled CcTOpoHOH A
(37TOYMBIIUIEHHUKH) yrpo3bl 7 OTHOCHUTENBHO HEKOTOpPOro HHGOpPMAIMOHHOTO pecypea 1,
npuHaanexamiero cropone B. [lomaraem, yro D — o0miasi CTOMMOCTB 3aTpaT aTaKyIoIeH CTOPOHBI
A Ha peanuzauuio yrpo3bl 7, g — IOJIyYEHHBIA IPU 3TOM «BBIUTPBIID», ONPEAETIAEMBIA [IEHHOCTHIO
pecypca [ Uil 3M0YMBILUIEHHUKOB. Y POH, IPUYMHEHHBIN B 3TOM CUTyallud CTOPOHE B (Bl1afenbily
pecypca ), T.e. CTOUMOCTb KPUTHYECKOH MHPOPMAITUH C TOUKH 3PEHUS €€ BIaJelbla OLIEHUBACTCS
UM Kak ¢, a oO0mas CTOMMOCTb ocyuiecTBieHHOro B MC KomIuiekca 3allUTHBIX MEpONPHUSITHH
paBHSETCA C.

IIpuBeneHHbIE NaHHBIE JAIOT CTOMMOCTHYIO XapaKTEPUCTUKY CHUTYallMM «aTaKa-3alliuTay.
Tpebyercss Ha 0a3ze 3TUX CBEAEHHH MOCTPOUTH JIOTUKO-3BPUCTUYECKYIO CXEMY 3KCIEPTHOTO
OLICHUBAHMsI BEPOSTHOCTHBIX XapaKTEPUCTUK, MCIIOJIb3YEMbIX JJIsl BIYMCICHUS MH(POPMALMOHHBIX
PHUCKOB.

OueBUIHO, YTO 4YHUCTas NPUOBUIH 3JIOYMBIIICHHUKOB B CiIydae YCHEIIHOM peanu3aiuu
yrpo3sl I COCTaBUT:

0=g-D (1)

Ecnu unTEpec aTakyromed cTOpoHbl 4 K KpUTHUYECKOH MH(OpMaIuu / HOCUT HE Pa3oBbIi, a
JOJITOBPEMEHHBIM XapakTep, T.€. MOKHO IIPEAINOJIOKUTH, YTO Z=CONSt, €CTECTBEHHOU SBIIAETCS
MOTHBALUS 3JOYMBIIUICHHUKOB K YMEHbIIEHHIO 3HaueHuil D (pocty mpubsiin Q). Ilpu stom
MHTEHCUBHOCTh TOTOKA TOIBITOK JOCTYIA 3JI0YMBIIUIEHHHKOB K pecypcy / Oyzaer Bo3pacTartb, a
BEPOSATHOCTH YTP0o3bl 7' MOXKHO OyZET OLIEHUTH BBIPAKEHUEM:

Py a2yt (2)
0 8

Bo3moeH erne onauH, Ooyiee THOKWI BapHaHT 3aJaHusi BEpOSTHOCTH Py ¢ BBeIcHHEM
KO3 uIKEHTa y , OTPAKAIOIIETO YPOBEHb MOTHBALIMU CTOPOHBI 4 K OCYIIECTBICHHUIO YIPO3bI:
= §-D/y =1- D (3)
§ 78
Jlnana3zoH BO3MOKHBIX 3HAUEHHUH y ompenensercs cooTHouenueM D /g <y <1.

Pr

ScHO, 4YTO ecaM LEHHOCTh pecypca [ A aTakywoolled CTOpOHbI A OYEHb BBICOKA,
3JI0YMBIIIJIEHHUKN TOTOBBI MATH HAa 3HAUUTENbHBIE 3aTpaThl CPEACTB Ul peaau3aluu yrposbl 7.
[Tostomy B cityuae g>>D BeposTHOCTb Py Oyner mpaktudecku paBHa 1. IIpu manbIx 3HaYeHUSIX g
MOTHBUPOBAHHOCTb 3JI0YMBIIIJIEHHUKOB K pean3aluu yrpo3sl 7 Hu3ka, B yactHocty pu Q=0 (T.€.
g=D) teopetnuecku Py =0, a npu g<D ¢opmyna (2) tepsier cMbicia. Ha npaxkruke 310 03Hauaer,
YTO BEPOSITHOCTh IPUMEHEHHUS [JIs PEAU3alliy yrpo3 BBICOKO3ATPaTHBIX aTak HU3Ka. ATakH,
IIOATOTOBKA, OpraHM3alys U IPOBEJIECHUE KOTOPHIX CONPSIKEHA CO 3HAYMTEIBHBIMM 3aTpaTamH,
OTIpaBJaHBbI JIUILb B CIy4ae, €Ciii, HarpuMmep, HHPpopMarlus / COCTaBIsSeT roCy1apcTBEHHYIO TalHYy,
T.€. YPOBEHb €€ KPUTHUYHOCTU MOKET ObITh Upe3BbIYAaifHO BBICOK M JIaXKe JUIs OOJBIINX 3HAUCHUH D
BBITIOJIHAETCS HepaBeHCTBO D/g<I. Kpome TOro, Ba)kKHbIM aclleKTOM B aHalIM3€ BEPOSTHOCTH
3aTpaTHBIX aTaK SABJIAETCA TO, YTO MX OpraHU3als U MPOBEIACHHUE CBSI3aHBl CO 3HAYMTEIbHBIMU
(MHAHCOBBIMU PHCKaMHM, IO3BOJUTH KOTOpble ce0e MOTyT Jajleko HE MHOrue (UPMbI WIN
OpraHM3aIiHy.
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MortuBanuio jaedcTBuii Bhazenbla uHpopMmanuu (cropoHa B) mo 3amute [ MOXHO
MIPOAHAM3UPOBATh, BBEIS MOHATHE BEPOATHOCTH OE30MAaCHOCTH KPUTHUYECKOW HH(POPMALUH IO
OTHOIIEHUIO K yrpo3e 7T

Py =+ =——, 4)
sc q +sc
r7ie S — HEKOTOPBIA KOA(PHUIMEHT, HE0OXO0AMMOCTh BBEJICHHSI KOTOPOTO paccMOTpuM Hipke. Kak

cnenyer u3 Gopmynsl (4), BepostHOcTh P =1 mpu ¢=0, T.e. xputnueckas unpopmanus B MC

orcyrcTByeT. IIpu g>>sc, T.e. IpU 3HAYUTEIILHOM YpPOBHE KPUTHUYHOCTU pecypca / M HHU3KHUX
3arparax Ha co3faHue W ¢yHkuuoHupoBanue C3U, cnencTBueM dero sBisieTCsl O0ObEKTHBHAs
HEBO3MOXKHOCTh 00ECIEUUTh a/IeKBATHBIA YPOBEHb 3aIUTHl KpuUTHueckoid uHpopmauuu B UC,
BEPOATHOCTDL Py — 0.

Jns  nocTukeHus TpeOyeMOoro ypOBHS 3aIIMIIEHHOCTH HEOOXOIMMO HEHTpanu30BaTh
umeromuecss B MC ysa3BUMOCTH, MOBBICUB 3(dekTuBHOCTh (yHkunoHupoanus C3U. 3Oto
HEMUHYEMO IIOBJIEYET YBEIMUEHUE 3aTpaT ¢ Ha pPEaTU3alUI0 JOINOJHUTENbHBIX 3aIIUTHBIX
MEpOIPUATHIL M SC CTaHET CONOCTAaBUMBIM C ¢. EcCTecTBEHHO, YTO pPOCT 3arpaT ¢ JOJDKEH
IIPOUCXOJUTh B YCIOBMSX PAlMOHAIBHOTO PAacXOJOBaHHUS BBIJEIECHHBIX Ha COBEPIIEHCTBOBAHME
C3MU cpencts 1 mpaBUIbHO CKOPPEKTUPOBAHHOM mosmTrke 6e3omnacHoct MC.

PaccmoTpuM npuumHbl BBeneHHs Koddduuuenta s B Gopmyne (4) U onmpenaeauMcst ¢ ero
3HadeHueM. OOBIYHO pecypc [ sIBISETCS OJHUM W3 MHOXECTBa MH(OPMAIMOHHBIX 3JIEMEHTOB,
cocTaBIsOMUX o0muid nHGopMannoHHbIN pecype I. YuutbiBas, uyro C3U 3amuimaer He KaxIblid
pecypc B OTIEJIBHOCTH, @ BCIO UX COBOKYIHOCTbH B IIEJIOM, CTOMMOCTb 3aIlIUTHBIX MEPOIPHUSATHI
OKa3bIBACTCSl HIKE 3HaueHus q. M3 mpaktuku pa3pabotku u noctpoeHuss C3M u3BeCTHO, y4TO
CTOMMOCThH 3aTpaT Ha 3aIIUTy B OOJILIIMHCTBE CIy4aeB HE JA0JDKHA mpeBbmarth 10% 1eHs
3amuinaeMoro pecypea [5] (mo apyrum naHueiM — 5+15% [1]). Haubonee KOHKpETHBIE CBEIECHUS
npuBeneHbl B [8], corimacHo kKoTtopeiM Py =0,5 mpu c¢=0,1g u P;=0,9 mpu c=(0,15+0,2)q.
IlepeuncneHHble yCIOBUS YAOBIETBOPSIIOTCS MPU PA3IIMYHBIX 3HAUYEHUSX S, JIEKAIINX B JUala3oHe
10+50. JTanee B kauecTBe KOHCTAHTHI § B hopMmyne (4) mpeiaraetcs UCIoJIb30BaTh s=30.

BepositHOCTE Oe30macHOCTH pecypca [ o OTHOLIEHHIO K yrpo3e 7 cBsi3aHa ¢ BEPOSTHOCTHIO
Py mamumums  yssBumoctedl MC, cnocoOCTBYIOIIMX peanu3allid  yrpo3bl £, OYEBUIHBIM

cooTHomienueM P; + Py =1, oTkyna

py =1-p, =—1 (5)
q +sc

[TpuBenennsie Bbime (Gopmynsl (2), (4) MO3BOJSAIOT OLEHUTH, UCXOMAS HCKIIOYUTEIBHO W3

CTOMMOCTHBIX XapaKTEPUCTUK CHUTYAllMH «aTaKa-3all[uTa», 3HAYCHUS BEPOSITHOCTEH yrposel P, u
ySA3BUMOCTH P, , HEOOXOAMUMBIE Ul BBIUUCICHUS MH(POPMAIIMOHHOIO PUCKA 110 TaK Ha3bIBaeMOM
TpexdaxTopHoit popmyre [1]:
_1 (g D)

g(g—sc)’
rjae npoussenenue Py Py ompenenser BEpOSITHOCTh YCIEIIHON peanu3anuu yrpo3sl 7.

R, =Py Py (6)

PaccMOTpUM HEKOTOpBIE NOMOJHUTENIBHBIE BO3MOYKHOCTH, BO3HMKAIOIIME MPU OLICHUBAHUU
[IapaMeTPOB pPHUCKA, B YACTHOCTH, BEPOSTHOCTH Py, HCXOAs W3 YCIOBUSA palMOHAIBHOTO
pacxosoBaHus cpencTB Ha noctpoenue C3U.

ITpu nosnHOM otcyrcrBun C3U oueBunHo, uto P, =1, U MHQOPMALMOHHBIN pUCK R; = Prq.
Ecnu croponoii B unBectuposanbsl B C3U omnpeneneHHble cpeAcTBa B pa3Mepe ¢ €AWHUL, TO U
YCIIOBUHU UX PAllMOHAIBHOTO PAaCcX0JOBAHMSI BEPOSITHOCTh PEAIN3aLUU YI3BUMOCTH CTAHET MEHBIIIE
1, T.e. P, <l. BeninynHa notepp, KOTOpPBIE YAAIOCH MpeaynpeauTs BBeaenrueM C3U, cocrasiser:
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Ry-R=Pq—-PP,qgq=(01A-P,)P;q=P;P,q. (7)

Ecnu 3aTpatsl Ha 3aUTY — ¢, TO «JOXO/1» OT BBEJCHHSI 3aIIUTHI paBEH
Ap =Ry —-R—-c=0-P,)Pjqg—c=P;Pqg—c. (8)

3aMeHss P, ero pa3BepHYTHIM BbIpakeHUEM (3), OJIydaeM:

§C

—C + Pig=Ap, 9)

q +sc

W3 ananuza BelpakeHus (9) cieqyeT, 4TO €CIM YPOBEHb HMHBECTHLIMH ¢ NpEBbIIIAET
HEKOTOpOE TMPEACIbHOE 3HAYCHUE Cpax —=¢(Prs—1)/s, "moxoa" oT BBEIEHUS 3alUThl CTAHOBHUTCS
OTpHULIATENIbHBIM, T.€. B OOIIEM clydae JAMana3oH BO3MOXKHBIX 3HAYEHHH ¢ PaLMOHAIBHO
OTPaHUUYUTH YCIIOBUEM:

0<c<q(P s—1)/s. (10)
OuenuMm ypoBenb wuHBecTHiuii B C3HM, mpu koTropom 3HaueHHWe Ay  OKa3bIBaeTCA
HanOOJIBIINM:
dAp _ 5 (¢ +sc)—2s 2 Py—1=0,
de (q +sc)
8q 5 qu — 1’
(¢ +sc)
P, sq 2 =q2 + 2sqc +S262,
2

228, +q—2(l—P[s)=O,
§ §

2 2
q q q 4. . 4 q [
C:—S—i\/—z——z(l—PIS):—s—i P[Ss—:—s—(li PtS). (11)
§ §
[To cBoemy coaep)KaHUIO 3aTpaThl ¢ HE MOTYT OBITb OTpPHUIATEIbHBIMH, MO3TOMY B
cooTHomeHUH (11) BbIpakeHHE B KPYTJIBIX CKOOKaX JOJDKHO ObITh MeHbIIe HyIs. C ydeToM 3THX

TpeboBaHU
c=L/ps -1). (12)
N

IToncraBum HaiineHHOe BeIpaskeHue (12) B ypaBHeHue (5) Ui BEpOATHOCTH P, :

P, = ! S S (13)
' ¢g—q(A—=4P;s) 1-=14+P;s ~Ps '
VuuteiBag uto P, <1, momydaem: 12> ! , OTKy#a +/Prs =1, 3Hauur SZPL 503051
PTS T

1
OKOHYaTeNnbHO: 1> Py > —, a noacraHoBka (13) B BelpaxkeHUe (6) MO3BOJSAET MOJYYUTh 3HAYCHUE
§

pHCKa IIPU 00BbEME UHBECTULIMHI ¢ = C pyyy

P
Ry (o) =Py Pry =q,—= (14)
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G . 1
Jduns  kpaliHe NpaBO TOYKH Cpqy HHTEpBasa (10) mosywaem: Py (c max):P—,

TS
_q
Pr (Cmax)—s_-

OCOOEHHOCTBIO TIOJTYYEHHBIX BBIIIE PE3YAbTATOB SIBISETCS TO, YTO BCE OHHU OMMPAIOTCA Ha
TUIIOTE3Y CTaTUYHOCTH, IIOCTOSTHCTBA BO BPEMEHM SKOHOMHKO-MOTHBALMOHHBIX IIOKa3aTeseu
cucteMbl "araka-3amuta". OIHAKO B PEANbHOCTH AJI 3TOM CHUCTEMbl CBOMCTBEHHO IMHAMUYHOE
pa3BUTHE CHUTyallud, CONPOBOXKIAIOIIEECS IIOCTOSIHHBIM H3MEHEHHEM €€ CTOMMOCTHBIX H
MOTHBALMOHHBIX XapaKTEPUCTHK, 4YTO OOyCIaBIMBAeT  M3MEHYMBOCTh KaK BEPOSTHOCTHBIX
napameTpoB HMH(POPMALMOHHOTO pHUCKA, TaK M €ro COOCTBEHHBIX 3HaueHUil. DakTu4ecKu
MHGOPMAIIMOHHBIN PUCK SIBJIAETCS AMHAMUYHBIM (IIPOIIECCHBIM) IMOKa3aTeleM, TPEOyIomuM JUis
CBOETO aHAJIM3a U ONUCAHUS II0X00B, BEIXOISIINX 3a PAMKH TPAJAULIMOHHON CTATUYHOU CXEMBI.

[TombiTKa pemienus 3Toi mpobaems! Obuta peanpuHaTa B [10], e npeanaraeTcst BBECTH Tak
Ha3bIBAEMYIO TEPMHUHAIBHYIO BEPOATHOCTH P(f), paclpeneieHHYI0 Ha HUHTEpBalle BPEMEHH [
KOHEUHOW WM OECKOHEUHOW MIUTEIHHOCTH, TEKYIIWE 3HAUEHHUS KOTOPOW HCIONB3YIOTCS Kak
3HA4YCHUsI BEPOSATHOCTH TNPU BBIUMCICHHUM HMH(OPMAIIMOHHOTO pHCKa R(?) B COOTBETCTBYIOIIEH
TOYKE ¢ 3TOr0 MHTepBaja. [IpUMEHMM TEpMUHAIBHYIO BEPOSTHOCTH JJISl OIMMCAHMS 3KOHOMHUKO-
MOTHBAL[MOHHBIX COOTHOLIEHUH B CUCTEME «aTaKa-3alUTay.

Kak oTmewanoch BblllIe, BEIMUYMHA BEPOSATHOCTH P peanuzanuu yrpossl I' co CTOpoHBl A
OTHOCHUTENIbHO WH(OpMAIUK [, HAXOAIICHCS BO BIAJICHUN CTOPOHBI B, 3aBUCHUT OT NEHCTBUS IBYX
(baxTOpOoB:

— HaNM4us y CTOpOHbl A wuHTepeca K wuHpopMmanuu /, COOCTBEHHO W HWHHMIHMUPYIOIIEE
BO3HUKHOBEHHE YIpo3bl 7

— YPOBHS 3alIMIICHHOCTH HHpOpManuu / B cucteMe "aTaka-3amuTa’, B YaCTHOCTH, HAJIMYUE B
C3U ysa3BUMOCTEMN, AOIMYyCKAIOIIHUX BO3MOXKHOCTh peajln3aliiy yrpossl 7.

BbIpa)keHHOCTh W HMHTEHCHBHOCTH JEHCTBHA JTHX (PAKTOPOB B Ipelesiax BO3MOKHBIX
3HAUEHUI 7 ONPENENAETCS PACHpPEEIEHNEM Ha MHTEPBAIE 7 COOTBETCTBYIOIIMX TEPMHUHAJIBHBIX
BepostHOcTe Pr(f), Py (f). YuuThiBasgs HE3aBUCHUMOCTb JEHCTBUS PACCMOTPEHHBIX (DakTOpOB,
MpeACTaBUM BEpOSITHOCTH P(f) B BUje npousBenenus: P(t)=Pr(t)Py(t).

Tepmunanbubie BeposTHOCTH Pr(t), Pyp(t) MOryT 3anaBaThCsi KaK COOTBETCTBYIOIIMMU
GYHKIUSAMU paclpeneNieHus p«(t), p.(t), TaK U TyTeM HEMOCPEICTBEHHOTO 3a/JaHus 3HAYCHUIA
byukuuit Pr(t), Py(t), BUI KOTOPBIX ONPEAEISIETCS KOHKPETHBIMH OCOOEHHOCTSIMH CHUTYallUH,
BOZHHMKAIONINX B XOJE Pa3BUTHS COOBITUH B cUcCTeMe "araka-3amura'. PaccCMOTpPHM HECKOIBKO
BapHaHTOB (CIIEHApHEB) PAa3BUTHUS MOAOOHBIX cOObITHIA [11].

B mepBom BapuanTe Oynem IoJiarath, 4TO aTakykollas CTOpoHAa A HUMeEeT YCTOHYMBO
MOCTOSIHHBIM MHTepec K nHpopMauu /, BIaienbleM KOTOPOil SBISETCS 3alUIIAIOIAascs CTOpOHA
B, npudeM BpeMs CyLECTBOBAHUS 3TOTO UHTEPECA |, 3@BUCHUT TOJIBKO OT BEIMYMHBI CyMMapPHBIX

3arpaT D(f), HOHECEHHBIX aTaKylIIEeH CTOPOHOW A IpH MOATOTOBKE, OPraHU3allMU U IPOBEACHUU
aTaKyIOIIMUX NEHUCTBUH. ECIM B HEKOTOPBIM MOMEHT BPEMEHHU |, BEIMYMHA CYMMAapHBIX 3aTpaT
D (tyax) AOCTUTHET 3Hau€HUs, IPU KOTOPOM D (f yax )/ 7¢ CTAHET paBHBIM 1, TO B COOTBETCTBUU C
dopmynoit (3) TepMHHANIBHAs BEPOSITHOCTh Pp (f,.x) OKaxercss paBHoM 0, T.e. panbHeiimee

IIPOJIOJDKEHUE aTaKYIOIINX ACHCTBUH CTOPOHOW A NpEACTaBISETCS HEPALMOHAIBbHBIM. 3aTpaThl
D (t max) = D max HA30BEM IIpENENbHO BO3MOKHBIMU 3aTpaTaMu cTOpoHBI A. Ilpeanonoxum nanee,

YTO TEKYyUIME 3aTpaThl J aTaKyMLIEHd CTOPOHbI B CPEIHEM HEM3MEHHbI BO BpemeHM. Toraa
CIIPaBEeUIMBBI COOTHOLLICHHUS:

D(’):§[£Dmaxa tmax:Dmax/§’ (15)
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TA€ fmaxy — IUIMTEIBHOCTh HHTEpBAJla BPEMEHM, B TEUEHUE KOTOPOIO CTOPOHA A IOJIHOCTBHIO
pacxoqyeT CBOM aTakylIIUW pecypc M IPEKpallacT IOIBITKA pealu3aluu yrpossl 1 1o
OTHOIIEHHIO K HH(popMaIyu /, BIaesbleM KOTOPOH SBIseTcs CTOpoHa B.

3HaueHHEe TEPMUHAIBHOM BEpOSTHOCTU Pr(f) B cooTBeTCTBUE C BblpaxkeHusMu (3), (15)
ompenensercs GopMyoi:

i =a-L1. (16)
4

Kpome Toro Oynem nojaraTb, 4T0 ¢ pOCTOM OOILEro BpEMEHH ¢, KOTOPOE CTOPOHA 4 TPaTHT Ha
OpraHM3aI1Io, MOATOTOBKY M IPOBEACHUE aTak (T.e. MO MEpE HAKOIUIEHMs] CTOPOHON A4 ombITa
peaM3anuu yrposbl U cBeleHui o cucreMe 31 cTtopoHsl B), pacTeT TepMHHAIbHAas BEPOSITHOCTD
Pi(f) ycnemHoro wucnonb3oBaHus CTOpoHOM A yszBumoctu V: Py (f)=p.t, tae py=const. Takum
o0pa3oM, cuuTaeM, YTO MJIOTHOCTh BEPOSTHOCTH p,(?) paclpeneseHa paBHOMEPHO B MPOMEKYTKE
(0, t), t>tmax. Torza BEpOSTHOCTb MNPOUCIIECTBUS (peadu3alus yrpo3bl) OIPEAENAETCS
BBIPAKEHUEM:!

0 5[7 2
P()=Pr (0P ()= (=—0)p,i = p,i—y2, (17)
78 78
[Ipu stom BepositHOCTh P(f) Bo3pactaer, HauuHasg ot P(0)=0 mo cBOEro MakCHMMalbHOTO

3HaueHust P (f,y ) =0,25py 7g /0, COOTBETCTBYIOIIETO MOMEHTY BPEMEHU |, =7¢ /20,

YMEHbIIAsACh 3aTeM BHOBB JI0 0: P(fmax)=0.

Jlnst BTOpOTO clLieHapusi pa3BUTHUS COOBITMH B cHcTeMe "aTaka-3amuTa’ JOMUHHPYIOIINM
ABIISICTCS BIUSHHUE (DaKTOpa BpPEMEHH Ha MOTHBALMIO U JCWCTBUS aTakylomeld cTopoHsl A. B
YaCTHOCTH TMpearojaraercs, 4ro J0CTyn K wuH(popmauuu [/ BO3MOXKEH TOJBKO B TEUYCHHE
OoTrpaHUYeHHOTO MHTepBaia BpeMeHH (0, tyq ], T.€. P(£)=0 nipu >tmax. Kpome Toro, nmpeanomnaraercs,
YTO B ATOM CUTYaIlMM MOTHBAIIMS aTaKyIOIIEH CTOPOHBI 4 PE3KO BO3PACTAET 10 Mepe MPHOIMKEHHS
MOMEHTA fmax (€CHM paHee MpeANpUHUMAaeMble aTakl OKOHUYMIUCH Heyaauei), yTo oToOpaxaercs
MOJIEJIBIO BUJA:

Py
PT ()= e > PT max :PT (tmax)- (18)
fmax —! +1

OueBUIHO, YTO POCT MOTHMBALMHU JOJDKEH OOYCIABIMBATH POCT PECYPCOB, MPUBICKACMBIX
CTOPOHOM A /115 IOATOTOBKH, OPraHU3alMU U pean3alii aTak, IpH 3TOM 3aBHCUMOCTh D(f) Oynet
OTJINYAThCS OT JIMHEWMHOMU, TPEICTaBICHHON B cOOTHOIIEHUsIX (15).

Mexannueckoe oobenunenne popmyin (16) u (18) mpuBOAUT K BEIPAXKEHUIO

Py (t):PTizl_D_O)’ (19)
fmax =1 +1 78

abcypIHOMY IO CBOEH CyTH: COTJIacHO TMpaBoii yactu paBeHcTBa (19) poct BepostHOocTH Pr(f) MO
Mepe MPUOIMKEHUS K MOMEHTY fmax MOKET OBITH OOYCIIOBJICH TOJIBKO yMEHbILIEHUEM pecypca D(7),
KOTOPBI Ha MPAKTHKE JOJDKEH C TEYEHHWEM BpPEMEHHM BO3pacTaTh aJIeKBaTHO POCTY MOTHBAIIMH
atakyiomed cropoHsl 4. OuYeBHUIHO, YTO B O3TOM Cilydae s MOJYYEHHUS pPalMOHAIBHOTO
oObsicHeHus: paBeHctBa (19) mpu onucanmm Pr(f) ciemyer ydecTh TeKyilee H3MEHEHHe (pocT)
MOTHBAIIMOHHBIX YCTAHOBOK aTaKyIOIIeH CTOPOHBI BBEICHHUEM H3MEHSIONIETOCS BO BPEMEHH
koa¢uimenta motuBanuu y (). Torma

D()
pr=1-20 (20)
7 ()
I[Tpu 5TOM U3MeHeHHE KOIDPUIIHEHTa MOTUBALIUH BO BPEMEHH OMPEISIISICTCS BRIPAXKCHUEM
1 D (t
yi)=L 2O @1)
¢ 177 ()
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JUIE KOTOPOTO TIpaBasi TPAHHIA J . BO3MOXKHBIX 3HaueHWH kodddummenta y(f) cMmeriaercs B
OCCKOHEUYHOCTb.

B uacTHOCTH, TpH pPaBHOMEPHOM BBIJICIICHUU PECYpPCOB aTaKyloOIIeHd CTOPOHOM, T.e. s
D(t)=t¢ , momydaem:

=2 L8 metiP] @2)
g 1=Pr () ¢ tmax 1 +1=Prmax
rie At 0 <Ppa <I OTYyIaCM: J max=) (tmax) U 0 tmax 1€ <) max<0.

BeiBoabl. AHanU3 SKOHOMHMKO-CTOMMOCTHBIX COOTHOIIEHHH B CUCTEME «aTaKa-3alluTa» Mpu
MCCIIEZIOBAaHUH YTPO3 HH(POPMAIIUH TTO3BOJIET MOCTPOUTH SBPUCTUUECKUE MOJIENN JJIS1 OLIEHUBAHUS
BEPOSATHOCTEH yrpo3 MHPOPMALMU U YI3BUMOCTH MH(OPMAIIMOHHBIX pecypcoB. [lomydyaembie pu
TOM OIICHKH BEPOSITHOCTEW MOTYT OBITh KaK COCPEIOTOYCHHBIMH (TOYEYHBIMH), TaK H
pacripesielIeHHBIMA Ha HEKOTOPOM BpPEMEHHOM HMHTEpBajie, a TAaKXKe MEHATh CBOM 3HAYCHHS B
3aBHCHUMOCTH OT XapaKkTepa pa3BUTHUsI COOBITHI B cucTeMe "aTaka-3ammuTa".
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