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AUTHENTICATION SCHEME ON FRACTAL SETS

Denis Samoilenko

Implementation of anthentication tools is the requirement for secured information system in open networks. Known authentication
protocols are based on some secret knowledge (key or password) checking. Preferable scheme for checking procedure is client-server
dialog without transferring of secret knowledge, even in ciphered form, also known as zero-knowledge protocol. Such protocols, as
a rule, use mathematically complex problems without known simple solution for inverse calculation. This obscurity case a
weafkness of protocols — discovering solution of the problem impairs the secrecy of protocol. 1t is proposed the anthentication
schemes built on complex fractal sets including distant knowledge diagnostic methods. Fractal sets suitable for posed problem due
to properties of finiteness and infiniteness combination. Property of finiteness allows set construction; infiniteness ensures multiple
usage of the scheme. The algorithm of client-server communication is shown. Usage of authentication scheme could improve the

network information resonrce security.
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Introduction. As a rule, network information
resources (NIR) provide different functionality for
different users. To access additional services user
should be authorized in NIR by authenticity verifica-
tion. Such verification means checking user’s secret
knowledge — a key, password etc. If NIR contains
information with restricted access the authentication
function should be provided obligatorily.

In secure authentication schemes different
communication protocols are used. One of the most
perspective protocols is zero-knowledge protocol
(ZNP) [1].

In such protocols in the communication channel
transmits no information about the secret knowledge
even in ciphered form. So, attacker has no possibili-
ties for secret knowledge restoration by analysis of
any number of transmitted packs.

The most popular zero-knowledge protocols use
mathematically complex problems without known
simple solution for inverse calculation. Complexity
are usually derived from problem of graph isomor-
phism (Hamiltonian cycle in large graphs) or discrete
log problem (in a given group). From the other side,
the obscurity case a weakness of protocols — disco-
vering solution of the problem impairs the secrecy of
protocol.

Additional researches should be provided to
find problems with granted complexity. In a present
work it is proposed a protocol based on a problem
of fractal sets comparison in a complex plane.

Problem review. In zero-knowledge protocols
two main requirements should be combined. First
one claims the possibility of several client-server
communications (CSCs) during the session. In a per-
fect case amount of possible CSCs should be infinite.

The second requirement claims no possibility
for attacker to restore a secret knowledge by analysis
of any (finite) number of intercepted CSCs.
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Thus objects that could form basis of ZNP
should combine properties of finiteness and infinite-
ness. Finiteness allows segregation of finite secret
knowledge for legal user. A property of infiniteness
helps to solve a problem of protocol safety limit or
increase the maximal number of CSCs with usage of
the same secret knowledge.

One of the objects that combine aforemen-
tioned properties is a complex fractal set (FS). In
work [2] 'S is defined to be a set of complex points
X, for which converges the iterative sequence

Xk+1:XkN +C, O

where C — complex constant (consists of two real
numbers — real and imaginary parts), N — the power
of sequence.

For the better presentation IS points could be
placed on a Cartesian plane (means complex plane)
forming fractal set image.

The idea of authentication with zero-knowledge
is similar to the distant knowledge diagnostic prob-
lem. So in authentication schemes could be used
some ideas adopted form this problem.

Proposed in work [3] method of distant know-
ledge diagnostics is focused on edge definition prob-
lem in semantic space. For the authentication prob-
lem the method could be easily changed with a pro-
cedure of full-space tracing defining the edge of in-
tersected sets.

The knowledge (or knowledge field) in [3] is de-
fined to be a part of semantic space with some dis-
tinct property. For the authentication problem it is
enough that this part of space has had only Boolean
property — belong or not belong to knowledge. Such
situation is similar to credit/fail attestation form.

In work [4] it was proposed the usage of com-
plex fractal images for authority protection on
printed issues. It was described some fractal proper-



3AXVICT IHOOPMALIIL, TOM 16, Nel, CIMEHb-BEPE3EHD 2014

ties that could be useful in security improving. In
combination with knowledge diagnostic methods
such properties could form the basis of ZNP authen-
tication scheme.

Proposition. The main idea of authentication
consists in using knowledge diagnostic methods for
respondent which knowledge field has a form of a
ES. Server should check the “knowledge field” of
client using dialog principle in form question (from
server) — answer (from client).

It is necessary to note that FS are extremely sen-
sitive to the choice of parameters C and N. On Fig. 1
FS images for the different values of C and N are
shown.
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Fig. 1. Fractal set images with different parameters:
a) C=(0.590; 0.420), N=3; b) C=(0.589; 0.420), N=3;
c) C=(0.590; 0.420), N=4; d) C=(0.610; 0.450), N=4

The difference in 0.001 in only one C compo-
nent (in real part) produces changes that could be
casy detected visually (Fig. 1 a-b). The difference in
(0.02; 0.03) in C with constant power index N cause
cardinal changes in shape and structure of fractal set
image (Fig. 1 c-d).

The greater changes produce difference in pow-
er N. For the parameters N=3 and N=4 results are
shown on Fig. 1 (a-c).For the value of N=2 FS image
consists from some several points so this image
omitted from the Fig. 1 as non-informative.

Described property of ES justifies it’s usage in
ZNP authentication schemes for NIR. The property
of finiteness provides by finite number of parame-
ters, that uniquely defines FS: C and N in formula
(1). Infiniteness follows from infinite number of
points on a complex plane. Moreover, infinite num-
ber of points contains any finite part of the plane, so
limitation of comparison area does not impair the
safety of protocol.

Parameters C and N could be mentioned as a
secret knowledge — the client’s numerical password
which forms knowledge field in FS form. Additive
constant C consists from two real numbers. The
power index N could be real or integer. To select the
types of constants it is necessary to analyze some
aspects.

As far as different computers could use different
calculation technique, it is recommended the usage
of integer numbers for N, because there is no precise
method to compute X" where N is not integer. Ap-
proximate methods depend on math support (co-
processor, math libraries, programming language,
data types, zero limit etc.). In that case the same
formula could give different results on different
computers.
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Components of additive constant C could not
be integer, because the region of (1) convergence is

limited by inequality |C]| <2 . In this region there
are only 9 points with integer coordinates. Thus C
should forms from real number.

In case of integer N all calculations with C com-
ponents require only basic algebraic operations: addi-
tion/subtraction and multiplication/division. Such
operations have similar precision on different com-
puters limited by data type used for number presen-
tation. In special cases algebraic calculations could be
produced with any precision, specified in protocol.

According to proposed limitations the password
P is consist from three numbers — integer number N
and two real numbers Re C'and Im C:

P=(n,Re C, Im C). (2

The adopted method of knowledge diagnostic
defines a content of CSCs. A client is mentioned to
be a student and server — to be a teacher. Teacher
has knowledge (password P) and he should check the
student’s knowledge. Additional requirement (ZNP)
states that communication (examination) should not
discover any information about P directly.

The scheme. Taking into account expressed
ideas the following authentication scheme is pro-
posed:

Guoal: Server should authenticate client by checking
the knowledge of password P in form (2) using ZNP.

1. Server:  generates random complex point
X=Re X, Im X) from region |X|<1 or any sub-
region (if it is reasonable).

2. Server: calculates the sequence (1) with X=X
and checks its convergence. Constants C and 7 are
defined from the secret password P.

3. Server: sends to client the point X.

4. Client: performs action 2.

5. Client. sends to server result of calculation —
does sequence converge or not.

6. Server: checks client’s answer. In a right case
performs actions 1-6 until probability limit was ex-
ceeded. In a wrong case authentication falls.

Probability limit could be estimated by formula
Pin=2", where n — the number of action 1-6 repeti-
tions. In the estimation it is considered that on repe-
tition twice decreases probability of impersonation.

Features. The authentication scheme could be
produced with some features.

It is rather obvious that for different clients
should be selected different passwords. But different
values for constants entail some peculiarities.

As follows from Fig. 1 fractal sets could be rela-
tively solid or sparse. For sparse FS random point X

could be selected from full fractal space. But for sol-
id FS it is better to choose the part of space near the
fractal edge. In a case of full space tracing for solid
FS attacker could observe a difference between cen-
tral and peripheral points and use it for attacks. So in
addition to password P it is recommended to store
information about area of point’s selection concrete-
ly for this P.

A possibility of infinite X point’s number pro-
ducing could be worsened if some points X will be
repeated in different CSCs (possibly in different ses-
sions). To avoid such collisions it is recommended to
use a great precision of C components or/and to
provide storage of used points for all clients and all
sessions during lifetime of password.

Let’s consider that complex type is defined to be
a program structure (all program fragments shown in
C/C++ formalism):

typedef struct tagCOMP
{ float Re; // the real patt

float Im; // the imaginary patt
} complex;

Necessary mathematical operations on complex
number are defined by functions:

float mod(complex &x) //modulus of com-
plex number
{ return sqrt(x.Re*x.Re+x.Im*x.Im); }
float arg(complex &x) //argument  of
number
{ if (x.Re==0) if (x.Im>0) return acos(0); else
return -acos(0);

return atan(x.Im/x.Re);
}

complex

In such case the next element in sequence (1)
could be computed by the function:

complex Next(complex &X, int N)

{ float x,y; // variables
for intermediate calculations

x = mod(X); // modulus of X

for(int i=1;1<N;i++)

x=x*mod(X); // power for
modulus: |X\T| =X N

y = N*arg(X); // power for

argument: Arg(X")=N-Arg(X).
// Here x and

y— modulus and argument of X
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complex temp;
complex variable

temp.Re = x*cos(y)+C.Re;
the result of X"+C

// temporal

// computing
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temp.Im = x*sin(y)+CJIm; // considering
that value of C'is defined above
return temp;

the result

}

//

returning

Convergence of sequence could be checked by
the expression:

int N; complex X; / /variables for
X and N data

XRe=..;XIm=..;N=..; //value of
start point (X)) and sequence power

int k=1; //counter

do{ X=Next(X, N); k++;}  while((mod(X)<100)&
(k<100));

There are two conditions for calculation abort-
ing: mod(X)<100 means that X value is not great
enough for conclusion about convergence; k<100 —
limits the sequence. After the given fragment a con-
vergence of sequence is defined by checking value
of mod(X).

Limit values for mod(X) and (k) were used for
computing fractal set images shown on Fig. 1. For
the optimization of calculation complexity these val-
ues could be decreased. It could be shown [2] that

there are no convergence points for |C| > \/E . So this

value could be used for the break condition in opti-
mized code. For the optimal value of sequence
member limitation further researches are necessary.

Conclusions. Authentication scheme based on
zero-knowledge protocol is proposed as a combina-
tion of knowledge diagnostic methods and fractal
sets comparison in a complex plane. The scheme is
built on dialog principle and could perform authori-
zation with given probability limit.

The proposed scheme has some features which
should be accounted to avoid possible problems in
technical realizations. It is shown some recommen-
dations and program fragments allowed realization
of authentication scheme.

Further researches could be based on analysis of
different fractal sets in multi-dimension spaces and
its applicability for selected problems. Additional
researches could be related with optimization of cal-
culation complexity of the scheme.
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CXEMA AYTEHTU®HKALTNU
HA ®PAKTAABHBIX MHO?KECTBAX

AASL TOCTPOCHMS 3AINUIICHHBIX UH(POPMAIIHOHHBIX Pe-
CyPCOB B OTKPBITBIX CETAX HEOOXOAMMA PEAAH3ALINA
cpeActs ayreHTH(HKAIIH. VI3BeCTHBIE IIPOTOKOABL ayTe-
HTU(UKAITAE OCHOBBLIBAIOTCA Ha IIPOBEPKE HEKOTOPOIO
CEKpPETHOro 3HaHUA (KAFOYA HAH MapoAs). [Ipeamourenwme
OTA2ETCA CXEMaM IIPOBEPKH, IIOCTPOCHHBIM HA AHAAOIE
KAMEHTA W CEPBEPa, OCYIIECTBAAEMBIM 0€3 IIepeAadn
CEKPETHOIO 3HAHHA ADKE B 3amn(pPOBAHHOM BHAE —
IIPOTOKOAAM C HYAEBBIM pasraarreHueM. Kax mpasuao,
TaKHe IIPOTOKOABI HCIIOAB3YFOT MATEMATHYIECKH CAOKHBIE
32A49U C HEU3BECTHBIM PEIIIEHUEM OOPATHOM 3aAa4u. DTa
HEHU3BECTHOCTh CTAHOBUTHCH IIPUYHUHOH  YA3BUMOCTH
IIPOTOKOAA — HAXOMACHHUE PEIINEHUA 33AAYU CBEACT Ha
HET HAACKHOCTB IIPOTOKOAA. [IpeArorkeHa cxema ayTeH-
TUUKAIIIH, IOCTPOEHHAA HA KOMIIAEKCHBIX (DPaKTAAD-
HBEIX MHOJKECTBAX HCIIOAB3YSl B COCTABE METOABI AMCTAH-
IIMOHHOTO OLleHUBaHuA 3HAHUI. PpakrasbHbIE MHOMKECT-
Ba IIPHMEHHMEL OAATOAAPA OOBEAMHEHUIO CBOHCTB KOHE-
qHoCTH U OeckoHedHocTH. CBOWCTBO KOHEYHOCTH IT03-
BOASIET IIOCTPOEHHA CAMOIO MHOXKECTBA, CBOWMCTBO Oec-
KOHEYHOCTH TIaPaHTHPYET BO3MOKHOCTH MHOTOKPATHOTO
HCIIOAB30BAHHUA CXEMBL |lpHBeAeH aArOpHTIM KAMEHT-
CcepBepHOro B3amMoAeicTBuA. IIprMeHeHne cxeMBl TIpH-
BCACT K YAYHUIIICHHIO ITOKA3aTCACH OC30IIACHOCTH CCTEBBIX
MHMOPMAITHOHHBIX PECYPCOB.

Karoueprnle caroBa: ayreHTU(UKALIHA, IIPOTOKOA C HYAE-
BBIM pasrAarieHueM, ppakras, PpakraAbHOE MHOXKECTBO,
cereBast 5E30ITACHOCTb.
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CXEMA ABTEHTU®IKAIIIL
HA ®PAKTAABHIX MHOKMHAX
A 11oOyAoBH 3axuIieHHX 1H(MOPMAIIHHAX PecypciB y
BIAKpHUTHX Meperkax HeOOXIAHA peaaisaliis 3aco0iB aBTEH-
tudixkargi. Biaomi mporokoam apremTHpIKAIl IpyHTY-
FOTBCA HA IIEPEBIPIN IMEBHUX TAEMHHUX 3HAHB (KAFOYA UM
mapoas). Ilepeara HapaeTpCca cxemam IIEPEBIpKH, OOY-
AOBAaHUM Ha AlaAO3i KAl€EHTa Ta cepBepa, AKHH 3AIHCHIO-
€TBbCA 0e3 IEePEAABAHHA CCKPETHOIO 3HAHHSA, HAaBITh Y
sarrudposasiii popmi, - IPOTOKOAAM 3 HYABOBHM PO3-
roAomreHHAM. fIK mpaBruAo, Taki IPOTOKOAN BUKOPHCTO-
BYIOTb MATCMATHYHO CKAAHI 3aAadi 3 HEBIAOMEM
posp’skom 3BopoTHOI mpobaemu. Llg HeBiroMmicTp BH-
CTyIIa€ IIPHUYIHHOIO BPA3AUBOCTI IIPOTOKOAY — BHHAHACH-
HA PIIITEHHA 3aAa9i 3BEAC HAHIBEITh HAAIMHICTD ITPOTOKO-
Ay. 3amIpOoIlOHOBAHA CcxeMma aBTECHTHIKAII, TOOyAOBaHA
Ha KOMIIACKCHHUX (PPAKTAABHHUX MHOMKHHAX 3 BHUKOPHC-
TAHHAM METOAIB AMCTAHIIIHOIO OIIIHIOBAHHA 3HAHbD.
@D paxkTaAbHI MHOKIHU 3PYIHI AAT BHKOPHUCTAHHS 3aBAAKH
HOEAHAHHIO BAACTUBOCTEN CKIHYEHHOCTI T4 HECKIHYEH-
HOCTl. BAAcTHBICTD CKIHYCHHOCTI AO3BOAAE IIOOYAOBY
caMOi MHOKHHH, BAACTUBICTP HECKIHUEHHOCTI rapaHTye
MOKAHBICTD 0AraTopa3soBoro BUKOpucTaHHA cxemu. Ha-

YAK 621.391:519.7

BCACHO aATOPHTM KAIEHT-CepBepHOI B3aeMOAIl. Buxopuc-
TAHHA CXEMH AO3BOAHTEH IIOKPAIINTH IIOKA3HUKIB Oe3rre-
KU MEPEKHUX 1H(MOPMAIIIHHUX pecypciB.

KarouoBi caoBa: aBreHTH]IKALIA, IIPOTOKOA 3 HYABOBHM
posroAoreHHAM, (ppakTas, (PpaKTaAbHA MHOMKHHA, Me-
perkHa OesIexa.
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Camoiirenko AeHuc MuxoasaiioBudY, KaHAHAAT Di3H-
KO-MATCMATHYHHUX HAYK, AOIICHT, AOIICHT Ka(DEAPH CACK-
TPOOOAAAHAHHSA CyAeH Ta iHdopmaniiiHoi Oesmexn. Ha-
IIOHAABPHUN YHIBEPCHUTET KOPAOACOYAYBAHHSA IMCHI aAMi-
para Maxaposa.

Camoiisenko Aennc HukoaaeBrUd, KaHAHAQT PHIUKO-
MATEMATUYCCKUX HAYK, AOILICHT, AOIICHT KadDCAPBI IACK-
TPOOOOPYAOBAHIA CYACH U MH(OPMAILIMOHHON Oesorac-
HocTu. HarmoHaApHBI YHHBEpCHTET KOPaOAECTPOEHUA
nMeHH apMupasa Makaposa.

BE3KAIOUOBI I'ELI-®YHKIIIf PETICTPOBOI'O TUITY

Amnror Osexcifuyk, Karepuaa Kopoas

Besxarouosi cen-gynxyii 6i0nocamuen 00 Haleaneausinux Kpunmozpadiunux npuMimusis i 3acnocosyionsia 6 cyUachux clic-
memax ungpysanis, asmenmupixayii, yugpposozo nidnucy, cenepayii Kawuie mompo. Hessaocaruu na nominmui npozpec y
pospobyi pisromarimmux amax na “Korxpenni” cett-PyHKyii, POIYMIHHA 3aKOHOMIPHOTIEH, WO AEHANL 6 OCHOBE 3ASHAYEHUX
AMmarK, 6USHAUEHHA YMOB iX 3ACHI0C08HOCHIE 1ma PO3POOKa Meni00is OYiHIOEanHA ix eqeKmusHOmL € NPeOMenoM aKmusux no-
Oanvanux: 00enidaners. Memor cimammi € 6cmanosAeHnA 3azanbiux YMO8, 1o 6USHAYAIONIL NPAKIUYUHY CHLIKICMNS UUPOKOZ0
KAacy cet-PyHKYIt, AKE 6a3yomvea Ha pezicmpax 36Y8Y, 610HOCHO amaK, CHPAMOSAHUX Ha H0OYOYEar A KON iX CHIUcKY6aNb-
wux pyuxyid. Iloxasano, wo 3adava 1noGydysarns Koaisiti 3600unbcs 00 po36 A3atH ABMOMAnHux pisHamsy 8i0HocHo 06itiKo-
6UX 1e6100MUX, AKE 30060461110 NestuM obmenceririam. TIpu yvory Muocunu 6cixc poss’asie maxux pisnans (6e3 ypaxy-
BatHA 00MENCEHY) Maromt NPOCHIUL aneopUmMMIUHUL 0N, 1o 00360156 NEPEAILYBan yi Po36 AKIU 8 PeNcUML peasHozo Yac).

KarouoBI caoBa: beskaionosa ceut-@ynKyis, nouyx Koaisil, cKIHUEeHHUTE asmoMant, HeATHIGHUL Deciciip 36Y6Y, cucmeMa as-

momanmux: pisuans, MDx, SHA.

Bceryn. bBeskarouosi (kpurrrorpadivmi) rerr-
dyHKII BIAHOCATBCA AO HAHBAKAUBIIIHNX KPHIITO-
rpacpiuaux npumiTeBiB. BoHE 3acTocoByrOTBHCA B
CyJacHUX cHCTeMax IMudpyBaHHA, aBTeHTHQIKAIIIL,
1 pOBOro MIAIIUCY, TeHEPaILll KAIOUIB Ta 3BHYANHO
BHKOHYIOTb POAB CBOEPIAHOI AAHKH, IO IIOB’A3y€
okpemi wactuHH KpurrrorpadidHoi cucremMu (AUB.,
HanIpuKAaA, [4, 5]). 3 moasoro y 2004 — 2005 pokax
IIOTYKHUX aTak Ha okpemi pymkiii cim’i MDx [13 —
16] cyrreBo miacumamBes iHTEpec (paxiBIB AO HOOY-
AOBH HOBHUX BHAIB I€II-(DYHKIIH, PO3POOKH METOAIB
iX KpHIITOaHaAi3y Ta OOIPYHTYBaHHA IX CTIHKOCTI
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BIAHOCHO TIEPCIIEKTHBHHX aTak. [leBHEM miacymkxoMm
AOCAIAKEHD Y IIbOMY HAIIPAMI MOKHA BBAKATH IIPH-
tiaaTTa y 2012 poli HOBOro CTaHAAPTY IEIIyBAHHSA
sanpx — aaropurmy Keccak [8].

Hespaxaroun Ha TOMITHHI IIpOrpec y po3poori
PI3HOMAHITHHX aTak Ha “KOHKpeTHI  rerr-OyHKIIii,
PO3YMIHHA 3aKOHOMIPHOCTEH, IO A€KAThb B OCHOBI
3a3HAYCHUX ATAK, BU3HAYCHHA 3araABHUX YMOB iX
3aCTOCOBHOCTI Ta PO3POOKA METOAIB OIUHIOBAHHA iX
e(PEeKTHUBHOCTI € IIPEAMETOM IIOAAABIIHX AOCAI-
AJKEHb, CIIPAMOBAHHUX Ha CTBOPEHHA 3araAbHOI Teopil
ITOOYAOBH Ta aHaAi3y rern-dyskmiil. ITorpedu B Ta-



