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THE ENCRYPTION ALGORITHMS GOST28147–89–IDEA8–4 AND 
GOST28147–89–RFWKIDEA8–4 

 
Gulom Tuychiev  

 
In this paper there were created new encryption algorithms GOST28147–89–IDEA8–4 and GOST28147–89–
RFWKIDEA8–4 based on networks IDEA8–4 and RFWKIDEA8–4, with the use the round function of the encryption 
algorithm GOST 28147–89. The block length of encryption algorithm is 256 bits, the number of rounds is 8, 12, 16 and length 
of the key switches from 256 to 1024 bits. Depending on information privacy and encryption speed can we choose the number of 
rounds and key length. In the encryption algorithms encryption and decryption use the same algorithm, only when decryption calcu-
lates the inverse of round keys depending on operations and they are applied in reverse order.  
Keywords: Lai–Massey scheme, round function, round keys, output transformation, multiplication, addition, S–box. 
 
Introduction. The encryption algorithm GOST 

28147–89 [8] is a standard encryption algorithm of the 
Russian Federation and based on a Feistel network. 
This encryption algorithm is suitable for hardware and 
software implementation, meets the necessary 
cryptographic requirements for resistance and, 
therefore, does not impose restrictions on the degree 
of secrecy of the information being protected. The 
algorithm implements the encryption of 64–bit blocks 
of data using the 256 bit key. In round functions used 
eight S–box of size 4x4 and operation of the cyclic 
shift by 11 bits. Up to date, GOST 28147–89 is re-
sistant to cryptographic attacks.  

On the basis of encryption algorithm IDEA [9] 
and Lai–Massey scheme [43] there were developed the 
networks IDEA8–4 [11] and RFWKIDEA8–4 [12], 
consisting of four round functions. In the networks 
IDEA8–4 and RFWKIDEA8–4, similarly as in the 
Feistel network, both encryption and decryption use 
the same algorithm. In the networks there were used 
four round functions having one input and output 
blocks and as a round function can use any transfor-
mation.  

As the round function networks IDEA4-2 [1], 
RFWKIDEA4-2 [10], PES4-2 [17], RFWKPES4-2 
[18], PES8-4 [2], RFWKPES8-4 [20], IDEA16-2 [13] 
and RFWKIDEA16-2 [14] are using the round func-
tion of the encryption algorithm GOST 28147-89 
there were created the encryption algorithms 
GOST28147-89-IDEA4-2 [25], GOST28147-89-
RFWKIDEA4-2 [26], GOST28147-89-PES4-2 [27], 
GOST28147-89-RFWKPES4-2 [28], GOST28147-
89-PES8-4 [29], GOST28147-89-RFWKPES8-4 [29], 
GOST28147-89-IDEA16-2 [30] and GOST28147-
89-RFWKIDEA16-2 [30]. The same is by using Sub-
Bytes(), ShiftRows(), MixColumns() and AddRound-
Key() transformations of the encryption algorithm 
AES [7] as round functions of networks IDEA8-1 

[12], RFWKIDEA8-1 [12], PES8-1 [19], RFWK-
PES8-1 [20], IDEA16-1 [13], RFWKIDEA16-1 [14], 
PES16-1 [21], RFWKPES16-1 [22], IDEA32-1 [15], 
RFWKIDEA32-1 [16], PES32-1 [23], RFWKPES32-
1 [24], IDEA16-2 [13], RFWKIDEA16-2 [14], 
PES16-2 [21], RFWKPES16-2 [22], IDEA32-4 [15], 
RFWKIDEA32-4 [16], PES32-4 [23] and RFWK-
PES32-4 [24] created encryption algorithms AES-
IDEA8-1 [31], AES-RFWKIDEA8-1 [32], AES-
PES8-1 [33], AES-RFWKPES8-1 [34], AES-
IDEA16-1 [35], AES-RFWKIDEA16-1 [36], AES-
PES16-1 [37], AES-RFWKPES16-1 [37], AES-
IDEA32-1 [38], AES-RFWKIDEA32-1 [39], AES-
PES32-1 [40], AES-RFWKPES32-1 [40], AES-
IDEA16-2 [3], AES-RFWKIDEA16-2 [3], AES-
PES16-2 [42], AES-RFWKPES16-2 [43], AES-
IDEA32-4 [41], AES-RFWKIDEA32-4 [41], AES-
PES32-4 [4] and AES-RFWKPES32-4 [5]. 

In this paper, applying the round functions of the 
encryption algorithm GOST 28147–89 as round func-
tions of the networks IDEA8–4 and RFWKIDEA8–
4, developed new encryption algorithms 
GOST28147–89–IDEA8–4 and GOST28147–89–
RFWKIDEA8–4. In the encryption algorithms 
GOST28147–89–IDEA8–4 and GOST28147–89–
RFWKIDEA8–4 the block length is 256 bits, the key 
length is changed from 256 bits to 1024 bits in incre-
ments of 128 bits and a number of rounds equal to 8, 
12, 16, allowing the user depending on the degree of 
secrecy of information and speed of encryption to 
choose the number of rounds and key length. Below 
is illustrated the structure of the proposed encryption 
algorithm. The purpose of this work is to develop new 
encryption algorithms based on network IDEA8–4 
and RFWKIDEA8–4 applying a round function of 
the encryption algorithm GOST 28147–89 
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THE ENCRYPTION ALGORITHM 
GOST28147–89–IDEA8–4 

The structure of the encryption algorithm 
GOST28147–89–IDEA8–4. In the encryption algo-
rithm GOST28147–89–IDEA8–4 length of the sub-
blocks 0X , 1X , …, 7X , length of the round keys 

)1(12 −iK , 1)1(12 +−iK , …, 7)1(12 +−iK , 1...1 += ni , 8)1(12 +−iK , 

9)1(12 +−iK , 10)1(12 +−iK , 11)1(12 +−iK , ni ...1=  and 812 +nK , 

12 9 ,nK + ..., 2312 +nK  are equal to 32–bits. In this encryp-
tion algorithm the round function GOST 28147–89 is 
applied four times and in each round function used 
eight S–boxes, i.e. the total number of S–boxes is 32. 
The scheme of the encryption algorithm 
GOST28147–89–IDEA8–4 is shown in Figure 1 and 
the S–boxes shown in Table 1. 

 
Fig 1. The scheme of encryption algorithm GOST28147–89–IDEA8–4 

Considering the round function of the encryption 
algorithm GOST28147–89–IDEA8–4 the 32–bit sub-
blocks 0T , 1T , 2T , 3T  are summed round keys 

8)1(12 +−iK , 9)1(12 +−iK , 10)1(12 +−iK , 11)1(12 +−iK , ni ...1= , i.e. 
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The four–bit sub-blocks 0
is , 1

is , 2
is , 3

is , 7...0=i  
are transformed into the S–boxes:  

||)(||)(||)(||)( 0
33

0
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0
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0
00

0 sSsSsSsSR =
)(||)(||)(||)( 0

77
0
66

0
55

0
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||)(||)(||)(||)( 1
311

1
210

1
19

1
08

1 sSsSsSsSR =  
||)(||)(||)( 1
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1
513

1
412 sSsSsS )( 1

715 sS , 
2 2 2 2

16 0 17 1 18 2( ) || ( ) || ( ) ||R S s S s S s= , 

2 2 2 2 2
19 3 20 4 21 5 22 6 23 7( ) || ( ) || ( ) || ( ) || ( )S s S s S s S s S s  
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24 0 25 1 26 2( ) || ( ) || ( ) ||R S s S s S s=

3 3 3
27 3 28 4 29 5( ) || ( ) || ( ) ||S s S s S s )(||)( 3

731
3
630 sSsS . 

The resulting 32–bit sub-blocks 0R , 1R , 2R , 3R  
are cyclically shifted left by 11 bits and resulted to ob-
taining sub-blocks 0Y , 1Y , 2Y , 3Y : 1100 <<= RY , 

1111 <<= RY , 1122 <<= RY , 1133 <<= RY .  

Table 1 
The S–boxes of encryption algorithms 

 0x0 0x1 0x2 0x3 0x4 0x5 0x6 0x7 0x8 0x9 0xA 0xB 0xС 0xD 0xE 0xF 
S0 0x4 0x5 0xA 0x8 0xD 0x9 0xE 0x2 0x6 0xF 0xC 0x7 0x0 0x3 0x1 0xB 
S1 0x5 0x4 0xB 0x9 0xC 0x8 0xF 0x3 0x7 0xE 0xD 0x6 0x1 0x2 0x0 0xA 
S2 0x6 0x7 0x8 0xA 0xF 0xB 0xC 0x0 0x4 0xD 0xE 0x5 0x2 0x1 0x3 0x9 
S3 0x7 0x6 0x9 0xB 0xE 0xA 0xD 0x1 0x5 0xC 0xF 0x4 0x3 0x0 0x2 0x8 
S4 0x8 0x9 0x6 0x4 0x1 0x5 0x2 0xE 0xA 0x3 0x0 0xB 0xC 0xF 0xD 0x7 
S5 0x9 0x8 0x7 0x5 0x0 0x4 0x3 0xF 0xB 0x2 0x1 0xA 0xD 0xE 0xC 0x6 
S6 0xA 0xB 0x4 0x6 0x3 0x7 0x0 0xC 0x8 0x1 0x2 0x9 0xE 0xD 0xF 0x5 
S7 0xB 0xA 0x5 0x7 0x2 0x6 0x1 0xD 0x9 0x0 0x3 0x8 0xF 0xC 0xE 0x4 
S8 0xC 0xD 0x2 0x0 0x5 0x1 0x6 0xA 0xE 0x7 0x4 0xF 0x8 0xB 0x9 0x3 
S9 0xE 0xF 0x0 0x2 0x7 0x3 0x4 0x8 0xC 0x5 0x6 0xD 0xA 0x9 0xB 0x1 
S10 0xF 0xE 0x1 0x3 0x6 0x2 0x5 0x9 0xD 0x4 0x7 0xC 0xB 0x8 0xA 0x0 
S11 0x1 0x8 0x7 0xD 0x0 0x4 0x3 0xF 0xB 0xA 0x9 0x2 0x5 0x6 0xC 0xE 
S12 0x2 0xB 0x4 0xE 0x3 0x7 0x0 0xC 0x8 0x9 0xA 0x1 0x6 0x5 0xF 0xD 
S13 0x3 0xA 0x5 0xF 0x2 0x6 0x1 0xD 0x9 0x8 0xB 0x0 0x7 0x4 0xE 0xC 
S14 0x4 0x5 0xA 0x0 0xD 0x1 0x6 0x2 0xE 0x7 0xC 0xF 0x8 0x3 0x9 0xB 
S15 0x5 0x4 0xB 0x1 0xC 0x0 0x7 0x3 0xF 0x6 0xD 0xE 0x9 0x2 0x8 0xA 
S16 0x6 0x7 0x8 0x2 0xF 0x3 0x4 0x0 0xC 0x5 0xE 0xD 0xA 0x1 0xB 0x9 
S17 0x7 0x6 0x9 0x3 0xE 0x2 0x5 0x1 0xD 0x4 0xF 0xC 0xB 0x0 0xA 0x8 
S18 0x8 0x9 0x6 0xC 0x1 0xD 0xA 0xE 0x2 0xB 0x0 0x3 0x4 0xF 0x5 0x7 
S19 0x9 0x8 0x7 0xD 0x0 0xC 0xB 0xF 0x3 0xA 0x1 0x2 0x5 0xE 0x4 0x6 
S20 0xA 0xB 0x4 0xE 0x3 0xF 0x8 0xC 0x0 0x9 0x2 0x1 0x6 0xD 0x7 0x5 
S21 0xB 0xA 0x5 0xF 0x2 0xE 0x9 0xD 0x1 0x8 0x3 0x0 0x7 0xC 0x6 0x4 
S22 0xC 0xD 0x2 0x8 0x5 0x9 0xE 0xA 0x6 0xF 0x4 0x7 0x0 0xB 0x1 0x3 
S23 0xD 0xC 0x3 0x9 0x4 0x8 0xF 0xB 0x7 0xE 0x5 0x6 0x1 0xA 0x0 0x2 
S24 0x1 0x8 0x7 0x5 0x0 0xC 0xB 0xF 0x3 0x2 0x9 0xA 0xD 0x6 0x4 0xE 
S25 0x2 0xB 0x4 0x6 0x3 0xF 0x8 0xC 0x0 0x1 0xA 0x9 0xE 0x5 0x7 0xD 
S26 0x3 0xA 0x5 0x7 0x2 0xE 0x9 0xD 0x1 0x0 0xB 0x8 0xF 0x4 0x6 0xC 
S27 0xF 0xE 0x1 0xB 0x6 0xA 0xD 0x9 0x5 0xC 0x7 0x4 0x3 0x8 0x2 0x0 
S28 0xE 0xF 0x0 0xA 0x7 0xB 0xC 0x8 0x4 0xD 0x6 0x5 0x2 0x9 0x3 0x1 
S29 0xA 0xB 0xC 0xE 0x3 0xF 0x0 0x4 0x8 0x1 0x2 0x9 0x6 0x5 0x7 0xD 
S30 0xB 0xA 0xD 0xF 0x2 0xE 0x1 0x5 0x9 0x0 0x3 0x8 0x7 0x4 0x6 0xC 
S31 0xC 0xD 0xA 0x8 0x5 0x9 0x6 0x2 0xE 0x7 0x4 0xF 0x0 0x3 0x1 0xB 

Considering the encryption process of encryption 
algorithm GOST28147–89–IDEA8–4, initially the 
256–bit plaintext X is partitioned into sub-blocks of 
32–bits 0

0X , 1
0X , … , 7

0X  and runs the following steps: 
1. Sub-blocks 0

0X , 1
0X , …, 7

0X  summed by XOR 
with the keys 812 +nK , 912 +nK , ..., 1512 +nK : 

jn
jj KXX ++⊕= 81200 , 7...0=j . 

2. Sub-blocks 0
0X , 1

0X , …, 7
0X  are multiplied and 

summed with the round keys )1(12 −iK , 1)1(12 +−iK , ..., 

7)1(12 +−iK  and calculated 32–bit sub-blocks 0T , 1T , 2T , 
3T  as follows:  

⊕⋅= −− )( )1(12
0

1
0

ii KXT )( 4)1(12
4

1 +−− + ii KX ,
⊕⋅= +−− )( 1)1(12

1
1

1
ii KXT )( 5)1(12

5
1 +−− + ii KX , 
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⊕⋅= +−− )( 2)1(12
2

1
2

ii KXT )( 6)1(12
6

1 +−− + ii KX , 
⊕⋅= +−− )( 3)1(12

3
1

3
ii KXT  )( 7)1(12

7
1 +−− + ii KX , 1=i . 

3. To sub-blocks 0T , 1T , 2T , 3T   applying the 
round function and get the 32–bit sub-blocks 0Y , 1Y , 

2Y , 3Y . 
4. Sub-blocks 0Y , 1Y , 2Y , 3Y  are summed to 

XOR with sub-blocks 0
1−iX , 1

1−iX , …, 7
1−iX , i.е. 

30
1

0
1 YXX ii ⊕= −− , 21

1
1

1 YXX ii ⊕= −− , 12
1

2
1 YXX ii ⊕= −− , 

03
1

3
1 YXX ii ⊕= −− , 34

1
4

1 YXX ii ⊕= −− , 25
1

5
1 YXX ii ⊕= −− , 

16
1

6
1 YXX ii ⊕= −− , 07

1
7

1 YXX ii ⊕= −− ,  1=i . 
5. At the end of the round sub-blocks are swapped, 

i.e,  0
1

0
−= ii XX , 6

1
1

−= ii XX , 5
1

2
−= ii XX , 4

1
3

−= ii XX , 
3

1
4

−= ii XX , 2
1

5
−= ii XX , 1

1
6

−= ii XX , 7
1

7
−= ii XX , 1=i . 

6. Repeating the steps 2–5 n time, i.e. ni ...2= , the 
sub-blocks 0

nX , 1
nX , …, 7

nX are obtained. 
7. In output transformation round keys nK12 , 
112 +nK , ..., 712 +nK  are multiplied and summed into sub-

blocks 0
nX , 1

nX , …, 7
nX , i.e.  

nnn KXX 12
00

1 ⋅=+ , 112
61

1 ++ += nnn KXX ,  

212
52

1 ++ ⋅= nnn KXX , 312
43

1 ++ += nnn KXX , 

412
34

1 ++ += nnn KXX , 512
25

1 ++ ⋅= nnn KXX , 

612
16

1 ++ += nnn KXX , 712
77

1 ++ ⋅= nnn KXX . 
8. Sub-blocks 0

1+nX , 1
1+nX , ..., 7

1+nX  are summed by 
XOR with the round keys 1612 +nK , 1712 +nK ,  …, 2312 +nK : 

jn
j

n
j

n KXX ++++ ⊕= 161211 , 7...0=j .  
As a cipher text it receives the combined 32–bit 

sub-blocks 7
1

2
1

1
1

0
1 ||...|||||| ++++ nnnn XXXX .  

In the encryption algorithm GOST28147–89–
IDEA8–4 when encryption and decryption can use 
the same algorithm, only when decryption calculates 
the inverse of round keys depending on operations 
and are applied in reverse order. The important goal 
of encryption is the key generation.  

Key generation of the encryption algorithm 
GOST28147–89–IDEA8–4. In the n–round encryp-
tion algorithm GOST28147–89–IDEA8–4 is used in 
each round 12 round keys of 32 bits and the output 
transformation of 8 round keys of 32 bits. In addition, 
prior to the first round and after the output transfor-
mation is applied 8 round keys on 32 bits. The total 
number of 32–bit round keys is equal to 12n+24. 
Hence, if n=8 then it must be 120, if n=12 then 168 
and if n=16 then 216 to generate round keys.  

The key of the encryption algorithm length of l  
( 1024256 ≤≤ l ) bits is divided into 32–bit round keys 

cK0 , cK1 , ..., c
LenghtK 1− , 32/lLenght = , here 

},...,,{ 110 −= lkkkK , },...,,{ 31100 kkkK c = , 1 32{ ,cK k=

33 63,..., }k k , ..., },...,,{ 131321 −−−− = lll
c
Lenght kkkK . Then 

c
Lenght

cc
L KKKK 110 ... −⊕⊕⊕= . If 0=LK  then as LK  

selected 0xC5C31537, i.e. 0xC5C31537.LK =  Round 
keys c

iK , 2312... += nLenghti  are calculated as fol-
lows: ⊕= − )(0 c

Lenghti
c
i KSBoxK  1( 32SBox RotWord

1( ))c
i Lenght LK K− + ⊕ . After each generation of round 

keys value LK  is cyclically shifted left by 1 bit. Here 
RotWord32()–cyclic shifts 32 bit sub-block to the left 
by 1 bit, SBox()–converts 32–bit sub-block in S–box 
and  

||)(||)(||)(||)(||)()(0 4433221100 aSaSaSaSaSASBox =  
)(||)(||)( 776655 aSaSaS , 

||)()(1 08 aSASBox = 9 1 10 2 11 3( ) || ( ) || ( ) ||S a S a S a  
12 4 13 5 14 6( ) || ( ) || ( ) ||S a S a S a )( 715 aS , 

|||||||| 3210 aaaaA = 7654 |||||| aaaa  
and ia – the four–bit sub-block. 

Decryption round keys are computed on the ba-
sis of encryption round keys and decryption round 
keys output transformation associated with encryp-
tion round keys as follows: 

12 12 1 12 2 12 3 12 4 12 5 12 6 12 7( , , , , , , , )d d d d d d d d
n n n n n n n nK K K K K K K K+ + + + + + + =  

1 1 1 1
0 1 2 3 4 5 6 7(( ) , , ( ) , , , ( ) , , ( ) ).c c c c c c c cK K K K K K K K− − − −= − − − −  

Decryption round keys of the second, third and 
n–round associates with the encryption round keys as 
follows: 

12( 1) 12( 1) 1 12( 1) 2 12( 1) 3 12( 1) 4( , , , , ,d d d d d
i i i i iK K K K K− − + − + − + − +  

12( 1) 5 12( 1) 6 12( 1) 7 12( 1) 8, , , ,d d d d
i i i iK K K K− + − + − + − +  

12( 1) 9 12( 1) 10 12( 1) 11, , )d d d
i i iK K K− + − + − + =  

1 1
12( 1) 6( 1) 6 12( 1) 5(( ) , , ( ) ,c c c

n i n i n iK K K− −
− + − + + − + += −  

1
12( 1) 4 12( 1) 3 6( 1) 2, , ( ) ,c c c

n i n i n iK K K −
− + + − + + − + +− −  

1
12( 1) 1 12( 1) 7, ( ) ,c c

n i n iK K −
− + + − + +−  

12( ) 8 12( ) 9 12( ) 10 12( ) 11, , , ), 2... .c c c c
n i n i n i n iK K K K i n− + − + − + − + =  

Decryption keys of the first round are associated 
with the encryption keys as follows: 

1
0 1 2 3 4 5 6 7 8 9 10 11 12( , , , , , , , , , , , ) (( ) ,d d d d d d d d d d d d c

nK K K K K K K K K K K K K −=
1 1 1

12 1 12 2 12 3 12 4 12 5 12 6 12 7, ( ) , , , ( ) , , ( ) ,c c c c c c c
n n n n n n nK K K K K K K− − −
+ + + + + + +− − − −  

12( 1) 8 12( 1) 9 12( 1) 10 12( 1) 11, , , ).c c c c
n n n nK K K K− + − + − + − +  

Decryption round keys applied to the first round 
and after the output transformation are associated 
with encryption keys as follows: c

jn
d

jn KK ++++ = 1612812 , 
c

jn
d

jn KK ++++ = 8121612 , 7...0=j . 
THE ENCRYPTION ALGORITHM 

GOST28147–89–RFWKIDEA8–4 
The structure of the encryption algorithm 

GOST28147–89–RFWKIDEA8–4. In the encryp-
tion algorithm GOST28147–89–RFWKIDEA8–4 
length of the sub-blocks 0X , 1X , …, 7X , the length 
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of the round keys )1(8 −iK , 1)1(8 +−iK , …, 7)1(8 +−iK , 

1...1 += ni , 88 +nK , 58 +nK , ..., 238 +nK  are equal to 32–bits. 
In this encryption algorithm the round function 
GOST 28147–89 is applied four times and in each 

round the function uses eight S–boxes, i.e. the total 
number of S–boxes is 32. The scheme of the encryp-
tion algorithm GOST28147–89–RFWKIDEA8–4 is 
shown in Figure 2 and the S–boxes shown in Table 1.  

 
Fig. 2. The scheme of encryption algorithm GOST28147–89–RFWKIDEA8–4 

 

Considering the round function of encryption al-
gorithm GOST28147–89–RFWKIDEA8–4. First 
32–bit sub-blocks 0T , 1T , 2T , 3T  divided into eight 
four–bit sub-blocks, i.e.  
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The four–bit sub-blocks 0

it , 1
it , 2

it , 3
it , 7...0=i  

are converted into S–box: 

0 0 0 0 0 0 0
0 0 1 1 2 2 3 3 4 4 5 5( ) || ( ) || ( ) || ( ) || ( ) || ( ) ||R S t S t S t S t S t S t=

0 0
6 6 7 7( ) || ( )S t S t , 

1 1 1 1 1 1
8 0 9 1 10 2 11 3 12 4( ) || ( ) || ( ) || ( ) || ( ) ||R S t S t S t S t S t=

1 1 1
13 5 14 6 15 7( ) || ( ) || ( )S t S t S t , 

||)( 2
016

2 tSR = 2 2 2 2
17 1 18 2 19 3 20 4( ) || ( ) || ( ) || ( ) ||S t S t S t S t

2 2 2
21 5 22 6 23 7( ) || ( ) || ( )S t S t S t , 

0 3 3 3 3 3 3
24 0 25 1 26 2 27 3 28 4 29 5( ) || ( ) || ( ) || ( ) || ( ) || ( ) ||R S t S t S t S t S t S t=

3 3
30 6 31 7( ) || ( )S t S t . 

The received 32–bit sub-blocks 0R , 1R , 2R , 3R  
are cyclically shifted to the left by 11 bits and get the 
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sub-blocks 0Y , 1Y , 2Y , 3Y : 1100 <<= RY , 
1111 <<= RY , 1122 <<= RY , 1133 <<= RY .  

Considering the encryption process of encryption 
algorithm GOST28147–89–RFWKIDEA8–4 initially 
the 256–bit plaintext X is partitioned into sub-blocks 
of 32–bits 0

0X , 1
0X , …, 7

0X  and performs the follow-
ing steps:  

1. Sub-blocks 0
0X , 1

0X , …, 7
0X  summed by 

XOR with the round keys 88 +nK , 98 +nK , ..., 158 +nK : 

jn
jj KXX ++⊕= 8800 , 7...0=j . 

2. Sub-blocks 0
0X , 1

0X , …, 7
0X  are multiplied and 

summed to the round keys )1(8 −iK , 1)1(8 +−iK ,  ..., 7)1(8 +−iK  

and calculates a 32–bit sub-blocks 0T , 1T , 2T , 3T  as 
follows:  

⊕⋅= −− )( )1(8
0

1
0

ii KXT  )( 4)1(8
4

1 +−− + ii KX , 
⊕⋅= +−− )( 1)1(8

1
1

1
ii KXT )( 5)1(8

5
1 +−− + ii KX , 

⊕⋅= +−− )( 2)1(8
2

1
2

ii KXT )( 6)1(8
6

1 +−− + ii KX , 
⊕⋅= +−− )( 3)1(8

3
1

3
ii KXT  )( 7)1(8

7
1 +−− + ii KX , 1=i  . 

3. To sub-blocks 0T , 1T , 2T , 3T   applying the 
round function and get the 32–bit sub-blocks 0Y , 1Y , 

2Y , 3Y . 
4. Sub-blocks 0Y , 1Y , 2Y , 3Y  are summed to 

XOR with sub-blocks 0
1−iX , 1

1−iX , …, 7
1−iX , i.е. 

30
1

0
1 YXX ii ⊕= −− , 21

1
1

1 YXX ii ⊕= −− , 12
1

2
1 YXX ii ⊕= −− , 

03
1

3
1 YXX ii ⊕= −− , 34

1
4

1 YXX ii ⊕= −− , 25
1

5
1 YXX ii ⊕= −− , 

16
1

6
1 YXX ii ⊕= −− , 07

1
7

1 YXX ii ⊕= −− ,  1=i . 
5. At the end of the round sub-blocks swapped, 

i.e. 0
1

0
−= ii XX , 6

1
1

−= ii XX , 5
1

2
−= ii XX , 4

1
3

−= ii XX , 
3

1
4

−= ii XX , 2
1

5
−= ii XX , 1

1
6

−= ii XX , 7
1

7
−= ii XX , 1=i . 

6. Repeat the steps 2–5 n time, i.e. ni ...2= , and 
obtain the sub-blocks 0

nX , 1
nX , …, 7

nX . 
7. In output transformation round keys nK8 , 

18 +nK , ..., 78 +nK are multiplied and summed to sub-
blocks 0

nX , 1
nX , …, 7

nX , i.e.  

nnn KXX 8
00

1 ⋅=+ , 

18
61

1 ++ += nnn KXX , 

28
52

1 ++ ⋅= nnn KXX , 
3 4

1 8 3 ,n n nX X K+ += +  

48
34

1 ++ += nnn KXX , 

58
25

1 ++ ⋅= nnn KXX , 

68
16

1 ++ += nnn KXX , 78
77

1 ++ ⋅= nnn KXX . 

8. Sub-blocks 0
1+nX , 1

1+nX , ..., 7
1+nX  are summed by 

XOR with the round keys 168 +nK , 178 +nK , .., 238 +nK : 

jn
j

n
j

n KXX ++++ ⊕= 16811 , 7...0=j .  
As cipher text receives the combined 32–bit sub-

blocks 7
1

2
1

1
1

0
1 ||...|||||| ++++ nnnn XXXX . 

In the encryption algorithm GOST28147–89–
RFWKIDEA8–4 when encryption and decryption us-
ing the same algorithm, only when decryption calcu-
lates the inverse of round keys depending on opera-
tions and are applied in reverse order. One important 
goal of encryption is key generation.  

Key generation of the encryption algorithm 
GOST28147–89–RFWKIDEA8–4. In the n–round 
encryption algorithm GOST28147–89–RFWK 
IDEA8–4 uses in each round 8 round keys of 32 bits 
and the output transformation of 8 round keys of 32 
bits. In addition, prior to the first round and after the 
output transformation applies 8 round keys on 32 bits. 
The total number of 32–bit round keys is equal to 
8n+24.  

The key length of the encryption algorithm l            
( 1024256 ≤≤ l ) bits is divided into 32–bit round keys 

cK0 , cK1 , ..., c
LenghtK 1− , 32/lLenght = , here 

},...,,{ 110 −= lkkkK , },...,,{ 31100 kkkK c = , 1 32{ ,cK k=

33 63,..., }k k , ..., },...,,{ 131321 −−−− = lll
c
Lenght kkkK . Then cal-

culated c
Lenght

cc
L KKKK 110 ... −⊕⊕⊕= . If 0=LK  then 

as LK  selected 0xC5C31537, i.e. 0xC5C31537.LK =  
Round keys c

iK , 238... += nLenghti  calculated as fol-
lows:  

⊕= − )(0 c
Lenghti

c
i KSBoxK  

L
c

Lenghti KKRotWordSBox ⊕+− ))(32(1 1 . 
After each generation of round keys value LK  cy-

clically shifted left by 1 bit.  
Decryption round keys are computed on the ba-

sis of encryption round keys and decryption round 
keys of the first round associated with of encryption 
round keys as follows: 

0 1 2 3 4 5 6 7( , , , , , , , )d d d d d d d dK K K K K K K K =  
1 1

8 8 1 8 2 8 3(( ) , , ( ) , ,c c c c
n n n nK K K K− −

+ + +− −  
1

8 4 8 5 8 6 8 7, ( ) , , )c c c c
n n n nK K K K−
+ + + +− − − . 

Decryption round keys of the second, third and 
n–round associates with the encryption round keys as 
follows: 

8( 1) 8( 1) 1 8( 1) 2 8( 1) 3 8( 1) 4 8( 1) 5( , , , , , ,d d d d d d
i i i i i iK K K K K K− − + − + − + − + − +  

1 1
8( 1) 6 8( 1) 7 8( 1) 8( 1) 6 8( 1) 5, ) (( ) , , ( ) ,d d c c c

i i n i n i n iK K K K K− −
− + − + − + − + + − + += −

1
8( 1) 4 8( 1) 3 8( 1) 2, , ( ) ,c c c

n i n i n iK K K −
− + + − + + − + +− −  

1
8( 1) 1 8( 1) 7, ( ) ), 2... .c c

n i n iK K i n−
− + + − + +− =  
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Decryption keys output transformation associates 
with the encryption keys as follows: 

8 8 1 8 2 8 3 8 4 8 5 8 6 8 7( , , , , , , , )d d d d d d d d
n n n n n n n nK K K K K K K K+ + + + + + + =  

1 1 1 1
0 1 2 3 4 5 6 7(( ) , , ( ) , , , ( ) , , ( ) ).c c c c c c c cK K K K K K K K− − − −− − − −  

Decryption round keys applied to the first round 
and after the output transformation associated with en-
cryption keys as follows: c

jn
d

jn KK ++++ = 16888 , 
c

jn
d

jn KK ++++ = 88168 , 7...0=j . 
Results. As a result of this study, there were built 

new block encryption algorithms called GOST28147–
89–IDEA8–4 and GOST28147–89–RFWKIDEA8–4. 
These algorithms are based on networks IDEA16–2 and 
RFWKIDEA16–2 using the round function of GOST 
28147–89. Length of block encryption algorithms is 256 
bits, the number of rounds and key lengths is variable. 
Wherein the user is depending on the degree of secrecy 
of the information and speed of encryption he can select 
the number of rounds and key length. 

As a result of this study, there were built new block 
encryption algorithms called GOST28147–89–IDEA8–
4 and GOST28147–89–RFWKIDEA8–4. These algo-
rithms are based on networks IDEA16–2 and 
RFWKIDEA16–2 using the round function of GOST 
28147–89. Length of block encryption algorithms is 256 

bits, the number of rounds and key lengths is variable. 
Wherein the user is depending on the degree of secrecy 
of the information and speed of encryption he can select 
the number of rounds and key length.It is known that 
S–boxes of the encryption algorithm GOST 28147–89 
are confidential and are used as long–term keys. In Table 
2 below describes the options openly declared S–box 
such as: deg–degree of the algebraic nonlinearity; NL –
nonlinearity; λ –relative resistance to the linear crypta-
nalysis; δ –relative resistance to differential cryptanalysis; 
SAC – criterion strict avalanche effect; the BIC criterion 
of independence of output bits. For S–box to be re-
sistant to crypt attack it is necessary that the values deg  
and NL  were large, and the values λ , δ , SAC and BIC 
are small. 

For S–boxes to be resistant to cryptanalysis it is nec-
essary that the values deg  and NL  were large, and the 
values λ , δ , SAC and BIC are small. In algorithms 
GOST28147–89–IDEA8–4 and GOST28147–89–
RFWKIDEA8–4 for all S–boxes, the following equa-
tion: 3deg = , 4=NL , =λ 0.5, =δ 3/8, SAC=4, 
BIC=4 is available i.e. resistance is not lower than the 
algorithm GOST28147–89. These S–boxes are created 
based on Nyberg construction [6].  

Table 2 
Parameters of the S–boxes of the GOST 28147–89 

№ Parameters S1 S2 S3 S4 S5 S6 S7 S8 
1 deg  2 3 3 2 3 3 2 2 
2 NL  4 2 2 2 2 2 2 2 
3 λ  0.5 3/4 3/4 3/4 3/4 3/4 3/4 3/4 
4 δ  3/8 3/8 3/8 3/8 1/4 3/8 0.5 0.5 
5 SAC 2 2 2 4 2 4 2 2 
6 BIC 4 2 4 4 4 4 2 4 

To the encryption algorithm was applied linear 
cryptanalysis. Attack on 4-round GOST28147-89-
IDEA8-4 has a data complexity of 283 chosen 
plaintexts and on 4-round GOST28147-89-
RFWKIDEA8-4 has a data complexity of 275  chosen 
plaintexts. 
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АЛГОРИТМЫ ШИФРОВАНИЯ ГОСТ 28147-89-
IDEA8-4 и ГОСТ 28147-89-RFWKIDEA8-4 

В данной работе представлены новые алгоритмы 
шифрования ГОСТ 28147-89-IDEA8-4 и ГОСТ 28147-
89-RFWKIDEA8-4 на основе сетей IDEA8-4 и 
RFWKIDEA8-4 с использованием раундовой функ-
ции алгоритма шифрования ГОСТ 28147-89. Длина 
блока алгоритма шифрования составляет 256 бит, ко-
личество раундов равно 8, 12, 16, а длина ключей – от 
256 до 1024 бит. В зависимости от конфиденциально-
сти информации и скорости шифрования мы можем 
выбрать количество раундов и длину ключа. В алго-
ритмах шифрование и дешифрование используют 
один и тот же алгоритм, только когда дешифрование 
вычисляет обратные раундовые ключи в зависимости 
от операций, и они применяются в обратном порядке. 
Ключевые слова: схема Лай-Масси, раундовые функ-
ция, раундовые ключи, преобразование выходного 
сигнала, умножение, сложение, S-box. 

 

АЛГОРИТМИ ШИФРУВАННЯ ГОСТ 28147-89-
IDEA8-4 и ГОСТ 28147-89-RFWKIDEA8-4 

У даній роботі представлені нові алгоритми шифру-
вання ГОСТ 28147-89-IDEA8-4 і ГОСТ 28147-89-
RFWKIDEA8-4 на основі мереж IDEA8-4 і 
RFWKIDEA8-4 з використанням раундової функції ал-
горитму шифрування ГОСТ 28147-89. Довжина блоку 
алгоритму шифрування становить 256 біт, кількість ра-
ундів дорівнює 8, 12, 16, а довжина ключів - від 256 до 
1024 біт. Залежно від конфіденційності інформації і 
швидкості шифрування ми можемо вибрати кількість 
раундів і довжину ключа. У алгоритмах шифрування і 
дешифрування використовують один і той же алго-
ритм, тільки коли реалізується дешифрування тоді об-
числюються зворотні раундові ключі в залежності від 
операцій, і вони застосовуються в зворотному порядку. 
Ключові слова: схема Лай-Масси, раундові функція, 
раундові ключі, перетворення вихідного сигналу, мно-
ження, додавання, S-box. 
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