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COBEPITEHCTBOBAHMWE KHMBEP3AIITNTDbHI
NMH®OPMAILIMOHHO-KOMMYHMKAIITMMOHHBIX CMCTEM TPAHCIIOPTA
3A CUET MUHUWMM3AITNHN OBYUAIOIIIMX BBIBOPOK
B CICTEMAX BBIABAEHUA BTOPKEHUI

bepur Axmeron

Ilocaednue decamunemus osnamernosaniics GYPHBIM POCHIOM 1726MAO6 UCHONBI0BAINUA UHPOPMAYUOHIBIX 1MEXHON02UI 6 Pasnoolpa-
3HBIX 0OAACTIAX YUBUAUSAYUOHIBIX NPAKIIUK. D10 AUt H00EPICOaer KYPC ta yugposusauro Ousiec npoyeccos, 8 4acmocnu
6 mparcnopmmoti ompacau Pecnybauxu Kasaxeman. B yerosusx: pocma xosuuecmsa decmabuausupyromux 6030edcnsuil ta ut-
POPMayO1HO-KOMMYHUKAYUOTHBIE CUCIIEMBL, 6 170M HUCAe THPAHCHOPIINDIE, ¢ 3A0CUCIIB06ANNUCM CaMbIX Pa3HbIX YHPPOSIX ie-
XHOA02U1, 1e00X00UMbL 0aNbHeltLle HAYYUHEIE USLICKAHUSA, HANDABACHHbIE Ha PASBUNINE THEOPETIUUECKUX U MeNI000102UYECKUX 0C-
HO8 CUMIE3A UHIMEACKINYANUSUPOSAHBIX, CHOCOOHBIX K caMoobyuenuro cucmem eviaeaenus emopaeriud. 1loxasano, umo npoyece
Kubepsanumsl 045 UHGHOPMAYUOHHO-KOMMYHUKAYUOHIBIX CUCIIEM, 6 HaACHIHOCHIN IPAHCHOPIIINBLX, KOMIIPOSUDYENICA U aHaAusU-
DYenica no sHaueHuAM HeckoIbKUX NaApaMenpos npusHakos aromanit, Kubepamax u yepos. I Ipedsoncernr donosrernus x ucnoa-
3YeMbIM 6 CUCHIEMAX 00HAPYIIcerA 6710paNcertl Meniodam 6u160pa uHbopManusHix npusnaros 044 obyuaruux v1oopox. Ilo-
Kazaro, 4o Haubo.iee npocrIsiMy, 1 6 17103ie 6peMsa IGPeKmusHyIMY, ¢ 1MOUKHU 3PEHUA annaparmno-npozpamMMHol peasusayu 6
10000HbIX CUCIIEMAX: ABARIOMICA Me0061-PUABIIPEL. D10 10360.1U11 DO.1ee Pe3YALIIanUSHO BbINOAHAING PAHIICUposarie ugpop-
ManmusHsix npusHaros 044 anomMaiitly amax u_yepos 6 UHmeseKm)asusuposansix cucmeMax Kubepoesonacocniu.

KarogeBrre cAoBa: xubepbesonacriocms, samuma unpopymayut, pacnosHasania_yepos, anoMaiitl, MUHUMUSAYUS HPUSHAKOS,
Meno0st PUuALIIPbl, UHPOPMAYUOHUHO-KOMMYHUKAYUOHNHBIE CUCIIEML.

Breaenme. 3apaua kaaccuUKaUI KOHKPETHBIX
THIIOB AHOMAAHM, aTaK U KHOEPYIPO3, ABAACTCA OAHOMN
13 TAABHBIX COCTABASIOIIUX IIPOIIECCA PACITO3HABAHIA
AECTPYKTHBHOIO BMEIIATEABCTBA MAU HECAHKIIHOHHPO-
BarHOro Aoctyma (HCA) B paboty madOpMAarimoHHO-
kommyHuKaronuerx cucrem (MIKC) [1] (aaaee MKC
tparciopta — MKCT). IIpu stom, gem caoxkHee apxu-
texrypa IKCT Tem caoikraee 0OOOIHTH 1 HA 9TOI OC-
HOBE Pa3pabOTaTh METOAOAOTHIO IIPOLIEAYP KA4€CTBEH-
HOTO PACITO3HABAHUA OOBEKTOB (AHOMAAHH, KHOEPATAK,
yIpo3 — Aaaee 00bekToB pactosHaBannsa (OP wmam
OPaay)). B 6usnec-1rporieccax TpaHCIOPTHON OTPacAn
HCHOAB3YETCA AOCTATOYHO OOABIIIOE KOAHYECTBO Ca-
MBIX Pa3HOOOPA3HBIX HH(OPMAIIMOHHBIX TEXHOAOTUI
u cucreM [2, 3]. B macrosinee Bpema B cucTeEMax paciio-
3HaBaHuA (MAM BbIABAeHHA) Bropxkenuii (CBB) akrusao
IIPUMEHAFOTCA METOABI KAaccudukarmu OP Ha ocHoBe
teopun oOyuerus MarmmH (TOM) [4]. 3amernm, arto Ha
aTalle CHHTE32 OOyJaroIux BeIOOPOK [5, 6] aaa CBB,
OCHOBOIIOAATAIOIICH CTAAMEH PACITO3HABAHNA M KAAC-
cucpukanun OP, ABAsieTcs MCITOAB30BAHHE MIHIMH3H-
pOBaHHOIO HabOOpa IpHU3HAKOB (arpuOyroB [4, 5])
OPaay. Munnmusariya HaOopa HH(OPMATUBHBIX IIPH-
3HAKOB AAfl pacrrosHaBanma OPaay, HEOOXOAHMA AAS
yBeAarmueHus OvictpoAerictBusas CBB [7]. Broane owe-
BHAHO, YTO HCIIOAB3Yfl AATOPHTM IIPOCTOIO Iepedbopa
IIPH3HAKOB, MBI CKIKaeM OpicTpoaeticrere CBB. Aaaee
IToAaraeM, uto oA npusHakamu OPaay OyayT TpakTo-
BATHCA PE3YABTATHI N3MEPEHHH AIIPHOPY N3BECTHDIX Xa-
PAKTEPHCTHK OOBEKTA.
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Takum 0Opa3oM, OAHHM M3 II€PCIIEKTUBHBEIX U
AKTYaABHBIX HAIIPABACHUN HCCACAOBAHUI CHCTEM HH-
TEAAEKTYaAbHOTO BbIABAcHHA BrOp:keHni (CVIBB)
CTAHOBUTBCSA PEIIIEHUE 3aAAYH OIITHMHU3AIIN HAOOPa
npusHakoB OP. DTo IT03BOAUT HE TOABKO COKPATHTD
Pa3MepPHOCTH IpOCTpaHCcTBa IIpu3HakoB OPaay, HO n
HCKAFOYHTE ATPUOYTHI, KOTOPBIE MOIYT IIOBAHATH HA
TOYHOCTD PACIIO3HABAHUA.

AHaAU3 AUTEPATYPHBIX AQHHBIX U IIOCTAHOBKA
npobaemsl. [Ipobaemaruke cunreza CIBB, u B gact-
HOCTH, ITOACHCTEM OOHAPYKEHHA AHOMAANI, KHOE-
parak, yrpos (OPaay) IIOCBAIIEHO AOCTATOYHO OOAB-
III0€ KOAMYECTBO MyOAHKanmii. B cray Toro, aro aan-
HOE HAYYHOE HAIIPABACHIE aKTUBHO Pa3BUBACTCH, OCTA-
HOBHMCS AHIIIb HA HEKOTOPBIX ITYOAHKAITHAX ITOCACA-
Hux. B [8, 9] BeITOAHEH aHAAM3 CYITIECTBYFOIIUX METO-
AOB PaCITO3HaBaHMA (OOHAPYKEHNUA) YIPO3, KHOEPATAK U1
anomaanii B IKC, B wacraocti aast IKCT [1, 10, 11].
B [12, 13] paccMOTpEHBI CyITIECTBYFOIITHE TIOAXOABI B 32-
AQYaX KAACCH(DUKAIIME METOAOB OOHAPY/KCHUSA, H, B
49acTHOCTH, Oasupyromuecs Ha meroaax TOM. B [14,
15] paccMOTpEHBI pa3AMYHBIE TEXHOAOTHH OOYYICHUA
CBB. Ilpaxrudgeckn BceMu aBTOpaMH OTMEYAETCH, ITO
THITHYHBIM HEAOCTATKOM OoAbIHCTBA CBB siBAsIFOTCS
ommbo4HbIe cpadatbBanys [10, 17]. Do, He B TocAea-
HIOIO OYEPEAb, CBA3AHO ¢ otcyrcTBreM B CBB peaanso-
BAHHBIX AATOPHTMOB, IIPEAOTBPAIIAOIINX HCIOAB30-
BAHUE B OOYYAOIIHUX M TECTOBBIX BBIOOPKAX M30BITOY-
HOCTH IIPU3HAKOB B MeTOAAX-uAbTpax [18, 19].
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Taxum 0Opa3om, HECOOXOAMMO Ha CTAAUH OOyde-
nua CBB muaEMMI3HpOBaTh KOAHYECTBO HH@OpPMA-
THBHBIX aTpuOyTOB OPaay 110 pasAMaHBIM KPUTEPHAM.

ITocraHoBKA IIEAM M 3aAa4 HMCCAEAOBAHUA.
LleAp mccacpOBaHIA — pa3pabOTKA MOACAH, KOTOPAst
BBIABASICT OIITUMAABHEIC HAOOPHI ATPUOYTOB AASL PA3HO-
TaHbX OP B cucremax sorasAenns srop:xenuit B VIKC.

OnTuMH3alIIOHHAA MOAEAB AAfA COKpAIIe-
HUA HA00POB NPU3HAKOB pa3HOTUITHBIX OP B nH-
TEAEKTYAAU3UPOBAHHBIX CHCTEMAX BbIABACHUA
BTOPIKECHUIA.

[IpunATEl CAeAyrOIIHE OOO3HAYEHUA ITAPAMET-
pos B moaean: MI — obiuee uncro OPaay 8 CHIBB
(OP — anomaaunm, ataku, yrpossl); PA— aucao Bos-
MOKXHBIX HCA€I>‘I 3A0yMbImA€HHHKOB (BHCLHHI/IX nu

BHYTPEHHHX) B mporiecce HanaaeHus Ha MIKC; Bpa —

MHOKECTBO HOMEPOB KHOEPYIPO3, PEAAU3YEMBIX 3A0-
YMBIIIAEHHUKOM IIPH AOCTHZKEHHMH [), —U 1eAm (8
XOA€ KHOEpATAKN).

B obrmem cayuae, mpobAemaTiKa paciO3HABAHHA
OPaay ans MKCT, 3akarogaerca B caeayrortem [20, 21].
Hceaeayem muoxecrso PA | kortopoe xapakrepusy-
FOTCS COBOKYITHOCTBIO aTpUOYTOB {Pys-+er Paxn t-AO-
ITOAHHUTEABHO IIOAATAaEM, C yIeToM [5, 0], 910 MHOMKE-
crBo PA npeacraBaeHO B BUAe OOBEAMHEHUS TIOAMHO-

awectB OPaay aasn IKCT — (Bpal feens

CTBa

B,, ). TToamHOKe-

OPaay
(KL,,...,KL,). Caeaano pormyruenue, 9r0 KAACCh He

MOXHO TPAaKTOBATH KaK KAACChbI

rrepecekarorca. B CHIBB nmeerca xomewnas rpyrma
00BekTOB {SP,y,s .y SPamt 13 PA. Ilpo obbextsr m3-

BECTHO, K KaknM Kaaccam OPaay mx moxHO OTHeCTH.
Taxum obpasom, 310 T.H. npereAeHTsl. [IpereaenT —
ato 00BekT AAd ooyuennsa CHIBB (OH) [1, 5, 6]. CHIBB
HEOOXOAHMMO 110 HMEFOILIEMYCSl MHOKECTBY aTPHUOYTOB,

T. €. HCIOAB3YA TOABKO OINCAHUA OOBEKTa SP,, U3

PA, rtummsuposars OPaay. A 3arem BbIOpaTh METOA
HAM CPEACTBO IIPOTUBOACHCTBHSA. T.€. IO MTOram KAac-

cudurarny KOHMUIYPUPYIOT PabOTy CHCTEM KHOep3a-
mutel. CHIBB nepBonavaAbHO HEHM3BECTHO K KaKOMY
KAACCY, ITOAKAACCY HAM TuITy oTHOCcHTC OPaay.
Pe3yAbTaTB MCCACAOBAHNISA, H3AOKEHHOIO B CTa-
ThE, ABAAIOTCA IIPOAOAKEHHEM pabor [5, 0, 22] BbI-
ITOAHEHHBIX aBTOPOM PaHEE, B TOM YHCAE B COABTOP-

CTBE C KOAAETaMH U3 YKpanmHb 1 Kasaxcrana.
n=MI
cu(Lu)=J

ra=1

pa=

n=Ml

BU(LU)= [

Foa=

n=MI

su(LU)=J U CU(LU,op0).

ITpoamaamsupyem cayuai, koraa OPaay u3 uc-
caeayemoro MuoxkectBa PA ormmcsiBaroTes mokasare-
ASIMH, KQ7KABIH 13 KOTOPBIX IIPUHIMAET 3HAYCHUSA U3
MHOJKECTBA {O,]_,..,kpa —1}. DTO CAEAAHO AAS TOIO

9100l IpeAcTaBuTh nupopmannio 8 CHIBB B ABo-
mIHOH (hOpMe, 4TO YAOOHO AAA CXEMOTEXHIYECKOM
uAH Iporpammuon peasnsaruu CHBB.

Bseaem caeayrorme 00o3HaveHMA:

- NPp — KOHeYHast IMOADOpKa m3 I PasHBIX
a

Pa
arpudyToB BuAa NP, ={paxj1,..., paxjr}, Cpop = (GDopl,
1 0pop,) 3
Opop — AOIIYCTHMOC 3HAYCHHE ITOKA3ATEAA
1
OP P, | :1,2,...,rpa.
3ameTnmM, 9TO HAOOP Opop, 9TO T.H. SACMEHTAP-

uerid kKAaccudukatop (OK) [1]. DK moxker ObTh moAy-
YeH II0 ITOKA3ATEAAM U3 NPp ;
a

PA

ek, =2— MHOXECTBO BCEX MATPHII, Xa-
Pa

pakTepu3syroImux oobekTsl anaausa B CBB (yazBumo-
ctH, yrpossl, mabAousr kudeparak [1, 3]) ¢ saaemen-

ramm Mxn u {01,..,k —-1};

Pa
I,
E™,k >2,r <n,maoxkecrBo Bcex K,_ -pIx

Ha0OPOB, IMEIOIIUX AAUHY [, ;
I
¥ —

Qp(O-DOP)' Opor € B0 Opop = (GDOPI"“’

opor )» P21, },

r
pos Bupa f,...,.[3 B Ekpa AASl KOTOPBIX BBIIIOAHSA-

— MHOKECTBO BCEX HA0O-

torcsa  ycaosua B # Opop, M B = Opop, TIPH
je{L2,..., M

CU(LU,050,) — MHOKECTBO BCEX Iap BHAQ
(HU,0500) 5

HU-o 0, — mokpsrrue matpuner LU € PA'T(m ;

BU(LU,0,0,) — MHOXECTBO BCex mmap BHAQ
(HU,0p0p);

SU(LU,0p0p) — COBOKYIHOCTB BCEX Opgp

rmoamatpurr matpunsl LU .
Takxe IpHHUMAEM, YTO:

J CU(LU,0p0), 1)

'
Ipop €Ex

U BU (LU, 0p05),

r
Ipop €Ex

2

3)

— r
"a=l opopeEk
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Kak 6b110 mokazano B [1, 2, 5, 6, 22], cyrectsyer
YCTOMYMBEINA TPEHA HA YBEAMYECHUE KOAMYECTBA TH-
o OPaay. C Toukn yBeAnmdeHus pe3yAbTATUBHOCTH
pacriosuaBanusa OPaay, HanOOABIINIT HHTEPEC B 3a-
Aa9ax CHHTE3a AATOPUTMOB PACIIO3HABAHHUA AAA
CHIBB mpeaAcTaBAfieT HCCAGAOBAHHE ACHMIITOTHKHI

ICU(LU)Ju |SU(LU)|. B

YaCTHOCTH, HCO6XOAI/IMO HU3y49UTh CUTyalllIO, CBA3aH-

3HAYEHUM IIapaMeTpoOB

HYIO C YTBEPIKACHUEM, 4TO ITouTH Beex Matpurr LU

k .
n3 PA,, npn n=MI| — oo Bemoansercs cBOHCTBO

LS. CAeAOBATEABHO, AOAS TEX MATPHIL U3 PAI:nn AAS
KOTOPBIX C & -IIPUEMACMOH TOYHOCTBIO BBIITOAHS-
€TCSI CBOIICTBO ﬂ , crpemuthbesd K eanHue (1) m, oa-
HospemernHo, & = 0 mpu N=MI —o0.

[oaommm, ato PAX  ={LU} npocrpanctso sae-
menTapHbIx coobrruii B CHIBB. Ilpu stom kaxaoe co-
oerrme LU mpouncxoant ¢ BepositHocteio 1/|PAY .
MaremaTtraeckoe OXHAAHHE CAYIAMHON BEAMIHMHBI
h(LU) obosnauate kak MA(LU), a aucnepcuro —
Da(LU).

ITpoaraamsupyenm,

CKOABKIMH  CITOCOOAMH

MOKHO moctponTs marpuny us PA = PA

NPA

("vz.May,0p0p,) *

(nvy.Maxy ,op0p1)

Oran 1. BerOupaem te 5AeMEHTBI, KOTOPBIE Pac-
ITOAATArOTCA HA IEPECEYCHUN CTPOK C HOMEPAMH U3

nv, u, CTOAOITOB C HOMEepamu u3 Ma, . DTO 32A2HUE

;
Moo BermoAruTh (K, -1)™ crrocobamm.
a

Dram 2. BeiOupaeM TOABKO Te 3AEMEHTBHI MAT-
PHIIB, KOTOPBIC PACIIOAATAFOTCH HA IIEPECCUCHIH
CTPOK ¢ HOMepamu u3 NV, , B CTOADBIIOB C HOMEPAMH
u3 M@, . HeobxoAnmo yaects, 94T0 @b M3 HUX pacio-
AOKEHBI OAHOBPEMEHHO Ha IIEPECEIECHUN CTPOK C HO-

Mepamu u3 NV, U CTOADIIOB ¢ HOMepamu u3 M, ,
I-a
((k,, -1) " = crroco6os).
Oran 3. [Ipon3BOABHO AOOIIPEACAHB CTPOKH MaT-

(rpa+l—a)MI+ab—r§ 2
PHITE ¢ HOMepaMu u3 NV, U Ny, (kpa .

(k

CIIOCOOOB), OCTABIIIHIECA
PAMI-(r, +l-a)MI

Pa

BBIOHpAEM

CTPOKH
— CIIOCOOOB).

Dram 4. [Toraraem, 910 AAS BCEX MATPHIL, XapaK-
Tepusyromux oobekTel anaausa B CVIBB (arpubyrer
OP) LUe F’A;n npu N=MI| - o cuopasearnso

OTHOIIICHUCE:

|SU,(LU)|=0.
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Oran 5. Ha ocHoBaHmM AeMM, PACCMOTPEHHBIX B
paborax [1, 7, 10], BBITOAHEH aHAAH3 CACAYIOIIINX CH-
TyaIluH.

51. Ecar N <m<k" ,a>1 <1, 1o umeer
MECTO

PAR,(LU) = PA,(LU) ~
r r r r, —r?
~ D CURCUM 1, (k, D)™ k>, (4
Toa ek,
mpu N=MI — o0;
52. Bean n“ <m<k" ,a>1 <1, o nmeer

MeCTo
D, (LU)
PA(17,(LU))?

TAE Ty.mey (LU, Opop) — cayuaiinas searrduma pas-

man 1, ecam LU € PA

gae, IIOAYIHUM

PAR(LU)= 3 Y

=0 opu N=MI > o0,

®)

nv,ma,05ge) 1 U B IPOTHBHOM CAY-

M 2lpgy  Nvey,”
meew," (6)
z P(n(nv,mm)(LU ’O-DOP) :1),

opop €Ek
me VeV, mweW,, apop € B 5 P77 (LU,
Opop) =1) — BeposTHOCTD TOTO, UTO 71, Moy (LU,

Opop) =1.

Caeaosarensro, B cuay, | PA,, o, o |=(k

Pa

mn—r‘fa
o, > TIOAYIIM

PAUS(LU): Z CUr:p:aMl'

r

1) "pa . k

Pazrpal
2
"pa . | _1\ra . a =" pa
CUM -1, Uk, —1)™ k™"

> .
Tak xak npu I’pa > I’pal.

)

r r r r, —r?
CUR,, -CU -1, Ik, ~D)'™ -k
2
Pa S( Pa e
Pa

®)

< (mn)* (2

|
I"pp !

) rpa
1

TO IIPU AOCTATOYHO OOABIIIOM KOAHYECTBE OOBEKTOB
(kubepyrpos, yfA3BUMOCTEH, KHOEPATaK) OIMCAHHBIX C
IIOMOILBIO CBOUX «MATPHIL ImokasareAe» 1 N = Ml - «©

OyAeM IMETh
Ml I, I, I,
z Cur, -Cur -rpp !(kpa =1)"% .

>
b2 2pat

©)
Iogkpa nm

) — 0.

Iogkpa nm
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1 00, M

Takmm o6pasom, |BU(LU)IKCU _,, 'mn
Iogkpa mn .mn
"~ [log,, mn]!’
Takxe nmeem
nm)
|SU(LU)| > Z ( ) (1 pa) Pa
Ty €M1 a
r | (m)™ Y
p nm Pa
(LD
m 2, [log, mn]!
1 1
VNG :E-Iogkpa mn—?logkpa Iogkpa mn—Iogkpa

— HHTEPBAA.

Iogkpa Iogkpa n; &,
Orcropa nmeem
SULY) .
IBU(LU)|

n(a+1)(rpq1_2)_|0gkpa mn

(mn)rpal_z

log,. mn
P
n a

1n
— 0, mpu N=MI —o0.

CoOTBETCTBEHHO, KOTAA KOAHYECTBO CTPOK MAT-
PHIIBI, COACPIKAITIECH TUITOBBIE ITOKA3ATEAH OOBEKTOB
(yA3BUMOCTH, aHOMAAUH, KHOEPATAKU H T.IL.), IIO IIO-
PAAKY HMeeTCs OOABIIIEE KOAMYIECTBO CTOADIIOB, Be-
amunna | SU(LU)| no nopsiaky GoAbIre BeAnduHBL
| BU(LU)|.

Takum 0Opa3oMm, U3AOKEHHBIE BEIKAAAKU ITOA-
TBEPIKAAIOT IIPEAIIOAOKEHHE O TOM, YTO AOIIOAHE-
HHSA K METOAAM (DUABTPOB B 3aA29aX MHHUMH3AITHN
obyuaromux Beioopok B CHIBB, mossoant Ooace
PE3YABTATUBHO BBIIIOAHATD PAHKIPOBAHUEC HH-
dopmarusubIx aTpudyTOoB OPaay, cm. puc. AHaAu-
THYECKH ITOATBEPIKAECHO, YTO METOABI-(PHABTPHI,
ITIO3BOASIFOT PE3YABTATUBHO PEAAU3OBBIBATH OIICHU-
BaHHE HH(OPMATHBHOCTH AAfA IIOAMHOKECTB. B
YACTHOCTH, AAfl COKpPAIIEHHSA MaAOMHEMOpPMATUB-
HBIX IIPU3HAKOB, aHAAU3 KOTOPBIX 3aTPYAHAET pa-
6oty CVIBB.

[TepcrieKTUBBI AAABHEHIIINX HCCACAOBAHUI B 00-
aactu cunresa CHIBB aas MKCT cocrost B TOM,
YTOOBI YCOBEPILIEHCTBOBATh 0a3y 3HAHUI CHCTEMBI, 2
TAKKE IIPOBECTU HCCACAOBAHIA HAa DOABIIIEM KOATYE-
crBe KaaccoB kuOepatak Ha IKCT.

BeiBoABI. B pesyaprare BHITOAHEHHBIX HCCAE-
AOBAHIL:

— IOKa3aHO, ¥TO Iporecc kuoepsarmutsl VIKC,
B YACTHOCTHU TPAHCIIOPTHBIX, KOHTPOAUPYETCA H aHa-
AU3UPYETCA 10 3HAYCHUAM HECKOABKUX I1aPAMETPOB
IIPU3HAKOB AHOMAAUN, KHOEPATaK U yIPO3;
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PACCMOTPEHBI AOIIOAHEHHUSA K HCIIOAB3YEMBIM
B CHCTEMax OOHAPY/KCHHSA BTOP/KCHHI METOAAM BHI-
60pa MHMOPMATHBHBIX ATPUOYTOB AAf OOYYAFOIINX
BeIOOpOK. [Tokasano, 9ro HamOOAEE IIPOCTHIM ITyTEM
peaamsannu CYIBB, u B Toke Bpems adppexTuBHBIM,
C TOYKH 3PEHUA AIlIaPATHO-IIPOIPAMMHOI peaAn3a-
IINA B ITOAOOHBIX CHCTEMAax ABAACTCH IPUMEHEHIE
METOAOB-(PUABTPOB;

— IPEAAOKEHBI AOIIOAHEHHA K METOAAM (PHAB-
TPOB B 3aAa4Ye MHHHIMHU3AIINH OOYYAIOIIIX BEIOOPOK
B CHCTEMaX OOHAPYKEHUA aHOMAAHH, aTaK U YIPO3.
DTO MO3BOAUT DOAEE PE3YABTATUBHO BBIIIOAHATH Pa-
HXIpOBaHHE NH(POPMATUBHBIX IIPU3HAKOB AASl AHO-
MAAHH, ATAK U yTPO3 B HHTEACKTYAAU3HPOBAHHEIX CH-
cremax kubepbezomacuoctu. [TokazaHo, 9T0 METOABI-
(PHABTPEL, ITO3BOAAIOT AOCTATOYHO PE3YABTATHBHO
BBIITOAHATD OIEHKY HH(OPMATHBHOCTU AAA ITIOAMHO-
’KECTB, B YACTHOCTHU AAfl COKPAITICHHIA MaAOHH(OpMa-
THUBHBIX IIPU3HAKOB, AHAAU3 KOTOPBIX 3ATPYAHACT pPa-
00Ty cHCTEeM OOHApPYKEHUA U KAACCU(PHUKALINH AHO-
MaAWH, KHOEpaTaK U yrpos.

K

3500

3000

2500

2000

8

10 12
(N — koamdecTBO MPU3HAKOB B Habope AAfl 0Oyuenus CHIBB;
k — xoamuectso maros obydenus CHIBB ¢ aomyckaemoit Tod-
HOCTBIO BeIfBACHHA aTaku He MexHee 80 %)
1 — mpeaaaraemas MOAEAB; 2 — METOABI IIPOTHO3HPOBAHHSA CO-
CTOAHUIT; 3 — IIOCACAOBATEABHBIIN TIEPeOOP 9AEMEHTAPHBIX

KAaCCI/I(bI/IKaTOpOB ¥ COOTBCTCTBYFOINUX IIPHU3HAKOB

Puc. Omrnmusanns HAOGOPOB IPU3HAKOB B IIPOLIECCE
pacrosHaBaHuA KHOepaTaKk Kaacca
«OTKa3 B OOCAYKUBAHUID

AVUTEPATYPA

A. Petrov, V. Lakhno, A. Korchenko, "Models, meth-
ods and information technologies of protection of
corporate systems of transport based on intellectual
identification of threats", Decision Making in Manufac-
turing and Services, vol. 9, no. 2, pp. 117-135, 2016.



3AXVICT IHOOPMALIIL, TOM 20, Nel, CIMEHb-BEPE3EHD 2018

[2]. B. Aaxwmo, "Indopmariiiina Gesmeka IHTCACKTYAABHIX
Tpaucnopraux cucrem", Saxucm ingopmayii, 'T. 17,
Ne 4, C. 298-305, 2015.

[3]. M. M. Al Hadidi, Y. K. Ibrahim, V. Lakhno,
A. Korchenko, A. Tereshchuk, A. Pereverzev, "Intel-
ligent Systems for Monitoring and Recognition of
Cyber Attacks on Information and Communication
Systems of Transport", International Review on Computers
and Software (IRECOS), vol. 11, no. 12, pp. 1167-1177,
2016.

[4]. R. Abidar, K. Moummadi, F. Moutaouakkil, H.
Medromi, "Intelligent and Petvasive Supetvising
Platform for Information System Security Based on
Multi-Agent Systems", International review on computers
and software, Vol. 10, Issue 1, pp. 44-51, 2015.

[5]. I'. bekerosa, b. Axmeros, O. Kopuenxo, B. Aaxno,
"Po3pobKa MOAEAL IHTEACKTYaABHOTO PO3ILI3HABAHEHS
aHOMaAIl 1 kiOeparak 3 BHKOPHCTAHHAM AOITYHHX
IIPOLIEAYP, AKI OA3YIOTHCA HA IIOKPUTTAX MATPHIIb O3-
uax", Desnexa ingopmayiz, 'T. 22, Ne. 3, C. 242-254,
2016.

[6]. G. Beketova, G. B. Akhmetov, A. Korchenko,
V. Lakhno, A. Tereshuk., "Cyber intelligence systems
based on adaptive regression splines and logical pro-
cedures of attack recognition", Computer modelling and
new technologies, vol. 21, no. 2, pp. 7-16, 2017.

[7]. A. A. El Hassani, A. A. El Kalam, A. Bouhoula, R.
Abassi, A. A. Ouahman, "Integrity-OrBAC: a new
model to preserve Critical Infrastructures integrity",
International Journal of Information Security, vol. 14, is-
sue 4, pp. 367-385, 2015.

[8]. P. I'pumyx, "Araku Ha indopmanito B indopma-
HiffHO-KOMyHIKaIifHEX cucteMax"”, Cyvacra cneyiarsa
mexixa, no. 1 (24), C. 61-66, 2011.

[9]. Petrov, B. Borowik, M. Karpinskyy, Immune and

defensive corporate Systems with intellectual identification of

threats, Pszczyna: Slaska Oficyna Drukarska, 2016,

222 p, ISBN: 978-83-62674-68-8.

V. Lahno, "Ensuring of information processes’ relia-

bility and security in critical application data pro-

cessing systems", MEST Journal, vol. 2, issue 1, pp. 71-

79, 2014.

. N. Manap, S. Basir, S. Hussein, P. Tehrani, A. Rou-
hani, "A. Legal Issues of Data Protection in Cloud
Computing", International Jowrnal of Soft Computing,
vol. 8, issue 5, pp. 371-376, 2013.

[12]. J.A. Geotge, M. Hemalatha, "Improving Authentica-
tion and Authorization for Identity Based Cloud Envi-
ronment Using OAUTH with Fuzzy Based Blowfish
Algotithm", International review on computers and software,
vol. 10, issue 7, pp. 783-788, 2015.

H.-H. Li, C.-L.. Wu, "Study of Network Access Con-
trol System Featuring Collaboratively Interacting Net-
work Secutity Components", International review on com-

puters and software, vol. 8, issue 2, pp. 527-532, 2013.

[10].

[13].

16

[14]. R. Geetha, E. Kannan, Secure "Communication
Against Framing Attack in Wireless Sensor Network",
International review on computers and software, vol. 10, is-
sue 4, pp. 393-398, 2015.

. S. Shamshirband, N. B. Anuar, M. L. Kiah, A. Patel,
"An appraisal and design of a multiagent system based
cooperative wireless intrusion detection computational
intelligence technique", Engineering Applications of Artifi-
cial Intelligence, vol. 26, issue 9, pp. 2105-2127, 2013.

. L. Keunsoo, J. Kim, K. Hoon Kwon, Y. Han, S. Kim,

"DDoS attack detection method using cluster

analysis", Expert Systems with Applications, vol. 4, is-

sue 3, pp. 1659-1665, 2008.

S. Dilek, H. Cakir, M. Aydin, "Applications of artifi-

cial intelligence techniques to combating cyber-

ctimes: A review", International Journal of Artificial Intel-

ligence & Applications, vol. 6, issue 1, pp. 21-39, 2015.

[18]. A. Patel, M. Taghavi, K. Bakhtiyari, J. Celestino Jun-

ior, "An intrusion detection and prevention system

in cloud computing: A systematic review", Journal of

Network and Computer Applications, vol. 36, issue 1,

pp. 25-41, 2013.

D. K. Barman, G. Khataniat, "Design of Intrusion

Detection System Based On Artificial Neural Net-

work and Application of Rough Set", International Jour-

nal of Computer Science and Communication Networks,

vol. 2, issue 4, pp. 548-552, 2012.

[20]. J. Raiyn, "A sutvey of Cyber Attack Detection Strate-
gies", International Jonrnal of Security and lts Applications,
vol. 8, issue 1, pp. 247-256, 2014.

.S. Mukkamala, A.H. Sung, A. Abraham, V. Ramos,
"Intrusion detection systems using adaptive regres-
sion splines", Sixth International Conference on Enterprise
Information Systems, part 3, pp. 211-218, 2006.

. B. Akhmetov, "Designing a decision suppott system
for the weakly formalized problems in the provision
of cybersecutity", Eastern-European Journal of Enterprise
Technologies, vol. 1, no. 2 (85), pp. 4-15, 2017.

[17].

[19].

BAOCKOHAAEHHA KIBEP3AXVICTY
IHO®OPMAILIIMTHO-KOMYHIKAILIIMTHUX
CHUCTEM TPAHCIIOPTY IITAAXOM
MIHIMI3AILIIf HABUAABHUX BUBIPOK
B CUCTEMAX BUUABAEHHA BTOPTHEHD
OcranHI ACCATUAITTA O3HAMEHYBAAUCH OYPXAHBHM 3POC-
TAHHAM TEMIIB BUKOPUCTAHHA IH(MOPMALIHHUX TEXHOAO-
Iiif y pI3HOMaHITHHX OOAACTAX ITUBIAI3AIIAHIX IIPAKTHK.
Lle Amimre mATBepAKye Kypc Ha nudposisariro Oisaec
IIPOIIECIB, 30KpeMa y TPAaHCHOPTHIN raaysi Pecrybaikm
Kazaxcran. TenAeHnis Ha nudpoBisamito eKOHOMIKH Ta
inTerparisa B Oi3HeC mporecH pisHUX 1HOOPMAIIHHO-KO-
MyHIKAIIHHUX cucTeM, 3000B'A3y€ BpaXOBYBATH IIOIYTHI
pusuku. B meprmy depry, Ty Ix gacTuHHY, fKa IIOB'A3aHa i3
3axucToM iHdopMmarii Ta kibepbesmekoro mudpoBux cH-
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creM. Y 3aBAAHHAX KIDEpP3aXHCTy BCE YACTIIIE 3aCTOCOBY-
IOTh KOTHITHBHI TEXHOAOTI] BUABACHHA H PO3III3HABAHHS
BTOPrHEHb. B yMOBax 3poCTaHHA KiABKOCTI BITAMBIB IIIO
A€CTaDIAI3YIOTE 1H(MOPMALIHHO-KOMYHIKAIIIHI CHCTEMH,
30KpeMa TPAHCIIOPTHI, i3 3aCTOCYBaAHHAM PI3HHUX HHMPO-
BHX TEXHOAOIIH, HEOOXIAHI ITOAAABII HAYKOBI AOCAI-
AKEHHS, CIIPAMOBAHI HA PO3BHTOK TCOPETHYHHX I METO-
AOAOTIYHHX OCHOB CHHTE3y IHTEAEKTYaAI30BAHHUX, 3AAT-
HHX AO CAMOHABYAHHA CHCTECM BHABACHHS BTOPTHCHB.
[TokasaHo, 1110 IpoIIec Kibep3axucTy AAf IH(OPMALIITHO-
KOMYHIKAIIHHUX CUCTEM, 30KPEMA TPAHCIIOPTHUX, KOHT-
POAFOETBCH T4 AHAAI3YETHCA 32 3HAYCHHAMU OAraTbOX IIa-
paMeTpiB O3HAK AHOMaAIM, KibepaTak Ta 3arpo3. B podori
PO3TAAHYTI AOIIOBHEHHSA AO IIOIIHPEHUX y CHCTEMAX BH-
ABACHHA BTOPIHEHb METOAAM BHOOpPY 1H(OpPMATHBHUX
O3HAK AAfl HABYaABHHX BuOIpok. [loxasamo, 1o Haii-
OIABII IPOCTUMH, H BOAHOYAC €(PEKTHBHHUMH, 3 TOYKH
30py aapaTHO-IPOIPaMHOI peaaisariii y IMOAIOHUX CHC-
TEMaxX € METOAU-(IABTPH. 3aIPOIIOHOBAHO AOIIOBHEHHS
AO METOAIB (PIABTPIB B 3aAaduax MiHIMI3aIlli HaBYAABHUX
BHOIpPOK B CHCTEMaX BUABACHHA aHOMAAil, aTaK i 3arpos.
Lle A03BOAUTH OIABII PE3YABTATHBHO BUKOHYBATH PaH-
AKyBaHHA IHPOPMATHBHHUX O3HAK AAS AHOMAAIL, aTaK I 3a-
IPO3 B IHTEACKTYaABHHX cucCTeMax KiOepOesmeku. IToka-
3aHO, II[0 METOAU-(PIABTPH, AO3BOAAIOTH AOCHTD PE3YAb-
TATUBHO BHKOHYBATH OILIHKY IH(OPMATHBHOCTI AAA THA-
MHOKHH O3HaK, 30KpEMa AAA CKOPOYEHHA MaAOIH(OpMa-
THBHHUX O3HAK, dHAAI3 AKHX YCKAQAHIOE PODOTY CHCTEM
BUABACHHA T2 KAacH]iKkamii aHOMaALH, kibepaTak 1 3arpos.
KarouoBi caoBa: indopmariifiHo-KOMyHIKaIIifiHa CHCTEMA,
kibepOesneka, 3axucT iHGOpMALi, po3Ii3HABAHHA 3arpo3,
aHOMAaAIl, MIHIMI3aIlA O3HAK, METOAU (PIABTPH.

IMPROVEMENT OF CYBERSPACE OF
INFORMATION AND COMMUNICATION
SYSTEMS OF TRANSPORT FOR
THE ACCOUNT OF MINIMIZATION OF
TRAINING SELECTIONS IN SYSTEMS
OF INVESTIGATION OF INVASIONS
The last decades were marked by a rapid growth in using
of information technologies in various areas of civiliza-
tional practices. This confirms the course on digitalization
of business processes, particular in the transport industry
of the Republic of Kazakhstan. The tendency to digitali-
zation of the economy and integration into business pro-
cesses of various information and communication sys-
tems, obliges to take into account emerging incidental
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risks. First of all, the part, which is connected with the
protection of information and the cybersecurity of digital
systems. In the tasks of cyber defense, cognitive technol-
ogies for detecting and recognizing intrusions are increas-
ingly being used. In the conditions of growing number of
destabilizing influences on information and communica-
tion systems, including transport, involving a variety of
digital technologies, further scientific research is needed
to develop the theoretical and methodological founda-
tions for the synthesis of intelligent, self-taught intrusion
detection systems. It is shown that the process of cyber
defense for information and communication systems, in
particular transport, is controlled and analyzed according
to the values of several parameters of the signs of anom-
alies, cyber-attacks and threats. There are considered ad-
ditions to methods of selecting informative features for
training samples used in intrusion detection systems in
this work. It is shown that the most simple, and at the
same time effective, from the point of view of hardware
and software implementation in such systems are filter
methods. Additions are proposed to filter methods in the
tasks of minimizing training samples in systems for de-
tecting anomalies, attacks and threats. It is shown that the
most simple, and at the same time effective, from the
point of view of hardware and software implementation
in such systems are filter methods. It is shown that the
filtering methods allow to perform the estimation of in-
formativeness for the subset of characteristics suffi-
ciently, in particular to reduce the low-information char-
acteristics, the analysis of which makes the detection and
classification of anomalies, cyber-attacks and threats dif-
ficult.

Keywords: information and communication system, cy-
bersecurity, information protection, threat recognition,
anomalies, minimization of signs, filter methods.
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