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Introduction. The main difference between traditional data asnéad cloud envi-
ronment is in the physical location of educatiomakerials on servers that don't belong to the
user (e.g., for schools), but to the outside ozgins. It is clear that the use of outsourcing
and MCP provider's services will reduce some of gneblems that appear between the
physical infrastructure of information-communicatibechnologies and cloud environment
[1]. The user develops emotional problems at uslagd services which consist in the failure
of visual perception of server, where the user detekept.

Setting of the task. The problem of implementing computing infrastruet«Cloud
Computing is explored by B. McConnell, group Beyd@ahtact, R.L. Krutz, R.D. Vienes, J.
Ransome, J. Rittinghouse, J. Rhoton et al. Thestiadks an important principle — the question
of security in Cloud-systems. Hypothetically, itrscommended to use additional levels of
identification in security systems, encryption, s@cdata transmission, restricting access to
data of different users and other mechanisms. ilhgortant to understand that security re-
guirements do not change regardless of the caionsain the "cloud,” or out of "the cloud.”

Obviously, from a formal point of view, there issat of specifications to ensure
safety. During the deployment of cloud environmehtthe institution particular attention
should be paid to applied security, because usenferm their tasks using common equip-
ment. Hence, the work in this mode should not Iberiapted by failures, otherwise all this
will contribute to violations of ideology behindoeld computing. This is how the problem of
security is solved in Cloud Computing.

An important problem is to limit access to eduaagiomaterials (data), e.g. the inabil-
ity of chosen cloud provider to protect the compuseof its infrastructure. The necessary
measures are data encryption and remote backugsdimg backup encryption and network
communications on a different cloud unit, encryptad network traffic with web-traffic). It is
recommended to attach an additional cloud providgrerform the automatic backup proce-
dures, providing a guaranteed recovery of all daz their history, even in case of physical
destruction of the main cloud provider. In additi@gis necessary to set up the level of control
for using own data in cloud environment and dataters. To form sets of data backup it's
recommended to use cryptographically secure algust like Pretty Good Privacy, which
enables you to save messages (data) even in aoteci@d network environment. You should
encrypt on individual backup server, which facti#ahe creation of a single system with the
saving of all accounts (all data) for access talstorage.
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Results of research. When choosing the cloud provider it's reasonableoinsider all
options of its physical protection of data and wafsietwork security realization, including
individual hosts. It is impossible to determine &hect location of the cloud provider, i.e. the
physical location of virtual storage of relevantaddn addition, the means of cloud provider
are provided by declared standards of securitypiodedures of data saving.

The data of cloud service’s user can be found @sidparticular guest operating sys-
tem that runs on a virtual machine. Necessary nmmesims of monitoring users’ access to data
are available with public access options. The nétwaaffic, which is necessary to exchange
virtual packs is always invisible to other virtunaists.

The ability to create ephemeral storage devicaggugartual server is important during
deploying cloud environment, although, for examtdek of ephemeral encryption devices in
the environment of ES2 is threatening in connecivwith the erasure of ephemeral devices by
recording zeros at the shutdown of the system.i@authile encrypting file system will help
prevent conflicts arising from the requirements éfficiency of particular applications and
data protection.

The secure approach of data use in a cloud envennim to mount block store devices
and ephemeral devices using Encrypted File Sysié&e.control of cloud server launch aided
by encrypted file systems in cloud environmentobees easier and requires higher security.
It's more rational to store passwords for systemtqumtion in unencrypted root file system
rather than in the cloud environment. Such savingagswords doesn’t present any problems,
because the purpose of encrypting file systemdgeption from physical access to disc image.
The process of launching a virtual server usingwasds can be presented on Fig.1.
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Most problems with the inconformity of regulatioasd existing standards, related to
the fact, that legal documents are issued bef@avitiespread use of deployed applications in
the cloud infrastructure. Certainly, the specificatof system deployment in cloud environ-
ments can be reduced by the mixed architecturecthvadists of physical elements and some
virtual items. Cloud infrastructure that speciadizen hybrid solutions is the best option.

The private information is not saved in the clonfilastructure of mixed environment,
because their processing is performed in physiatd grocessing servers controlled by the
user. The protection of the perimeter of one oranoetwork segments is performed by a
firewall (Fig.2). A firewall protects the outer peter of network traffic letting through only
http, https, ftp. There exist intermediate systéeisveen a protected network segment and the
outer perimeter — load balancers which is directiaffic to a special district where the appli-
cation servers are situated. They send requeshe tdatabase through another firewall to se-
cure internal network with internal databases offidential data. The proposed structure
(Figure 2) is used to obtain access to data witheesing levels of secrecy, and at that a few
levels (perimeters) of network security are orgadimsing firewalls. Compromise of any in-
ternal server within a particular segment autonadlfiqorovides full access to the other serv-
ers in the same segment, which stands as a flawabf infrastructure.

Application servers

Load bd-
ancers

Internal databases

Figure 2 — The protection of networks’ perimeterfibywall

There are no perimeter network segments in clowtt@mments. All virtual servers
are at the same level in the network, and trafficantrolled by means of security groups
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(Fig.3). An individual server can belong to diffetggroups and security rules for an individ-
ual server can combine the rules for all groupshieh this server belongs.

Xen
Group Group Group
rules rules rules
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Figure 3 — Vizualization of the concept of firewalles in cloud environment

The efficiency of the network security in the cloelvironment depends on many fac-
tors. For example, it's advisable to run only om#work application on each virtual server
and services intended for administration,. Focusinga single server multiple services will
lead to a virus attack vectors that determine actedata on the server, or using the server as
a buffer zone for receiving access rights to thevaek.

It is inappropriate to grant users access to d#tamgh level of security, and others
will have to overcome three different vectors atigiattacks to obtain unauthorized data. Ob-
viously, protecting each server requires a pamicpbrt to support a particular service, ampli-
fication while some particular service may be rmgnon it. It is advisable to restrict access to
services for external users, except for persordlisers. Even with restricted use of load bal-
ancer they recommend to use a reverse proxy sdReserse proxy server relays user’s re-
guests from outside environment to one or moreessywhich are logically located in the
internal network. Usually the reverse proxies aated before the web-servers and are used
as applied firewalls for load balancing in the netkvbetween multiple web-servers and the
improvement of their security.

To automate the elimination of security problemshi@ network it's recommended to
thoughtfully apply dynamization of the cloud enwviroent. Network systems of intrusion de-
tection are designed to prevent attacks before skey and to reflect attacks that began and
continue. Intrusion in the network is detected dyting all traffic through the system that is
used for its analysis, or respectively by passiemitoring of the traffic from one computer of
the corresponding LAN. In the cloud environmentjiidnal system of virus attack detection
is effective due to opportunities of rapid detectand neutralization of harmful content of
network packets.

An original approach to run and use a remote sdoreNIDS with a load balancer is
to install it on the server before the network (Feg4), owing to this all incoming traffic is
monitored.
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Having found a way to compromise load balanceral gittacker not only invades oc-
cupies load balancer, but also gets the opportwaiguspend the process of intrusion detec-
tion. An alternative approach is to implement thigusion detection system on a server in the
position behind the load balancer, which acts asmtmmediary between the load balancer
and other system components. In traditional datdaece or cloud infrastructures, intrusion
detection systems are installed in accordance eldérly thought-out algorithm. A minimum
required set of software is established on eachihale cloud environment.

Conclusions. In the cloud environment, the deploying of indivadl applications sup-
ported by the security system presupposes seaypdgites to all AMI, testing of results, re-
starting all virtual servers, minimizing variousesgtions in the cloud, making it practically
impossible for a human error to occur. It can bespe to experiment with different configu-
rations and restructuring of images of the compiméhne cloud environment. Having selected
the configuration for the particular service prefiyou can pre strengthen protection of the
system before the deployment of image in the clemronment. But it's recommended to
delete user accounts and passwords, which ararkdp configuration file beforehand.

Convenience and consistency of such computer infretsire as Cloud Computing
will over time increase the level of user confidenparticularly in the educational process
and administering of educational institutions.

It's advisable to determine the requirements fayoding the antivirus software before
the deploying of the cloud. Obviously, the numbgvicuses increases according to the geo-
metric progression every day, so it is logical tthet developers of anti-virus software can't
ensure the protection against each of them, so plneduct provides protection only against
existing viruses. Network systems of intrusion dBte monitor network traffic, detecting
anomalous activity. Accordingly, network systemgandfusion detection operate similarly to
anti-virus system at the host (HIDS) and additipna¢search the system, if there are any
signs of the discrediting, report about all caseshanging of the system services and operat-
ing system files. It is not recommended to deplegvears in the cloud environment without
network systems of intrusion detection at the ifBi$DS). In the cloud infrastructure it’'s ad-
visable to choose a centralized configuration teettg a high level of security profile with a
high degree of protection of individual services@ding to the principle "one server - one
service". Segmentation of data according to diffetevels of confidentiality is the primary
way of minimizing the impact of any virus attack tre performance of the system as a
whole. It is recommended to provide access to afirservers by the dynamic delivery of pub-
lic keys (passwords) to the target server, pasiegkeys through the administrative interface,
rather than through the user account, that is rateg in the image of the computer. If you
change the user it's recommended to create anmhiage of the computer with the necessary
changes for the new user.

The fundamental approach is to use already existimgrol tools to manage cloud in-
frastructure or to develop necessary tools, so ¢hedlentials of users are kept outside the
cloud infrastructure and it is possible to dynaritycadd (delete) user accounts on cloud serv-
ers at runtime. This approach requires to creatleran the administrative service on each
host. During the compromise in the cloud environimers appropriate to copy the root file
system onto one of the volumes, and copy volumesse of halting of the server and its re-
placement.
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