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THE CONTROL OF INFORMATION SUPPORT OF THE PROCESSES OF
INFLUENCE ON THE OPPONENT

In this research, the classification features of the information impact on interaction contractors
knowledge with their individual feature of perception and defines the classes of information
representations with a given exposure and counterparty interaction. Base of theory of the non-force
interaction gives you opportunity to ground and formally represent scientific and methodological tools of
management on impact, which should provide improvement of ways for preparing and conducting
operations on the information impact on the enemy, the implementation of countermeasures, that will be
most informative and clear, simple, efficient and minimally costly. Also issues of information
management are examined not from the position of maximum informing of influenced contractors, but
from the position of the necessary information influence on them. Using the proposed classification
allows you more accurately and efficiently plan special military operations in the field of information
impact on the enemy. This is the main purpose of this study.

Keywords: information technology; special information operations; theory of non-force interaction.

Entry. As is known that in the information war, the aggressor is attributes to the victim what
he does. The victim in the eyes of the consumer of information becomes the aggressor, and the
aggressor — in justify avenger. This is actually information infection. Infection for which there is no
"vaccine". Yes, indeed, today in Ukraine there are no effective tools that would be able to confront
the information "virus". It is possible for a software virus, an effective anti-virus exist and for
information of "viruses" you need to create certain security technologies, that filter information
content and fill it protecting information "pills" and it is important to bring them to the "infected
body" instead.

Statement of the problem. Our country is only trying to confront the information noise. And
ordinary citizens, could hardly distinguish the truth from the information provocations. If we do not
take the necessary countermeasures, will "ripe™ next fruits of this war: a depressive society, the
slave mentality, a complete incomprehension of the processes occurring in the state, apathy,
aggression, distrust to everyone and everything. Today, the main impact of information policy of
the aggressor is aim at the manipulation of consciousness of ukrainians and destabilization inside
the country [1-2].

How to provide effective information influence on the broad strata of the population, an
action which could confront the information infection? How to restore the positive attitude of
ukranians to their homeland, European country?

Making analysis of the latest researches and publications the author has found that Ukraine is
in the third year of a hybrid war and failed to create efficient instruments for the effective
confrontation on information expansion of the enemy. In the researched articles the question of
assessment processes of informational management, which is need to make the right decisions the
significant volume of scientific works is given, but if research problems of making the most
favorable decisions [3-6], no attention is paid to issues of information management. But if describe
methods of management of information during the informational influence [7-12], almost no
attention is paid to the influence of this information on decision makers, and the decisions
themselves. Examining the ways and tools of opposition to information infection, we stumble on a
paradox: on the one hand, we need different ways to influence on different audiences of our society,
and on the other, building trust between polarized groups to build overall confidence. Allow this
and base on the Theory of non-force interaction (the Theory) and developed on its base tools [13-
18] the author of this article proposed and laid the Foundation for the creation of information
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technology support and maintenance of special information operations, that provide an
unprecedented advantage in the course of realization of information effects and, above all,
protection.

As the result of the analysis of the sources allocated previously unsolved part of General
problem which the article deals.

Presentation of the basic material.

In our time we are suffering not so much because of the lack of information as from excess,
unnecessary information, unrelated to the outcome of crisis situations. Find the ability to separate
the useless from the important, and you feel that you are control the situation [19].

Management of information support of the processes of impact on the opponent.

Management information support should be aimed at ensuring the constant availability of
relevant information, which has such features as targeting, timeliness, reliability, completeness.
Relevant information important for making management decisions because it contains data that
should be used for calculations in preparing information that will be provided to the counterparties
of interaction. Irrelevant information (noise information) is irrelevant, redundant data, which do not
have useful actions on the object of influence. The usage of irrelevant information may lead to
lowering of the level of influence or its impossibility. One of the most challenging tasks of creating
such a management system is to convert tacit (implicit) knowledge to explicit counterparties
(explcit). What is achieved only using relevant information, with mandatory determination of the
ultimate goals of the impact. With the aim of creating information technology (fig. 1) that will find
the necessary (relevant) information that would respond the criteria of the most influential actions
on the counterparty of interaction and would provide this information, taking into account his
personal preferences and individual moral and psychological qualities, i.e. the creation of
information technology management awareness, you first need to determine what information and
what is the impact on the company.

The information system
of the control awareness
of the counterparty

N

=

I/

Providing relevant
information

The input
information
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Fig. 1. Information technology impact on the counterparty of interaction

With this aim, the author elucidate the priority issues of this problem, namely:
- necessity to classify the features of the impact of information on knowledge of
counterparties of interaction with the personality of their perception;
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- necessity to represent the classes of information representations with a given influence on
counterparty interaction.

Classification of the impact of information on knowledge of the counterparty of
interaction by peculiarities of their perception.

For effective management on knowledge of counterparty of interaction it is necessary to
determine what information and how it will effect on his decision, to select the most relevant
information and to consider the best ways of presenting this information. To solve this problem, we
should classify objects of influence by the specific of informational perception and known relation
to it. So the information provided to the Muslim that Christianity is the only correct religion will
cause storm poured out emotions, as a maximum, and another confirmation of the correctness of
conducting thousands of years of wars between the "true™ believers and "infidels."” On this basis,
selected characteristics, which will provide classification for search and provision of information
are:

1. Race - Negron, Caucasoid and Mongoloid. Some researchers also identify Australoid;

2. The national identity. So the Russian marketers have found that the same promotional
video has a positive effect on the Russians, but the Ukrainians (as an example) causes a different
attitude to the products that are advertised;

3. Sex. There is virtually no such thing about which men and women agreed to the opinions.
We remain a mystery for one another and essentially live in two isolated, only occasionally crossing
each other, realities of respectively, the impact on women and men must differ;

4. Age identity [20, p. 39]. Now adopted the following age periods: infancy (birth to 1 year);
preschool education (1-3 years); preschool education (3-6 years) primary school age (6-10 years);
adolescence (10-15 years); adolescence: the first period (senior school age 15-17 years), second
period (17-21 years); Mature age: first period (21-35 years), second period (35-60 years); old age
(60-75 years); old age (75-90 years); the oldest old (90 and above) and for each age period is the
most acceptable information should have its own specific "taste” and "color". For the further work
we define another option, which in the opinion of the author is more approximated to reality:

Children;

The youth that studies;

The youth that works;

Entrepreneurs;

Workers;

Military serves;

Retired people.

5. Membership by the perception of information [21].

All people perceive and memorize information differently. So, those who receive information
through the auditory channel are called auditory learners. They are great listeners, remember
details of the story and perceive intonation, tone of speech, have sharp hearing and an excellent
memory.

Visual is the person who receives most of their information through vision. They are 30% of
the population.

Kinesthetic - one who perceives the information through other senses (touch, smell, etc).
They are 40% of the population.

There are also people who have the perception of information occurs by means of logical
reasoning, with numbers, characters, logical proofs, they are called discretes.

It is clear that any person in his life uses different channels of perception. It can be visual, but
this does not mean that the other senses are almost not working. If more channels are open to
receive new information, the more efficient the process of perception.

6. Occupation, work, hobbies or lifestyle.
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The above classification will help us to understand the special approach to every human
being, as a person, and later to transfer this knowledge to family, group, country, possibly the
world.

Classes of information representations with determine exposure on counterparty
interactions.

The most important properties of information as we all know are: objectivity and subjectivity,
completeness, reliability, adequacy, availability, relevance, accuracy and value.

It has been determined that the main types of information representations are: graphics, sound,
text, numeric and video information.

And the most common methods of presenting information are: language (oral
communication), writing, press, books, radio, film, television and computer.

Using proposed properties of information, the specificity of human nature to perceive the
information and on the base of effected research propose classification of the information content of
the representations with a given exposure to the interaction counterparty according to the age and
business facilities according to the criterion of the maximum response (change in worldview),
which is given below:

1. The information content is acceptable for children:

1.1. What will give a praise;

1.2. What is the punishment;

1.3. About entertainment events and festivals;

1.4. About getting a high marks of the success;

1.5. About favorite dishes and preferences;

1.6. About the injustice against them;

1.7. Regarding the failure of the promises;

1.8. About idols and Pets;

1.9. About the need for homework and school responsibilities;

1.10. About the threat to the life and health of a loved one.

2. The information content acceptable to young people, what works:

2.1. What will give a praise or a positive rating of work;

2.2. What is the punishment or negative evaluation of labor;

2.3. About the health of a loved one;

2.4. On the level of wages;

2.5. The level of payment for utilities;

2.6. About the fluctuations of the exchange rate and prices of products and goods;

2.7. About the situation in the area of holding of Antiterrorist operation on the Eastern part of
Ukraine;

2.8. About sanctions of the international community to the aggressor state;

2.9. On the activities of the state leadership and the high fighting capacity of the army to
ensure the protection of the country;

2.10. About the "atrocities” against the prisoners from terrorist groups in the East of the
country;

2.11. About the bad facts in the life of their army (their distortion, naked lies);

2.12. About the threat to the life and health of a loved one.

3. The information content is acceptable for young students:

3.1. What will give a praise or positive evaluation of study;

3.2. What is the punishment or negative assessment study;

3.3. About changes in the educational program of students;

3.4. Status of scholarships and fees for the dormitory;

3.5. About public events and institutions;

3.6. On national consciousness and the certainty;
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3.7. About the situation in the area of holding of Antiterrorist operation on the Eastern part of
Ukraine;

3.8. About sanctions of the international community to the aggressor state;

3.9. On the activities of the state leadership and the high fighting capacity of the army to
ensure the protection of the country;

3.10. About the bad facts in the life of their army (their distortion, naked lies);

3.11. On the possibility of self-realization after study;

3.12. About the threat to the life and health of a loved one.

4. The information content is acceptable for entrepreneurs:

4.1. What will give a positive assessment of business activity;

4.2. What will give a negative evaluation of entrepreneurial activities;

4.3. About the health of children and loved ones;

4.4. About the state of affairs and the income growth of the enterprise;

4.5. The level of payment for utilities;

4.6. About fluctuations in the foreign exchange market;

4.7. About the situation in the area of holding of Antiterrorist operation on the Eastern part of
Ukraine;

4.8. About sanctions of the international community to the aggressor state;

4.9. On the activities of the state leadership and the high fighting capacity of the army to
ensure the protection of the country;

4.10. About the "atrocities” against the prisoners from terrorist groups in the East of the
country;

4.11. About the bad facts in the life of their army (their distortion, naked lies);

4.12. About the threat to the life and health of a loved one.

5. The information content acceptable to workers:

5.1. What will give a praise or a positive rating of work;

5.2. What is the punishment or negative evaluation of labour;

5.3. About the health of children and loved ones;

5.4. On wages;

5.5. The level of payment for utilities;

5.6. About the fluctuations of the exchange rate and prices of products and goods;

5.7. About the situation in the area of holding of Antiterrorist operation on the Eastern part of
Ukraine;

5.8. About sanctions of the international community to the aggressor state;

5.9. On the activities of the state leadership and the high fighting capacity of the army to
ensure the protection of the country;

5.10. About the "atrocities” against the prisoners from terrorist groups in the East of the
country;

5.11. About the bad facts in the life of their army (their distortion, naked lies);

5.12. About the threat to the life and health of a loved one.

6. The information content is acceptable for military servers:

6.1. What will give a praise or positive evaluation of serve;

6.2. What is the punishment, or negative performance appraisal;

6.3. About the health of children and loved ones;

6.4. Of allowance;

6.5. The level of payment for utilities;

6.6. About the fluctuations of the exchange rate and prices of products and goods;

6.7. About the situation in the area of holding of Antiterrorist operation on the Eastern part of
Ukraine;

6.8. About sanctions of the international community to the aggressor state;
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6.9. On the activities of the state leadership and the high fighting capacity of the army to
protect the country and the level of social security of servicemen;

6.10. About the "atrocities" against the prisoners from terrorist groups in the East of the
country;

6.11. About the bad facts in the life of their army (their distortion, naked lies);

6.12. About the threat to the life and health of a loved one.

7. The information content acceptable to the pensioners:

7.1. What will give a praise;

7.2. That carries a sentence;

7.3. On the health status of children, grandchildren and loved ones;

7.4. On the state pension and social security;

7.5. The level of payment for utilities;

7.6. About the fluctuations of the exchange rate and prices of products and goods;

7.7. About the situation in the area of holding of Antiterrorist operation on the Eastern part of
Ukraine;

7.8. About sanctions of the international community to the aggressor state;

7.9. On the activities of the state leadership and the high fighting capacity of the army to
ensure the protection of the country;

7.10. About the "atrocities” against the prisoners from terrorist groups in the East of the
country;

7.11. About the bad facts in the life of their army (their distortion, naked lies);

7.12. About the threat to the life and health of a loved one.

Information sense, that given, should be applied selectively, depending on the functional role
and in accordance with the functional tasks of the components of exposure. But most importantly, it
needs to be present in some information models, which allow to formally work them in the system
of management of knowledge (relation to reality), which will allow you to make decisions that will
lead to optimal and kvazioptimal actions of the counterparty of interaction. Which will able to
optimize the information environment in the processes of management of information impacts and
to determine the functional role of content representations in their management.

This issue will focus in the following works of the author.

Conclusions. In the article was given classification of the influence of information on the
knowledge of the counterparties of interaction with their individual feature of perception, as well as
defined classes of information representations with a given exposure and counterparty interaction.

The basic idea of the classification is to represent out to provide scientific and methodological
tools of management on impact, which should provide improvement of ways for preparing and
conducting operations on the information impact on the enemy, the implementation of
countermeasures, that will be most informative and clear, simple, efficient and minimally costly.
Also issues of information management are examined not from the position of maximum informing
of influenced contractors, but from the position of the necessary information influence on them.
Usage of proposed classification allows you more accurately and efficiently plan special military
operations in the field of information impact on the enemy. What will be the background of
victories in the information war with the enemies of our country.

Reviewer: doctor of technical Sciences, Professor Kravchenko O., Professor, Department of
technology management faculty of information technology, national University of Ukraine named
after Taras Shevchenko, Kiev.
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Be3 penensii.

. Kyo6siBka M.B.
YIPABJIHHA IHOOPMALHIMHUM CYITPOBO/JKEHHAM NPOLECIB
BIIVIUBY HA ITPOTUBHUKA

Y oanomy oocniorncenni oaemovca xknacugpixayia ocoonueocmi enaugy ingopmayii na 3nanns
KOHmpazenmie 63acmooii 3a ix iHOUGIOYaIbHOIO 0COOIUGICINIO CRPUIIHAMMA, @ MAKOMHC GU3HAUAIOMbCA
Kaacu ingopmayitinux npeocmaesiensv 3 3a0AHUM GHIUBOM HA KOHMPAeHma 63aemodii. Biama 3a
OCHOBY meopisa HecunoBoi 83aEmoodii 0ae MOMHCAUBICIb OOIPYHIMYGAmMU ma HOPMAiIbHO NPEOCmasumu
HAYKOBO-MeMOO0N02IYHI THCMPYMEHmMU YRPAGIIHHA GNIUGAMU, AKI NOGUHHI 3abe3neuumu 3HAUHE
HOKPAUieHHs WAAXI6 Ni020MOGKU i NposedeHHs onepayiil 3 iHgopmauiiinozo 6niugy Ha NPOMUGHUKA,
30iliICHEHHA KOHMP3ax00ie ma 0yo0ymv MAKCUMAIbHO IHGHOPMAMUEGHO 3pO3YMITI, npOCMi, pe3yT1bmamueHi
i minimanono 3ampami. Ilumanna ynpaeninna ingopmayicto posznaoaromeca He 3 nO3UUil
MAKCUMATIbHO20 THHOPMYBAHHA KOHMPAZEHMIE 6NIUEGY, 4 3 NO3UUII HeoOXiOHOoT inghopmayiiinol 0ii na
Hux. Buxkopucmanns 3anpononoeanoi knacugikauii oae moxcaugicms 0input mouHo i pe3yn1bmMamueHo
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naanyeamu cheuianvHi 6ilicbKoei onepauii 6 cghepi inghopmauiiinozo ennuey na npomuenuka. Ile i €
OCHOGHOIO MEMOI0 0AHO20 OOCIIONHCEHHA.

Kniouoei cnoea: ingpopmauiiini mexnonozii; cneuianwvni ingpopmauiiini onepauii; meopisa necunosoi
83a€mo0it

Kyo6siBka M.B.
YIIPABJIEHUE UTH®OPMAILIMOHHBIM COIMTPOBOKAEHHUEM IMTPOLECCOB
BO3JIEUCTBUS HA TIPOTUBHUKA

B oannom uccnedosanuu oaemcs Kiaccugurkauyus o0codeHHOCMU AUAHUA UHDoOpMauuu Ha
3HAHUE KOHMPAZEHMOE 63AUMOO0CUCMEUn NO UX UHOUGUOYATNbHOU O0COOEHHOCMbIO G0CHPUAMUA, 4
makyce OnpPedenaomca Kiaccol UHQPOPMAUUOHHBIX NPeOCMABIeHUNl C 3aA0AHHbIM 6030elicmeuem Ha
Konmpazenma e3aumodeiicmeus. Biamaa 3a ocnHoey meopusa Hecun060zo e3aumooeiicmeus oaem
803MOMNCHOCHb 000CHOBAMb U (POPMATLHO NPEOCMABUmMb HAYYHO-MEMOO0aA02UecKUe UHCIMPYMEeHnbl
YRpaenenus 6030elcmeuAMu, KOmopuvle O0JIMNCHbL 00ecneyums 3HAUUMENbHOE YIyuyuieHue nymeil
n0020MO6KU U NpPoBedeHUs Onepayuill. no UHQPOPMAUUOHHOMY 6030€liCmeUl0 HA HPOMUGHUKA,
ocyuiecmenenHuna Koumpmep u 0Oyoym MAKCUMAIbHO UHGOPMAMUGHO NOHAMHbBIE, RNPOCHbIE,
pe3yibmamugHnbie U MUHUMAIbHO 3ampame. Bonpocwt ynpasnenus ungpopmayueii paccmampusaromes
He ¢ nO3UUUIL MAKCUMAIbHO20 UHDOPMUPOBAHUA KORMPAZEHMO08 6UAHUA, A C NOUUUI HE0OX00UMO20
ungopmauuonnozo eo3deiicmeus Ha Hux. Hcnonvzosanue npeonoxceHHoll Kiaccuukayuu oaem
803MOMNCHOCMb D0/1€€ MOYHO U Pe3yIbMamueHo NIAHUPOBAMb CHeYUAIbHble 60CHHbIE Onepayuu 8 cghepe
UHDOPMAUUOHHO20 6030€licmeUs HA HPOMUBHUKA. DMO U AGNAEMCA OCHOGHOU UeENbl0 OAHHO20
UCC1e006anus.

Knrouegole cnoga: unghopmayuonnsle mexnonozuu; cneyuanbHvlie UHQHOPMAyUOHHbIE onepavuu;
Teopus necunosozo e3aumooeiicmeus.
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