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DIGITAL IDENTITY ACCEPTANCE AT POLISH LARGE
ENTERPRISES: THE SURVEY RESULTS

Digital identity is a way to ensure data security. It is a cheap and comfortable solution, espe-
cially when a password is used. However, the data is as protected as password, so employees’ behayv-
iour concerning their passwords should be in the area of interests of their supervisors. The accept-
ance of digital identity is very important. The article presents the results of the survey on digital
identity acceptance at large Polish enterprises. Also it discusses the tools for sharpening proper atti-
tude of employees and identifies the gap between their knowledge and behaviour.
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Mapra IOmuk

BU3HAHHSA LIU®POBOI IIEHTU®IKALIITL HA BEJIUKHX
IHOJbCBKUX IIAITPUEMCTBAX: PE3YJIBTATU JOCIIIKEHHA

Y cmammi npodemoncmposano, wo uyughposa idenmugbixauin € cnocobom 3abesnevenus
be3nexu danux. Ile pimenns € 0oeoai npocmum ma Oeueum, ocobaueo y eunadkax, Koiu
euxopucmogyemuocsa napoav. Oo0nax, dani npu ubomy 3axumieHi HACMIALKU €, HACKIAbKU
saxuueno cam napoasv. Came momy 6ci 0ii cniepobimuuxie, noe a3ani 3 naposem, 3HaAxX00AMbCA y
cghepi inmepecie repienuuymea. Ilpedcmaeaeno pezyavmamu 00CAIOHCEHHA WO00 Uupposor
idenmudbixauii Ha eeAUKUX NOABCLKUX NIONPUEMCMEAX, A MAKOX}C IHCIPYMeHmMU (HopMyeanHs
6ipHO20 cmags.aeHHs cnigpobimuuKkie 0o uugpoeoi idenmudbixauii. Buznaveno necnienadinns mixc
3HAHHAMU CcnigpoOimHuKie npasua idenmudbicauii ma ixuimu peasvnumu oiamu.

Karouosi caosa: yugpposa idenmupixayis; éeauxi nionpuememea, 3axucm iHgopmauii.
Puc. 6. Jlim. 11.
Mapra IOmuk

MMPU3HAHUE IIU®POBOUN NJIEHTU®UKAIINA HA KPYITHBIX
INOJbCKUX ITPEAITPUATUAX: PE3YJIBTATBI UCCIENOBAHUA

B cmamve noxazano, umo uughposas udenmugpuxayus asasemca cnocobom obecnevenusn
bezonacnocmu O0annbIX. Jmo pewenue aeasemcs OeuieGbiM U RPOCMbIM, 0COOEHHO Kozda
ucnoavzyemcs napoav. Tem He menee, Oannvle 3augUUIEHbI HACMOAbKO, HACKOALKO 3AUUUIEH
napo.b, nO3MoMy éce 0elicmeust COmpyoOHUKO08, C6s13aHHble C napoem, 00adcHbL Goimb 6 cghepe
unmepecoé pykogoocmea. Ilpedcmasaenvt pezyavmamol uccae0o6anuii no uupposoi
udeHmuukauuu Ha Kpynuvix noavckux npeonpusmusx. Ilpedcmaeaenvt maxice uncmpymenmot
dopmuposanus npaeuivHozo omHouleHus CcompyoHuxKoe kK uugpoeoi udenmuurayuu.
Onpedeaen paspolé mexcoy 3HAHUEM COMPYOHUKAMU RPAGUA UOCHMUPDUKAUUU U UX 0eliCTEUAMU.

Karouegvie caosa: yugpposas udenmugpuxkayus, KpynHole npednpusmus, 3auuma UHGopmayuu.

Introduction. Implementation of new technology and solutions dedicated to enter-
prises increase rapidly. To gain or keep competitive advantages new products are imple-
mented (Economist Intelligence Unit, 2007), which have shortened lifecycle. Employees
do not always easily follow the changes. It requires efforts to master a manual, but also to
learn rules concerning a particular solution. Often, new abilities or skills are needed.
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Large enterprises introduce more solutions in the field of information systems
than SMEs. It is due to more funds, more sophisticated needs (e.g., complexity of
management) and goals to achieve (larger scale of operation). In Poland, large enter-
prise is defined as a company which employs more than 250 employees and its annu-
al income exceeds 50 mln. euro or annual balance exceeds 43 min. euro. There are
3400 large enterprises in Poland (0.2 % of all), they employ 40.6% of total employees
(Anam, 2009). So, the problem of adapting employees to growing number of solu-
tions affect nearly half of all employees in Poland. To protect its data an enterprise has
to limit the access to data and grant access only to authorized people in a strictly lim-
ited scope. To deal with this challenge a digital identity is used.

Digital identity can be defined as "collection of data about a subject that repre-
sent attributes, preferences and traits" (Windley, 2005). This set allows mapping real
entities into a virtual world. It is also the key element of using information systems,
because digital identities enable employees to gain safe access to data stored in infor-
mation systems of enterprises, and also to communicate via Internet (Milosz and
Milosz, 2011).

Other basic definition of digital identity treats it as "set of claims made by one
digital subject about itself or another digital subject”. To gain access a user must prove
a claim. It can be performed using employee's knowledge (e.g., password), special
equipment (e.g., token) or some unique, personal features of, a user (e.g., retina).
Each of these methods of authentication has benefits and drawbacks.

Problem definition and literature analysis. Passwords, due to low cost and easiness
of use are the most common solution of granting access (Semancik, 2005). But even
this easy method of authentication has some problems to deal with (Gutierrez and
Feigenbaum, 2006). To secure a digital identity a password should be safe, which
means, for example, proper length, different char used, avoiding meaningful phrases
or regular changes of password, and also keeping it in secret (Semancik, 2005).

Rules concerning passwords are well known, but not respected. It can be con-
firmed by analysis of disclosed passwords for emails e.g., Hotmail (Maj, 2009).
Passwords were easy-to-guess (e.g., 123456), contained names plus number (e.g.,
Nicolel) or simple word (e.g. monkey). These passwords were for private usage, but
what type of password does an employee choose? Probably, if there are no guidelines,
an employee chooses a password similar to the one used in private life.

So, why employees do not pay attention to acting in accordance with instruc-
tions? Maybe there is no instruction? Or maybe employees do not accept the solu-
tion? Acceptance is connected with attitude, which includes actions taken by
employees.

The importance of technology acceptance is even greater in situations when
there is no possibility of full control of taken action (e.g. using one account for a
group of employees). Then acceptance of a particular solution by an employee can be
one of elements of heavy influence on solution performance.

Problem formulisation. Large companies are very important for Polish economy.
Due to their size, access to data is more complicated (divisions, level of access etc.)
and more difficult to control. The most preferable situation is when employees behave
in a safe way without additional incentives. Partly this state can be achieved by con-
vincing, not forcing. And there is a question: what should be stimulated and how to
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increase the acceptation and to form proper attitude to digital identity? Moreover,
there are researches (Pastuszak, 2009) reporting insufficient organizational skills in the
area of e-business of Polish managers; lack of investments in security of Polish com-
panies (Webhosting.pl, 2011); others (Shay et al., 2005; ACMA, 2009) indicate lack of
correct behaviour concerning passwords among employees. So, what is the current sit-
uation in area of managing the acceptance of digital identity and how to improve it?

Research methodology. To find factors influencing the acceptance of digital iden-
tities, the research based on interviews and questionnaires was conducted. To avoid
excessive number of questions or misunderstanding, digital identity was defined as a
computer account identified by a login and protected by a password. The question-
naire covered different areas as a part of larger research (supported by EU).

The main aim of the study is to diagnose the current acceptation of digital iden-
tity and to present important factors on managing acceptation.

In the preliminary research (interviews with top management) two important
factors influencing employees are identified as trainings and proper motivation.

The impact of these factors on employees is the attitude to digital identity repre-
sented by:

- emotional component;

- behavioural component;

- cognitive component.

At the beginning of the research hypotheses are defined as:

H1. Using login and password is generally accepted.

H2. The fact of the acceptance affects all the components of attitude to digital iden-
tity equally.

H3. Training affects the attitude to digital identity.

HA4. There are simple actions which can improve employees' behaviour concerning
using digital identity.

Research results. Respondents at large enterprises fulfilled the questionnaires.
All incomplete or incorrect forms were rejected, as well as the forms fulfilled by
employees who do not use computer accounts at work. This reduced the number of
the test sample to 25 employees of different large enterprises operating in different
fields (healthcare, education, IT, insurance, trade, production, telecommunications,
finance, real estate, distribution, shipping, banking, administration, marketing
research etc.).

The questionnaire was fulfilled by 10 women and 15 men. The youngest respon-
dent was 21, the oldest — 57, average age was 32.5.

All the respondents have experience with using digital identity protected by a
password, 64% used tokens and 8% — fingerprint reader. Reported actions related to
using accounts are: logging in and out many times a day (92%), forgetting password
(52%), recovering password (40%), entering wrong password (36%) and password
rejection or system error (32%). Despite this fact, all the participants of the research
perceive using computer account as easy. However, 32% of the respondents admit that
it is time consuming.

The level of acceptation of digital identity is high (H1). All the respondents
declared this solution is necessary in their company (Fig. 1), and only 12% chose less
safe multi-user accounts.
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Figure 1. Answering to the question on the cognitive component:
In your opinion, what solution is the best for your company?

Most users have positive attitude to digital identity (Fig. 2). Only one person has
negative attitude to this solution.
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Figure 2. Answering to the question examining the emotional component:
What is your attitude to digital identity?

Despite conviction of the need to use digital identity (cognitive component) and
positive emotional attitude, only 28% of employees declare they follow the rules (Fig. 3).
At the same time only in one company there is no security policy, and 4 persons are
not sure if their companies have security policy or not. It is a gap which should be
managed to avoid data leak or other consequences of carelessness. This partially con-
firms H2, but it means there is no simple relationship between acceptation and
actions taken by employees.
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Figure 3. Answering to the question examining the behavioural component:
Do you follow the rules concerning using computer accounts?
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It has been assumed that the gap between knowledge and behaviour can be
diminished by two previously mentioned factors: trainings and proper motivation.

The impact of training on attitude is undoubted (Fig. 4). Trained employees are
more confident of their knowledge (52% of the respondents perceive their level of
knowledge as high), have more positive attitude (82% — positive or enthusiastic), and
almost half of them declare that everyone in the company follows the rules (42.5%).
On the other hand only one employee without training declares high level of knowl-
edge, positive attitude is declared by 50% of the respondents, and noone declares that
rules are obeyed. This confirms H3.
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Figure 4. Impact of training on knowledge, perception of digital identity

and behavior of employees

The Respondents were asked to indicate up to two the easiest to accept (Fig. 5)
and the most effective (Fig. 6) motivating factors.
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Figure 5. The easiest to accept motivator of safe use of computer accounts
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For them, the easiest to accept is the direct command of a supervisor (11
answers). The second place in ranking is occupied by financial motivators — bonuses
to salary taken away in cases of security breach (9 answers). The third way of moti-
vating safe use of accounts is good example of coworkers (7 answers).

The respondents were asked about the most effective ways of motivation (Figure
6): good example of coworkers (11 answers); training (10 answers) and bonuses and
command of a supervisor (8 for each).

This confirms H4 and indicates the direction for effective motivation.
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Figure 6. The most effective motivator of safe use of computer accounts

Conclusions. Data security is a matter of great importance. Digital identity is a
way to obtain needed protection for data. Human factor is often the weakest link in
security. Managers should develop proper attitude of their subordinates. Firstly, they
should establish rules concerning using computer accounts, equip employees with
proper knowledge, strengthen the positive perception of digital identities and pro-
mote appropriate behaviour. Many of these actions are costless, depending only on a
manager's is will.

Employees at large enterprises have positive attitude to digital identities. They
accept the solution, but have problems in safe using of accounts. It can be the effect
of lack of control and a dose of discretion of employees in this matter. This means that
large enterprises have to solve the problem of the identified gap.
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