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Grzegorz Koziel'
COSTS OF DATA PROTECTION

No organization can exist without the data. Each kind of activity demands data processing
and its storage. Loss of the data is very dangerous. It can even result in an organization’s collapse.
It is very important to protect the data against loss or damage. Each organization should have
appropriate means to secure the data. The choice of solutions depends on the level of safety require-
ments. Each solution has its advantages, disadvantages and costs. It is very important to choose the
best means of protection within the costs accepted by an organization. The presented paper shows
the most popular data protection solutions and estimates their costs. The proposals of data protec-
tion solutions are presented as well.
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Iixerox Ko3zen
BUTPATU HA 3AXUCT JAHUX

Y ecmammi cmeepoxcyemucsa, wo Koxcen 6ud disavnocmi eumazae o6pobKku Oanux ma ix
30epicanns, a émpamu oanux oyjce Hebe3neuHi, GOHU HAGIMDL MONCYMb npuzeecmu 00 Kpaxy
opeanizauii. Tomy Oyxce eaxcaueuii 3axucm odanux 6i0 empamu abo nowrxooxcenus. Koxwcna
opeanizauiss nNOGUHHA Mamu i0N06ioHI 3acobu 01 3axucmy danux. Bubip pimenns 3arexncums 6io
pisHsa eumoe besnexu. Koxcne pimenns mae ceoi nepeeazu, nedoaixu i gumpamu, momy Heo6xiono
eubupamu naiuxpawi 3acobu 3axucmy, docmynui opeanizauii. Iloxazano nainonyaspuiwi
Plulenns 3axucmy 0anux i ouineHo ixuro eapmicmo.

Karouosi caosa: 3axucm danux, inghopmauyiiina 6esnexa.
Dopm. 1. Taba. 1. Jdim. 10.

Ikerox Kosen
PACXOJbI HA 3AIIINTY JAHHBIX

B cmamve ymeepucoaemcsa, umo kaxcoviii 6ud oesmeavrocmu mpeGyem o6pabomku
OGHHBIX U UX XPAHEHUsl, a Nomepu OAHHbBIX 04eHb ONACHbL, OHU 0ajce MO2YM NPUGecmu K Kpaxy
opeanuzayuu. Ilosmomy ouensv eaixcna 3auuma 0annbvIX om nomepu uau nogpexcoenus. Kaxcoas
opeanuzauus 00ANCHA UMENb COOMEENICIEyIuue cpeocmea 04 3awumvt 0anHbviX. Bovioop
peuienust 3agucum om ypoeHs mpebGosanuti 6ezonactocmu. Kaxwcdoe pewenue umeem ceou
npeumyuiecmea, HeOOCMamKu U U30eplcKu, HOIMOMY HeoOX00uUMO ebloupams ay4uiue cpedcmea
3awumot 6 npedeaax cpeocme, docmynhvix opeanusayuu. Iloxasanet camvie nonyaspuole
Peulenust 3auunvL OGHHLIX U OUEHEHA UX CHIOUMOCHTb.
Karouesvie caosa: 3aujuma oanHvix, UHOOPMAUUOHHAS OE30NACHOCb.,

1.Introduction. The data is a very important factor in each organization's activi-
ty. The bigger an organization is, the more important its data is. Very often it is impos-
sible to operate without data processing. The data is necessary to control the stock, to
process accountant operations, to control processes (Laskowski, 2011). It is a stan-
dard to use the data in its electronic form. Each organization owns an information
system to process and store data. This system usually is based on the IT system.
Moreover, according to current laws, it is allowed to resign from paper form in many
cases.

The problem of data security must be considered from 2 points of view: techni-
cal and human (Juszczyk, 2011). The main issue of human factor in data security is
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the authentication, authorization and accounting. Unfortunately, the level of accept-
ance of these elements is not sufficient in Polish companies (Milosz & Milosz, 2011;
Juszczyk, 2012). The main point of technical data security is to ensure its security in
3 main domains: integrity, availability and confidentiality.

Integrity means that the data includes no errors and describes the real situation
as precisely as it is possible or necessary. Data usage must ensure the possibility of
controlling real situation in organization.

Availability is interchangeable with ensuring the access to the data to every
authorized person at each time and each place it is demanded, but with the condition
that it is compatible with the organization procedures and security rules (Ping An
Wang, 2010).

Confidentiality is the most difficult condition to ensure. Each data set has to be
accessible only to authorized people. It means that various data sets will be accessed
with various privileges by various people. Unauthorized people can not have access to
data in any form — electronic, paper or any other.

In each organization there exists a set of threats. This set varies form the organ-
ization and its data value. To protect a good security system it is necessary to analyze
what kind of threats exist in the organization, calculate the budget available to buy
protection and finally choose the appropriate means and workout the security system.

2.Security threats. It is necessary to identify the security threats before a form of
protection is chosen. The most often occurring dangers are (Polaczek, 2006):

- Failures of the equipment being a part of the information system, especially
parts of the IT system.

- Software breakdowns.

- Power supply failures.

- Unauthorized data reading.

- Unauthorized data modification.

- Data damage.

- Fabrication of data.

- Transmission overhearing.

- Impersonating a user.

- IT system hacking.

- Unauthorized access to IT system.

- Malicious software.

- Data theft.

- IT system's parts theft.

- Passing access to data by authorized users to unauthorized users.

The first step in preparation of the security plan should be the analysis of the list-
ed above security threats, grade the risk of their occurrence and the costs of possible
loses if they happen. On the basis of this analysis it is possible to adjust appropriate
protection and rate the reasonable costs of implementing the solution.

The risk of the particular security threat occurrence is usually graded on the
3-point scale: 1 — low probability of risk occurrence, 2 — medium probability of risk
occurrence, 3 — high probability. 3-degree scale is used to rate the results of each risk:
1 — insignificant consequences, 2 — medium consequences, 3 — significant conse-
quences. Of course, the scale of rating the risk and its consequences can be more pre-
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cise, but it is very difficult to precisely rate these values. Consequences of each secu-
rity threat are usually calculated on the basis of possible losses for an organization. It
includes financial losses, amount of work necessary to restore data if possible, diffi-
culties in further work and is connected with these losses and law consequences of
data loss.

Significance of each risk is calculated on the basis of calculated values according
to the formula 1:

S=PxC. (1)

In the formula 1 the symbols used mean: S — significance of the risk; P — prob-
ability of the risk occurrence; C — consequences level of each risk.

If the significance of the risk ranges from 1 to 3 it is a low risk. Values ranging
from 4 to 6 mean medium risk. Values above 6 define high risk. The higher the risk is
the more needed is the protections against a particular risk.

3.Security threats and protections against them. Hardware malfunction is one of
the most often occurring data security breakdowns. Most often it causes lack of the
resources availability. If one of devices stops working it results in lack of communica-
tion. Sometimes, hardware malfunction can be a cause of data confidentiality or
integrity breakdown, especially when one of devices responsible for delivering pro-
tection breaks. In practice these threats are very rare because almost all the devices
that contain the data have protection included.

It is impossible to avoid hardware breakdown. Each equipment breaks because
of defects and age. Even the best solutions, tested and certified can break. The defense
against breakdowns relies on building IT systems in such a way that allows continu-
ing work even if one of the parts breaks. Of course, it is the ideal solution but very
expensive. In real cost-effective solutions, IT system is built in a way that allows quick
system restart after failure. It allows for saving money spent on protections and reduc-
ing costs caused by failure.

One of the most susceptible parts of computer systems is hard disc drive. It is the
most common data storage. Usually this device is the basic part of each data storage.
Hard disc failure is the common reason of data loss. It is necessary to protect the data
written on the disc against loss. One of the simplest solutions is backup. It is a copy
of the data, written on the other carrier. If the hard disc breaks, the data from the
backup can be copied back to the IT system. Of course, it is impossible to be up to
date with the backup. The data copy can be done with certain frequency. It is possi-
ble to restore data up-to-date in the time of the backup creation. It is necessary to
complete the data after restoring to be up to date. Overall, backup is a very effective
way of protecting data against loss (Chang, Cung-Yen, 2005, Cherkasova, Zhang,
Xiaozhou, 2010). Costs of creating backups contain:

- Costs of a device used to backup data — to create backup it is necessary to have
a device to record data. The most popular are DVD recorders or streamers. DVD
recorder is cheap. It costs about 258. Its disadvantage is relatively small disc's capac-
ity which is equal to 4,7 gigabytes. Streamer is a much more expensive device. Its cost
ranges from 1100$ to 30008$. Streamer allows recording magnetic tapes that have
capacity equal to 200 gigabytes. That device allows compressing recorded data what
results in 400 gigabytes tapes capacity.
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- Costs of carrier — each backup has to have a carrier to record it. Cost of the
carrier depends on the kind of a carrier. DVD single costs about 0,3$. Rewritable
DVD costs about 0,4$ but allows multiply recording. Magnetic tape used in stream-
ers costs about 30$ and allows multiple recording as well. It is possible to record back-
ups on USB hard discs. Cost per one disc having 2 terabytes capacity is about 1258$.
Disc usage does not demand additional devices to record data. It is possible to attach
the disc directly to the computer.

- Costs of employees who prepare backup scripts and take care of backup carri-
ers storage. Cost of time used by people is variable depending on the region and work-
er qualifications. In each type of copy the worker has to spend almost the same
amount of time to complete the procedure. His responsibilities include: putting a car-
rier in a recording device, marking a copy and delivering it to the safe place to keep.

- Costs of carriers storage — it is necessary to protect backups against theft, dam-
age, or interference. It is only possible by placing them in a secure place. Usually, safe
boxes are used to keep backup carriers. A safe box protects against theft, fire, flood
and other detrimental factors, but in big disasters even the safe box can not protect
copies. Some companies rent bank lockers and place there the backups. Usually,
backup is prepared once a day. Once a week, one backup is put into a bank locker.
Cost of a bank locker rental is not very high. It is about 40$ per month. Safe box cost
depends on its quality, robustness, and size and starts from 400$. Of course, it is pos-
sible to buy cheaper safe box, but usually it does not suit requirements. While buying
a safe box it is necessary to take care about the law. Some kinds of data must be
secured at a certain level. For example, in Poland, the law restricts conditions of per-
sonal data storage.

Other possibility to protect data in the case of disc failure is to create a redundant
array of independent discs (RAID). RAID is a technical solution that allows com-
bining a few hard discs drives to work as if they were one device. Devices included into
an array can have various logic organizations called RAID levels. The most important
levels from the point of view of data safety are (Xiao, Ren, Yang, 2009):

- RAID 1 — an array composed of 2 hard discs. Each of the discs is used to keep
one copy of data. As a result, 2 copies of data are saved in array. It allows for obtain-
ing robustness against one disc failure — the data is not lost and array is still working.
Because each data is written twice, one disc capacity is used for copies. It means that
available space on the array is equal to only one disc space. The space offered by the
second disc is the cost of array creation. Costs of the array sum up to the additional
disc's cost and the cost of the array controller device if needed. On Linux machines it
is possible to create software RAID. Then the controller role overtakes software. Cost
of an additional hard disc drive having 2 terabytes capacity is about 125$. RAID con-
troller costs from 60$ to 20003$. The bigger the bandwidth and number of discs possi-
ble to connect are, the nigher the price of a controller is. For a small file server hav-
ing up to 4 discs and one network connection it is enough to supply it with one of
cheaper controllers.

- RAID 5 — an array composed of at least 3 discs. In the matrix containing n
discs, data is spread on n — 1 discs. Each disc contains 1 / (n — 1) part of the data.
The last disc is used to write parity bits. It allows calculating the data stored on one of
the discs when it broke down. Raid 5 allows obtaining robustness to one disc failure.
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Array capacity is equal to n — 1 discs capacity. The lost of the space available to store
data is always one disc capacity. The percentage of this loss depends on the discs num-
ber in the array. The greater discs number is, the smaller is the loss percentage. This
RAID type allows increasing efficiency of the array because of parallel writing and
reading operations done on a few discs at the same time. Costs of array creation
include costs of additional discs and RAID controller. Particular devices cost is the
same as presented in above point concerning the RAID 1. The difference is in mini-
mum discs number. Here it is necessary to poses at least two additional discs.

- RAID 6 — an array composed of at least 4 discs. In the matrix containing n
discs, data is spread on n — 2 discs. Each disc contains 1 / (n — 2) part of the data.
2 additional discs are used to write double parity bits. It allows calculating the data
stored on 2 of the discs when they broke down. Raid 6 allows obtaining robustness to
2 discs failure. Array capacity is equal to n — 2 discs capacity. The lost of the space
available to store data is always 2 discs capacity. The percentage of this loss depends
on the discs number in the array. The greater discs number the smaller the loss per-
centage. This RAID type allows increasing efficiency of the array because of parallel
writing and reading operations done on a few discs at the same time. Write time is bet-
ter in RAID 5 matrix because of smaller parity bits calculating complication and
smaller disc number to control. Costs of the array creation include costs of addition-
al discs and RAID controller. Particular devices cost is the same as presented in two
above points concerning other discs arrays. The difference is in minimum discs num-
ber. Here it is necessary to put at least 3 additional discs.

The most advanced solution is a computer cluster. It is a set of computers that
works as if it were a single machine. In the cluster it is possible to use redundancy of
components. It means that 2 or more computers can be "mirrors". In this case each
of computers is a copy of the second one. They work in the same way and keep the
same data. It is possible due to high speed network connection that allows synchro-
nizing them in real time (Stallings, 2003). A cost of that solution is the highest of pre-
sented above solutions. It demands additional computer and fast network connection
between computers. Additionally, it is worthy to place computers in separate rooms or
even buildings to protect them in the case of fire. Each computer included in a clus-
ter should be supported with discs array. Cost of an additional computer is at least
1000$. In return, owner gets very high level of reliability.

Table 1. Various protections comparison

One Two Work continuity T
disc discs tll{rer?elz Com- | while breakdown of: Cﬁgﬂgfiiﬁsgtﬂ;ﬁl?n
Solution | failure | failure d puter k i
obust- | robust- ata | ¢4 e | One | Two | Com- backup cost per 1GB
hess hess copy disc | discs | puter copied data each time
Back 25%/0,1$ + work at least
ackup yes yes no yes no no 0|10 minutes per backup
RAID 1 yes no yes no yes no no 3108/0
RAID 5 yes yes yes no yes no no 405%/0
RAID 6 yes ves ves no ves | ves no 530$/0
Cluster* | yes no yes yes yes | no | yes 2000$,/0

*Cluster contains 2 computers, each of them contains 1 disc.
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To obtain high level of data safety it is necessary to combine at least 2 presented
solutions. It is known that creating backups is necessary. Additionally, it is worthy to
use disc matrix and/or computer clusters. Each solution advantages and costs com-
parison is presented in Table 1. Of course, together with presented hardware solutions
it is necessary to use additional protections against malicious software, intrusions,
power failures, theft, overhearing and other identified security threats which might
occur.

4. Conclusion. Data is really a strategic asset. Without it further organization
functionality is very difficult or even impossible. It is necessary to protect the data
against lost or damage. Costs of protection are not low but in comparison with costs
of possible data loss they are not high. It is worthy to protect the data at least by cre-
ating backup copy. It gives us possibility for restoring the data at low cost. Of course,
the presented solutions do not exhaust all the possibilities but allow avoiding main,
most frequent security threats.
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