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VARIOUS METHODS FOR EMPLOYEES' AUTHENTICATION AT SMES

The paper presents the study results on the level of acceptance of different authentication
methods in computer systems. The research was conducted among employees of small and medium-
sized enterprises (SMEs). The research has demonstrated the ways of getting access to resources by
the methods based on knowledge, special device and biometrical features. There is also an attempt
1o assess the actual state of using these methods in SMEs, readiness of employees for introduction
of new methods, and predictions on their further implementation.
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Mapra IOmuk, Mapek Minom, Exbxoera Migom
PI3HI METOJIM AYTEHTU®IKAILII CITIBPOBITHUKIB
HA MAJIUX TA CEPEJTHIX ITIAITPUEM CTBAX

Y cmammi npedcmaeaeno pesyismamu 0ocaioncenv PiGHA CRPULIHAMMS Pi3HUX Memooieé
aymenmudpixauii ¢ Komn 'romepnux cucmemax nionpuemcme. Jlocaioxncenns npoeoouiocs Ha
cniepobimuurax maaux i cepeonix nionpuemcme (MCII). Ilokazano wasxu docmyny 0o pecypcie
3a 00noM02010 Memoois, 3ACHOGAHUX HA 3HAHHAX, HA YHIKAAbHOMY npedmemi — npucmpoi aymen-
mugixauii abo 3a Giomempuunumu napamempamu. 3po6aeHo cnpody OuiHUMU GUKOPUCMAHHS
uux memooie 6 MCII, 2omognicmo cniepoGimnukie 0o ix 6npoeao’ceHHs, a MAKo’c nepcneKmu-
6u iX n00a.1bUL020 3aCMOCYBAHHSL.

Karouosi caoea: memoou nepesipku agmeHmuvHOCMI; HO8i MEXHOA0RIL; Mani ma cepedui nionpu-
emcmaa.
Puc. 8. Jlim. 14.

Mapra IOmuk, Mapek Muom, Dibxoera Mujion
PA3JIMYHBIE METO/IbI AYTEHTU®UKAILIN COTPYJIHUKOB
HA MAJIBIX 1 CPEAHUX ITPEJAIIPUATUAX

B cmamve npedcmaeaenvt pesyavmamovl UccAeO08AHUIL YPOGHA NPUHAMUS PA3AUMHBIX
Memo0os aymenmupurauuu 6 KOMRbIOMepHvIX cucmemax npeonpusmuii. Hccaedosanue nposo-
Oduaoce Ha compyonurxax maavix u cpeonux npeonpusmui (MCII). Ilokaszanot nymu docmyna
K pecypcam ¢ NOMOUbI0 Memoodos, OCHOBAHHLIX HA 3HAHUAX, HA YHUKAAbHOM npedmeme —
ycmpoiicmee aymenmudpuxayuu uau no 6uomempuneckum napamempam. Coeaana nonvimea
oueHumsb ucnoavioeanue smux memooosé ¢ MCII, 2omoerocno compyonukos K ux eéneopenuio, a
makxce nepcneKmuesl ux Oa.1bHeliue20 UCHOAb308aAHUS.

Karouesvle caoséa: memoovi npogepku NOOAUHHOCMU,; HOBEUUIUEe MEXHOAOLUU; MAAble U CPeOHUe
npeonpusmusl.

Introduction. Enterprises face many new challenges these days. They have to
adjust their products, services or production methods to severe competition at mar-
kets, and look for new effective, flexible, and economically profitable innovations
(Ran, 2013).

Granting access to resources only to authorized users is one of crucial factors of
data protection at enterprises (Felker and Sacha, 2012). Usually access is gained in a
three-step process (Ballad et al., 2010; Josang et al., 2005): user declares identity
(identification), provides its proof (authentication), and is allowed the use of a
desired resource or system (authorization).
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There are 3 basic methods of authentication (Li, 2011; Windley, 2008). The first
one is based on user’s knowledge. It is usually typing a password or a secret shared
with a system (e.g. previously fixed answer to a question). Other method requires
using a thing recognized by the system like electronic card/USB device or token. The
third way of authentication is providing some biometric features of a user like finger
print, retina scan or voice (Modi, 2011). It also requires special equipment like a
reader or scanner.

Application of a particular method now and in the future is a question of knowl-
edge, funds, needs and decision-maker beliefs. What is the picture of small and medi-
um enterprises (SMEs), where funds are limited and technical innovations intro-
duced generally later? The previous research concerned large enterprises in Poland
(Juszezyk, 2012).

Pros and cons of particular authentication methods. Passwords seems to be the
most frequently used method, basically due to the fact, that it was the first way of
access protection, and secondly, due to its simplicity, maturity (a password to pro-
grams/files is standard) and has no additional costs. Passwords, however, have some
drawbacks: they can be relatively easily compromised by using one from a wide range
of methods or they can be revealed to a third party (Burnett, 2005).

To deal with this challenge, and thus to increase the level of data protection, spe-
cial devices have been introduced. They provide encrypted authentication data which
cannot be recognized by humans (e.g., smart card) or one-time passwords (e.g., token
OTP). The additional benefit of these devices is the possibility of other usage, e.g., for
physical protection of enterprise resources (Cross, 2008). But this method does not
protect against giving device to an unauthorized person. Moreover, it requires certain
financial spending for purchasing and replacing devices for each user.

The latest, biometrical method (Kaur et al., 2014) highly reduces the risk of
unauthorized access. To prove the claimed identity, personal features are scanned or
read and compared with the reference pattern. But this method has some difficulties
and dilemmas. Firstly, a user changes some characteristics (especially behavioral
ones) during life, which can result in misidentification (Graham-Rowe, 2010).
Secondly, in case of a compromised reference pattern, a user cannot change it like a
password — it is a set of personal and sensitive data, and brings sometimes irreversible
consequences to a particular person. Moreover, biometrical method requires devices
to input biometrical data, which means additional, and so far, quite significance costs.

The research problem. Small and medium-sized enterprises, like large ones, need
to protect their data. Previous studies (Milosz and Juszczyk, 2012) have shown that
the level of information security in Polish SMEs is not sufficient. SMEs have limited
funds for purchase, introduction and development techniques of granting access, but
also for trainings of employees (Milosz and Juszczyk, 2012). How SMEs deal with
this problem? Which solution is used and does it provide satisfactory level of data
security? How the problem of data securing is perceived by employees?

The research hypothesises were formulated as follows:

H1.SMEs do not invest in different methods of granting access, but relay most-
ly on logins and passwords.

H2.Employees perceive the method used in their companies as safe.

H3.There are differences between the level of acceptance of authenticate methods.
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H4.Employees are open to new solutions.

H5.There are differences between IT professionals and other employees in terms
of preferable solutions.

The research method and its implementation. To complete the research the ques-
tionnaire method has been used. The questionnaire consisted of 3 parts:

- basic information about respondents and their enterprises,

- current solutions in enterprises,

- employees preferences.

The respondents were divided into two groups: employees whose main area of
interest is IT (IT professionals or employees of IT company) and others.

Enterprises were divided into groups depending on the size: micro- (up to 9
employees), small (10—49 employees) and medium-sized enterprises (50—249
employees).

The research was conducted in December 2012 in Lublin region. The question-
naire was realized only on paper. The return was low, probably due to sensitive area of
questions. Finally, only 65 questionnaires were collected.

Results. Among respondents, 43% were employees of microenterprises, 36% of
small and 21% of medium-sized enterprises. 46% of the respondents were IT special-
ists or I'T company employees.

85% of the respondents use passwords to secure access to computers, and 43% —
also to applications. For 69% of the respondents it is the only method used. 18% of
the respondents declare using a token or a smart card for authentication, and 9% —
fingerprint reader. 6% of the respondents do not use any security access (Figure 1).
Let us assume that enterprises base on low or no cost solutions (75% in total), thus
confirming the hypothesis 1.

No solution

Fingerprint reader

Token OTP

Cryptographic USB device
Smart Card with PIN

Smart Cart without PIN

Login and password to application

Login and password to computer 83%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Figure 1. Which solution do you use at work?, own research

Surprisingly, only 40% of the respondents believe that their companies use a
secure method of authentication, 20% of them perceive the used solution as insuffi-
ciently secure, and 40% describe it as insecure. It means that employees are aware of
the threats related to the methods they use. This rejects the hypothesis 2. While exa-
mining the preferences on selecting the ideal solution, an interesting relationship was

AKTYAJIbHI NTPOBJIEMW EKOHOMIKN Ne2(164), 2015



MATEMATUYHI METOAMN, MOZEJ1l TA IHOOPMALLIVIHI TEXHOJ1OT1i B EKOHOMILI 477

revealed. Employees, who believe that solution used in their companies does not pro-
tect data, prefer more advanced method like based on tokens/smart cards or biomet-
rical features (Figure 2).

48% ONo
Biometric pzzzzzzzzz7 774 21% @Partly
1 31% B Yes
] 559
Device 8%
21%
122%
Logins + passwords 6
61%

0% 10% 20% 30% 40% 50% 60% 70% 80%

Figure 2. Does your enterprise use a solution which you perceive as safe?,
own research

It leads us to some assumption. If employee notices that the used method is risky
and endanger company’s resources or employee’s interests, he or she will be less
resistant to new solutions. Thus, the situation emphasizes the role of education here.

Examination of the respondents’ preferences revealed interesting facts
(Figure 3). Passwords, the oldest and the most popular solution, are generally accept-
ed — almost 70% of the respondents declared positive or enthusiastic attitude, but also
it has the lowest rate of extreme opinions (enthusiastic and negative). On the other
end is the authentication based on biometric features. It is rather accepted (35% po-
sitive and 17% enthusiastic), but also 14% of employees perceives it negatively.

Hypothesis 3 can be considered as confirmed.

14% B Negative
Based on biometric 131% DO Neutral
feat 359
eatures 2 B Positive
B Enthusiastic
5
131%

17%
Y0
Based on device T v 51 %
14%

125%

2%
Based on knowlegde 1 62%
D%

0% 10% 20% 30% 40% 50% 60% 70%
Figure 3. What is your attitude to the presented method of authentication?,
own research
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The cause of this result may be the fear of association authentication process
with personal sensitive data. About 35% of all the respondents indicate providing
enterprise own biometric features or data leak of biometric features as at least one of
the two greatest authentication concerns (Figure 4).

Data leak of biometric features
Providing enterprise own biometric features
Loss of device used for authentication

Loss of password

Identity theft 60%

0% 10% 20% 30% 40% 50% 60% 70%

Figure 4. Indicate maximum two concerns associated with authentication,
own research

Identity theft and impersonate user was indicated as the greatest threat associat-
ed with authentication (60%). Preventing identity theft is the main aim of more and
more sophisticated methods and tools of authentication (Figure 4). The respondents
were asked to choose maximum the two threats.

The respondent were asked about the optimal solution for protecting data in
information systems. The results are quite interesting.

Combination with
biometric features

Combination:
password + device

Biometric features

[y
(e.g., fingerprints) 28%

Devices (e.g., tokens)

Logins and passwords

0% 5% 10% 15% 20% 25% 30%

Figure 5. Indicate the optimal solution for protecting data in information systems,
own research

Only 26% of the respondents indicate logins and passwords as an optimal solu-
tion for data protection, while using tokens/smart card gained in total 34%, and bio-
metric features in total 40% of the answers. Comparing these results with the answers
to the question about the method of authentication used at present, we can conclude
that the hypothesis 4 is confirmed.
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However, it seems to be incoherent with their attitude to solutions. That is why
the reasons of respondents’ choice should by carefully studied (Figure 6). Supporters
of logins and passwords chose solution comfortable for them (67%) and inexpensive
(44%), while others focused on data or method security: 54% in total — device sup-
porters, and 77% in total — biometrics supporters.

Biometrical features or Lz l 1°1%
combination with 4’3;/ / 50%
biometrical features m
%
p— 0,
Device or combination LS " 361%

with device

Logins and passwords

[ %o

0% 10% 20% 30% 40% 50% 60% 70% 80%

B Easy use B Low costs of use
D Easily accepted by employees Bl High level of data security
DO High level of method security B Protection of other resources

Figure 6. What are the main benefits of a chosen solution?, own research

Biometrical features or
combination with

biometrical features 9%

Device or combination
with device

Logins and passwords i 50%
0%
11%
0% 10% 20% 30% 40% 50% 60% 70% 80%
B Complicated to use W High cost of purchase or usage
@ Resistance from employees B Concerns about data security
B Concerns about reability DO Lack of experience
D Lack of trust

Figure 7. What are the main disadvantages of a chosen solution which would
affect its implementation?, own research
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Drawbacks of the indicated method were also studied (Figure 7). For logins and
passwords supporters the main obstacle was data security (50%), while for supporters
of solutions based on biometrical features — high cost of purchase or usage (69%).

It leads us to a conclusion that there are two groups of users: those for whom the
ease of use is the priority, and those, for whom data security is the main concern.

To prove or reject the hypothesis 5, solution chosen by IT professionals and by
other employees were compared (Figure 8). The respondents who were not IT pro-
fessionals selected login and password and biometrical method more often, whereas
IT professionals chose mixed, 2-element methods. Thus, we can be formulate the
main difference between these two groups: using a single or a combination of me-
thods, thus proving the hypothesis 5.

1 | | |

Combination with 20%
biometric features H 6%
Combination: password + )27%
device mm_

Biometric features (e.g., 23%
fingerprints) 31%

Devices (e.g., tokens) Hoﬁ%
Logins and oo | -

0% 5% 10% 15% 20% 25% 30% 35%
B Other BT professionals

Figure 8. Result of the task: Indicate one solution which would protect
information system resources optimally, own research

Conclusions. SMEs use different methods for authentication, but passwords are
still the most common method. Employees are generally opened to new solutions, but
while planning implementation, some factors should be taken into consideration:

1. For some employees, especially for non-IT professionals, the ease of use is
very important — complicated authentication process may increase employees’ resis-
tance and decrease the system security.

2. Although biometrical methods are positively perceived as providing data secu-
rity, they may affect employee personally, which was one of the respondents’ con-
cerns. Moreover, if a company implements authentication based on biometrical fea-
tures, it must provide high level of reference pattern security.
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