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Alexey V. Bataev'
COST-EFFECTIVENESS EVALUATION OF SMART CARDS
INTRODUCTION IN FINANCIAL INSTITUTIONS

The paper explores the perspectives of smart cards introduction in Russian financial institu-
tions. Key methods of evaluating the effectiveness of financial investments in information projects
are analyzed. Costs of bank plastic cards with magnetic stripe and bank smart cards are estimat-
ed by the method total cost of ownership. The comparative analysis of expenses for each type of
cards is carried out subject to possible funds embezzlement from bank cards.
Keywords: bank plastic cards, total cost of ownership; funds embezzlement.

Ounekciii B. Baraes
OIITHIOBAHHA EKOHOMIYHOI E®EKTBHOCTI
BITPOBAJIKEHHS CMAPT-KAPT
Y ®ITHAHCOBUX YCTAHOBAX

Y cmammi poseasanymo nepcnexkmueu 6npoeaoyceHHs cmapm-Kapm 6 pociiicokux inanco-
eux ycmanosax. Ilpoananizoeano ocnoéni memoou ouiHIOGaHHA eghexmueHocmi (hiHaHcosux
6K.aa0ens 6 inghopmauitini npoexmu. Pospaxoeano eumpamu na 6nposaodicents GAHKI6COKUX naa-
CHMUKO8UX KAPM i3 MACHIMHOIO CMY2010 | GAHKIGCOKUX CMApM-Kapm 3a Memooom CyKynHoi eap-
mocmi 60.100inua. Ilpoeedeno nopiensibHull anatiz 3a eumpamamu Ha KoxceH 6U0 Kapmku, 3
YDPAXYBAHHAM MONCAUGUX 00CS2i8 PO3KPAOAHD KOWIMIE 3 OAHKIBCOKUX Kapm.
Karouosi caoea: 6ankiecoki naacmukosi Kapmku,; CyKynHa 6apmicmy 60400IHHS, PO3KPAOAHHS

Kowmie.
Dopm. 7. Puc. 4. Taba. 3. JTim. 25.

A.uexgeﬁ B. baraes
O EHKA DKOHOMMYECKOU DOOEKTUBHOCTU BHEJIPEHU S
CMAPT-KAPT B PUHAHCOBBIX UTHCTUTYTAX

B cmamuve paccmompenst nepcnexmugst 6He0peHuss CMApm-Kapm 6 pOCCUiCKUX (PUHAHCO-
ebix uncmumymax. Ilpoanaauzuposanvt ocHoeHble Memoobt oueHKu Ihpexmuenocmu unanco-
6bLx 6a0Mcenull ¢ unghopmauuonnvte npoexmot. Paccuumanot 3ampamot na énedpenue 6anKos-
CKUX NAACMUKOGBIX KAPM ¢ MAZHUMHOU H0A0COU U OAHKOGCKUX CMAPM~-KAPN N0 Memoody c060-
Kynnoti cmoumocmu éaadenus. Ilposeden cpasHumenvbHbli aAHAAU3 NO 3AMPAMAM HA KaXCObLi
6UO KapMbL ¢ YHENOM 603MONCHBIX 006€M06 XuueHuil cpedcme ¢ 6aHK08CKUX Kapm.
Karouesvle cr06a: 6aHK08CKUE NAACMUKO8blE KAPMbL, COBOKYNHASL CMOUMOCMb 8AA0CHUS; XULe-
Hue cpedcma.

Problem setting. These days we witness quite rapid development of bank cards
market in Russia, the reason is in the growth of cashless payments. The common uni-
versal estimated network is created by means of cash cards. This system allows pro-
viding the service of mass daily payments of the country’s population and leads to the
considerable reduction in the proportion of cash transactions and a qualitative change
in the structure of financial flows in Russia.

Bank cards use considerably influences the increase of cashless money turnover;
reduces the distribution of cash. Besides, bank cards have a significant impact on the
turnover and profit growth, competitiveness increase and prestige of banks, enterpris-
es of retail trade and other organizations which accept plastic cards for payment.
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Now financial institutions more often transfer from cards with magnetic stripe to
smart cards, which provide greater reliability in carrying out banking operations.

Resent research and publications analysis. Tendencies and prospects for the
application of smart cards are widely covered in the papers by Catherine and William
(1996), Dreifus and Monk (2008), Goldman (2014), Rosen (1975), Saki (2010),
Slawsky and Zafar (2005), Svigals (1987), Tavasiev et al. (2005), Turban et al. (2013)
and many others. However, the usage of smart cards in banking is not sufficiently dis-
closed thus determining the relevance and need for further study.

The research objective is the cost-effectiveness evaluation of the smart cards
usage in financial institutions in terms of their security in comparison with magnetic
cards.

Key research findings. When using plastic cards the main problem is the security
of funds on the owner card.

According to the FICO company data, which technologies protected 65% of
cards in the world, the damage from cybercrimes in Russia grew approximately by
35% in 2013. In terms of embezzlement Russia takes the fifth place in Europe
(Figure 1).
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Figure 1. Ratio of embezzlement funds from bank cards in Europe (Kiselev, 2013)

The question of saving money on bank cards for financial institutions in Russia
became particularly relevant since January 1, 2014. On this day the article 9 of the
Law "On National Payment System" came into force, according to which banks are
obliged to return money to clients if those prove that transaction was made by the
third person without the knowledge of the card holder (Gorovtsova, 2013).

Introduction of information technology can be considered as an investment
project, but the financial result is less obvious, and risks are higher. Information pro-
jects are much more scale, as they should be evaluated not only as initial investment
of resources, but also after the introduction stages: service, maintenance, improve-
ment, training etc. All this needs additional resources and efforts. Essential require-
ment before the introduction of information technology should be its economic
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assessment, finding an effect that can be obtained by investing in this information
project.

Currently to evaluate the effectiveness of information projects, there exist seve-
ral methods that can be divided into 3 basis groups: financial (quantitative), qualita-
tive, probabilistic (www.clblog.ru).

The most effective method under the initial stage of introduction is the TCO
(total cost of ownership) method. The TCO method is the most effective mechanism
for instant assessment of total costs of the enterprise on IT infrastructure. It was
developed by the Gartner Group in the 1980s (Ellram, 1995; Hirschhein and Klein,
1991; Kuznetsova and Shimansky, 2012; META Group, 1997; Rainer et al., 2013;
Walker, 2009).

TCO of the information system (IS) is the expenses associated with acquisition,
implementation and use of IS. The TCO methodology provides for the evaluation of
expenses on IT-infrastructure and its separate components.

For an approximate estimate of the effectiveness of smart cards introduction we
build a model on the basis of TCO, which allows analyzing the system introduction
costs.

Analyzing the total cost of ownership method for an information system imple-
mentation, which includes both the initial investment / and the costs of the current
work E o during the evaluation period Ty, is calculated by the following formu-
la (Ellram, 1995; Kuznetsova and Shimansky, 2012; Walker, 2009):

TCO = l + Emonth X Tplan' (1)

We will compare the introduction of bank smart cards and cards with magnetic
stripe. We represent formula (1) not in monthly, but in annual calculations, and then
it will be as follows:

TCO =1+ E 0 X T pars 2)
where E ., — annual operation costs of bank cards; T,,, — planning period in years.

Then we should select the option to reissue further cards with magnetic stripe or
to implement smart cards. Respectively, to improve the security of the magnetic card
it is necessary to convert ATMs anti-skimming devices, and to work with smart cards
is necessary to change the appropriate program support and the hardware compo-
nent.

The initial investment for magnetic cards will be:

I = I mscard + I persmscard + IPINenv + I antiskdev ? (3)

where /gcarg — introduced cards with magnetic stripe value; /¢ gmscarg — Value of the
magnetic card personalization; /pe,, — value of PIN envelope in which the card is
issued to the client; /,iskqey — cOst of installation of the anti-skimming device on the
ATM.
The initial investment for smart cards can be calculated by the following formu-
la:
=1
where Ig,cqrg — introduced smart cards value; Iperssmcard — value of smart cards per-
sonalization; /pne,, — value of PIN envelope in which the card is issued to the client;

smcard + Iperssmcard + lPlNenv + ISW+ Icardreal’ (4)
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I, — cost of software installation for working with smart cards; /.,,qreaqg — COSt Of

installation of card readers for reading smart cards.
Annual operation costs of bank cards can be calculated by the general formula:

E = Ereplcard + Emaint +E + E + E. (5)

year recov insur’?
where Ereplcard — expenses for replacement of damaged cards; Emaint —mainte-
nance costs of ATMs; Erecov — recovery expenses of ATMs; Erent — cost of renting
places for ATMs; Einsur — cost of ATMs insurance.

We present the calculation for the introduction of 1 mln cards. 1 ths bank cards
needs 1 ATM for optimal service according to expert estimates. Consequently, to
serve 1 mln bank cards we would needs 1 ths ATMs (Perakh, 2010; Rainer et al.,
2013).

The value of the active protection of devices of the last generation is pointed out
for calculations on installation of anti-skimming system to improve the security of
magnetic cards.

The quantity of damaged magnetic cards which are subject to change in a year is
4% of the total number of cards and for smart cards it is 10 times less, according to
experts (Perakh, 2010; www.credicards.ru).

The calculation will be carried out for the planning period of 5 years. All the cal-
culations are summarized in Table 1. The results obtained by the TCO method are
presented graphically (Figure 2).

rent

Table 1. Comparative analysis of introduction costs for smart cards
and magnetic cards by the TCO method, author's development

Cost parameters | Cards with magnetic stripe | Smart cards
Implementation of cards
Costs of one | Costs of all | Costs of one | Costs of all
unit, quantity, unit, quantity,
USD ths USD USD ths USD
Cards value 0.2 200 1.43 1430
Cards personalization 0.03 30 1.23 1230
Production of PIN envelopes 1 1000 1 1000
Installation of anti-skimming system 1800 1800 0 0
Installation software for smart cards 0 0 1800 1800
Installation of card reader 0 0 667 667
Total costs of implementation 3030 6127
Operation costs
Damaged cards which are subject to 123 492 366 14.64
change
Maintenance of ATMs 667 667 667 667
recovery expenses of ATMs 775 775 775 775
cost of renting places for ATMs 200 200 200 200
cost of insurance for ATMs 60 60 60 60
Total operation costs 1751.2 1716.64
TCO (1 year) 4781.2 7843.64
TCO (3 years) 8283.6 11276.92
TCO (5 years) 11786.0 14710.2
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Figure 2. The costs of introduction and operation of smart cards and magnetic
stripe cards by the method of TCO, author's development

The Table 1 shows the costs of smart cards introduction more than twice exceed
the costs of the introduction of cards with magnetic stripe. On the other hand, ser-
vicing smart cards is cheaper than magnetic cards, but this difference is not consider-
able.

Introduction of smart cards should be evaluated as linked to the volume of
embezzlement funds from bank cards, only in this case it is possible to assess the eco-
nomic effect of the introduction. For this purpose we will transform formula (2) into
the following form:

TCO =1 + (Epeer + Qump) X T piams (6)
where Q,;, — the volume of embezzlement funds from a bank card in a year.

We now estimate the amount of possible embezzlement from bank cards. In 2012
the volume of stolen funds from these cards in Russiawas 128.8 min USD (www.plus-
word.ru; www.rbcdaily.ru). About 191 mln bank cards had been issued in Russia as fill
January, 1, 2015 (The Central Bank of Russia, 2015). Respectively, approximately
0.68 min USD of the stolen means accounted for 1 mIn bank cards. If to consider that
in 2014 more than 95% of bank cards were with magnetic stripes, we can assume that
the entire volume of the stolen means fell on them.

By experts’ estimates smart cards are 10 times safer than the magnetic ones, even
taking installed anti-skimming systems into consideration (www.credicards.ru;
www.rusarticles.com), then the volume of embezzlement from bank smart cards will
make up about 0,068 mIn USD a year.

We present calculations taking the stolen funds into account by the TCO method
(Table 2, Figure 3).

The analysis shows when taking the stolen funds into account the expenses for
the implementation and operation of smart cards will be lower than the expenses for
magnetic cards for the fifth forecast year.

If to modify the formula (6) keeping in mind the dynamics of the stolen means
volume, it will take the following form:

TCO =1+ EyearXTplan-f_Z:,':(:(o X K;O )’ (7)

where Kicom — the compensation factor, which determines the dynamics of volumes

emb m

of embezzlement funds growth in the time range with bank card being 1.35 according
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to expert data (www.banki.forblabla.com); i =0, n — 1, where n — years of planning
period.

Table 2. Expenses for introduction and operation of smart cards and magnetic
stripe cards by the TCO method taking stolen funds at a constant volume
of embezzlement into consideration, ths USD, author's development

Years 0 1 2 3 4 5
Bank cards with magnetic stripe 3030 | 5461.2 | 7892.4 |10323.6|12754.8 | 15186
Bank smart cards 6127 | 7911.64 | 9696.28 | 11480.9 | 13265.6 | 15050.2
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Figure 3. Expenses for introduction and operation of smart cards and magnetic
stripe cards by the TCO method taking stolen funds at a constant volume
of embezzlement into consideration, author's development

Calculations by the formula (7) are given in Table 3, Figure 4.

Table 3. The calculation of costs taking into account the dynamics of change in
the volume of the stolen funds from bank cards by the TCO method, ths USD,
author's development

Years 0 1 2 3 4 5
Bank cards with magnetic stripe | 3030 | 5461.2 | 8130.40 [ 11120.90| 14545.16 | 18554.98
Bank smart cards 6127 | 7911.64 | 9720.08 | 11560.63 | 13444.64 | 15387.10
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Figure 4. Expenses for introduction and operation of smart cards and
magnetic stripe cards by the TCO method keeping in mind the dynamics
of change in the volume of stolen funds, author’'s development

As a result of the study we can draw the following conclusions:
- the initial cost of the smart cards introduction is more than twice higher than
the cost of a magnetic card implementation; expenses for operation of smart cards are
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lower than for magnetic cards by more than 2% in 5 years of use due to the high secu-
rity level and durability of smart cards; as a whole, the costs of smart cards imple-
mentation will be higher for 25% in 5 years of use as compared with magnetic cards;

- if to consider the implementation and operation of smart cards and magnetic
cards in total with possible plunders of money from bank cards in case of constant
volume of embezzlement every year, then costs of smart cards usage in 5 years will be
1% lower. This defines the economic efficiency of their implementation even under
such conditions;

- if to examine the use of smart cards and cards with magnetic stripes in corre-
lation with dynamics of change in the volumes of embezzlement from cash cards in a
time range, costs of smart cards in 5 years of operation will be 21% lower in compa-
rison with magnetic cards. And this obviously proves the cost-effectiveness of their
introduction.

References:

B Poccuu MonieHHUKY CHSUTM ¢ 6aHKOBCKUX KapT 90 MITH. eBpo 3a rox // www.rbcdaily.ru.

Toposyosa M. Bo3Bpart IeHer 110 HeCAHKIIMOHUPOBAHHBIM TPAH3aKILIMSAM: YTO U3MEHUTCS C | sTHBa-
ps1 2014 rona // Tapant — nHGOPMAIIMOHHO-TIPaBOBO# moprai, 26.11.2013 // www.garant.ru.

KubepripecryruieHust B Poccuu BBINIUTM Ha MHAYCTPUAIBHBIN YpOBeHB // www.plusworld.ru.

Kucenes A. Poccust nunupyet B EBporie o temmnam pocra yucia NpecTyIuIeHUI ¢ UCTOJIb30BaHU-
eM KpeauTHbIX KapT // KommepcanTs, 2013 // www.kommersant.ru.

KosimuecTBO pacueTHbIX U KPEAUTHBIX KapT, SMUTUPOBAHHBIX KPEIUTHBIMUA OPraHU3alusiMu //
LlentpanbHblii 6aHk Poccuu, 2015 // www.cbr.ru.

Kysneyosa O.b., lllumanckuii C.A. Pacuer skoHOMHUUeCcKO# ahdekTuBHOCTH OT BHenpenus: MT-
MpoekToB. — MypMmaHck, 2012. — 32 c.

MeTombl olileHKM 9KoHOMUYecKoi addexktuBHocT UT-ipoekToB // www.clblog.ru.

PeiiTuHT 6aHKOB 110 KOIMYecTBY 6aHKOMaToB // www.banki.forblabla.com.

CMapT-KapThl — HOBOE B IJIACTUKOBBIX KapTax // www.rusarticles.com.

Tasacues A.M., bviukoe B.I1., Mockeéun B.A. bBankoBckoe [1e10: 6a30Bbie OINepalnu IJIs KIIMEHTOB:
VYue6. mocobue / [Tox pen. A.M. TaBacueBa. — M.: ®uHaHch U cratuctka, 2005. — 304 c.

Yumn-KapTel — YTO TaUTCS B TOHKOM Tutactuke? // www.credicards.ru.

Catherine, A., William, J. (1996). Smart Cards: Seizing Strategic Business Opportunities. 1 edition.
McGraw-Hill. 300 p.

Dreifus, H., Monk, J.T. (2008). Smart Cards: A Guide to Building and Managing Smart Card
Applications. Wiley. 352 p.

Ellram, L.M. (1995). Activity based costing and total cost of ownership: A critical linkage. Journal of
Cost Management, 4(8): 22—30.

Goldman, M. (2014). The Card Guide. Wallaby Financial, Inc. 25 p.

Hirschhein, R.A., Klein, H. (1991). Rationality Concepts in Information systems Development
Methodologies. Accounting. Management and Information Technology, 1(2): 157—187.

META Group (1997). Real cost of ownership. Workgroup computing strategies report 640.

Perakh, A.V. (2010). ATM (Automated Teller Machine) Business Basics. 2 edition. Cashflow ATM,
Inc. 31p.

Rainer, R.K., Prince, B., Cegielski, C.G. (2013). Introduction to Information Systems. Wiley. 528 p.

Rosen, S. (1975). Smart money plans. Fact Research. 176 p.

Saki, J. (2010). The Credit Cards Finance System: Mini Bank System. Outskirts Press. 238 p.

Slawsky, J.H., Zafar, S. (2005). Developing And Managing a Successful Payment Cards Business.
Gower Pub Co. 202 p.

Svigals, E. (1987). Smart cards: The new bank cards. Revised & enlarged edition. Collier Macmillan
Publishers. 212 p.

Turban, E., Volonino, L., Wood, G.R. (2013). Information Technology for Management: Advancing
Sustainable, Profitable Business Growth. Wiley. 480 p.

Walker, G. (2009). IT problem management // www.safari.informit.com.

Crartrd Hagiimma no penakitii 20.03.2015.

ACTUAL PROBLEMS OF ECONOMICS #8(170), 2015



