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A

Abstract. Continuously increasing number of threats to the security of bank information in automated banking
systems (ABS) leads to a decrease in the quality of banking services provided by banks at the national and
international level, regardless of their form of ownership. This situation is not least caused by the imperfection in
used today mechanisms for providing bank information security. The technological complexity of new unknown
threats identification, as well as the increasing sophistication in the methods of their implementation leads to the
pressing need of radical revision of the existing approaches for providing security. Existing approaches are known
mainly as oriented to the aggregation of forces and means of providing the security of bank information, which often
leads to incomplete overlapping spectrum of threats and irrational use of resources allocated for the security. Thus, it
becomes clear that the development of a fundamentally new approach to provide security of bank information is a
prerequisite for the provision of high quality banking services, which this article is devoted. With this purpose, the
article proposed the synergetic model of bank information security threats, which is first time since the system has
allowed revealing the positions of the current state of the research problem. It is shown and proved that at the present
stage of science and technology development, bank information security should be based on a fundamentally new
approach, which is proposed to be called synergetic. Its implementation will provide a synergetic effect on the
interaction of selected safety profiles and, consequently, demonstrate qualitatively new and previously unknown
emergent properties of security system. As part of the proposed approach, the problem of increasing the level of bank
information security is formalized in a general way and identified further ways of solving it. It is shown that the
absence of such decisions in a bank information systems determines the relevance of the chosen for research theme and
its scientific priority.

Key words: automated banking system, bank information, security of information, information security, cyber
security, synergetic model of security threats, synergetic security index, emergence.
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Introduction

An important role in providing national security
of Ukraine and especially in its economic side is
assigned to the processes related with the protection of
public market fundamentals that define the economic
component of the competition. The development of
modern, economically sustainable and stable state is
closely related with the development of market relations
and cost-competitive economy, in which the banking
sector has a key, and, as a rule, a backbone role.

The revolutionary changes in the last decade
occurred in the electronics industry, combining info-
communication and computer networks into a unified
information and cyberspace, creation of automated
banking systems (ABS) have substantially expanded
range of services in the banking sector. Thus, the range
of threats for the national economy has significantly
increased. The key and most potentially unsafe of which
is the threat of breakdown or takeover of the remote
control in the ABS control processes. The consequences
in case of absence or imperfection of ABS security
mechanisms can have a huge and irreversible character,
leading to the collapse of the financial and banking
system of Ukraine in particular, and the economic
collapse in the country as a whole. Therefore, the
decision of the whole complex of issues related with
providing cyber security, information security and
security of information in the ABS should be solved in
complex and inseparably from one another,
harmoniously completing and filling up each other, if
necessary. Simple aggregation of forces and means to
provide safety in the ABS in each individual case is
unreasonable from both practical and scientific points of
view. The absence of other alternative approaches
encourages the urgent necessary to solve the current
problem - improve the security of information in the
Ukraine’s ABS based of new unknown until today
approaches.

Literature analysis and problem formulation

It is known that computer systems and
telecommunications provide the reliability of a huge
number of information systems for different purposes,
including banking. Most of these systems contain
confidential information with limited access. Thus, the
solution of the problem of data processing automation
resulted in generation of new problem - problem of
security of information [1-30].

Since its introduction the banks has invariably
caused criminal interest. This interest has been
associated not only with storage of money in the credit
organizations, but also with fact that banks have been
focused on an important and often sensitive information
about the financial and economic activities of many
people, companies, organizations and even whole states.
At the same time, regardless of means, mechanisms and
techniques for providing security of bank information
another actual problem, and the second on the general
account, is the problem of information security of
individuals, society and the state in which a person - bank
employee or its client - the most vulnerable link [3-7].

Computerization of bank activities enabled to
significantly increase bank employees’ productivity,
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implement new technologies in financial products.
Internet banking today becomes widespread among
banks and customers, the use of Internet resources as an
alternative means of customer PIN code transmission to
the bank not only leads to a reduction transmission
costs, but also helps to improve bank competitiveness,
increase the flexibility of bank customers. The main
barriers on the way of internet banking usage are
cybercrimes questions, the lack of trust and legal
support absence [6]. As an example, it should be noticed
that 90% of all bank sphere crimes are cybercrimes based
on use of automated bank information processing
systems (ABIPS) [2]. Therefore, the bank system
protection itself needs to use powerful authentication
and control actions for both internal users and
customers. It is well-known that the most reliable
protection can provide means of two-factor
authentication as either electronic keys (tokens), or one-
time password generators [12]. Data security during
storage process requires use of encryption means, which
can operate at either data warehouse or separate system
component level, such as database tables. Security of
ATM’s and payment terminals must be provided with
the use of anti-virus protection means. At the same time,
specificity of such devices requires the use of additional
security tools, including the creation of “closed software
and hardware environment” eliminating the installation
of any third-party software and external devices
connection [3]. Thus, problem of cyber security is a
third integral component on the way of solving
problems with providing security of bank information
[11-14].

To ensure the adequacy of the bank information
security system, regardless of which part of its problem
linked with information security or cyber security, is
possible to apply the principles of the Risk Management
method [4]. This method under the right approach will
enable define and classify just in time all threats and in
and, according to the probability of negative
consequences of their possible manifestations
adequately organize the security of bank information
system. But considering imperfection of the principles of
the method of risk management in the bank sphere, he
still requires the necessary operational development in
the context of the raised above problems.

It is said in [7] that security of information
including bank information can be achieved only
through an integrated use of the entire arsenal of
available protection means in all the structural elements
of the production system and at all stages of the
technological processing cycle. Ignoring system analysis
methodology for bank information system establishment
based on the complexity, and sometimes on the inability
to objectively verify established system effectiveness due
to imperfect regulatory and methodological information
security, especially in the field of indicators and criteria
[5], is also creates barriers to find a solution of indicated
problems. For example, the international standard for
operations with bank chip cards (EMV), introduced in
2005, defines the physical, electronic and informational
interaction between the credit card and payment
terminals for financial transactions on the basis of
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ISO/IEC 7816 standard for contact and
ISO/IEC 14443 for contactless cards.

Thus, in result of study the literature, we can
conclude that a fundamentally new effect in bank
information security can be achieved only if all the
above means, methods, measures and security
technologies combined into a single coherent

mechanism further named synergy.

cards,

The aims and objectives of research

The aims of the work are to state problem of
providing bank information security, to form necessary
and sufficient conditions for the creation of a
fundamentally new methodological basis, aimed at
achieving synergies in the field of public and private
commercial banking security protection systems.

To achieve this objective the following specific
tasks were formulated:

— a comprehensive critical analysis of nature and
content "Bank Information" category at the current stage
of science and technology development , relevance and
substance of the legislative and regulatory framework in
the field of the banking transactions protection in public
and private ABS;

— refinement and complement of set of actual
bank information security threats with from the triune
position of providing information security, security of
information and cybersecurity in bank sphere as a basis
for creating new synergetic approach in the field of ABS

— formalization of the security problem essence
and content of bank information on the basis of
proposed synergetic approach.

A comprehensive critical analysis of nature and
content "Bank Information" category at the current
stage of science and technology development,
relevance and substance of the legislative and
regulatory framework in the field of the banking
transactions protection in public and private ABS

Consider the rapid science and technology
development during the last 10 years as well as intensive
use of the latest high-tech solutions in bank sector, the
nature and content of "bank information" category has
changed significantly. Today, as we know, the banki
information is a major component of modern ABS.
According to this, and on the base of [8, 31], it can be
noticed that under the bank information in the broadest
sense, means the set of information associated with the by-
laws and the Guidelines of the institution, the legal form of
banking institutions, the current view of the institution and
its employees, types and forms of bank services, the
quantity and composition of customers, transactions on
customer accounts, the presence of correspondent relations
and technical provision of the bank.

Taking into account embrace width of bank
information category and in order to further correct use,
it is proposed attribute classification of bank information

(Fig. 1).
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Fig. 1. Attribute classification of bank information

The advantage of the proposed attribute
classification of bank information (see. Fig. 1) is that it in
contrast to the known classification enables to reveal the
depth of the content and essence of this category. For
example, by types bank information splits on the
organizational, = technological = and  parametric.
Organizational bank information means the information,
which reflects character of business relations between
bank and clients, information about organization
features and the bank's management system
construction. Technological bank information it is
information about principles of bank’s management
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while performing all bank activity types as well as
information about usable high-end technological
solutions in bank security systems. Parametric bank
information is information, which reflects quantitative
indicators, associated with bank capital and amount of
its advances portfolio while performing all types of bank
activity. Another advantage of the proposed
classification is that in case of appearance of new
attributes, which characterize different aspects of bank
information category, the proposed classification
provides possibility of expanding set of attributes.
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From the proposed classification, it should be
concluded that in the ABS subsystems circulated
information of different confidentiality (secrecy) levels:
from publicly available information, to information with
limited access (commercial, banking and official secrecy).
In the document ABS workflow are also presented:
payment orders, other case and settlement documents,
reports (financial, analytical, etc.), information about
personal accounts, summary information and other
confidential (restricted) documents, etc., which may also
be referred to bank information.

Thus, in general, bank information is information
which appears in result of bank activity. This is
especially the information characterizing the bank itself,
its financial situation, reliability and compliance with
laws. Such information can be obtained from bank
charter, its licenses, balance sheet, profit and loss
statements and other sources. In addition, in a more
narrow sense, bank information this is information
about specific bank operations. Such information
characterizes not only bank but also persons with whom
bank enters into legal relations. As an example of bank
information, it may be showed information about the
availability of accounts or deposits, and operations with
them, assets deposited at the bank.

Regardless of whether in a broad or narrow sense
interpreted substantial part of the category of bank
information activities of all the ABS subsystems in which
it produced, processed, preserved and circulates is
provided subject to the laws and recommendations of
the National Bank of Ukraine. For this reason all the
major existing regulations that regulate at the national
level the above-described processes can be represented
as a block diagram in a systematic form (Fig. 2).

The performed critical analysis of the Ukraine
current regulatory environment has shown that in order
to ensure the protection of information in ABS are used
information security management systems (ISMS) for
providing control of the functioning of complex
information security systems. Thus, as the previous
concluded, ABS is a comprehensive bank information
system that integrates different areas of the bank's
activities, the ability to automate and combine into
unified whole financial institutions business processes.
Complex system supporting centralized processing,
multi-currency, and automation of key financial
transactions should provide an effective management,
control, receive reports about current activities of all of
bank branches [9, 31].

Among the functions inherent in modern
complex ABS, the following can be highlighted:
transaction day; open-market operations, bank activities
with security papers; intercompany activity; retail
banking; online banking; e-banking; processing center
and payment system (card products); bank back-office
integration with its external transactions; bank
operations management, business logic realization,
control, tax accounting and reporting; risk management
and strategic planning; customer loyalty programs,
marketing, advertising and PR-services.

As known [2-7, 17, 18, 25-31], the main functions
of ABS are implemented by using the following
technologies and means for providing bank information
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security: database management systems(distributed
databases); data warehouses, OLAP- and OLTP- data
processing technologies (online analytical processing
systems and online transaction processing systems);
search systems, retrieving and preparation of reliable
data; distributed computer, organizing the teamwork of
users, creation of realistic bank information space,
including branches, customers and partners; safe
connection of bank information system to external
computer networks (Internet); organizing safe, reliable
data transmission through overt channel (cryptography:
encryption and digital signature (DS), organizational
measures), electronic workflow; technical, software,
mathematical and other support; information analytics
and decision support systems (DSS); protection of stored
and processed information as well as the whole ABS;
remote working systems for stock markets and course
behavior forecasting programs; customer relation
management systems (CRM); implementing programs
for interconnection between front-office and customers;
organization support, management and personnel
executive activity systems; access control to information
of different secrecy level; antivirus protection; e-shops
and e-cards; call processing centers (call-centers), IP-
telephony; maintenance of different access channels:
Internet, phone, mobile network, SMS, WAP and so on;
supporting of different accounting standards, including
managerial accounting; supporting in research in the
sphere of systematic informational development of ABS.

Refinement and complement of set of actual
bank information security threats with from the triune
position of providing information security, security of
information and cyber security in bank sphere as a
basis for creating new synergetic approach in the field
of ABS information security

To achieve the desired goal and find the
necessary and sufficient conditions, which provide the
synergetic effect in security sphere of state and private
bank security systems, we will analyze and define set of
actual bank security threats. But before it should be
stated that for the first time in the framework of bank
information security are put the principles of synergetic.
The interaction profiles, ensuring security of bank
information should be considered as security of
information, information security and cyber security,
which till now had been considering separately, or in
combination, it was impossible to obtain a synergetic
effect in bank information security. After decomposition
of certain security profiles consider them separately in
order to determine the most relevant threats. According
to [9] and further the bank security threat means random
or targeted, potential or real activities with different
nature capable of inflicting damage to bank.

It is known that for analysis of the main bank
information security threats may be used adapted model
of CIA triad (confidentiality, integrity, availability) [2, 25].
In this model the security of information means process of
providing confidentiality, integrity, availability of
information to/from bank customers based on the
totality of the collective and individual consciousness.
At the same time the confidentiality means providing
access to information only for authorized users, the
integrity means providing reliability and completeness
of information, its processing methods for authorized
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users, the availability means providing access to
information and associated with it assets for authorized
users when needed.

Considering the specificity of bank sector the
main threats to the security of bank information, are the
following [34]:

| REGULATORY ENVIRONMENT OF BANK SECURITY
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Fig. 2. Current regulatory environment activity of ABS in Ukraine and its interconnections

Breach of confidentiality: user password exposure
during undeclared active network connection, traffic
analysis for the communication protocols detection, making
false allegations of payment documents receiving,
unauthorized data input, retrieving information from
statistical databases based on semantic connections
between public and private information, connection to
the CN as an active transponder (payment documents
falsification), spoofing, pharming, pretexting, skimming,
virtual abducting, unauthorized transmission of
confidential data, install hidden radio transmitting
equipment in order to copy high-secrecy data or get
access to it , covert hardware or software reorganization
in order to implement unauthorized access to
information resources.

Integrity violation: copying data from magnetic
media, leaved on the table or in computer without
attendance, copying data from equipment and magnetic
media, tucked away in special storage facilities, use of
implemented in system terminal, leaved without control,
software copying and hijacking, changes in the data and
programs for the financial documents forgery and
falsification as a result of secret visits after working
hours, retrieving information from hard and floppy
disks, making changes in an unattended recorded data,
use the software to overcome the system defensive
capabilities, unauthorized use of computer resources,
destruction of equipment, magnetic media, or remote
data destruction, modification or reading the
information in the database or separate files through the
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assignment of other people's powers to modify financial
information, replacement equipment elements left
unattended during business hours.

Awvailability (authenticity) violation: unauthorized
use of high-secrecy level information, exceeding of
authority to access, bypassing security mechanisms, the
subscriber denial from the fact of reception (transmission)
or creating false information about the
reception(transmission) time of messages to absolve
themselves of responsibility for the execution of these
operations, penetration into the system through the
communication CN with the assignment of powers for the
purpose of information counterfeiting, copying or theft, an
abuse of supervisor privileges in case of violation bank
information protection mechanisms, identification of
passwords during the abduction or visual observation, just
the disclosure and modification of data.

Among the threats to bank information security
that significantly affect the bank, bank staff and its
clients, as well as on the economic component of
national security are the internal and external threats.
Both the first and second by the direction and nature of
the impact on the certain subjects and objects activities
can be economical, physical and intellectual [29, 30].

Economical threats: corruption, fraud, unfair
competition, using by banks unworkable technologies of
bank production. The implementation of these threats
leads to causing losses to banks or omission
corresponding benefits.
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Physical threats: thefts, stealing of property and
bank assets, breakdowns, bank equipment lay-up,
inefficient exploitation of forces and resources. As a
result of these threats realization are inflicted losses to
bank associated with loss of their property and the need
to carry additional costs for restore the production
means and other tangible assets.

Intellectual threats: disclosure or misuse of bank
information, bank discreditation on bank services
market, different social conflicts about banking
institution or in it. The consequences of the
implementation of such threats are: bank losses,
reputation deterioration, social or psychological tension
around the banking institutions or in their teams.

The third essential safety profile of bank
information is proposed to be cyber security. Cyber security
- a set of tools, policies, security principles, security
guarantees, risk management approaches, actions,
training, insurance and technology, which are used to
protect the cyber environment, organization resources and
users [14, 16, 29]. According to the standard, ISO/IEC
27032:2012 Information technology - Security techniques -
Guidelines for cybersecurity on cybersecurity are also
assigned the tasks for providing the conditions of
achieving and preserving the security properties of the
organization's resources or users directed against the
corresponding cyber threats. At the same time cyber
security covers such things as the protection of personal
information and interacts with network security,
application security, Internet security and security of
critical information infrastructures (Fig. 3).

Cybercrime

Cybersafety
e A

Information Security

Application Security

Cybersecurity

Network
Security

Internet
Security

. v

Critical Information Infrastructure Protection

Fig. 3. Logical relationships between cyber security
and other security domains according to the standard
ISO/IEC 27032:2012

Analysis of results in the assessment the cyber
attacks number, including ABS attacks, the ratio
between the levels of software complexity and technical
intruders literacy derived by such companies as "Arbor
Networks" [32], Cisco [33] and other vendors in the
cyber security market and means network periphery,
leads to the conclusion that with the growth of
cybercrime and computing capabilities in the near future
we should expect an increase not only of the quantity
and technical complexity of cyber attacks, but also their
refocusing on the peripheral network equipment.
Considering this, and basing on results of studies [2, 4, 5,
26 - 28, 32, 33], it can be stated that the main threats to
ABS cybersecurity directed at disrupting the control
processes or to control them will be a cyber attack which
may be grouped into four main classes, a substantial
part of which is disclosed at Fig.4.
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Fig. 4. ABS cyberattacks classification divided by OSI model layers

The proposed classification (see. Fig. 4)
demonstrates that cyber attacks of different classes
regardless on the functional purpose take place at
different layers of the OSI( Open System
Interconnection) model, and consequently have their
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own specific objectives for the impact on bank
information. For example, before cybercriminals through
the protocols and services vulnerability of the lower OSI
model layer opens the possibility of obtaining
technological bank information, and through the
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vulnerability of the upper levels - the organizational and
parametric bank information.

Considering that threat described above and due
to various subjective and objective reasons have had and
will continue to have place for most of the known or
designed ABS, based on the t close relationships
between them for different security profiles, and, in
order to develop an effective system of protection of
bank information, is proposed a new model of bank
information security threats further named the
synergetic (Fig. 5).

The feature of the proposed model (see. Fig. 5) is
displayed on it in the form of logical connections
between risk interactions for different security profiles.
Thus the synergetic model of bank information security
threats is laid the necessary and sufficient conditions for
the development of a new methodology aimed at
achieving synergies in the field of protection security of
public and private bank systems.

In a base of a developed synergetic model (see Fig.
5) are also becomes clear mechanism of bank information
security problems origin in the space-time continuum: the
goal of cybercriminals (competitors, cyber terrorists,
individual states, etc.) are coordinated with time, place,
problems, objectives and forms of implementation.

Taking into account the features of construction
means of network peripheral [1, 3-5, 9, 14, 18-20, 25] and
organizational communications in ABS of any bank, the
synergetic model allows to define the most vulnerable
places in their security system. These are processes
associated with transfer of payment and other messages
between banks (business process / business products),

between bank and ATM, between bank and client. As a
result are raised a number of system problems: problems
of establishing mutual authentication during performing
connection (mutual recognition of subscribers);
problems of ensuring the confidentiality and integrity of
documents (protection of electronic documents
transmitted via communication channels); problems of
proving the fact of document delivery or receiving
(protection of electronic document exchange process);
problems of mutual distrust between the sender and the
recipient due to their belonging to different
organizations and mutual independence (ensuring the
execution of documents).

An essential part of bank information security
problem is a risk analysis problem. In fact, the risk is an
integrated evaluation of how effectively existing means
of protection are capable to resist the attacks on bank
information. For today it is possible to single out two
main groups of security risk assessment methods. As
applied to bank sector on the basis of the first group it is
possible to set the level of risk by estimating degree of
compliance to a particular set of requirements for
ensuring bank information security. The second group
of methods for risk estimation defines the probability of
attacks, as well as levels of damage. In this case, the risk
value is calculated separately for each attack and is
generally represented as multiplication of attack
probability on the amount of possible attack damage.
The value of damage is determined by the owner of
bank information; the probability of an attack is
calculated by the expert group, performing the audit
procedure.
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Fig. 5. Synergetic model of bank information security threats
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Formalization of the security problem essence
and content of bank information on the basis of
proposed synergetic approach

Thus, based on the requirements of compliance
with the rules of the triune position to ensure the safety
of bank information as part of the synergetic approach in
the interaction between the selected security profiles and
to increase its level of protection assessed risk value
equivalent money-capital, the meaning of the proposed
approach in the most general form can be represented as
some conditional figure (Fig. 6).

(o]

Threats

Threats

cs

S| % Securityof ¢

bank
Sl iﬁ{sprmat[pﬁ IS

Threats IS

Fig. 6. Synergetic approach essence for providing security of
bank information ISO/IEC 27032:2012 Information technology —
Security techniques — Guidelines for cybersecurity

It should be noted that the key feature
characteristic offered only for a synergistic approach to
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bank information security: the proposed approach is not
a simple aggregation of the forces and means of security,
and it isn’t a superposition of their properties. The main
aim of the proposed approach - the excitation of
managed emergent properties in bank information
system to obtain the synergetic effect, which is
achieved due to a qualitatively new approach to
security. The development of such an approach is
inconceivable  without  developing a  unified
methodology for the bank information security system ,
which is based on a problem deep scientific elaboration
through its comprehensive critical analysis and the
synthesis of new non-trivial solutions, based on these
conclusions. Today, as the analysis shown, both in
theory and practice of bank information security such
methodology is absent.

Considering the different nature of threats to
selected profiles of bank safety and in order to obtain
amount of risk assessments just displaying its security,
in the future, equivalent to money-capital, is also
proposed to introduce the synergetic safety indicators of
bank information in ABS (Fig. 7). The synergetic safety
indicator of bank information in ABS means synergetic
evaluation of the effectiveness of complex forces usage
and means of bank information security in an
antagonistic conditions of counteraction of bank
protection system to random or targeted security threats.

threats

Man
(client)

-~

A

Bank
information

Government

lcs— index of (client)

cybersecurity

.

J

I Svnerg - complex index of bank inlformation security (synergetic security)

Fig. 7. The role and place of bank information security synergetic index in modern protection automated bank systems

Lack of an appropriate methodology to date is
also possible due to the presence of contradictions,
which is determined by the fact that on the one hand the
practice requires a theory of finding new approaches to
security of bank information in a growing number of
threats to its cyber- and information security, and
information security with a simultaneous increasing of
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their technological difficulties. On the other hand, in
theory there is no integral science-based methodology
for the practice of the bank information security system
as a whole, due to the imperfection of the mechanism
ensuring its information security, security of information
and cyber security in particular (Fig. 8) [13-16, 22, 23].
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Based on the nature of scientific problem (see.

Practice requires the theory to find new

Fig. 8) in general it can be stated as follows.

approaches for providing security of bank
information in a growing number of threats to
its cyber security, information security, and
security of information within a simultaneous
technological complexity growth

OBJECTIVE
CONTRADICTION

There is no integrated scientifically based
methodology in theory for the practice of bank
information security system as a whole, due to
the imperfection of the mechanism to ensure its

information security, security of information
and especially cyber security

(-

ACTUAL SCIENTIFIC PROBLEM

Bank information security improvement

- =

The presence of problem

Restrains the process of building an effective bank information security system in country, as well as slows down the
development and providing safe system of international bank services

Fig. 8. The essence of scientific problem

Consider that created system for providing bank
security consisting of M basic safety profiles of different
complexity and configuration, each of which in turn
consists of m safety elements in a single security profile,
aimed at obtaining synergetic effect - increase the level
of banking information security by maximizing the
number of its emergent properties

M

Emerdg = max{ g,

!

where | - the maximum number of emergent

M
Synerg N
properties of bank security system as a whole, achieved
at occurrence of synergetic effect due to the interaction
of selected security profiles, N - the number of system
states for providing bank information security or
number of its emergent properties, M <N .

The maximum number of emergent properties of
bank security system as a whole is achievable if the

M
Synerg N

M
=Y Cy is true.

m=1

It is also necessary to solve the problem of

increasing the level of bank information security under
specified conditions, to get the maximum number of
emergent properties at minimal resource cost, aimed at
inciting synergetic effect in the system.

following condition |

Conclusions

Thus, the article in general formalized problem
essence of increasing the level of bank information
security on the basis of its comprehensive critical analysis
and synthesis of new solutions. As a new progressive
solution of existing problem was proposed a principally
new synergetic approach, which up to now has not been
applied at the protection of bank information systems.
This fact not only determines the relevance of the research
topic, but also its scientific priority.

It is formulated hypothesis that indefeasible
interaction profiles for providing bank information
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security, leading to the emergence of synergetic effect and,
as a consequence, the manifestation of emergent
properties in the protection system, at the present stage of
science and technology development must be information
security, security of information and cyber security.

On the basis of considered approach it is at first
proposed the synergetic model of bank information
security threats, disclosed the role and place of bank
information synergetic security index in modern systems
of bank protection and automated bank systems.

The obtained in the article results can be used to
solve particular scientific problems within the
formulated conditions.

Perspective direction for further research is to
study of security profiles nature and content which
make up a system of bank information protection.
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I'puugyx P. B., €6ceeB C. II. Cunepeemuynuii nioxio 0o 3adesneuenus Oesnexu daukibeovkoi iHpopmayii: nocmanobxa
npobaemu.

Anomauyis. ITocmiiino 3pocmatona kisvkicms 3a2po3 besneyi dbankibevkoi ingpopmayii 6 abmomamuszobanux 6aHkibCoKUX cucHeMax
(ABC) npusBooums 00 3HUNKEHHA AKOCHI NOCAY2, W0 HAOAIOMbCA DAHKAMU HA HAYIOHAABHOMY WA MIKHAPOOHOMY PiBHi He3a1exHO
6i0 ix gpopmu Baacnocmi. Cumyayis, wo ckaasacs He 8 ocmanuio uepey 0byMoBaena HeOOCKOHAAICHIIO 3ac1ocoByBanux cbo200Hi
MexanismiB 3abesneuenna besnexu bankibevkoi inghopmayii. Texnonoeiuna ckaadnicms Buabrents HoBux HeBidomux 3aepo3 besneku,
a maxoxx Hapocmawnoua Bumonuenicms 6 Memodax ix peasizayii 06ymoBaioe Ha2abHy nompedy KapOUHANbHORO NepeeiAdy ICHYIUUX
nidxo0i6 0o ii 3abesneuenns. Icnytoui nioxoou ax Bidomo 6 ocHoBHomy opienmylomsca HA Komnaexcybauna cua i 3acobib
3abesneuenns Oesneku Oaukibeviol ingpopmayil, w0 uacmo npusbodums 00 HenoBHOO NepeKpuIMma cnexmpy 3a2po3 i
HepayionaibHoeo Bukopucmannsa pecypcif, Budisenux Ha 3abesneuensa Oesnexu. Takum uuHoMm, cmae 3po3ymito, wjo pospodka
npunyunobo Hoboeo nioxody 0o 3abesneuenHs besnexu banxibeokol iHgpopmayii, Axomy i npucbauena ya cmamms, € HeoOXiOHOW0
ymoBoro HadanHA AkicHux bauxibcvkux nocaye. 3 yieto Memowo 8 cmammi 3anponoHoBana cuHepeemuyuHa Moleib 3agpo3 besneku
bankibevkoi ingpopmayii, aka Bnepute 3 cucmeMHUX No3uyin 0036oaura poskpumu cywacHui cmax 0ocaioxybaroi npodbiemu.
Ilokasano i 0oBedero, 140 HA CYuaCHOMY emani po3Bumxy Hayku i mexuixu, 3adesneuenns besneku banxibevkol iHgpopmayii nobunno
rpynmyBamucs na npuryunoBo Hobomy nidxodi, axuil sanpononobarno Hazubamu cunepeemuunum. Moeo Bnpobadxenns dosboaums
ompumamy cunepeemuyHutl echexm npu 63aemodii obparux npoginib besnexu i, Ak Hacaidok, npoabumu AkicHo HOBi i HeBidomi 0o
yboeo emepoxenmui 6aacmubocmi cucmemu Oesnexu. Y pamkax sanpononobanoeo nioxody 6 saeaiviomy Buesndi popmanrizobana
npobaema nioGuwjenna pibnsa saxuwjeHocmi dankibevkoi ingpopmayii ma Busnaveni nodassuii wiasxu i Gupiwenns. Iokasano, w0
Giocymmicmy nodibHux piuiens 6 cucmemax sabesneuents Oawkibeviol ingpopmayii Gusnauae axmyasvhicms obpanoi memu 044
docidxenHs 1 i HaykoBuil npiopumen.

Karouo8i caobBa: aBmomamusobana bankibevka cucmema, banxibevka ingpopmayis, besneka iHgpopmayii, iHpopmayitina besnexa,
Kkibepbesneka, cunepeemuuna Modess 3a2po3 besneyi, curepeemuuHUil HOKASHUK De3neKxu, emMepoxeHmHicIb.

I'puugyx P.B., EbBceeB C.II. Cunepzemuueckuii nodxod x obecneuenuro Oesonachocmu 0anKoBckoll uHpopmayuu:
nocmanoBra npodaemel.

Annomayus. Ilocmoanto Bospacmatoujee koauuecmbo yepo3 besonacrocmu banxobekoil ungopmayuu 8 abmomamusupobartvix
bankobexux cucmemax (ABC) npubodum x cHuxeruto kawecmba bankobekux ycaye, npedocmabasemvix OAHKAMU HA HAYUOHAALHOM
U MexOyHApoOHOM YpobHe Hesabucumo om ux popmut cobcmbennocmu. Caoxubuiaaca cumyayus He 6 nocaedHiono ouepeds
00yca06aena HecoBeputeHcBoM NPUMEHAEMbIX Ce200HA Mexanusmo8 obecneuenus OesonacHocmu OankoBckoil uHpopmayuu.
Texnosoeuneckas cA0xkHOCHb BoiaBaenus HOBbIX Heu3BecmHbIX Yepo3 Be3onacHocmi, a makxke HAPACMAOWLAR USOWPEHHOCTIL 6
Memodax ux peasusayuu odyciabaubaem HacyuHyo HeOOX00UMOCTL KAPOUHAABHOZO NepecMOompa cyujecmbyoujux 100xodod « ee
obecneuenuto. CyujecmByroujue nodxods. kax usbecmuo 6 ocHOBHOM OpuUeHMUPYIOMCA HA KOMHAeKcupobBarue cus u cpedcmb
obecneuenus besonacHocmu GAHKOBCKOT UHGOPMAYUL, YIMO 3auachiyio npubooumm K HenoAHOMY NepeKpuimuio crnekmpa yepo3 u
HepayuoHAALHOMY UCN0Ab306aHUt0 pecypcob, Bvidesertbix Ha obecnenenue besonacHocmu. Takum obpasom, cmanoBumsca NOHAMHO,
umo paspabomka NPpUHYUNUAALHO HOBoeo no0x00a K obecnewenuto OesonacHocmu 0OaHKoBCcKOU UHGPOpMAYUU, KOMOPOMY U
nocBaujena sma cmamos, A6asemca HeodXo0uMbIM YcroBuem npedocmabaenus kawecmbennvix banxobekux yeaye. C amoi yeavio 6
cmamve npeoAoXeHa CuHepeemuyueckas Modeab Yepo3 besonacHocmu 6ankoBckol uxgopmayuu, komopas 6nepBuie ¢ CUCTHEMHBIX
no3uUYUtl 1n03604ULa PACKpPbIMDG coBpeMerHoe cOCHOAHUe tccae0yeMotl npobaemst. TTokasano u 00KA3AHO, HMO HA COBPeMEHHOM
smane pasbumua Hayku U MexHuku, obecneuenue OesonacHocmu bankoBekoll uHGOpMAyUU  O00AKHO OcHOBbBambca Ha
NPUHYUNUALLHO HOBOM 100x00e, KOMOpbIl NpedAokeHo Ha3viBamb cunepeemuueckum. Eeo Buedpenue nosboium noayuumo
cuHepeemueckuti agpgpexm npu B3aumodeiictbuu Bvibpantvix npogpu.ieil besonacnocmu u, kax caedcmbue, nposaBums kauecmberHHo
HOBble u Heusbecmivie 00 IM0O20 IMepOKeHmHble cBoticmba cucmemsl besonacHocmu. B pamkax npedioxernozo nooxooa 8 obujem
Bude popmanuszobana npobaema noBuiuienua Ypobra saujuujenHocmu bankobekoil uHpopmayuy 1 onpedeseHsvl OaibHeluile nYmu ee
peuwienus. Iloxasano, umo omcymcmBue no0obHbIX peuieHuti 8 cucmemax obecnewenusa bankoBckon uxgopmayuu onpedessem
AKMYasbHOCb Bbl0paAHHON MeMbl 045 UCCAe00BAHUA U ee HAYUHbIIL NPUOPUTHENL.

KatoueBote caoBa: abmomamusupoBannas 0anxobeckas cucmema, 0anxoBckas umgopmayus, 0e30nacHOCy  UHGOpMayuU,
UHopMayuoHHaA  DesonacHochs, kubepbesonacrocmy, cuHepeemuueckas Moledb Yepo3 0e30MACHOCMU, CUHepeemuuecKil
nokasamens 6e30MACHOCTIU, SMEPONEHIHOCHTD.
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