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Anomayia. Ocmannim uacom npobioni depxabu cimy Bee diavuie yBaeu npudiraioms kibepsaxucmy AACHUX KpUMLH-
Hux ingppacmpyxmyp. He e Buiniouenram earyse yubBisvHoi abiayii, y axii wupoke 6npoBadxeHHs cyuacHux iHgopma-
YiliHO-KOMYHIKAYIIHUX MEXHOA0RIT NOPOOXKYE Uity HU3KY HOBUX ypasaubocmetl ma nomeHyiiHux 3aepos. Bidomi modeai
dosborsioms gpopmanisybamu npoyecu cmbopents nobHoi MuoxuHy Bumoe (32i0Ho Bionobionux kepibrux dokymenmib),
AKi HeobXI0HO Buronamu 045 3abesneuenns Kibepbesnexu yubiivnoi abiayii, a maxox idenmugpikyBamu ix BuKOHAHHA.
IIpome, He BupiuieHUM 3aAUUAEMBCA NUMAHHA 0YiHIOBAHHA NOBHOMU BUKOHAHHA 3a3HAUeHUX Bumoe. 3 0eaA0y Ha ue, Y
yiil pobomi po3pobaero Memod oyinIoBanHA, AKULL 0ae MOKAUBICIL BUSHAUAMU KIALKICHI NapaMempu, wjo Xapaxkmepusy-
fonb noBHoNY BUKOHAHHA MHOXUHU BuMOe 14000 Kibepbesnexu yubBitvHoi abiayii ma oxpemux Bumoe xepibrux opeanié
BionoBiono do Busnaueroi modeai kibepbesnexu. Lleti Menod Moxe BuxopucmoBybaniucy 044 oyintobanna nobromu Buxo-
HAHHA BuMoe 14000 3abe3neverHsa kibepOesnexu i 6 HUIUX eaty3ax kKpumuyuHoi ingppacmpyxkmypu depxabu. Y nodaisuio-
MY, HA OCHOBi 33HAUEHO020 MemoOdY, NAAHYENbCA Po3podka NPpoepamHO20 3ACHIOCYHKY NIOMPUMKU NPUTIHAMIMNA pilieHb
14000 excrepmiHoeo oyinioBanHs nobromu Buxonanns Bumoe 0o kibepbesneku 6 abiayiiniil eatysi.

Ka104uo8i caoBa: xibepbesnexa, yubivna abiayis, kibepsaeposu, Bumoeu ujo0o 3abesnevents Kibepbesneku, oyinI0BaHHA
noBHomu Buxonannsa Bumoe, koegpivienm Baxaubocmi, ICAO, ECAC.

Beryn 4HOI iHppacTpyKTypu € ImBiIbHA aBiartis (LIA) [2], piBeHs
Croromsi kiGeprepopusm [1] € miobaisHO0O TIPO- KPUTMYHOCTI  SIKOT 3HAYHO ITICVITIOETHCS  TIIBUIIIEHIM
6JT€MOIO, IO SICKPaBO IIPOSIBIISAETHCS Y CyYacHOMY iHcpop_ CTyIleHeEM KOMyHlKaL];lI Ta B3a€MOHii MDK Ha3seMHVIMIU CVIC-
MariviHoMy cycriibersi. [TpoBinHi mepxasu ceity Bee Oi- TeMaMW i TIOBITPSIHMMY Cy/THAMV, a BITPOBAIDKEHHS CyJac-
JIbIIIE yBaTM TIPWAUEIIOTH KiDep3axycTy BIIacCHUX KPWUTUY- Hyx iHdopmMariHo-KoMyHiKanivHux Texxonorinn (IKT) 3
HVX iHdpacTpykTyp. OMHIM 3 BAXIVBUX 00 €KTiB KPUTV- optHoro OoKy mifpuiiye edeKTUBHICTE i criportye dopma-
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JIbHOCTI y misvtbHOCTI 1IA, a 3 iHIIIOro - MOPOIKYe LTy
HV3KY HOBVIX yPa3IMBOCTeVi Ta MOTeHMiHMX 3arpos. Kepi-
BHU JokyMeHT ICAO [3] mekmapye HeOOXiTHICTb I KO-
JKHOI fAepkaBy, sKa € wieHoM ICAQO, pospobisari MeTonm
saxucry IKT, mo BukopucToBytoThes mid witent LTA, Bim
aKTiB He3aKOHHOI'O BTPYyYaHH:, AKi MOXYTb IIOCTaBUTW IIif],
3arposy Oesmexy mikHapomsoi LIA. KepiBHmit mokymeHT
€sporericekoi KoHepertii LIA (ECAC) [4] BusHauae He-
OOXIiTHICTH BKIIOUEHHSI 3aXO/iB 11010 3a0e3I1eueHHs 3axi-
CTy BimmoBimHOI raysi Bif Kibep3arpos 1o HarlioHaJIBHOI
nporpamm Oesneku LTA Ta iHImx HartioHaJIbHMX IIporpam
(KOHTPOITIO SIKOCTi, HABYaHH: i II/ITOTOBKM ITIEPCOHAIY 3
rmrasb Oesmekut LA Torro). Binmosinto mo [3-4] 00oB’si3-
KOBO HeOOXimHO imeHTMiKyBaTVi Ta 3aXVIIATV CHCTEMV,
SIKi MiCTSTB iHdOpMATIifo, IO Ma€ KPUTHHIHE 3HAUeHHS I
GesrreuyHoro BUMKOHAHHSI ITOJILOTIB i mistbHocTi LTA - 11e Tak
3BaHi KpymTyaHi asianivHi indopmanivsi crcremn (KAIC)
[5], opieHTOBHMII HEpeITiK SKMX HABEIEHO Y BiIIOBITHOMY
KepiBHOMY HoKyMeHTi [6]. Llia Hm13Ka BUMOT 110710 Kibep-
6esmrexnt (KB) L1A Takox MictuThed i y kepiBHurirsi ICAO
[7], 1m0 opienToBare Ha Gesneky IKT B yrpassiiHHI HOBIT-
pAHVIM pyXoM. BiTumsHsIHI BUMOIM € 3a7eKJIapOBaHNMI Y
BimmoBinHin mporpami [8], sika pospoOsreHa 3rimHO 3 KOH-
BeHIIi€l0 IIpo MikHapornHy LIA, mpore BXe KiIbka pPOKiB
3IMIIIAETC JIIre IpoekToM. HecankiiioHoBaHMIT 10C-
Ty (HCI) i HecankirionosaHe sukopucTaHus KAIC Moxe
IIPM3BECTM 10 BUHMKHEHHS 3arpo3 Oesmerr ITacaXmpis,
eKillaXy Ta Ha3eMHOTO IIepCOHALY, 3 OIVISIIY Ha IO BaK/IN-
BIM € 3abesnegenss ix Kb mursaxom saxvicry sig, HCI, mo-
TlepelDkeHHsT BTpydaHHsA B pobory KAIC Ta BUsABIeHH:S
arak Ha HUX [9].

V [10-11] pospobrieHo 6a3zoBy MomeTs hPOpMyBaHHS
BrMor fo 3abesreuenns Kb LIA Ha 0asi kepiBHMX TOKyMe-
HTiB, IOB'A3aHMX 3 Oe3rekor0 MbKHapomHol 11A, a Takox
HaBelleHo IIpMKiIaf, (popMyBaHHS BMMOT ITIOfO 3abesrte-
ugennsi Kb LIA Ykpaiamn. Lg Mozers mae MOXKIMBICTB ¢op-
MaJTi3yBaTy TTOBHY MHOXVHY BVIMOT, SIKi HeoOXi/THO 3abe3-
meunTyt e 3axvcTy LIA Bim kxiGepsarpos, mpoTte HeBUpi-
IIIeHVIM 3IVIIAETBCS ITMTAaHHS OLiHIOBAHHS IIOBHOTU 3a-
Oesneuenns nyix ByMor. Kpim toro, B [12] 3arrporioHoBaHO
MYJIbTUpiBHEBY MOMeNb, siKa [O3BOJIIE (POpMaIi3yBaTi
portecy ineHTM(iKalli 3abe3reueHOCTI BUMOT Ta BU3HA-
uenns pexvMiB Oesnieknt KAIC. Ilpore, He BupileHMM
3@/IVIIIAETHCS IIMTAHHS OI[HIOBAHHS ITIOBHOTH 3a0e3riedyeH-
Hs MHOXVHV BVMOT Yy Pe3yJIbTaTi peasisarii BiIIToBiIHVIX
MeTofiiB Ta 3acobiB 3axvicty LIA Big kxiGep3sarpos.

AHaJti3 icHyIOUNMX JOCTIKeHb i II0OcTaHOBKa 3a-
BIAHHS

Ceper, po0it, TI0B sI3aHNIX i3 OIiHIOBaHHS ITOBHOTY,
BapToO, Ileplit 3a Bee, BumimTn [13-14]. TTpore, Bimomi goc-

JHIDKEHHST Opi€HTOBaHI ab0 Ha OIiHIOBaHH: IIOBHOTU i He-
CyIIepeYHOCTi JaHVX y 3HaHHSI-OPi€HTOBaHIV MOJIeIIi IIpeI-
CTaBJIeHHs Oi3Hec-IIpOLIeCiB i3 3MIHHOIO CTPYKTypOK Yy
KOHTEeKCTi TTepeBipKn Habopy ImaHmMX, IO BU3HAYAIOTH CU-
Tyallii ITporecy, i JO3BOJIsE BUABUTY HeBiIIIOBIIHOCTI Ja-
HMX Mozer Oi3Hec-TIporiecy i3 3MIHHOIO CTPYKTYpOIO Ta
peassHOrO TIporiecy [13]; abo TmpeIcTaBIeHHs TOBHOTY SIK
BaJKJTMBOI BJIaCTMBOCTI y ITpOIleci po3poOKM IIpOrpaMHOTO
3abe3reveHHs (TTOPsITT i3 Y3TOKeHICTIO, HeoOXimHicTIo,
KOPWCHICTIO, 30aTHICTIO A0 MonydiKaril Ta iH.), mo Bimo-
Opakae OXOIUTEHHS BVMMOTaMM YCiX O4iKyBaHWX acIIeKTiB
CTBOPIOBAHOI CVYICTEMM, YCiX BAarOMMX TI0Tpeb KOpICTyBadiB
Ta iHTepeciB crevikxorepis [14]. TakviM oM, BinmoBiz-
HO 10 HOTOYHOI'O CTaHy JOC/KeHb, He MOXJIVBO BU3HA-
4YaTy KUIBKICHI ITapaMeTpy, 10 XapaKTepusyIoTh IIOBHOTY
BUKOHaHHA MHOXVHM BuMor oo Kb LA, 3 oy Ha
1Ie, METOI0 POOOTV € PO3pOOKa METOMy OIiHIOBAaHH: ITOB-
HOTM BMKOHAHHSI BMMOr I1ofo 3abesneuernss Kb 1IA Ta
IHITIVIX TaJTy3evt KpUTUIHOT iHppacTpyKTypu AepKaBit.

OcHOBHa YacTMHA JOC/TIII KEeHHS

Mertop, OriHIOBaHHS ITOBHOTM BMKOHAHHS BVMOT
mono 3abesmevertst Kb 1JA peartisyerbest y HacTymHi 3
etarm: 1) BusHauenHs xoedittieHTis Baxmsocrti; 2) Hop-
MyBaHH:1 Koedilli€eHTiB BakmBocTi; 3) BrsHaueHHS Kimb-
KiCHMX HapaMeTpiB, 110 XapaKTepU3yIOTk IIOBHOTY BUKO-
HaHHS BVMOT.

PosryistHeMo GUIBINT IeTalbHO KOXeEH i3 3a3Haue-
HIX eTalliB:

Eran 1 - BusHaueHHs Koedilli€HTiB BaXXJIMBOCTI

Kpox 1 — @opmysanns 6a3080i MHONMCUHU KoeiyicH-
mig eadxciugocmi. J1j1si BU3HaUeHHsI KOedillieHTiB BaXXIn-
BOCTIi ycix BuMor 1romo 3axucty LA Bim kiGepsarpos BBe-
nemo BifmosigHy MHOXMHY K :

K:{OKi}:{Kl,KZ...Kn}, @

me K, cK (I =1n ) — MHOXMHW KOeillieHTiB BaK/IN-
BOCTI BUMOT | -TO KepiBHOTO opraty; N - 3arajibHa KiIb-
KiCTb 3a3Ha4YeHMX MHOXWH KoedillieHTiB, a

b
K z{LJKij}z{Ki:l’KiZ""’Kiq}’ )
=1
ne K (i=Ln, j=1Db) - xoedirientnn BaxsmBocTi BU-
Mor | -ro kepiBHOro opraty; b, - KitbkicTs KoeditieHTiB
BIIMBOCTI BUMOT | -TO KEPiBHOTO OpraHy.
3 ypaxysaHHsM (2) Bupa3 (1) MoXXHa IpeicTaBUTH
Y HaCTyIIHOMY BUIJIALI:

n n b e L —
K =AUKF =R = 0K Ko Ky 38 KoK, b Ko Ko 1 (1210, =10 @)

Hanpuwiag, mst IIA Vkpaiuu npu N=3 (qus.
[10]) 3rimeo (1) MoXXHa cdopMyBaTVI MHOXIMHY KoediltieH-

TiB BaXKJIMBOCTI ycix BUMOr 10110 3axucty LA Ykpainm Bif,
Kibep3arpos, sika CKJIJIa€ThCS 3 TPHOX MHOXKVH:

3
K= Kcivil_aviation_ua ={U Ki}= {Klv sz Ka} = {KICAO ) KECAC ) KNATIONAL}'
i-1

ne Ky =Kipo, Ky =Keepe Ta Ky =Kyupona, ~ MHO-

xuHM KoedpitienTis BaxwmsocTi BuMor ICAO, ECAC Ta
HaIIOHAJIFHMX BiIIIOBIIHO.
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Jari, BUKOPVCTOBYIOUM IOCTIIOBHO (2) Ta (3), Ha
OCHOBi KepiBHMX IOKYMeHTiB [4, 6-8] i Tabmi. 4 B [12], mpu
b,=22,b,=13 1a b, =9, maemo:
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K= Kcml _aviation_ua {LJK } {U{U Ku }} {{Kll’ K12’

i=1 j=1

:{{Konl! ICAQ, 1°°*1

e Ky =K Ky, = K|CAO2 reer

Koz =

ICAO, K = K|CAoZZ ’

Ky = KE(:AC1 Ky = KECACZ reees K Ta Ky =

=K
edimiertn BawmBocti BuMor ICAO, ECAC Ta HamioHa-

JIBHVIX BIJITIOBITHO.
Kpox 2 - Pospaxyrox 3Hauens koegpiyjicnmi6 Baxauboc-

ECAC;,

NATIONAL, * Ky = KNATIONALZ e Kog = KNATIONAL9 - ko-

mi. Bukonanmst umor Ry, (mus. (5) B [10]) nae moxwmsicrs
3abesneunTnt xapakrepvictukv KB (omHy abo mexiibka)
BinnosigHo 10 niesHoi Mopeni Kb, marpukiian, MyisTHpiB-
HeBoi Mopeyt, ormmcaHoi B [12]. 3HavyeHHs KoedilieHTiB
Ba)KJ‘II/IBOCTi, 3a1aHNX y (3), BUSHAYAIOTBCS TAKVM Y/HOM:

100%-Q i+
3 Ry e

e MaXl(Rijk) #0 - dyrxuis, mo BigoOpaxae MakcyMa-

( J_llml’

JIbHY KUIBKICTH OOMHMIIL y OIHapHMX MOCTIIOBHOCTSX

CéN(Mlj), CéN(sz),..., Céj)N(qun), 10 XapakTe-

ICAOZZ}!{KECAQ ) KECAc2 (R

KECAC13 }I{KNATIONALl ' KNATIONALZ yren

122}a{K21v Kzz 1y K213},{K31, Ksz [ Kgg}} =

K NATIONALg j3d

pusyroTh 3a0esrnedertst xapaxrepucrvk Kb My, BHacrimox
BUKOHaHHs BuMor Ry srimHo Tabm. 1, cdopmoparoi Ha
Gasi Tab. 3 B [12] (mpn Max(R;, ) =0 mimpaxyHox e me-
KOPeKTHVM, OCKUIbKM BuMorn Ry, He 1oB’ssaHi 3 Mopiess-
M KB M; ); W - saranbha imbkicrs Bumor Ry, , st sikmx
PO3paxoByIoThCst KoedirieHTn BavkmBocTi; Q - cyma omm-
HWIIp, sIKa BimoOpaxae 3abesrmedenns xapaxrepucrik Kb
M.

i
SIKOI JTO3BOJIUTDH 3a0e3reunTy OUIBIITY KUIBKICTh XapakTe-
pucruk KB).

(arrpiopi, OinmpIly Bary MaTvMe BVMMOTa, BUKOHAHHS

Crin, sasHaumTy, mo K Moxe npuimMaty, Harpykiaj,

w1t M, makcivmym P, (mvs. Tabit. 1 - Iie 3SHaYeHHS € Mak-
CYIMaJTBHVIM ITPOTe TX MOXKe OyTVI MeHITIe y 3aJIeXKHOCTI Bif,
3abe3neuennst xapakrepuctuk Kb M, ) pisHMX 3HauYeHb

(Ha3BeMO iX KaTeropisiMy BaroByx KoecplmeHrlB).

3abesneuenns xapakrepuctuk Kb y pesysbraTi BUKOHaHHS

BUMOT KepiBHMX OpTaHiB Tabmmrs 1
Mopgens Kb
R; R; Rijk M, M, M,
My, My, My, My MMy, | [ M Mo M,
Ry Ru. R p P2 Py
- . CONM,) CONM.) CONM,,)

Hamproiag, posrysiHeMo BuKoHaHHs Bumor ICAO
AR, AR,,..., ATC, i3abesneueHHsl xapaKTepPUCTVK 3TiHO
mozeri KB Tekcama Iapkepa (M, ). Tomi, 3 Bukopucras-
HsM Ta0J1. 2 (CipyM KOJIbOPOM BUIUIEHO BUIMOTH, SIKi BUIKO-
HyIOThCA 3rimHo [15]) Ta (4), oTprMaeMo 3HaueHHS Koedi-

100%-(0+0+0+0+O+1)=

mientis BaxwmBocti: K =

4
25%.

AHajIOTiYHO ~ OTpMMye€MO  iHII  3Ha4YeHH:d
Kir Ky mp py =6 srimmo [12]: K, =Ky =Ky, =
=K1 =Kye =Ky =K =Ky, =25% (mepra xareropist);
Kig = Kigo = Kipp = Kyppy = K= K= Kyjg = Kipo =50%

K=Ky =

teropist); K;q =100% (eetBepTa Kareropisi).

(mpyra xareropis); K5 = K.13=75% (Tperst ka-

Amnastoriubo, g BuMor ECAC Ta HarioHaJIbHMX,
BUKOPWCTOBYIouM TaOm. 3 Ta (4), OTpUMyeMO 3HaUeHH:

K21' K K213

. Ky Bimmosigao: Ky, =Ky =K, =K,, =K,
=K,;3=25% (nepmma karteropis); K,,=K,s=Ky K211
K10 =75%; K, =100% (Tpe-
Kas = Kgs =Ky =Ky =Ky =
K,, =50% (mpyra xareropisi);

BaKJTMIBOCT1 Ta

KoedpilieHTiB 223eems

K, K

311 7320

50% (mpyra kareropiz);, K,;=
Ko =Ky =

=33% (meprma Kateropis);

TS Kareropis);

Ky =67% (Tpertsi kaTeropis).
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3abesmeueHHs xapakTepucTuK srigHo Mopeni Kb I'ekcana
INapkepa y pesymnbraTi BukoHaHHS ByMor ICAO  TaGvirsa 2

Mopens Kb
PH

PH;| PH:

Ri | Rjj Rijk

¥

PH, PH

s

ARy
AR>
AR3
AR4
ARs
VR1
VR>
VRs
VR4
PC:
PC
PGCs
PCy
PCs
PCs
PC;
ATC
ATG
ATGs
ATC,
ATGCs
ATGC;

AR

ICAO:

ICAO:
VR

PC

ICAO;

ICAO4
ATC

(=] Fol iel fol ) el fol o) fol Fol Nl Kol Nl Nl Nl Bl Bl ol fol Fol f o) Nl
(=} o) el ol 1} ol fol Rl ol fol jo) ol ol ol el Bt Bl fe) o) o) f o) He]
(=} Rl N8 Bl el el Nl N Nl B Bl Rell NS Nl E Y el Bl ol Holl Foll fo ) Nes)
o|lo|o|o|o|Oo|r|o|lo|~r|lo|~r|O|rR|IO|R|O|R|O|O|O|O
o|lo|IR|Rr|O|0|0|(O|(R|Rr|IRr|([O|R|OIR|D|O|IRIR|IO|IS|O
L el =) Bl Rl ol H )l o)l o)l fell o)l el fe ) ool foo ) Rl Renll Il Nl ol o o
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3abesriedeHH:1 XxapaKTePVCTVIK 3rimHO MybTrpiBHeBol Moper Kb [12]

M pe3ym>TaTi BUKOHAHHS TIOBHOI MHOXXVIHI BUIMOT

TaGrms 3

Monens Kb

Rijk PH

STRIDE 5A

3
=
F

PrH,| PHy| PHy

ST5

4

SI3| ST | ST1| STo|5A45A3|5A2|5A1|5A0

ARy

AR>

ARs3

AR

ICAO:

ARy

ARs

VR1

VR,

ICAO2
VR

VR3

VR4

PG

PG,

PG

PC

PCy

ICAOs3

PCs

PCs

PGy

ATC

ATG

ATG

ICAO4
ATC

ATCy

ATGs

ATCs

SG

SC

SG;

S5C4

5Gs

SCs

SC

SCy

ECACy

SCs

SCy

SCio

S5Cu

S5Ci2

SCi3

OR;

OR»

OR3

OR

NATIONAL;

OR4

ORs

TRy

TR,

[~
=

(=) el le} e} ]} (o] (o] (o] (] |} (o} (o} (o} (o} lo] fo} |l le} jo] |} [e] [} L} |__} (e} fe} fa ) }_} ol ol ol leel i sl Ll ool |l [en )l fan )l fan )l el [an)
i [=l =) el le] o] (o] le] ] =]} (e} (o} o] lo] (o] (o] le] le] | (=] (o] (o] (o} (o} [l L] lo] e} Ll e} L} e}l ) lo} L} (o} L} (o} (o} o] ()
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BuxopucranHs Ta0. 3 mae 3MOTy 3poOWTH aHa-
JIOTi4Hi po3paxyHKM BifIoBinHO 110 iHmmx Mopesen Kb,
siki posragatoTeca B [12] (STRIDE Tta 5A). Kpim Toro,

11l BU3HaUeHHs KiIbKocTi xapakTepuctuk Kb Mij , 10

3a6e3neqyeTLC$1 BMKOHaHHSM BVIMOI'M Rijk’ BBeIeMO

F(CO)=F(CO), -2" +...+ F(CO),-2' + F(CO), - 2°

(N - makcnMasibHa KUIBKICTh po3psifiiB GiHapHOro Ko-
Iy, III0 MOXe BimoOpaxaTy KUIbKICTb OOVHMIIB, OTpUMa-
HUX y pesyJibTaTi 3a0esrevents xapakrepuctik Kb M) i

106y TyeMo BirToBiTHi Tabrmati mepexonis [15] (TaOir. 4).

dyHKIIiI0 BioOpakeHHs KUTBKOCTI ONVIHUITH
Tabrmrist iepexopiB [y1st BU3HaUeHHs KUTbKOCTI xapakrepvictnk Kb M i -
3abesredyeHyx BUKOHAHHSM BUMOT Ry, Tabrms 4
co F(CO)
M, [ My, | | M, | F(€o), | ... | F(co), | F(CO),
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PosmisiHeMo Ha HpuKIIai BMKOHAHHS BUMOT Ho Momeni KB Tekcama Ilapkepa  (tabum. 5):
ICAO i 3abe3meuenns xapakrepuctuk apu N =2 3rin- F(CO) = F(CO), .22 4 F(CO), 2y F(CO), .20
Tabmirsa nepexopnis I1s BU3HaUeHHs KUTbKOCTI XapakTepmctuk KB,
3abe3neuennx BukoHaHHSM BuMor ICAO Tabsiisa 5
CO F(CO)
CO, | CO, | CO, | CO, | F(CO), | F(CO), | F(CO),
0 0 0 0 0 0 0
0 0 0 1 0 0 1
0 0 1 0 0 0 1
0 0 1 1 0 1 0
0 1 0 0 0 0 1
0 1 0 1 0 1 0
0 1 1 0 0 1 0
0 1 1 1 0 1 1
1 0 0 0 0 0 1
1 0 0 1 0 1 0
1 0 1 0 0 1 0
1 0 1 1 0 1 1
1 1 0 0 0 1 0
1 1 0 1 0 1 1
1 1 1 0 0 1 1
1 1 1 1 1 1 1

BigmnosinHo o Tabi1. 5 BU3HAYMMO aHAJIITMYHO HOCKOHATY Ay3 FOHKTVBHY HOpMaeHy dopmy (IIHD) [15]:

F(CO), =(CO3 ACO2 ACO1 ACO,) v (CO3 ACO2 ACO, ACOp) v (CO3 ACO, ACO1 ACOy) v (CO3 ACO, ACO, ACO;) v (CO, ACO:2 A

ACO; ACO0) v (CO, ACOz ACO, ACO,) v (CO, ACO, ACO1 ACO,) v (CO, ACO, ACO, ACOo) Vv (CO, ACO, ACO, ACO,);
F(CO), = (COs ACO2 ACO, ACO,) v (COs ACO, ACO: ACO,) v (COs ACO, ACO, ACOq) v (COs ACO, ACO, ACO,) v (CO, ACO2 A

ACO1 ACO,) v (CO, ACO2 ACO, ACOo) v (CO, ACOz ACO, ACO,) v (CO, ACO, ACO1 ACO0) v (CO, ACO, ACO1 ACO,) v

v(CO, ACO, ACO, ACOs) v (CO, ACO, ACO, ACQ,);
F(CO), = (CO, ACO, ACO, ACO,).
Orpumany J[JHD Oyresoi dyHKIIil MOoXHa MiHi-  Hpukianm, Meton KapT Kapwuo, Ksartaa tomo [15]. YV pe-

Mi3yBaTV, BUKOPWUCTaBIIM OIMH 3 BiIOMMX MeTO/iB, Ha-  3yJIbTaTi OTPMMAaEMO TaKy MiHiMi3oBaHy dopMy:
F(CO), = (COs ACO2 ACO1 ACO,) v COs ACO, ACO, ACO,) v (CO, ACOz ACO, ACO,) v (CO, ACO, ACO1 ACO,) v
v(CO, ACO, ACO, ACOo) v (CO; ACO1 ACOq) v (CO3 ACO1 ACOq) v (COs ACO, A COo); ®)

F(CO), =(CO, ACO,) v (CO, ACO,) v (CO, ACO,) v (CO, ACO,) v (CO, ACO,) v (CO, ACO,);
F(CO), = (CO, ACO, ACO, ACO,).

Komnkperni sHauenns dynkiiii F(CO) srimmo (5) Eran 2 - HopMyBaHHs KoedillieHTiB BaXUTMBOCTI
MOXKHA BUZHAYMTY IIPOTPaMHO abo, HATTPUKIIAZ, 3a J0TIO- 3HavyeHHs KoedillieHTiB BaXJIMBOCTI, OTpUMaHi
MOTOI0 BiITIOBITHOTrO 1yppoBOro aBToMaty (prc. 1). 3TifIHO (4), HOPMYIOTBCS 3 JIOTIOMOTOO BUPA3y:

€O, CO, CO, COy .
' - 1~
- 9 =
T T; DK,/ =100%, (i=1c), (6)
it
.
1
| Ile C - KUIBKIiCTB KaTeropin Barosux KoedillieHTiB, BU-
& . ' .
47 3HaveHwMX 3rigHO (4); K, - 3HaueHHs Barosux koedirri-
& | F(CO) . . o .
| €HTiB C -1 KaTeropii; N, - KUIbKicTh BaroBmx KoeditrieH-
&
7 TiB C -1 KaTeropii.
& Hanpuxitazt, mist HOpMyBaHHSI 3HadeHb Koedi-
T mientiB Baxwmsocti K, K,,..., K, Bumor ICAO mpnu
& c=4,n=9,n,=8, n=4, n,=1 (paxruuno, 22
& F(CO): KoediITieHT MOXYTh IIpUIMaTH 4 Pi3HMX 3HAUEHH:),
& ’
e Ki (K =Ky, =Ky =Ky, =Ky =Kis =Ky =K =Kip ),
— ’
& Ky (Kig =Ko =Kipp =Ky =Kyis=Kips =Ky =K ),
& F(cO ' =K.=K._= !
(CO%. Ky (Kis =Ky =Ky7 =Ky335), K, (Kyg) maemo  cucremy
PiBHSIHB:

Puc. 1. Hudposun asromar peartizanii gynkuii F(CO)
3rigHo Tabs1. 2
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' ' ’ ' i W L — . — JE—
9K, +8K, +4K; + K, =100%; FA:ZKC'KRU« ), (iI=LW, j=1m, k=1r) (8
i=1
K, =4K/; '
K/ — oK' (7) e I(Rijk) - oOoMHMYHA (PYHKIIid, 10 IpuUMMae Taki
4' '2 . 3Ha4YeHHs
K, =K, +K;. 0, stko BUMora Rijk HE BUKOHYETbHCS,
Po3p’s3aBimm (7), MaeMo HOpMOBaHi KoedillieH- I(Rijk )=
, ’ ’ ) 1, sxuo BuMora Ry, BUKOHYETHCSL.
™ K, =2,44%; K, =4,88%; K, =7,32%; K, =9,76%.
Eran 3 - BusHaueHHs KUTBKICHMX ITapaMeTpiB, Hanpvioran, juisi Meronis Ta 3acoGis 3axvicry
1110 XapaKTePU3YIOTh IIOBHOTY BMKOHAHHSI BIAMOT srigHo [15], opieHTOBaHWMX Ha 3abe3redeHHS BVIMOT
3 ypaxyBaHHSM OTPMMaHMX HOPMOBaHWX KoOe- ICAO sigmosinso 10 momerti KB TI'ekcaya IMapkepa

R st S M,) (tab. 2) 3 ypaxyBaHHSIM HOpMOBaHUX Koedirrie-
dinienrip BaxxwmsocTi K, MOXHa BU3HAUMTH KUIbKicHI ( .1) (. ) 3 ypaxy P pin
HTIB 3rifgHO (6) Ta (7), Bpaxosyoun (8), MaTMMeMO:
HMapaMeTpy, 110 XapaKTepu3yoTh IIOBHOTY BUKOHAHHS

BiTHOCHO ITTOBHOT MHOXXVHWM BUMOT":
FAY = KI(AR, )+ K, I(AR, ) + K, I(AR, ) + K, I(AR, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) +
+K, I(ATC, )+ K, I(VR, )+ K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) + K, I(ATC, ) +
+KS1(AR; )+ K, I(VR, )+ K, I(VR, )+ K, I(PC, ) + K, I(VR, ) = K, (I(AR, ) + I(PC, ) + I(ATC, ) + I(ATC, )) +

+K2'(I(VR3 )+ I(ATC, )+ I(ATC, )+ K3' I(VR,)=2,44%-(1+1+1+1)+4,88%- - (1+1+1)+7,32% = 31,72 %.
TakvM 9MHOM, HAIIPUIKIIAL, IMHAEMEHNAYiA Meno- KUTBKICTh BUKOHAHMX BMMOT (SK 3MEHIIIEHHS, TaK i 30i-

0i6 i 3ac00if 32iono [15] do3Borums 3abesnevumu BUKOHAHHSA JIBITIEHHS).
Bumoz ICAO AR, ,VR,,VR,,PC,, ATC ,ATC,, ATC,,

ATC, bionobiono do [10-12], a ye, 8 cboio uepey, dacims MoX-
AuBicms 3abesneuumu KB I[A (32i0no modesi KB I'excada
Ilapxepa) 3 noBnomoro 31,72%.

Haiti HeoOxigHO IepeBipuTH POOOTY MeTOAy B

Pi3HMX yMOBaxX — y TPaHWYHMX PeXMMax i 3MiHIOIUYM

FAY S =K/I(AR )+ K/I(AR, )+ K, I(AR, ) + K, I(AR, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) +

CAO

Bepndikarriss po6oTi MeToy y pi3HMX peXKnMax

Bunadox 1. 3a ymMoBU peaJtizaliil HU3KM METOiB Ta
3acobiB 3aXMCTy, SKi JO3BOJIATH 3a0€3I1eUnTy BUKOHAHHS
ycix Bumor ICAO sipmosigno mo moperni Kb T'ekcama
ITapkepa, 3 ypaxysarusaM (6), (7) Ta (8), Oymemo mMaTn:

+Kl' I(ATC; )+ KZ'I(VR3 )+ KZ'I(PCl )+ KZ'I(PC3 )+ KZ'I(PC5 )+ KZ'I(PC6 )+ KZ'I(ATC2 )+ KZ' I(ATC, )+ KZ'I(ATC4 )+
+K3'I(AR5 )+ K3'I(VR1 )+ K3'I(VR2 )+ K?,'I(PC4 )+ KZ,'I(VR4 )= Kl'(I(ARl )+ 1(AR, )+ I(AR, )+ I(AR, )+ I(PC, )+
+1(PC, )+ I(ATC, )+ I(ATC, )+ I(ATC ) + Kz'(I(VR3 )+ 1(PC,)+I(PC; )+ I(PC; )+ I(PC, )+ I(ATC, ) + I(ATC, ) +

+I(ATC, )+ K, (I(AR, ) + I(VR, ) + I(VR, ) + I(PC, )) + K, I(VR, ) = 2,44% - (1 +1+1+1+1+1+1+1+1) +
+4,88% - (1+1+1+1+1+1+1+1)+7,32%- - (1+1+1+1)+9,76% = 100 %.

Bunadox 2. Y BUIanKy SIKIO peali3oBaHi METOV HaHHg XxomuHoi 3 Bumor ICAQO, aHaJIOTIYHMM YMHOM 3
Ta 3aco0M 3axMCTy He [O3BOJIATH 3a0e3reumTyt BUKO- ypaxyBaHHsM (6), (7) Ta (8), Oymemo matr:
FAE'XOM =K/ I(AR )+ K,'I(AR, ) + K I(AR, ) + K, I(AR, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) +

+K, I(ATC, )+ K, I(VR, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) + K, I(ATC, ) +
+K, 1(AR, )+ K, I(VR, )+ K, I(VR, )+ K, I(PC, )+ K, I(VR, ) = K,'(I(AR, ) + I(AR, ) + (AR, ) + I(AR, ) + I(PC, ) +
+I(PC, )+ I(ATC, ) + I(ATC, ) + I(ATC, )) + K, (I(VR, ) + I(PC, ) + I(PC, ) + I(PC; ) + I(PC, ) + I(ATC, ) + I(ATC, ) +

+1(ATC, )+ K, (I(AR, ) + I(VR, ) + I(VR, ) + I(PC, )) + K, I(VR, ) = 2,44%-(0+0+0+0+0+0+0+0+0) +
+4,88%-(0+0+0+0+0+0+0+0)+7,32%-(0+0+0+0)+9,76%-0 =0 %.

Orxe, B TpaHMYHMX peXyMax (3abesreueHHs TIOB- . .
Bunadox 3. ITpu iMIuieMeHTallii METOIIB Ta 3aCo-

HOT MHOXVHU BIMOT (FAE:'-’L‘OMII ) 1 He sabesnederts xof1- 6iB 3axmcTy, SKi HO3BOJISATH 3a0e3MeunTy BUKOHAHHS
HOI BUMOTU (FAipcionu,, )) 3aITPOTIOHOBAHWIT METOJ], OITiHIO- suvor ICAO srio [15] (FAG) i momatkoso Buko-
BaHHsI IIPALffOe KOPEKTHO. 3 Meroro Bepumdikarii poborm Hauus Bumorn VR, (ampiopi BuKOHaHHS opHiel Iiiel
METO[Ty B {HIIIMX PEXVMaX, PO3ITISTHEMO 3MiHY KUTbKICHOTO BUMOTY Mae 3abe3rieunTnt 2/3 xapakrepucruk Kb i 3Ha-
TapamMeTpy, 1110 XapaKTepu3ye ITOBHOTY BUKOHAHHS BUIMOT YHe 3POCTAHHS TOKA3HYKA TIOBHOTY TIOPIBHSHO 3 F Ag o)

ICAO sinnosinHo 1o Moperni Kb I'ekcana Ilapkepa, 3mMiHM-

. . . i i i KbT II :
BIIV TIepeJTik MeToiB i 3acobiB Kb, 3asHauenmx y [15]. BITIOBITIHO Iio Mofiem ceKcajia 1 lapkepa, Maemo
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FATH = K/I(AR, )+ K, I(AR, )+ K, I(AR, ) + K, I(AR, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) +

CAOpIustRA
+K,I(ATC, )+ K, I(VR, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) + K, I(ATC, ) +
+K, 1(AR, )+ K, I(VR, )+ K, I(VR, )+ K, I(PC, )+ K, I(VR, ) = K, (I(AR, ) + I(PC, ) + I(ATC, ) + I(ATC, )) + K, (I(VR, +
+1(ATC, )+ I(ATC, ))+ K, I(VR, )+ K, I(VR, ) = 2,44% - (1+1+1+1) + 4,88%- (1+1+1) + 7,32%+9,76% = 41,48 %.

Bunadox 4. ITpwu iMIuIeMeHTallii METOMIB Ta 3aco- VR, (anpiopi BMKOHaHHS ITi€l BUMOIM Mae 3abe3rednTin

OiB 3aXWCTy, $K1 TO3BOJIITH 3a0e3meunTyi BUKOHAHHS SHAUHE CIIAJIAHHS [OKa3 a  TIOBHOTU HOpiB o 3

. PH
symvor ICAO srigno [15] (FA,o) 0e3 BUKOHaHHS BYMOIM F Angjx » ), BimoBiTzo 710 Morterti KB Texcaria ITapxepa, Maenor

FAG 0 e = K TAR )+ K I(AR, )+ K/ I(AR; ) + K/ I(AR, ) + K I(PC, ) + K, I(PC, ) + K/ I(ATC, ) + K/ I(ATC, ) +
+K/I(ATC, )+ K, I(VR, )+ K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(PC, ) + K, I(ATC, ) + K, I(ATC, ) + K, I(ATC, ) +
+K 1(AR; )+ K, I(VR, )+ K, I(VR, )+ K, I(PC, ) + K, I(VR, ) = K/ (I(AR, ) + I(PC, ) + I(ATC, ) + I(ATC, )) +

+K, (I(VR, )+ I(ATC, )+ I(ATC, )) = 2,44%- (1+1+1+1) +4,88%- (1+1+1) = 24,4 %.
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Kopuenxo A.I., Tnamwox C.A., AxmemoB B.5. Memoo oyenuBanus noanomut Bvinosnenus mpedboBanuii 041 obecneuenus
Kubep-6e3onacHocmu epaxoanckoi abuayuu

Annomayus. B nocaeonee Bpema Bedyuyue eocyoapcmba mupa Bce boavuie Bnumanus yoesawom kubepsaujumme cobcmbeHHbM Kpu-
muyeckum ungpacmpyxmypam. He a6asemcs uckaouenuem u ompacas epaxoanckoi abuayuu, 8 komopoil wiupoxoe 6Hedpenue
COBpeMeHHDIX UHGPOPMAYUOHHO-KOMMYHUKAYUOHHBIX MEXHOA02ULL NOPOKOAem yeAblil pso HOBbIX YA3BUMOCTIel U NOMEHYUANLLHDIX
yepo3. Usbecmmvie modeau 103604710M hopMasu306ams npoyeccs. co30aHUs NOAH020 MHOXecmBa mpebobanuii (coeacHo coombem-
cmbyrouum pykobodauum 0oKyMeHmam), Komopsle Heobxo0umo Bvimosnams 041 obecneuenus Kubepbe3onacHoCmu epaxo0aHckoil
abuayuu, a makoke udenmugpuyupobams ux Gvimoanerue. OOHAKO, He peuieHHbIM ocmaemcsa 6onpoc oyeHuBaHUA NoAHONbL BbiN0A-
HeHUA Yka3aHHbx mpebobanutl. Yuumuibaa smo, 8 smoti pabome paspabomano Memod oyeHuBanus, komopsii 0aem 603MOXHOCb
onpedesums KoAuuecmbenvle Napamempsl, Xapakmepusyousue noAHomy BuinosneHus muoxecmba mpeboBanutl KACAIOUWUXCS Kil-
bepbesonacrHocmu epaxoanckoil afuayuu u omoesvHsix mpeboBanuil pyxoBooausux opeanod 6 coombemcmbuu ¢ onpedeseHHot Mo-
Oeavto KubepbesonacHocmu. Dmom Menoo Moxern UCHOAb3068ambes 047 oyeHUBaHUA noaHombl BbinoaHens mpeboBaniii no obecne-
ueHuto kubepbesonacrHocmu u 6 Opyeux ompacAax Kpumuueckou uHgpacmpykmypsi eocyoapcméa. B darvreiiuiem, Ha ocHoBe 0anHo-
20 Memooa, nAAHUpyemcs paspabomxka npospamMmHo20 NPUAOKEHUA NO00ePIKKU NPUHAMUSA peulenil 10 IKCNepmHOil OyeHKY noa-
HomblL mpedoBanuil K Kubepbesonactocmu 6 aBuayuoOHHOL OMpacau.

KaroueBore croBa: xubepbesonacrocms, epaxoanckan abuayus, xubepyeposa, mpebobanusa x obecneuenuto kubdepdeonacHocmu,
oyeHubBanue noaHomul Buinosnenus mpebobanutl, kosgpguyuenm Baxnocmu, ICAO, ECAC.

Korchenko O., Gnatyuk S., Akhinetov B. Method for fullness assessment of requirements fulfillinent for civil aviation cy-
bersecurity

Abstract. Lately, the leading countries of the world paid more attention to their critical infrastructure cyberdefence. Civil aviation is
not an exception. In this area, modern information and communication technologies are widely implemented, so it generates a whole
range of new vulnerabilities and potential threats. Known models allow formalizing processes of creating a complete set of require-
ments (according to relevant guidance documents) that should be done to ensure civil aviation cybersecurity and identifying their
execution. However, the issue of fullness assessment of requirements fulfillment remains unresolved. In view of this, in this work a
method of estimation is developed, which gives ability to determine the quantitative parameters, that characterized fulfillment of
complete set of requirements for civil aviation cybersecurity and differentiated requirements of control authorities in accordance to
defined cybersecurity model. This method can be used for fullness evaluation of requirements fulfillment for providing cybersecurity
and in other sectors of the critical infrastructure of the state. Later, based on this method, it is planned to develop a software applica-
tion to support decision-making on expert evaluation of fullness requirements fulfillment for civil aviation cybersecurity.

Key words: cybersecurity, civil aviation, cyberthreat, requirements to ensure cybersecurity, fullness assessment of requirements
fulfillment, coefficient of importance, ICAO, ECAC.
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