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threat of terrorism, the authors have carried out a comprehensive study of the strengths and weaknesses of existing strategies
for financing counter-terrorist activities at the interstate level and researched their perspectives in the context of the development
of terrorist threats in the modern globalised world.
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violence. That is why the process of confronting terrorist threats should include a set of long-term political, economic, diplomatic,
legal and social initiatives concern any country. By combining the efforts of various social institutions in the direction of raising
the level of welfare of the nation, educational and training work with vulnerable strata of the population (young people, former
prisoners, participants in hostilities, etc.), and support of moral principles in society, humanity will be able to avoid terrorism
threatening its existence.
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CTparerii NPOTUCTOSIHHA TEPOPU3MY Ha MiXKAEpP>KaBHOMY PiBHi: €EKOHOMi4Hi, NPaBOBi Ta COLiOKYNbTYPHI CKNagoBi
AHoTauif. ABTopamu npoaHanizoBaHo HopMaTuBHY 6a3y 1 IHCTUTYLiOHaNIbHY OCHOBY NPOTUAII TEPOPU3MY Ha MiXKOEpPKaBHOMY
piBHI Ta JOBEAEHO, LLO OAHIE 3 BAroMMX MepenoH Ha LWASXy NPOTUCTOSHHS MiDKHAPOAHOI CMiflbHOTY 3arpo3am Tepopusmy €
BiICYTHICTb 3narofykeHoi No3unLii Aep>xaB Wofao HanbinbL edhekTVBHMX cnocobiB (iHaHCOBUX BKNafeHb y cnpaBy 60poTebu i3
UMM HeraTMBHUM CyCNiflbHUM SBULLEM.

Ha ocHoBi aHanidy cyyacHux TeHAEHUI N NOKa3HWKIB eeKTUBHOCTI MiXKAep>XaBHOI B3aemogii B 60poTbbi i3 3arposamu
TepopM3My aBTopamMm 34iIMCHEHO KOMMIEKCHE OOCIIXEHHS CNabKnx i CUNbHNX CTOPIH ABOX HanbiNbLL MNOLMPEHUX CTpaTerin
NPOTUCTOSIHHS LM 3arpo3amM 3a [oMnomMoroto hiHaHCOBUX PECYpPCiB Aep)XaBu, a came: 36iNblUeHHS BiNCbKOBMX BUTPAT Ha
KOHTPTEPOPUCTUNYHI 3axXOAu N MOCUIEHHS hiHaHCOBOI Koonepauii Aep>xaB Yy NPOTUCTOSIHHI Tepopr3My B HampsiMi po3BUTKY
HayKW i TEXHOSMONiN, @ TAaKOXX MiABULLIEHHS PiBHS 3arafibHOro JobpobyTy.

Y pocnigkeHHi NpoaHanisoBaHO NepCrneKTUBHICTb LUX CTPATErin Y KOHTEKCTI PO3BUTKY TEPOPUCTUHHUX 3arpo3 y Cy4acHOMY
rno6anisoBaHoMy CBiTi. [TokasaHo, Lo NpoLEeC HAapOLLLYyBaHHS BINCbKOBOMO MOTEHLiany, ik Ha Iep>KaBHOMY, Tak i Ha Mi>KAep>kaBHOMY
PiBHAX, MOXXe 6YTN HECKIHYEHHVM | MPU3BECTN [0 3BOPOTHOrO edheKTy: 3POCTaHHS arpecii 3 60Ky TEPOPUCTUYHUX YrpyryBaHb.
3 ornsgy Ha gyHaMiYHO 3MiHIOBaHUIA XapakTep TepPopr3My, 30KpeMa LA BUGOPY 06’EKTIB i CNOCO6IB 3aCTOCYBaHHSI HACUIINS,
06r'pyHTOBaHO e(eKTUBHICTb CTparTerii, Wo nepegbadac CUCTEMHE 3anpoBafXXEHHS KOMMEKCY OOBroTpUBanmX MOMITUYHKX,
€KOHOMIYHMX, AUNIOMaTUYHNX, MPaBOBUX, COLUjabHMX iHILiaTMB, peanisauis SKMX Ha MiKAEep>XaBHOMY PiBHI € MOXXIUBOKO
3a YMOBW NocuneHHst ciHaHCOBOI Koonepalii aepxxaB. Yepe3 06’eHaHHst 3yCUsb PISHUX couianbHUX IHCTUTYLiA CTOCOBHO
NigBULLEHHSA PiBHA [O6PO6YTY HaLii, NPOCBITHULBKOI, BUXOBHOI PO6OTY i3 ypa3nuBUMN BeEPCTBaMW HaCESeHHs!, NigTPYMKO
MopasbHIX 3acaf Yy CycninbCTBi JIIOACTBO 3MOXE 3ano6irTn TEPOPU3MY siK BKpal 3arpo3nMBoMy OJ1S1 MOrO iCHYBaHHS SBULLY.
ABTOpamu CTaTTi NpoaHani3oBaHO CTyMNiHb TEPOPUCTUYHMX 3arpo3 Ansd YKpaiHu i o6rpyHTOBaHO HaWbGinbll NepCneKTUBHI
HanpPsMN KOHTPTEPOPUCTUYHOI AiANIbHOCTI Y HaLwii KpaiHi.

Knro4voBi cnoBa: TpaHcHaLioHanbHWN Tepopuam; cTpaTterii 60poTbby 3 Tepoprn3MoM; hiHaHCOBa Koonepawis Aep>KaB.
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CTpaTterum NnpoTUBOCTOSIHUSI TEPPOPM3MY Ha MEXIoCyAapCTBEHHOM YPOBHe:
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1. Introduction

International or transnational terrorism has no geographi-
cal boundaries and not only poses a threat to individual coun-
tries, but also casts doubt on the stability of the global legal
order as a whole. To combat this threat, a coordinated use of
political, economic, diplomatic, legal, social and, if necessary,
military means is needed. According to experts, in the near fu-
ture, terrorism will rapidly develop, modify, and globalise. Af-
ter analysing the top vectors of research on counter-terrorist
issues, we identified some current trends in the «treatment»
of this chronic «disease» of the 21t century society, substan-
tiated by modern scholars.

Most experts in counteracting terrorist manifestations
are unanimous in the following statement: modern terrorist
organisations are powerful, equipped with the newest tech-
nical facilities, the latest weapon, information resources and
whole «armies» of supporters (recruiting of which is carried out
through the Internet as well), supranational structures. There-
fore, effective struggle with them involves systematic efforts of
no less powerful interethnic unions. Hence, there is search for
and justification of new forms of cooperation between coun-
tries within the United Nations (UN), the Financial Action Task
Force (FATF) and regional groups designed on this sample, as
well as from the part of other supranational associations.

In this regard, expenditures by the states on the fight
against terrorism is the most controversial issue. An in-
creasingly obvious indicator of the effectiveness of this
struggle in the countries of Central and Western Europe is
the growth of military spending (on arms, technical and in-
formation equipment of military and law enforcement agen-
cies, etc.). Our study will analyse the quantitative indicators
of such expenditures by individual countries and show a
correlation between the growth of terrorist activity in these
regions and increasing expenditures on armaments from
the state budget. Also, it should be kept in mind that so-
ciety is increasingly spreading the idea of the need to use
counter-terrorism measures which are alternative to those
of a military character: allocation of funds for systemic mo-
nitoring of financial activities of potential terrorist actors,
educational work among young people and other vulnera-
ble strata of the population, raising the level of the popula-
tion well-being as a means of leveling the grounds for ter-
rorist manifestations.

As we see, there is a question of finding the most effec-
tive ways of financial investments in the fight against terrorism
from the part of different states.

Experts distinguish two main types of strategies rela-
ting to combating terrorism threats in the modern world: the
so called conservative type, which implies the unquestio-
ning elimination of terrorists and their supporters, avoiding
any kind of negotiations and truces and the progressive type,

when certain actions of material and moral character are al-
lowed on the demands of terrorists, in particular terrorist
leaders acceptance as subjects of negotiations, payment of
ransom, etc. (Lebedinets, 2015).

However, researchers have not yet properly investigated
the effectiveness of the available strategies, and the likeli-
hood of the use of new ones, for financing counter-terro-
rism, driven by the dynamically changing conditions of a glo-
balised society. There is a way of powers’ cooperation to
consolidate on the model of FATF, where a financial compo-
nent comes from membership fees. At the interstate level,
legislative initiatives are being implemented to organise the
financing of certain anti-terrorist projects. At the same time,
we have not found a comprehensive study of the strengths
and weaknesses of the strategies of funding counter-terro-
rist activities at the interstate level, which determines the
topicality of this issue.

2. Brief Literature Review

The spectrum of recent research on counter-terrorist
issues is rather fragmented, despite its breadth. Nume-
rous investigations into the nature, varieties and sources of
terrorism, as well as into the means to combat this pheno-
menon, are carried out in terms of separate academic per-
spectives (philosophical, political, criminological, economic,
psychological, sociological, etc.), or as interdisciplinary re-
search (A. Braithwaite, & Q. Li, 2007; Wilson & Piazza, 2013;
Clarke, 2014; Trapp, 2015; San-Akca, 2016) and even popu-
lar science discourses, Consequently, the «portrait» of mo-
dern terrorism remains incomplete, and the mechanisms for
dealing with it are underdeveloped.

The current scientific base contains more than two hun-
dred officially recognised definitions of terrorism, each of
which captures the essence of this phenomenon with more
or less precision, broadening its definitive field through the
clarification of means, attributes and classifications, or,
conversely, narrowing it within the framework of a separate
approach. Without excessive detailing of existing views,
terrorism can be defined as a social phenomenon, which
consists in the unlawful use of extreme forms of violence
or threats of violence to intimidate opponents in order to
achieve specific goals. Such a broad interpretation is justi-
fied by taking into account a special character of contem-
porary terrorism which is a simulacrum because of the abi-
lity to mimic different types of protest activities, preserving
external «traditions» of classic opposition, such as natio-
nal liberation struggle, guerrilla movements, «holy» wars,
separatism, anti-globalisation, etc. At the same time, the
instrumental nature of modern terrorism lies in the fact that
it is, as a rule, a mechanism of achieving corporate, merce-
nary goals by members of criminal gangs. Thus, in practice,
there are difficulties associated with the need to identify
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various phenomena of terrorism and to differentiate terro-
rism from seemingly similar but essentially distinct phe-
nomena.

A. P. Schmid and J. J. Forest (2018) address the ques-
tion of complexity of analysing the fight against terrorism in
the present day context, which comprises 150 unexplored
or underdeveloped counter-terrorism topics. The authors
point out that most studies focus on a limited range of prob-
lem issues.

Thus, in many of them, attention is paid to certain terrorist
elements, and not to those political, religious or other move-
ments and trends, to which they actually belong. According-
ly, perspectives change. Hence, efforts are focused on finding
ways to deal with the consequences of terrorism, and not its
root causes.

Another problem considered by the authors as the first
priority in counter-terrorism studies is to prevent individual
radicalism («downstream») and insufficient attention to pre-
vent structural extremism («upstream»). In addition, the
authors believe that there is a lack of research on the eva-
luation and application of specific strategies or certain expe-
rience in the fight against terrorism in practice, which means
that most of them are not applied and their results are diffi-
cult to implement in real terms.

Also, there is a weak link between research on terrorism
and other forms of violence, for example genocide, although
they have a priori similar characteristics.

The authors have grouped the proposed topics into the
following categories: «Terrorist organisations and mem-
bers of terrorist groups» (25 topics), «Internet (social net-
works) and media-terrorism» (15 topics), «Causes of terro-
rism», «Religion and terrorism» - 10 topics for each of them,
«Radicalisation and deradicalisation» (7), etc. The largest is
a thematic cluster «Counteract terrorism by states and in-
ternational organisations» - 37 topics. We consider it to be
illustrative due to the fact that leaders from different coun-
tries, security forces representatives and law enforcement
agencies tend to meet more often to resolve issues of ef-
forts consolidation in fighting against terrorism. Within this
area, international cooperation of particular states is gra-
dually converging.

3. The purpose of the article is to carry out a compre-
hensive study of existing policies strengths and weaknesses
in counter-terrorism at the interstate level, to analyse their
prospects in the context of the growth of terrorist threats
in today’s globalised world on the basis of the analysis of
current trends and indicators of the interstate cooperation in
combating threats of terrorism and to substantiate tenden-
cies and perspectives of financing counter-terrorist activities
in Ukraine.

4. Results

4.1. Countering Terrorism Financing

During the last decade, states have enacted many dif-
ferent legal provisions and policies, created dozens of struc-
tures and provided education for thousands of officials re-
garding tools and methodology to prevent funding terrorist
activities by relevant organisations and groups. Almost in
all countries, certain preventive measures have been put in
place, aiming at protecting their finance systems from abuse.
Many states have established financial intelligence groups.
Yet, it is too early to speak about a coherent system of com-
bating financing of terrorism, which confirmed by the lack of
appropriate legislation, strategies, institutions and properly
trained personnel in a significant number of the countries.

The key document that plays a leading role in the orga-
nisation of cooperation in this area is the «International
Convention for the Suppression of the Financing of Terro-
rism», adopted as Resolution 54/109 on 9 December 1999
(The United Nations General Assembly, 1999). The Conven-
tion defines the main concepts related to counter-terrorism
issues, describes an exhaustive list of acts committed un-
der the Convention, and determines individuals, whether
legal or physical, who are subject to the competence of
certain government agencies that carry out counter-terro-
rism activities.

The Convention contains three major commitments for
the member states. The fist commitment is to record the
criminal nature of financing of terrorism in criminal legislation
of the member states. The second commitment is that each
member state is obliged to participate in large-scale coope-
ration with other member states and provide them with le-
gal assistance in matters forming the subject of the Conven-
tion. The third commitment is that they must enforce certain
requirements about the role of financial institutions in detec-
ting and reporting facts that indicate the financing of terro-
rist acts. On behalf of Ukraine, the Convention was signed on
8 June 2000 and ratified by the Verkhovna Rada of Ukraine
on 12 September 2002.

On 25-26 March 2004, based on the work of the EU Sum-
mit, a series of programming documents were adopted by
the European Council. They are the Declaration of Comba-
ting Terrorism (The United Nations Security Council, 2004),
The Strategic Objectives of the European Union in the Fight
Against Terrorism (updated Action Plan), etc. With regard to
the main activities aimed at developing the existing coope-
ration in the fight against terrorism, the Declaration envisa-
ges intensification of cooperation between Europol, Euro-
just, intelligence agencies of the EU member states and the
Council of Heads of Police Units of the EU. As a priority, it
identifies further development of legislation on the preven-
tion of terrorist financing and the exchange of information
on its funding.

On 12 December 2016, at a meeting of the United Na-
tions Security Council, Ukraine and other participants adop-
ted Resolution No. 2322 calling on states to strengthen and
expand intergovernmental cooperation and mutual assis-
tance in the fight against terrorism, exchange of information
on terrorist organisations and terrorist guerrillas, including
their biometric and biographical data. The document also
highlights the importance of cooperation between judicial
and law enforcement agencies in investigating crimes related
to terrorism. In this regard, there are no difficulties to predict
a prospect for convergence of different national anti-terrorist
legislations up to the formulating common international legal
instruments that will help solve this problem.

Also, in December 2016, the European Commission pre-
sented a set of measures to combat the financing of terro-
rism in the context of strengthening border control, impro-
ving the Schengen Information System (SIS). The specified
complex envisages increasing of the control over the trans-
portation of cash and gold across the EU borders. Sus-
pects should be thoroughly checked, even if they import
less than 10 thousand Euros into the EU. In order to im-
prove the control of cash and bank cards sent by mail, cus-
toms authorities receive more powers. The European Com-
mission also proposes the introduction of general rules on
combating money laundering and the elimination of funding
sources for extremist organisations. Within such measures,
it is proposed to enlarge the specified database with the
persons suspected of involvement in terrorist activities, per-
sons who are forbidden to enter the European Union, mi-
grants for which a sanction for deportation was issued.
Also, the member states are obliged to provide Europol with
an unrestricted access to the SIS. According to preliminary
estimates, the implementation of these measures will cost
about EUR 70 million and take place in the period between
2018 and 2020.

In terms of the economic aspect. the most effective insti-
tutional forms of intergovernmental cooperation in counter-
acting the threats of terrorism are the International Anti-Money
Laundering Task Force (FATF) and regional groups estab-
lished under the FATF model, such as the Money Laundering
Financial Action Task Force in the Middle East and North Af-
rica (MENAFATF), the Eurasian Anti-Money Laundering and
Terrorist Financing Group and others. If putting together,
they form a single international system for the dissemina-
tion and implementation of international standards for com-
bating money laundering and terrorist financing in practice,
as well as monitoring their implementation at the national le-
vel. The FATF conclusions on the member states compliance
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with the 40 recommendations are presented in the Annual Fi-
nancial Report Task Force (FATF) (2018). Ukraine is a mem-
ber of the Special Committee of Experts on the Evaluation of
Anti-Money Laundering Measures and the Financing of Ter-
rorism (MONEYVAL). It includes the Council of Europe coun-
tries that are not members of the FATF.

The purpose of such supranational unions is, first of all,
cooperation within the field of financial (creation of spe-
cial funds at the expense of membership fees), educatio-
nal (seminars, expert training, exchange of experience, etc.),
monitoring (conducting research in individual countries and
training recommendations) assistance in the fight against
terrorism. An important direction of their activity is also the
monitoring of global methods and schemes of money laun-
dering of criminal capital and the development of counter-
measures.

Thus, the fight against terrorism in the modern world has
a strong regulatory and institutional basis. One of the major
obstacles to combating terrorism threats by the internatio-
nal community is the lack of a coherent position of states re-
garding the most effective ways of financial investments in
the fight against terrorism.

4.2. Two strategies to counteract threats of terrorism:
from polarity of means to harmonization of opportunities.

4.2.1. Strategy 1:

Increasing military spending on counter-terrorist-
measures.

Since the end of the cold war, under conditions of post
bipolar world formation, when the USA is the only super-
power, the emphasis has shifted towards defense strategies
based on an idea that the future of military conflicts would be
identified by irregular wars in «gray zones». That was one of
the reasons why defence expenditure decreased and con-
ventional arms reduced in NATO member states, which is
highlighted by V. P. Horbulin in his monograph «The world
hybrid war: a Ukrainian forefront» (2017)

Following the terrorist attacks of 11 September 2001,
the fight against international terrorism has become a prio-
rity for many countries. The cost of counter-terrorist activities
in each country has increased incredibly, particularly in those
countries that have previously been sufficiently balanced on
this issue, for example Canada, Japan and Germany.

In a study by K. Zucci, «What Countries Spend on Anti-
terrorism» (2018), there is a solid analysis on the dynamics
of military spending on counter-terrorism in some coun-
tries presented. The author shows the results of the Stimson
Center study, according to which the United States spent
USD 2.8 trillion, which is 16% from the total discretionary
budget, to fight against terrorism in the period between 2002
and 2017. These costs included measures to support internal
security and international anti-terrorist financing programs in
Afghanistan, Iraq and Syria. The US spending on counter-
terrorist measures peaked at USD 260 billion in 2008 and
dropped to USD 175 billion in 2017.

According to the Stockholm International Institute for
Peace Research, the global military expenditure indicator in
the year 2018 was USD 1.7 trillion. The United States con-
tinues to lead in this direction: in 2017 the country spent
USD 610 billion on its armed forces exceeding the total sum
of the corresponding expenses of the following seven coun-
tries on the list taken together.

With its USD 228 billion in 2017, China ranks second in
terms of military expenditures, which represents an increase
of 5.6% from the previous year’s expenditures. In total, from
2008 to 2017, China increased the cost by 13%. An analysis
of the annual dynamics of spending in countries such as In-
dia and South Korea in 2017 compared with 2016 confirms
the overall tendency to increase the cost of armaments in
the world: India spent USD 63.9 billion, which is 5.5% more
than in the previous period, and South Korea disbursed
USD 39.2 billion, a growth of 1.7%. The main reason for the
rising military spending in Asia is the growing tension bet-
ween China and its neighbours.

The state budget of Ukraine for 2019 includes finan-
cing of the security and defence sector amounting to almost

INTERNATIONAL RELATIONS

UAH 101.5 billion (USD 3.76)", which is almost by UAH 15.5
billion (USD 574 million) more if compared to 2018, by UAH
37.4 billion (USD 1.385 billion) more than it was in 2017, and
by UAH 45.9 billion (USD 1.7 billion) more than it was fore-
seen in 2016.

According to B. Lomborg (2008), the increase in secu-
rity measures around the world by 25% will cost another
USD 75 billion over a five-year period. In the extremely un-
likely scenario that the number of attacks would be reduced
by the same 25 percent, every additional dollar spent on de-
fence measures would benefit no more than 30 cents. Even
with the most optimistic assumptions, this approach indi-
cates inefficiency of investment.

In this regard, the following facts are illustrative. The
strengthening of American embassies has led to an increase
in the number of attacks on representatives of embassies in
unprotected places. Acts of protection for officials have led
to attacks on businessmen and tourists, as was the case of
Bali in 2005. An increase in domestic security spending in
the US, Canada and the European Union has led to an in-
crease in attacks on US facilities in the Middle East and Asia,
where there are less secure targets, while Islamic fundamen-
talists are in the position of supporting the local population.

On average, terrorism takes 67 more lives each year. The
number of deaths increases because terrorists respond ra-
tionally to the risk of increased security. A recent study on
the Copenhagen Consensus project made it possible to con-
clude that countries - targets of terrorists - spend too much
on measures, and terrorists, in their turn, just carry the risk of
attacking on another object.

However, with the political will and deepening of coope-
ration aimed at cutting off sources of funding to terrorists,
the fight against terrorism can cost relatively cheap. This in-
volves the extradition of more terrorists and the cessation
of voluntary contributions, drug trafficking, counterfeiting of
goods, trade and illegal activities that provide their means
of action. Benefits will be significant. A twofold increase in
the Interpol budget and the allocation of a tenth of the funds
that the International Monetary Fund provides annually for
financial monitoring and capacity development to identify
ways to finance terrorists would cost around USD 128 mil-
lion annually. Preventing at least one catastrophic terrorist
attack would save the world at least USD 1 billion. Advan-
tages of it, according to B. Lomborg, would be almost ten
times higher than the cost.

4.2.2, Strategy 2:

Strengthening financial cooperation of states in the
direction of science and technology development, as well
as improving the general welfare

In the conditions of globalisation, the key factor deter-
mining the economic development is the way of forming
world economic relations. The left-radical direction repre-
sentatives of the socioeconomic development theories -
I. Wallenstein (2004), R. Prebish (1992), S. Furtado (1970)
and A. Emmanuel (1969) - blame the West for catching-up
economies of the «third world». In their opinion, in the se-
cond half of the twentieth century, the general tendency
to uneven distribution of resources, incomes and wealth in
the world has not been eliminated; there is a continuing in-
crease of inequality between countries (the core and pe-
riphery of the world economy), which thereby forms high
tension. As a consequence, instead of the «end of histo-
ry» behind Fukuyama, which meant the victory of the va-
lues of Western liberal civilization, we have an era of «colli-
sions of civilizations» by S. Hantington, and modern terro-
rism has become a sort of manifestation of the struggle of
the «poor South» against the «rich North». The widespread
dissemination of Islamic terrorism is largely due to the
fact that Islamic civilization, unlike Confucian, Indo-Bud-
dhist and Iberian, failed to build economically and political-
ly powerful states that could compete with Western coun-
tries (Kudryavtsev, 2003). Hence, there is a logical confron-
tation between various levels of economic development

1 USD = 27 UAH
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of civilization dimensions, with terrorism as a tool for the

weaker «opponent».

The British researcher N. Maxwell (2007) suggests con-
sidering about the fundamental causes of terrorism in the
world and effective ways of countering this phenomenon.
These are not so obvious as weapons or special interstate
military alliances. He examines the problem of terrorism in
the light of more serious global problems such as global
warming, the proliferation of nuclear weapons, information
warfare and raises the question of how humanity can learn to
address these issues more effectively and reasonably than
it does now. In particular, if we want to pursue a successful
and intelligent fight against terrorism, the researcher empha-
sizes, we should take into account the following principles:
e compliance with international legislation should be ensured;
® police, not military, operations should be used against ter-

rorism;

e civil liberties should not be abandoned; it is necessary to
put pressure on nations suspected of aiding or concealing
terrorists, using both diplomacy and secret services;

¢ if the acts of terrorism are caused by a prolonged conflict,
such as the Palestine-Israeli conflict, all efforts should be di-
rected by the international community of nations to resolve
it, since it is precisely what generates the platform for terro-
rism in the world;

e terrorism must not be fought by recruiting terrorists;

¢ international agreements aimed at limiting the spread of ter-
rorist acts must be maintained and improved by as many
countries as possible.

Maxwell emphasises that the most important principle
is the eighth one which declares that the democratic na-
tions fighting terrorism should be careful in order not to be-
come like terrorists themselves. Elementary moral founda-
tions that are in line with national and international political
institutions should not be thrown out in fear of terrorists; our
traditions and institutions of civil rights, freedoms and de-
mocracy should not be trampled under the influence of our
own false assumptions that this is necessary for a success-
ful fight against terrorism.

The author is convinced that not by means of force, but
by combining the efforts of various social institutions re-
garding educational and/or training work with youth (first
of all, by means of Internet resources) and support of mo-
ral principles in society, humanity will be able to avoid ter-
rorism as a phenomenon which is extremely threatening for
its existence.

Reflecting on the necessity of developing a compre-
hensive Strategy for the fight against terrorism in the next
10-15 years for NATO, Gurkan (2008) emphasises those
areas of the Alliance’s activities that are still in the back-
ground, as compared to the implementation of a wide range
of international military operations. In the researcher’s view,
depending on the growth of terrorist threat, there may be
a need to develop, for example, more civilian means, prio-
ritize NATO’s scientific and technical programs, accelerate
the implementation of NATO’s cyber defence policy or en-
hance NATO'’s role in energy security, in particular in pro-
tecting vital energy infrastructure.

B. Lomborg (2008) points out that almost 40% of trans-
national terrorist attacks are directed against American inte-
rests, and some observers believe that the only superpower
of the world could do more to spread a positive image and
overcome terrorist propaganda. This can be partly achieved
through the redistribution or strengthening of external assis-
tance. Currently, the United States allocates only 0.17 per-
cent of the gross net income for official development assis-
tance, which is the second lowest share among the OECD
countries. The area of help distribution is often limited to
countries that support the US foreign policy. Efforts to ex-
pand unconditional humanitarian assistance would allow
the United States to do more to overcome hunger, disease
and poverty, benefiting to its reputation significantly and
reducing the risk of terrorist attacks.

Thus, in the near future, for developed and rich coun-
tries that determine the parameters of the global world order,

there will be even more urgent need to create the conditions
for the sustainable development of the poorest countries.
The impetus for solving this problem will be not only huma-
nitarian considerations and uncontrolled migration from
these countries, but first and foremost, the growing threat of
terrorism, which will encourage developed countries to de-
sign financial support for economic development programs
of the Third World countries, including those that can poten-
tially become the focus of a terrorist threat.

An important aspect in shaping the system of coordina-
ted confrontation of terrorism at the interstate level is the
financial investment of states in the development of infor-
mation and communication technologies, not only within the
framework of the corresponding domestic programs. Mo-
dern terrorist organisations are characterised by the trend to
use the latest technologies and expansion of activity into the
cyberspace by the spread of propaganda, recruitment work,
support of communication with their cells (including through
closed information networks like the Darknet and using the
latest methods of encryption), illegal activity in cyberspace,
connected with the implementation of hacker attacks, da-
ta theft, etc. Moreover, online payment systems significantly
simplify financial transactions related to provision of criminal
activity. According to various estimates, today there are at
least 5,000 sites created by terrorist organisations.

The world will be able to withstand technologically
«armed» terrorism by united efforts of states with more or
less equal technological capabilities, which will again en-
courage developed countries to support and develop the
technological potential of the Third World countries ready
for active opposition to transnational terrorism.

4.3. Ukraine: Terrorist threats and prospects for their
levelling

In the Global Terrorism Index, which is formed by the Aus-
tralian Institute of Economics and Peace (University of Mary-
land) on a yearly basis, Ukraine ranked 17" among 134 coun-
tries with an index of 6.56 (the rating is measured from the
top 10 points of terrorist activity to zero) in 2017. It should be
noted there has been some improvement over the previous
years, when through the Russia’s aggressive policy aimed to
destabilise and disintegrate our state, Ukraine occupied the
leading position in the rating, with its 2014 - 12t place in 2014
and 11" place among 163 countries in 2015.

The 2017 ranking shows that the highest level of terrorist
activity is observed in the Middle East countries, in particu-
lar in Iraq, Afghanistan, Syria, and Pakistan. There are bases
of ISIS, Al Qaeda deployed in the territory of these states.
Although the terrorist threat for Ukraine in 2019 remains ex-
tremely high, its main source is not international terrorist or-
ganisations, but the activity of quasigovernmental entities -
the so-called «<DNR» and «LNR» supported by the Russian
Federation. The methods they use to achieve their political
goals (shelling civilians, committing sabotage, creating ob-
stacles to the work of international security organisations,
and threats to the lives and health of their members, etc.)
are consistent with the methods employed by groups recog-
nised by a number of terrorist countries and international or-
ganisations (Reznikova, et al., 2017).

With regard to the risks of financing terrorism, Ukraine
has become a transit country for those seeking to join ISIS
militants in Syria from 2014. Note that countries like ours are
not regarded as potential targets by terrorist organisations,
but are used for transit, respite, treatment and recruitment of
new members - that is to ensure their activities. The facts of
the transit potential of our state using by international terro-
rists are confirmed by the results of the activity of the Secu-
rity Service of Ukraine. Recently, the security forces detec-
ted and blocked several transit channels for the transfer of
foreign militants to the international terrorist organisation
«Islamic State». Thus, in Kharkiv, special service operatives
discovered a private apartment that was used to tempora-
rily hide members of the abovementioned organisation who
intended to transit to the Syrian-lragi combat zone; in Dnipro
they detained a person originating from one of the former
Soviet republics, who was searched by Interpol and who
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directly participated in the recruitment and transfer of «Is-

lamic State» fans from Central Asia to Syria, providing them

with money, accommodation and travel documents (Rezni-

kova et al. 2017).

The 2017 report concerning Ukraine on Measures to
Counteract Criminal Money Laundering and Terrorist Finan-
cing, prepared by the Expert Committee MONEYVAL (Com-
mittee of experts on assessment of anti-money laundering
measures and financing of terrorism (MONEYVAL), 2017),
notes the following promising directions of counter-terrorist
activity for our country in the economic field:

e overcoming corruption manifestations in society by increa-
sing the number and transparency of judicial proceedings
against individuals (including officials, politicians from the
highest levels of power), probably involved in dealings of
money laundering;

e the fight against organised crime, in particular the applica-
tion of specific measures on the centres of conversion of
cash accumulated by organised and criminal groups;

e strengthening control over formal and informal banking
operations (as of 1 April 2017, banks with foreign capital
accounted for 34.6% of the capital of the entire banking
system, with the share of foreign capital largely attributed
to the Russian Federation (20%), Luxembourg (3.6%) and
Cyprus (4%);

e systemic monitoring of non-profit organisations’ activities
potentially related to the financing of terrorism, funded from
charitable contributions, which, due to their status, are
exempt from taxes.

In general, according to the Committee’s conclusion, the
situation with money laundering and terrorist financing in
Ukraine has had a positive dynamics in recent years. In par-
ticular, we can note the positive amendments to the Criminal
Procedural Code of Ukraine concerning jurisdiction in rela-
tion to Article 209 of the Criminal Code of Ukraine and cer-
tain cases related to pre-trial investigation of money laun-
dering crimes.
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