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ECONOMIC SECURITY MODEL OF ENTERPRISES

MOJEJIb YITIPABJIHHSA EKOHOMIYHOIO BE3IEKOIO NIAITPUEMCTB

The economic security management model of enterprise was constructed based on the
principles of the theory of systems and its varieties and scientific approaches to the definition of
the components of economic security and approaches to its formation on the theoretical level and
in real practice. The principles, requirements, components, properties of this model are singled
out. Thus, the epistemological basis for the emergence of the theory of social systems security is
the recognition of the existence of two basic functions in social systems: development functions
and security functions. The development function is associated with the realization of interests that leads to the emergence of
qualitatively new states of the system. The security function is associated with actions to protect the development function from
threats. That is, the desire for safe development is a systemic property of any social system. The peculiarities of approaches to
economic security management of enterprises are grounded. In order to provide the most capable system for economic security
management of enterprises, it is proposed to consider the economic security management of enterprise as a process for the
implementation of functional components of economic security in order to prevent possible losses and to achieve maximum levels of
economic security at present and in the future. The main purpose of the economic security management of enterprise is to ensure its
stable, efficient operation and high potential for future development. It has been determined that the economic security management
of enterprise is interpreted as a process involving hierarchically interconnected levels: nanolevel (consumer security); microlevel
(enterprise security) that makes it possible to increase the effectiveness of preventive management measures to improve the economic
security of enterprise.
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Ilo6yoosano mooenv ynpasiinms eKOHOMIUHOIO 6Ge3neKolo NiOnpuemcmea, nobyooeawa Ha 3acadax meopii cucmem ma ix
PIi3HO6UOI8 | HAYKOBUX NIOX00I8 00 BU3HAUEHHS CKAAO0BUX eKOHOMIUHOT be3neku ma nioxooie 00 it popmysanHs Ha MeopemutHoMy
PISHI 1l Y peanvriu npakmuyi. Buokpemnieno npunyunu, umoau, KOMIOHeHmu, gracmueocmi yiei mooeni. Omoice, 2HOCEON02IUHOI0
OCHOB00 N0s6U Meopii 6e3neKu COYIanbHUX CUCIEM € GUBHANHS HASIBHOCME 080X 6A308UX QYHKYII Y COYIANbHUX cucmemax: QyHKyil
po3eumky ma @yuryii 6eznexu. QyHKYis pO3GUMKY NO8 I3AHA 3 Peani3ayi€lo IHmepecis, Wo 3yMOBGIIOE NOAABY SKICHO HOBUX CMAHIE
cucmemu. Dynkyis 6e3nexu nog’szana 3 Oismu wjo0o 3axucmy QyHryii pozeumxy 6io 3aepo3. Tobmo, npacnentus 0o 6e3neunozo
PO3BUMKY € CUCIEMHOTO 8acmugicmio 0y0b-aKoi coyianvHoi cucmemu. OOTPYHMOBAHO 0COOIUBOCMI NIOX00T6 00 YNPABIIHHA eKOHO-
MIYHOIO Oe3nekoio nionpuemcms. 3 Memoro 3a0e3neyents Hatloitbul 0i€30amHOi cucmemu YNPagiiHHA eKOHOMIYHOIO Oe3neKoio nio-
NPUEMCME 3aNPONOHOBAHO PO32TA0AMU YNPABIIHHA eKOHOMIYHOIO 0e3neKol0 NiOnpueMcmea K npoyec peanizayii yHKyioHanbHux
CKA00BUX eKOHOMIUHOT be3neKu 3 Memolo 3anobieants MONCIUBUX 30UMKI6 | 00CACHEHHS MAKCUMANLHO20 PiBHS eKOHOMIUHOI be3-
neku 6 oanuti yac i 6 manbymuvomy. I'onosna mema ynpaguinns eKOHOMIYHOIW0 6e3neKoI0 NIONPUEMCIMEA NONAAE 8 MOMY, Wob 2a-
panmyeamu 11020 cmabintbHe MAKCUMATbHO e(eKmusHe QYHKYIOHY6aHHA | 6UCOKULL NOMEHYIan PO3GUMKY 6 MAaubymuoomy. Bus-
HAYeHo, W0 YNpasuints eKOHOMIUHOI 0e3neKoi0 nionpuemMcmea cghepu nociyz mpaKmyemscsa Ak npoyec, Wo OXONIIo€ IEPAPXiYHO
830€MONOB 'A3aHI PIiGHI: HAHOpIGeHb (Oe3neka cnoxcusavis);, MikpopieeHv (Oesnexa niOnpueMcms), Wo 0a€ MONCIUBICMb NiO8U-
wyeamu eghekmusHicme npeeeHmMuUBHUX YNpasiiHCbKux 3axo0ig 3 NiOGUWeH s, eKOHOMIUHOT be3neKu nionpuemcmsa.
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INTRODUCTION

Each set of components of economic security affects
the overall security of the enterprise. We propose that the
study focus on financial security. Since the security of
enterprise, primarily, is ensured by the state of the economy
and protection from threats to financial security, we con-
sider in more detail the financial component of the state
security the level of which is also in the danger zone.
Economic theory justifies the special importance of fi-
nance in the economy placing the main responsibility for

RESULTS

The economic security management of enterprise must
be constructed in accordance with certain requirements
[1-4].

First, this is the requirement of ensuring managerial
independence and economic independence. This require-
ment determines not only the availability of own resources,
freedom to choose goals, decision-making, forms of cont-
rol, and the like. Such independence also causes a certain

them on the state.

The PURPOSE of the article is to determine the theo-
retical and methodological aspects of the economic secu-
rity management of enterprises.

RESEARCH METHODS

The methodological and informational basis of the re-
search is professional works, materials of periodicals,
Internet resources.
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interdependence of the subjects of economic security.
Secondly, this is the requirement to create stable con-
ditions for a stable and predictable work of an enterprise
with the containment of destabilization factors. This require-
ment determines the status of the economic security of
enterprise as a supporting component of the enterprise
management as a whole. The third requirement concerns
the ability of the economic security system of enterprise
to self-development and progress in changing conditions.
It is practically impossible to ensure the management
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of the economic security of an enterprise at once with the
desired level of performance.

From the point of view of understanding the functioning
principles of the economic security of enterprise, the pro-
perties of robustness, symmetry (asymmetry) and equifi-
nality are important.

The property of symmetry (asymmetry) of economic
security should be interpreted from the standpoint of the
general theory of systems of Yu.A. Urmantsev [7]. A feature
of this property is that economic security can be both
symmetrical and asymmetrical depending on the genera-
ting factor on the basis of which this system is built. In
the case when the forming factor is the goal, economic
security is asymmetric, that is, economic security changes
signs in the way of achieving the goal. The manifestation

of changes the signs can be a change in the composition
and structure of components that are carriers of signs. In
order to achieve the final desired result of functioning,
economic security can change the composition and structure
of the components, without prejudice to either the goal or
the homeostat of the system. Otherwise, the process of
achieving the goal will be meaningless — without chan-
ging signs, the system will not move from the initial phase.
The other is the situation when the forming factor of eco-
nomic security is a function or behavioural stereotypes.
Such a system must preserve the nature of functioning in
all conditions. Therefore, with such system-forming factors,
economic security is symmetrical, the set of system features
should be maintained for any changes [7].

Economic security management

: Subject

: functional and sectoral ministries

[‘,> and other public authorities, tax and

customs services, banks, stock

exchanges, funds and insurance

companies, as well as manufacturers
of works and services, product
sellers and domestic consumers

state, society, families, individual citizens,

Object

enterprises, institutions, organizations,
separate territories, as well as the main
elements of economic security

!j\> Support mechanism

functions, policies, methods, controls, principles, tools

Operating objectives

resource security

: assistance in achieving the goal of functioning;
: effective use of economic resources, prevention
of destructive impact of the environment,

Goal

to guarantee a high level of
economic security of the
national economy

Fig. 1. The model of economic security management of enterprises built on the theory principles of systems and its
varieties and scientific approaches to the definition of the components of economic security and approaches to its
formation at the theoretical level and in practice [author's development]

So, the epistemological basis for the emergence of the
security theory of social systems is the recognition of the
presence of two basic functions in social systems: deve-
lopment functions and security functions. The develop-
ment function is associated with the realization of inte-
rests leading to the emergence of qualitatively new sys-
tem states. The security function is linked to actions to pro-
tect the development function from threats. That is, the
desire for secure development is a systemic feature of any
social system. As an object, it is necessary to use the social
system as a whole and to develop and improve function

implementation of protection of this system. Only in this
way a balanced organization and functioning of all com-
ponents of security, such as economic or informational,
or any other, will be ensured.

The listed properties predetermine the features of homeo-
stasis in the economic security of enterprise the main of
which is that homeostasis is determined by the essence of
the processes, and not by the essence and functions of the
sets of components. The same components of the econo-
mic security of enterprise can take part both in the proce-
sses of development of the enterprise and in the processes
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of ensuring the security of this development. The role of a
component is determined by the phase in which the
economic security of enterprise is located at a certain
point in time.

The theory of functional systems explains the root
causes of the robustness of a social system by the fact that
the vision of a future result is possible only after the
accumulation and processing of a certain empirical expe-
rience of the functioning of the system. The goal of the
system can be formulated only in the process of the func-
tioning of the system, and not at the moment of creation.
Therefore, it is very difficult for a person to model such a
system as economic security and to formalize its mathe-
matical model.

In our opinion, the economic security of an enterprise
should be considered not only from the position of a
systematic approach, its manifestation — an attributive ap-
proach, but also from a resource perspective. The de-
crease in the level of economic security of enterprise occurs
due to the insufficient level of the qualitative and quanti-
tative composition of resources (information, material, labour,
financial), and as a result, the quantitative and qualitative
composition of its products (services, works) [6].

In this, there are external threats to economic security

D, both potential (D") and real (D"). The external en-
vironment should be considered as a system of economic
security in order to identify its mutual influence. After the
introduction of the mechanisms for economic security
management, there are plenty of solutions (S): necessary

(S") and recommended (S™) to ensure an adequate level
of economic security.

Then the economic security system of enterprise in a
formal way can be described as follows:

ESM :{T,l/,lESM,D,P,D/,S,",S,“’C}, (1)

t
. !
where T — set of moments of time t; [ , —set of local
. . . . . ESM .
indicators of economic security at time t; [ . —integral

index of economic security at time t; Dtp, D; — set of

corresponding real and potential threats to economic

security at time t; S, S — set of necessary and re-

commended managerial decisions to ensure an adequate
level of economic security of the enterprise at time t.

In determining the components of economic security
of the national economy, it should be determined that
Ukraine has Methodical recommendations for calculating
the level of economic security of Ukraine approved by
Order of the Ministry of Economic Development and
Trade of Ukraine on October 29, 2013 Ne 1277 [5]. In
accordance with these recommendations, the economic
security components of enterprise are: industrial, demo-
graphic, energy, foreign economic, investment-innovation,
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macroeconomic, food, social, financial security.
Then we propose that the set of components of the
economic security of national security jJ consists of

elements of nine subsets:
y=ImUDUEUFeULUMUFoUSUFi, (2

where In — set of industrial security; D — set of demo-
graphic security; E — set of energy security; Fe — set of
foreign economic security; Ii — set of investment-inno-
vation security; M — set of macroeconomic security; Fo —
set of food security; S — set of social security; Fi — set of
financial security.

CONCLUSIONS

The economic security strategy, when formulating
goals and indicating objects, should include the charac-
terization of external and internal threats; definition of
criteria and parameters (threshold values) of indicators
characterizing the interests of the enterprise and meet the
requirements of its economic security; development of
economic policy including mechanisms of actions influen-
cing the state of economic security; the direction of the
implementation of the strategy.
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