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MIKHAPO/HI ®IHAHCOBI CAHKIIII:
CIIEIU®IKA IMILIEMEHTAITI

Y emammi 30ilicHeHO 0221510 MIKHAPOOHUX CAHKUYIU SIK CKAA0080i Nonimuku, iHmezpoeaHol
Y 3azanbHUll hpoyec "KomnnaeHc" (00CsizHeHHsT 8i10Nn08iI0HOCMI pegysliBHUM HOPMAM ma npasu-
JlaMm), Wo pe2ystoe ma 3axuuiae c8imogy piHaHco8y cucmemy 8i0 BUKOPUCMAHHSL 3 MEemoro Jsie-
eanizayii kouumie ma GiHAHCYBAHHSL MEePoPUIMY.

Aemop eusHauae OCHOBHI OpeaHuU, U0 Oitomb Ha MIKHApPOOHIlU aperi: Pada Besnexu OOH, axka
npuiimae CaHKUIlHI 3axo0u, wo nepedbauaroms WUPOKY HU3SKY ONUIll 30CMOCYBAHHSL 8NUBY,
ma He 8KIoUAMb 3ACMOCY8AHHSL 36POUHUX CUJ; | NOOLIIOMbCSL HA 3A2A/TbHOEKOHOMIUHI ma
mopeosenbHi cankuyil; €eponelicokull Cotos, KUl 3acmocosye CaHKyil Ha "a8MOHOMHIU" 0CHO8T
abo wnsixom nputiHammst 30608 's13yrouux nocmaHoe Padu Besaneku OOH, siki micmsimb 8 cobi okpe-
ML cneyugiuHi ma 3a2albHi Mop2o8esibHI 06 MerIKeHHsl, piHaHco8l obmexceHHs,; Jenapmamerm
KOHMPOAIO HO3emMHuUx axmuseie [eprkasHozo denapmameHmy kasHauelicmea CIIIA ("OFAC'),
AKUll 3anpoeaocrKye exoHOMIUHI MaA MOpPe08esibHI CaHKUll, 3acmocosytouu 610KY8aHHsL aKmusie
ma mopeogesnbHi 06 MexeHHs, nybaikye cnucku eusHaueHux ("nidcankyilinux") ocib.

3'sicoearo, wWo npaKkmuKu 3acmocy8aHHs CaHKUill 0bymosnoroms nepebdyoosy bizHec-modesneli
banKie Yy ceimi, npussoosuu 00 makK 38aH020 8i0x00Y 810 pU3UKY, i 8 peayabmami 00 CKOPOUEHHS
NOMOKY MDKHAPOOHUX NLAMEIKIB, CKOPOUCHHSL Peani308aHUX onepayiii 00KymeHmapHozo OisHe-
CcY, a MaKoxK NPUNUHEHHst abo obmerkeHHsT 0L108UX BIOHOCUH.

3pobaero cnpoby inmezpysamu (8 eduHy cxemy) bazamosexmopHuii ma bazamopisHesull npo-
uec "KomnnaeHc" (OocsieHeHHsT 8I0N08IOHOCMI 8UMO2AM) 8 MeXAX OOHIEl YcmaHosu, ma 6UsHA-
yumu micye npouedyp 0ocsizHeHHsl 8I0N08IOHOCMI NONONEHHSIM NPO CAHKYIL.

AKYeHmo8aHo, Wo NOMouHi ymosu nompebyrome 8i0 PIHAHCOBUX YCMAHOE PO3ULUPEHHS NPOoaK-
MuBHO020 Ni0xo0y 00 OUIHKU HASIBHUX NAPMHEPCbKUX 8I0HOCUH Ma 00 NOCMILIHO20 MOHIMOPUHaY iX
NPSIMUX MA HENPSAMUX KJIEHMIB, A MAKOXK NOCUNEHHSL Y8az2U 00 NPO8edeHHs. KOMNIAEHC.

Knwouoei canoea: MDKHAPOOHI CAHKUYL, KOMNAAEHC, c8imosa ¢hiHaHcosa cucmema,
npomuois ne2anizayii Koumis, 00epIKAHUX 3IOUUHHUM ULISIXOM, MA (PIHAHCYBAHHIO MEpOpPuU3-
My; brokyeaHHss akmugig (kKoumis), piHaHCO8I 0OMENEHHS, MDKHAPOOHI PO3PAXYHKU, pezyJiio-
8aHHs1 6AHKIBCLKOL OisltbHOCMI, PIHAHCOBULL MOHIMOPUHS.

Kateryna Anufriieva, PhD in Economics, Chief Analytical Economist,
JSC "The State Export-Import Bank of Ukraine"

INTERNATIONAL SANCTIONS AND TERRORIST FINANCING RISKS
MULTI-EFFECT OF HIGHER CONCERN IN CONDUCTING
CROSS-BORDER FINANCIAL OPERATIONS

The article deals with the general view on international sanctions as a part of policies integrat-
ed into the overall compliance process, regulating and protecting global financial system from
money laundering, from being used for terrorist financing. Sanctions may restrict financial op-
erations with the designated sanction targets: countries, political regimes, entities, persons,
sectors of economy, maritime vehicles, certain goods and services, also with regard to the type
of financial transaction itself being permitted or prohibited; sanctions are of collective and par-
ticular effect; operation-, goods or services-, activity- and party-based; sanctions are expressed
in certain actions, including asset freeze, termination of operation and embargo. It is outlined
that the "financial" side of sanctions refers to assets freeze and making no funds or economic
resources available to a designated person.

The author defines the main bodies acting on the international arena: the United Nations Security
Council adopting sanctions measures to encompass a broad range of enforcement options that do
not involve the use of armed force, to range from comprehensive economic and trade sanctions;
the European Union imposing sanctions either on an autonomous EU basis or implementing
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binding Resolutions of the Security Council of the United Nations comprising specific or general
trade restrictions, financial restrictions; the U.S. Office of Foreign Assets Control ("OFAC") of the
US Department of the Treasury enforcing economic and trade sanctions using blocking of assets
and trade restrictions, publishing lists of targeted persons.

The author emphasizes that the great stimulus to strictly adhere to sanctions is the size of asset
freezes and fines imposed i.a. on financial institutions, not merely for rude violations, but also
for sanctions' misinterpretation.

According to the empirical experience, the author agrees that the sanctions' application practices
condition a reshape of banking business models around the world leading to so-called de-
risking, embracing reduction of international settlements, documentary business and termina-
tion or restricting of business relationships. The de-risking process is aimed to be regulated by
the comprehensive risk-based approach requiring assessment of money laundering and terrorist
financing risks and taking the appropriate enhanced or simplified mitigation measures. With
consideration of the de-risking process, correspondent banking relations once being the core
acknowledged channel for facilitation of cross-country partnership and global movement of
funds are more often assigned a high risk mainly for fear of non-compliance of respondent
banks and increasing cost of regulatory compliance. To help conduct assessment instead of
total termination of relations, the author has selected a number of world-practiced factors that
financial institution should consider with regard to a partner bank, e.g. jurisdiction; information
on ownership, major business activities, target markets, quality of banking regulation and su-
pervision, details on originator and beneficiary in payment messages.

The author notes that there are licensing policies with respect to the otherwise prohibited trans-
actions subject to an authorization on a case-by-case basis or general basis under certain terms
(e.g. under the American law, exports to Iran of agricultural commodities (including food), medi-
cine and medical supplies is possible under certain conditions, whereas other supplies remain
prohibited).

Next, the article sheds light on the issues to consider when checking a transaction or parties to
the transaction against sanctions lists: country risk; the exact sanctions' target, comparison
with the designated lists of countries, economic sectors, persons, goods or services, or the
transaction itself, considering source of funds and ambiguous nature of sanctions.

The author tries to integrate the multi-directional and multi-level compliance process of a single
institution and define the place of compliance with sanctions regulations. The indicated process
is based on legislative and internal regulations, includes due diligence on different stages of
cooperation with a customer (including with a customer financial institution). The due diligence
may be enhanced to the so called Know Your Customer's Customer policies in order to learn not
only about its direct customers, but also about all intermediaries and ultimate ordering or bene-
ficiary parties to a transaction to detect any direct or indirect exposures to entities or individuals
subject to international sanctions.

The author agrees that there is a dilemma in treating documentary instruments, as because of
possible application of sanctions and related reputation risks, of particular concern are the
commitments (including payments) under documentary instruments.

The author concludes that the current trends oblige financial institutions to promote a pro-active
approach in the assessment of existing relationships and continuous monitoring of their direct
and indirect exposures, to focus on compliance, which includes adherence to sanctions regula-
tions, in order to ensure prior check and the following monitoring of an operation to avoid repu-
tation risk.

Key words: international sanctions, compliance, global financial system, anti-money
laundering and counter-terrorist financing, asset freeze, financial restrictions, international set-
tlements, banking regulation, financial monitoring.

JEL: F51

International sanctions policies that appear to have recently grown wider, become
the supranational regulation for cross-border movement of funds, and a security meas-
ure to protect global financial system from being used for terrorist or aggressor financ-
ing. On a broader scope, sanctions are sort of instrument of inter-country relations, po-
litical and financial pressure. Changing and widely-applied sanctions regulations led to
elaboration of new compliance policies and measures. Sanctions regulations become
integrated into the overall compliance process, comprising customer learning, anti-
money laundering (AML) and counter-terrorist financing (CTF) measures.
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Within the financial market, sanctions policies imposed on a country level as well
as on the supranational level restrict financial operations with the designated sanction
targets: countries, political regimes (senior officials), entities (e.g. state companies,
state and commercial banks, other entities), organizations, persons, sectors of economy,
maritime vehicles, certain goods and services, also with regard to the type of financial
transaction itself being permitted or prohibited. Sanctions have therefore the defined
types of influence: sanctions of collective and particular effect; operation-, goods or
services-, activity- and party-based sanctions; sanctions expressed in certain actions,
including asset freeze, termination of operation and embargo. The "financial” side of
sanctions refers to assets freeze and making no funds or economic resources available
to a designated person or entity, where "funds" or "assets" may include loans, credits,
any types of guarantees, securities, financial commitments, bills of lading etc.

The United Nations Security Council adopts sanctions measures to encompass
a broad range of enforcement options that do not involve the use of armed force, to
have ranged from comprehensive economic and trade sanctions to targeted measures
such as, for our case, financial or commodity restrictions. Today, there are 13 ongoing
sanctions regimes, which focus on supporting political settlement of conflicts, nuclear
non-proliferation and counter-terrorism. The Security Council sets up sanction systems
by adopting a resolution, where the type of sanction (e.g. embargoes, freezing of as-
sets) and the category of persons targeted is determined’.

The European Union imposes sanctions or restrictive measures being instrument
of a diplomatic or economic nature in response to violations of international law or
human rights, or policies that do not respect the rule of law or democratic principles,
either on an autonomous EU basis or implementing binding Resolutions of the Secu-
rity Council of the United Nations. Restrictive measures imposed by the EU may
target governments of third countries, or non-state entities and individuals (such as
terrorist groups and terrorists) comprising specific or general trade restrictions, fi-
nancial restrictions (p. 1 European Commission — Restrictive measures http://eeas.
europa.eu/cfsp/sanctions/docs/index_en.pdf). Economic and financial sanctions in-
cluding targeted financial sanctions consist of i.a. bans on the provision of specific
services (brokering, financial services), prohibitions on investment, payments and
capital movements, to be applied by all persons and entities doing business in the
EU, including nationals of non-EU countries, EU nationals and entities incorporated
or constituted under the law of the EU Member States when doing business outside
the EU (p. 5 European Commission — Restrictive measures http://eeas.europa.eu/cfsp/
sanctions/docs/index_en.pdf).

The U.S. represented by the Office of Foreign Assets Control ("OFAC") of the
US Department of the Treasury enforces economic and trade sanctions based on US
foreign policy and national security goals, being either comprehensive or selective,
using the blocking of assets and trade restrictions, against targeted foreign countries
and regimes, terrorists, international narcotics traffickers, those engaged in activities
related to the proliferation of weapons of mass destruction, and other threats to the
national security, foreign policy or economy of the United States. OFAC publishes
lists of individuals and companies owned or controlled by, or acting for or on behalf
of, targeted countries. It also lists individuals, groups, and entities, such as terrorists
and narcotics traffickers under programs that are not country-specific (https://www.
treasury.gov/resource-center/sanctions/Pages/default.aspx).

! https://www.un.org/sc/suborg/en/sanctions/information
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The great stimulus to strictly adhere to sanctions is the size of asset freezes and
fines imposed i.a. on financial institutions, not merely for rude violations, but also for
non-notifications and non-authorizations of the permitted transactions. For example,
OFAC alone has reported 37.6 million US dollar terrorist assets frozen under US sanc-
tions as of 2015, 72.5% higher than as of end-2014. Around USD 2.3billion of assets
have been frozen targeting Iran, Sudan, Syria and Cuba. In the UK, Her Majesty
Treasury reported around GBP 100 thousand frozen as of September 2015 (https:/
www.treasury.gov/resource-center/sanctions/Programs/Documents/tar2015.pdf). OFAC
regularly announces its enforcement information, including on banks even if detected
violations refer to transactions made even years ago (if sanctions regulations were in
force), for non-compliance with its sanction policies.

OFAC Civil Penalties in 2012-7 months 2016

Detailed Per)alties Number, _Penalized Monthly Penalties, USD million
Information Subjects
7 months 2016 6 11.27
2015 15 599.71
2014 23 1209.30
2013 27 137.08
2012 16 1139.16

Source: Civil Penalties and Enforcement Information https://www.treasury.gov/resource-center/sanc-
tions/CivPen/Pages/civpen-index2.aspx

Sanctions effects

The following effects of the sanctions policies are important to outline in order to
understand that the financial services' market and in general the movement of funds are
strictly captured by sanctions-related limitations. Firstly, on a country level, both na-
tional and international sanctions raised to the form of a legal act entailed by non-
dormant money laundering practices designed to extricate of legal restrictions the glob-
al terrorism threats, at the same time resulting in hindered cross-border trade, restricted
flow of funds and to a certain extent, economic downturn, also implying that national
sanctions may be an expression of a country policy to apply restrictions on same ob-
jects, say countries, sectors, banks, companies.

On the micro level, the security of a financial institution's, let us take a banking in-
stitution’s, operation is confirmed by the institution's compliance with sanctions regula-
tions, which is reputation-positive and paves the way to uninterrupted settlements
without pick-up and delays, on the other hand being the impediment to those institu-
tions, which comply, increasing the time expense and effort utilized for said compli-
ance that might otherwise be utilized for core business purposes, and which do not
comply, limiting their access to international cooperation.

Sanctions' application practices condition a turnaround of a number of business di-
rections of a financial institution and contribute to the reshape of banking business
models around the world, regarding that sanctions precede over commitments. This
turnaround among other touches upon:

- the flow of settlements reducing their straight-through percentage and ex-
tending processing time-span, respectively cutting commission incomes;

140



https://www.treasury.gov/resource-center/sanctions/Programs/Documents/tar2015.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/tar2015.pdf
https://www.treasury.gov/resource-center/sanctions/CivPen/Pages/civpen-index2.aspx
https://www.treasury.gov/resource-center/sanctions/CivPen/Pages/civpen-index2.aspx

MixncnapooHa exoHoOMiKa @

- documentary business, where a transaction-linked payments or a document
collection may be prohibited;

- correspondent relations in terms of adjusting their risk.

International sanctions precede other commitments, rules and practices. There is al-
so the dilemma for the cross-border financial operation that the legality of parties or
transactions varies from country to country, including when transacting a documentary
instrument.

Risk-based approach for banks

A comprehensive risk-based approach (RBA) developed by Financial Action Task
Force (FATF) in October 2014 requires countries, competent authorities, and banks
assess and understand the money laundering and terrorist financing (ML/TF) risk to
which they are exposed, and take the appropriate enhanced or simplified mitigation
measures. Separately, the FATF defines de-risking as termination or restricting busi-
ness relationships of financial institutions with clients to avoid, rather than manage,
risk driven by concerns about profitability, prudential requirements, anxiety after the
global financial crisis, and reputational risk. Restrictions however force entities into
less regulated channels. FATF Recommendations only require financial institutions to
terminate customer relationships, on a case-by-case basis, where the money laundering
and terrorist financing risks cannot be mitigated, where at the same time, even total de-
risking is not an excuse not to implement RBA. The RBA reads that countries may also
regard the level of compliance in the banking sector of a third country, and the sector's
approach to dealing with ML/TF risk. Countries whose financial services sectors are
emerging, and where regulatory and supervisory frameworks are still developing, may
mean that banks are not equipped to effectively identify and manage ML/TF risk and
any flexibility allowed under the risk-based approach should therefore be limited. Then
a more prescriptive implementation of the AML/CTF requirements may be appropriate
(p. 8). For individual banks, supervisors should take into account the level of inherent
risk including correspondents’ size, business model, corporate governance arrange-
ments, financial and accounting information, delivery channels, customer profiles, ge-
ographic location and countries of operation, quality of the risk management policy,
internal audit function etc. (p. 13). For smaller or less complex banks, (for example
where the bank's customers fall into similar categories and/or where the range of prod-
ucts and services the bank offers are limited), a simple risk assessment might suffice.
Conversely, where the bank's products and services are more complex with multiple
subsidiaries and/or their customer base is more diverse, a more sophisticated risk as-
sessment process will be required (p. 17). Risk-based Approach Guidance for the
Banking Sector http://www.fatf-gafi.org/publications/fatfgeneral/documents/rba-and-
de-risking.html  http://www.fatf-gafi.org/publications/fatfrecommendations/documents/
risk-based-approach-banking-sector.html

Correspondent banking assigned an increased risk

Within the above list of the effected financial sector activities, correspondent rela-
tions became deemed high risk, being once the core channel for facilitation of cross-
country partnership and global movement of funds. Correspondent banking as a part
of the global payment system and an element within the infrastructure for cross-
border transactions, is also a means to provide/use bank services in different jurisdic-
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tions and a part of infrastructure to support international trade and financial inclusion
as well as the channel of information and experience exchange.

However, currently, global banks are cutting back the number of correspondent re-
lationships, especially for respondent (Loro) banks, for certain reasons, namely:

- increased perception of risk and uncertainties on the potential impact of non-
compliance depending on the jurisdiction of domicile;

- outcome risk of access of terrorist organizations, and/or money launderers to
compliant banking systems;

- compliance of respondents with data protection and data privacy laws and
regulations;

- reduction of profitability because of the increasing cost of regulatory com-
pliance, especially in relation to anti-money laundering and terrorism financing
regulations;

- reluctance to provide correspondent services in certain currencies, in which
there is risk of economic sanctions, regulatory burden related to AML/CFT or (even
though unrelated to sanctions), possibility of currency controls for certain curren-
cies. E.g., correspondent banking activities in US dollars are increasingly concen-
trated in US banks and non-US banks are withdrawing from providing services in
this currency. Simultaneously, the very same non-US correspondent banks might
still be willing to provide correspondent banking services in their domestic currency
(p. 8; http://www.bis.org/cpmi/publ/d136.pdf)

- specifically, the risk of nested activity? and of using payable-through ac-
counts® as well as lack of regulation for MT202COV* payment orders, general
uncertainties in payment messages.

In view of enhancing due diligence with regard to correspondent relations, BIS
summarized factors that financial institution should consider (selected):

- jurisdiction in which the respondent (Loro) bank is located,;

- information about the respondent bank's management and ownership (pres-
ence of beneficial owners or PEPS), its reputation;

- major business activities of a respondent bank, customers and their locations;
bank's target markets;

- purpose of the services provided to the respondent bank;

- the condition and quality of banking regulation and supervision in the re-
spondent's country (AML/CFT laws and regulations);

- money-laundering prevention and detection policies and procedures of
the respondent bank, including applied to its customers/any third-party entities
that will be entitled to use the correspondent banking services and potential use
of the account by other respondent banks in a "nested” correspondent banking
relationship;

2 Nested correspondent banking refers to the use of a bank's correspondent relationship by a number of respondent
banks. The latter have no direct account relationship with the correspondent bank but conduct business through
their relationships with the bank's direct respondent bank to execute transactions and obtain access to other finan-
cial services (e.g. a local bank conducts correspondent banking business indirectly via its regional savings bank).
p.7 http://lwww.bis.org/cpmi/publ/d136.pdf

3 Payable-through accounts, also known as "pass-through” or "pass-by" accounts, are similar to nested correspond-
ent banking but, in this case, the respondent bank allows its customers to directly access the correspondent account
to conduct business on their own behalf. p.8 http://www.bis.org/cpmi/publ/d136.pdf

* The cover method decouples the settlement from the payment information. The MT 103 with the payment infor-
mation is sent directly through the SWIFT network from the originating bank to the receiving bank, whereas the
settlement instruction (the cover payment) is sent via intermediary banks through the path of direct correspondent
banking relationships. p. 25 http://www.bis.org/cpmi/publ/d136.pdf
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- information on the AML/CFT policies and procedures may rely on any ques-
tionnaire filled by the respondent/on publicly available information (such as finan-
cial information or any mandatory supervisory information). (p. 29 http://www.bis.org/
publ/bcbs275.pdf)

As determined by the FATF, the ML/TF risk associated with correspondent
banking refers to high value transactions, limited information about the remitter
and source of funds especially when executing transactions with a bank located in
a jurisdiction that does not comply or complies insufficiently with FATF Recom-
mendations, as well as to the possibility that PEPs are involved regarding the owner-
ship of a bank.

The FATF continues to follow developments on the decline in correspondent bank-
ing, also referred to as de-risking, and has committed to develop guidance on the cor-
rect implementation of the risk-based approach.

BIS on its side defines solutions to reduce uncertainty in payment messages among
measures to adhere to FATF Recommendation 16 on the provision of originator and
beneficiary information in payment messages, and supports the idea of storing in a sin-
gle repository relevant due diligence information on financial institutions globally
(p.10-12 p.16-17 http://www.bis.org/cpmi/publ/d136.pdf)

Licensing policies

The prohibited transactions may be subject to an authorization in response to a le-
gally provided application to the respective authority, that is to licensing on a case-by-
case basis (incorporates prior specific licensing before the transaction and issued for
e.g. a single transaction with a sanctioned entity under certain terms subject to the case-
by-case application) or general basis, where a license is issued for a range of similar
transactions or transactions with the same counterparty under certain terms otherwise
prohibited (as distinguished by the U.S. sanctions policies).

For example, with respect to current Joint Comprehensive Plan of Action for Islam-
ic Republic of Iran, the U.S. persons continue to be authorized to undertake a range of
activities involving Iran pursuant to general licenses issued by OFAC, including for
example, the longstanding authorization for exports to Iran of agricultural commodities
(including food), medicine, and medical supplies.’

Other licensing-like activities mentioned in the European Commission regulations
on restrictive measures against certain countries and persons are prior approval by or
notifications to a competent authority of a member state, and in case of the UN sanc-
tions regulations, the relevant Sanctions Committee of the Security Council. These are
typically applicable to exemptions from sanctions (e.g. transactions up to a certain
amount, cross-border trade in certain goods).

The USA as well as the European Union member states have licensing authori-
ties, likewise the UN has its committees. While some transactions are allowed only
upon receipt of a license in advance, general licenses do not require case-by-case
applications. Licenses and authorizations are also applied for, if the position is un-
certain.

® Frequently Asked Questions Relating to the Lifting of Certain U.S. Sanctions Under the Joint Comprehensive
Plan of Action (JCPOA) on Implementation Day
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/jcpoa_fags.pdf
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Issues to consider when performing a transaction

An institution's written policies with regard to sanctions should provide for the
preliminary review of a transaction or a relationship. Namely the sanction targets, let
us call them the subject of sanctions, underlie the detection process when checking
a transaction or parties to the transaction against sanctions lists.

Within the checkout process, an institution should consider the following issues:

1) country risk;

2) that, according to ICC Banking Commission Guidance, sanctions may be
imposed by country of operation, country of incorporation or registration of an
entity-party to a transaction, country of the currency or the place of payment,
and any other jurisdiction whose laws govern the transaction;

3) ensuring the absence in the designated lists of the whole country, a defi-
nite economic sector, counterparties under the contract, all intermediary institu-
tions, all beneficiaries, transporting vehicles and companies, owners (dependent
on a sanction program, owners may be reviewed when possessing or controlling
50% and more of an entity), goods or services, or the transaction itself;

4) being aware of dual-use goods and define the criteria, when dual-use
goods are intended for illegal purposes;

5) identifying the source of funds and the purpose and intended nature under
a transaction, and/or business relationship between the counterparties;

6) bespeaking the details of a transaction with a client or surfing the open da-
ta sources;

7) if an exception to the prohibited list exists, a party should apply for a li-
cense or an authorization separately for an intermediary and for a customer;

8) considering that sanctions may be ambiguous. For example, even after lift-
ing a range of sanctions under JCPOA, foreign financial institutions need to en-
sure they do not clear U.S. dollar-denominated transactions involving Iran
through U.S. financial institutions, given that U.S. persons continue to be pro-
hibited from exporting goods, services, or technology directly or indirectly to
Iran, including financial services, with the exception of transactions that are ex-
empt or authorized by a general or specific license. In general, U.S. persons con-
tinue to be prohibited from engaging in any transactions involving Iran, includ-
ing in currencies other than the U.S. dollar. (Frequently Asked Questions
Relating to the Lifting of Certain U.S. Sanctions Under the Joint Comprehensive
Plan of Action (JCPOA) on Implementation Day https://www.treasury.gov/re-
source-center/sanctions/Programs/Documents/jcpoa_fags.pdf)

In identifying and assessing the risk to which banks are exposed, while analyzing
a transaction, according to FATF, another scale of factors to be considered include:

- nature, scale, diversity and complexity of their business;

- target markets;

- number of customers already identified as high risk;

- jurisdictions the bank is exposed to, either through its own activities or the
activities of customers, especially jurisdictions with relatively higher levels of cor-
ruption or organized crime;

- distribution channels, including the extent to which the bank deals direct-
ly with the customer or the extent to which it relies (or is allowed to rely) on
third parties;

- internal audit and regulatory findings;
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- volume and size of its transactions, considering the usual activity of the bank
and the profile of its customers (p. 18). http://www.fatf-gafi.org/media/fatf/docu-
ments/reports/Risk-Based-Approach-Banking-Sector.pdf

The levels of compliance including with regard to AML/CTF/sanctions regu-
lations as integrated into financial monitoring process may briefly be merged into
the chart:

MULTI-DIRECTIONAL AND MULTI-LEVEL COMPLIANCE

PROCESSES LEVELS SUBJECT

Domestic and international AML/KYC/CFT
laws, sanctions regulations
Legal and |Lists of known or suspected terrorists issued

Adherence to law regulatory |by competent (national and international)
base authorities

Internal policies on sanctions, KYC and
AML

Due diligence:

simplified

- enhanced Customer+affiliated persons

-KYCC .

. Object Separately correspondent customer
- in all above cases screen .
. . checked Transaction

against lists of known or L

Jurisdiction

suspected terrorists, bans,
embargoes, other prohibi-
tions

Manual search

In-house and purchased automated databases
Customer information upon request

Open sources

Checkout apparatus Checkout

Prior due diligence Initial due diligence Monitoring/frequent analysis
Establishment of red flags in case of unusual movement of funds/if transactions make
no economic sense

CDD

KYC

AML/CFT
Sanction screening

Compliance procedures

Termination of contract/transaction

Taking a decision Suspending/return of a settlement

Reporting of monitoring zz&liion_ Interrupt/continue decisions as to the
results to manage- level g contract obligations
ment/authorities Application for a license

Reporting

Multi-directional and multi-level compliance comprises processes based on legisla-
tive and internal regulations that are implemented at respective levels applied as due
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diligence prior to cooperation, initial due diligence in case of on-boarding and monitor-
ing/frequent analysis during the time of cooperation, resulting in one of the decisions
on cooperation or non-cooperation with a customer, correspondent bank, jurisdiction or
in non-performing of a transaction. Customers, jurisdictions and transactions are on
a recurring basis screened against lists of known or suspected terrorists, bans, embar-
goes and other prohibitions on transactions, including under the ongoing monitoring to
verify new entries.

KYC tends to KYCC

Eager to control its operation, an institution might wish to develop its Know Your
Customer policies to the so called Know Your Customer's Customer policies in order
to learn not only about its direct customers, let us take correspondent banks or other
intermediaries, but also about those correspondents’ and intermediaries' counterparties,
and finally the ultimate ordering or beneficiary party, be it entity or individual, consid-
ering that sometimes all of the named parties to a transaction operate in different coun-
tries — e.g. those imposing sanctions and those subject to sanctions. In the course of
KYCC, checks are applied to detect any direct or indirect exposures to entities or indi-
viduals subject to international sanctions, and define ultimate jurisdiction and benefi-
ciary to a transaction.

Within their AML/CTF and sanctions policies, banks determine to what extent they
need to know their customers' customers. As mentioned, to avoid penalties and the
related reputational damage, correspondent banks have developed an increased sensi-
tivity to the risks associated with correspondent banking and cut back services for
respondent banks. (p. 1 Correspondent banking — consultative report October 2015
http://www.bis.org/cpmi/publ/d136.pdf) What is evident, the further customer due dili-
gence goes along the chain of correspondent relations between the pairs of partner
banks, the higher the costs to ensure regulatory compliance.

Dilemma in treating documentary instruments

Sanctions as they precede other commitments may restrict a bank to perform its role
under ICC rules, possibly subject to different sanctions regimes of multiple jurisdic-
tions, therefore to mitigate the risks, a bank needs to develop internal sanctions policies
and to use sanctions clauses.

If the sanctions clauses in trade finance-related instruments, including letters of
credit or demand guarantees or counter-guarantees, allow the issuer a level of discre-
tion as to whether or not to honor beyond the statutory or regulatory requirements
applicable to that issuer, they bring into question the irrevocable and documentary
nature of the letter of credit or guarantee, whereas an internal sanctions-related policy
is created to go beyond what is required under the laws and regulations applicable to
that bank.

On the other side, this is of particular concern with regard to a bank's commitment
to fulfill its obligation. Banks refrain from issuing trade finance-related instruments
that include sanctions clauses, being aware of the risks posed by such clauses if includ-
ed by other banks involved in their transactions, on the other hand being recommended
to refrain from bringing into question the irrevocable, independent nature of the credit,
and/or demand guarantee or counter-guarantee, the certainty of payment or the intent to
honor obligations.
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Ending clause

The current trends oblige financial institutions to promote a pro-active approach in
the assessment of existing relationships and continuous monitoring of their direct and
indirect exposures.

The increasing effort is given to the identification of persons, end-owners and
controllers of persons, end-purpose of an operation, forcing financial institutions as
the subject of primary review and financial monitoring to boost expenses for finan-
cial monitoring process and focus on compliance, which includes adherence to sanc-
tions regulations, in order to ensure prior check and the following monitoring of an
operation.

Because some jurisdictions continue to restrict the ability of banks to transmit cus-
tomer names and balances across national borders, it is an AML/CFT trend that banks
be authorized to share information about their customers. (p. 18 http://www.bis.org/
publ/bchs275.pdf )

Without delay global financial institution freeze the funds or other assets of des-
ignated persons and entities or return for further review settlements or refuse trans-
actions embracing suspicious activity, and report to national/supranational authori-
ties. Therefore, to avoid reputation risk, financial institutions are insistently
recommended to have systems in place to detect prohibited transactions (including
those with entities designated by the relevant sanctions), unusual business relation-
ships, and to adopt automatic screening systems in order to prevent money launder-
ing or financing of terrorism.
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