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RAIDING AS A THREAT TO ECONOMIC SECURITY OF ENTERPRISE

Petioepcmeo € cymmesoio 3a2p03010 0lisi eKOHOMIUHOT 6e3neKu CyyacHo20 YKpaiHcbKo2o CYCRibCmed K HA PIiHI 20Cno0aplolouux
cy0’ckmie, max i na pieHi HayioHanbHOT besnexu Kpainu. B poseunenux kpainax perioepcmeo € epekmuHuM adceiem 6niugy Ha
Heeghexmueni nionpuemcmea. B Ykpaini peiioepcmeo eucmynac, nepui 3a éce, 3Hapao0am nepepo3nooiny é1achocmi ma peanizayii
ocobucmux inmepecie. 3acocmpenns 60pomvdU 3a NPAo 60100iMu OI3HECOM YU KOHMPONIOSAMU 1020 AKMYani3yeEMbcs 6 nepioo
BMIHU 671A0U, NOCULEHHSI NPABOBOT, OP2AHI3AYIHOT Ma eKOHOMIUHOT HeCcmAbITbHOCHI 8 KPAiHi.

Ceped HusKu 03HAK, WO CUSHANIZYVIOMb NPO NPUeadIugicms nionpuemcmea OJsi petioepis, Nepuiopsonol € 30ip eKOHOMIYHOIL,
1opuduyHoi ma coyianvHoi ingopmayii npo Komnamiio.

It ompumannsi neoOxionoi ingopmayii pelidepamu WUPOKO SUKOPUCMOBYEMbC NPOMUCLO8e wnueyHcmeo. Edexmuenumu
cnocobamu o0epicanist iHopmayii, wo Micmums KOMEpYitiHy MAEMHUYIO, € NIOKYN CRi8pOOIMHUKIE RIONPUEMCMEA, WAHMADIC,
BIAWMYBAHHS «CB0IX)» M00ell 00 CKAAdy NepcoHany NIONpUEMCMBA-KOHKYPEHmMA md NepeManlO8aHHs NpoGIOHUX cneyianicmie
opeanizayii.

Petioepu ne minbku ananimuyno oopoOIsIIoms ompumary iHgopmayiro, ane U cami aKmueHo MoOenmMs NPooIeMHi cumyayii ma
PO3NOBCIO0IHCYIOMb HENPasousy IHhopmMayiio npo 20CNOOApY020 Cy6 EKMa, Yum WKOOSIMy 1020 IMIOHCY.

36epeosicennst kongioenyitinoi inghopmayii, 3abesneuenns Heumpanizayii 3a2po3 peudepcLKuxX AmaK MONCIUBO TUUle 30 YMOGU
NPAasUibHO  0Opeanizoeanoi ma adanmosanoi 00 CyHACHOI MPaHcHOPMayitiHoi eKOHOMIKU cucmemu eKOHOMIYHOI Oesnexu
nionpuemcmaa, 8 AKil ingopmayitina ckiadosa 3anmae npogione micye.

Raiding is an obvious threat to the economic security of present-day Ukrainian society, either at the level of economic entities or
national security. In the developed countries raiding is an effective leverage of influence onto non-effective enterprise. In
Ukraine raiding is first and foremost a means of proprietorship taking over/redistribution and gaining personal interests. The
exacerbation of internecine wars for business control or propriety rights is felt painfully in the period of power shifting, legal,
managerial and economic instability in the country.

One of the markers for raiding appeal is accumulation of economic, legal and social information about the company.

To get the desired information an industrial espionage is widely used. Other effective means of information leakage are bribing,
blackmailing, insiders and luring of top professionals in the company- competitor.

Raiders not only analytically process the obtained info, they also construe and simulate the problem situations and spread the
misleading information about the economic entity thus undermining its image and reputation.

Confidential info securing as well as eliminating raiding attacks is feasible only under the conditions of effectively organized and
adapted to the present-day transforming economy system of economic security of enterprise. Information is an integral and most
prominent element of it.

Kniouosi cnoea: mpancghopmayitina exonomixa, petidepcmeo, 3azpo3sa, besneka, ekoHomiuna 6e3nexa, ingopmayiiina be3nexa.

Keywords: transformation economy, raiding, threat, security, economic security, information security.

IHocranoBka mpodiaemu. OnHielo 3 akTyanbHUX mpoOieM TpaHcdopMauiliHoi ekoHOMIKM VYkpaiHu € peiiaepcTBo. Bin HBOro mHorepnaiTh sK HPOMHCIOBL
HiINpUEMCTBA, TaK i opraHizaii HeBUpoOHIYOT chepr, Cy0’€KTH MAJIOro Ta CEPeTHBOTO Oi3HECY.

J1o 30BHILHIX YMHHUKIB, IO «IIiIKUBIIOIOTEY PEHACPCTBO MOXKHA BiJHECTH IIPOJIOHIOBAHY CKOHOMiuHY KpH3y (IO Ipu3Bena 1o Oesnidi (piHaHCOBO-EKOHOMIYHHX
HeOe3MeK MiANPUEMHHIBKIH IisSTIBHOCTI 1 3arpo3 s Oi3HECY B IIJIOMY); PO3IIMPEHHS «CipOro» CEKTOPY €KOHOMiKH; CKJIAJHICTh COLIaJbHO-TIOMITHYHOI CHTYaIil B KpaiHi
(0co0nuBO B yMOBaX BIfHM Ha CXOJi); HEJOCKOHAIICTh KOMEPLIHOTO 3aKOHOAABCTBA; KPUMIHAI3allil0 CYCIIIbCTBA; Hee(DEKTUBHY IIPOTUIIO KOPYILii. SHIKEHHS (hiHAHCOBO-
TOCIOAAPCHKUX MTOKA3HHKIB JisUIHOCTI MiANPHEMCTB; 301JIbIICHHS KPEAUTOPCHKOT 3a00pTrOBaHOCTI; BiICYTHICTh KOPIIOPATHBHOIO JYXY i CXHJIBHICTB IIEPCOHANY JIO IIaXpaicTBa
Ta PO3TOJIOMIECHHS KOMEPLiiHOT TAEMHHUILI 32 BUHATOPO/Y € TUMH BHYTPIIHIMU YHHHUKAMH, sIKi CIIPUSIIOTh aKTUBI3aLlii peiiiepchKiX aTak.

AHali3 ocTtaHHIX JocaikeHb i myGuikaniii. 3HauyHUil BHECOK B JOCIHiDKeHHS mpoOiemu peiinepcra 3podmin b.AHIPYIIKIB (aHTHpEiinepcTBO, EKOHOMIYHA Ta
MaiiHOBa Ge3reka mianpueMcrtsa i mignpuemunnrsa), T.babuu (peitnepcTso sk 3arposa HaioHanbHi# Oesmeni), O.bemikoB (peitnepcrBo B Yrpaini), [1.bepHa3s (Bu3HaueHHs
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TOHATTS peiiiepcTBa, ioro cneundika B Ykpaini), 3.Bapnaniit (mepeaymMoBu Ta LUISIXM MOAONAaHHA peiinepcTBa B Yipaini), C.Bacumbumk (peiinepcTBo, K 03HaKa XBOPOOH
exoHoMiku), O.Jliuek (IpaBoBi O3HAKH peiiaepcTsa Ta LUIIXU Horo 3amodiranus), 3.)Kusko (ocoOiauBocTi peiiaepcTsa B puHKOBIN ekoHoMmiwi), J.3epkanoB (MixKHApoAHA Ta
HalioHanpHa Oe3meka mig KyroM 3opy peiaepcrsa), K.Kamininceka (pusuku, mo’s3aHi 3 peiaepcrBom), M.KomecHuk (TeHaeHuii po3BUTKY peiinepcTBa B YkpaiHi),
JI.Heunnopenko (iHTenekTyanbHi acmekTu peiigepcrsa), H.Onekciok (MeToam 3axucTy BiJ kopropaTtuBHoro peitaepcrsa), H.IIpuiimak (peitaepcTBo B CydacHiit exoHomiLi
Vkpaiun), H.SIkoBenko (peitnepctso sik cnenudivnuii henomen) ta iH.

Ilpore nanHa TeMa 3aJMIIACTHCS AKTYaIbHOIO BHACHIZOK BUHUKHEHHS B MPAKTHII TpaHc(hOpMaliiiHOl eKOHOMIKM Pi3HOMAHITHHX €KOHOMIYHHMX aHOMaiiil, HOBITHIX
3arpo3 i «BHKJIMKiB» uyacy. HepocTarHb0 BUBYCHUMH € NPEBEHTHUBHI TEXHOJIOTIi MPOTHIII MPOTUIPABHOMY HEPEPO3NOAiTY IpaB BIACHOCTI; CydacHi METOIH i iHCTPYMEHTH
YIpPaBIIiHHS PU3UKOM peiiepcTBa, HOro BIUIMBY Ha €KOHOMiuHY Oe3eKy MiANPHEMCTBA; POilb Pi3HOMAHITHUX IHCTUTYTIB B MPOTHII peiiIepChbKHM aKIisiIMH, B TOMY YHCHi i
BHKOHAHHS JIeprKkaBoro GyHKUiT KoopanuHaLii KOHKYpeHLil B Macrabax HalliOHAILHOIO FOCIIOAAPCTBA.

Meta crarri. JlocniauTH MOXJIMBI LUISIXM MiHiMi3anii puU3uKy peiiiepcTBa Uil €KOHOMIYHOI O€3MEKH MiJNPUEMCTBA MiJ KYTOM 30pY HPAKTUYHHMX BUKJIUKIB
cynepewnBoi TpaHcOpMaLiiHOi eKOHOMIKH YKpaiHH.

BukJiax ocHOBHOro mMatepiaiy. 3 peiiiepcTBoM cy0’€KTH MiJNPUEMHHULBKOT MisIbHOCTI YKpaiHH 3iTKHYIHCS BKe Ha modaTky 90-x pp. XX cTomiTTs, Konu Ha (oHi
MONITUYHOI HeCTabIIbHOCTI, IPOraIMH B 3aKOHOABCTBI, HASIBHOCTI TIHBOBOIO CEKTOPY AKTHUBHO iILIOB IPOLIEC MPOTUIIPABHOIO EPEPO3HOLTYy IpaB BIacHOCTI. Yac Bix yacy, B
nepiox 3MiHM BIIaJH, MOCHJCHHS IPaBOBOi, OpraHi3aliiiHOi Ta EKOHOMIYHOI HecTabiNbHOCTI BiZOYBa€ThCS 3aroCTpeHHs OOpOTHOM 3a MpaBO BOJOMITH Oi3HECOM 4YH
KOHTPOJIIOBATH HOTO.

OO6’€eKTOM peiIepChbKUX aTak MOKe CTaTH Oyib-siKHii Oi3HEC, B HE3aJEeKHOCTI BiJj HOro akTUBIB, PE3yIbTaTiB TOCIOAAPCHKOI MisIbHOCTI, rady3eBoi Ta perioHaibHOl
npunanexnocti. Cy0’ekramn peiiiepcTBa MOXKYTh BHCTYNATH CTeiikxonaepH, Gi3nuHi Ta IOpHaMYHi 0COOM, KOHKYPEHTHi OpraHisaiii, KpeaWTHi opraHisarii, cTpaxosi
KOMIIaHil, Opranu JAepykaBHOI Ta MicLIeBOi BIa 1, 3ac00H MacoBoi iHdopmaii.

Peiinepom Ha 3axoii Ha3MBAIOTH KOMIIAHiIO, SIKa MOMIMHAE iHIIN KOMMAaHii, CKyOBYIOYM aKIii KOMIaHii-)KEePTBH 3 METOI0 OTPUMAHHS i KOHTPOIBHOIO MAaKeTy; a
peiiziepcTBOM - sIK 3BUYaiiHEe i aOCONIOTHO 3aKOHHE MpuAOaHHs opraHizauii 6e3 3roau (akTHYHOrO BIACHUKA I MEHEDKMEHTY, TaK i CHJIOBE 3aXOIUICHHS 3 METOI0 3MiHH
BracHuKa [1].

3apyOixkHi JOCIIAHUKY PUHKIB KOPHOPATHBHOIO KOHTPONIIO HpoBiaHux kpain ceity (K. Minxayd, B. Isepr, A. llneiidpep, P. Bimmu, C. Kiueisenc, k. ®Pan)
MPOTOHYIOTh JOCUTH TOTYKHI METOJM Ta CUCTEMM PH3HMK-3aXHCTy BiJl HEAPYKHIX NMOMIMHAHb. [IpoTe, clij 3ayBakMTH, IO 3axXiJHi MPEBEHTHBHI 3aXOAW 30pi€HTOBaHI Ha
aKLiOHEePHI TOBApHUCTBA, [il0Th y BUBAXKCHOMY 3aKOHOJABYOMY IOJII i PO3paxoBaHi HA 3aKOHHMII HEPepO3NOALI MpaB BIacHOCTI. ToMy BIPOBAUKEHHS 3apyOiXKHHX METOIIB i
CHCTEM PU3HK-3aXHCTY Cy0’ €KTIB rOCIOJapPIOBaHHS BiJl peiiiepcbKUX aTak motpebye axanranii 1o crenudivuHoi TpaHcdopManiiHOT eKOHOMIKH YKpaiHH.

Cepen HU3KH O3HAK, IO CHTHAI3YIOTh PO NPUBAGIHBICTE MMiANPUEMCTBA UL Pei/iepiB, NEPLIOPSIHOIO € 30ip eKOHOMIUHOI, IOPUAMYHOI Ta couianbHOl iHdopmanii
npo Kommasiro. PeiinepiB wmikaBiusath: (1) TOKyMeHTH (3aCHOBHHUIIbKI, MPHUBATH3ALii{HI, BHYTPIIIHi (IIOJOXKEHHS, PEIIAMEHTH), PO aKTUBH IiJIPUEMCTBA, #HOro GOProsi
30008’ s13aHHs Ta iH.); (2) iHdopmais (PO PUHKOBY MO3ULIIO MiANPHEMCTBA; HOTo COLiaNbHy MOMTHKY; PO OIN3BKICTh MEHEKMEHTY [0 aAMiHPECypCy; PO CYIOBi MO30BH i
pillIeHHS OJ0 MpAIiBHUKIB MiANPHEMCTBA, 3BUIBHEHUX paHile, 30kpema); (3) 4yrku (po KOHQIIKTH HA MiJMPUEMCTBI, OCOOIMBO MiXX BIACHUKAMH, KEPiBHUIITBOM Ta
i JUIEITHMHU; TIPO HPUBATHE JKUTTS TON-MEHE/DKEPIB Ta iHIIMX KIIIOYOBHX 0Ci0, Bijl AKMX 3a1€KNUTh eDeKTUBHA JisUIbHICTD MiANPHEMCTBA).

Peiinepun He TIIBKH aHANITHYHO OOPOOJSIIOTH OTpHMaHy iH(pOpMaLilo, ajne i caMi MOXYTh AKTMBHO MOJEJIIOBATH Ta BTUIIOBATH CUTYalii, MO HIKOAUTHMYTh
€KOHOMIiuHiii, (iHAaHCOBIi, KaapOBiii Ta iHTepheNCHIN MOTITHIII TOCHOIAPIOIOYOTO CY0 €KTa.

3a pmaHMMH eKcHepTiB B VYkpaini HapaxoByeTbcst 10 50 mpodeciiiHuxX peiliepcbkux rpym, mo 00 €JHYIOTh JOCBINYCHUX EKOHOMICTIB, IOPUCTIB, IICHXOJOTiB,
IT-TexHonoriB Ta iH. Po3moBCcIoKyroun B 3aco6ax MacoBoi iH(popMalil HempaBaUBy HETaTUBHY iH(GOpPMAIi0 MPO MiJMPUEMCTBO; iHILIIOIOUH MEPEBiPKH KOHTPOIIOIOUYUMHU
OpraHaMy; BUKOPUCTOBYIOUM IIiJKYIl MEHEIKEPIB Ta CHIIOBUX CTPYKTYp, IMiAPOOKY HOKYMEHTIB, IICHXOJOIiYHMN THCK, MIAHTAX MiJIPHEMCTBA (4epe3 TAKTUKY FPUHMEHIY,
30KpeMa) 4i HOTO CITiBPOGITHNKIB, BOHH (hOPMYIOTh YMOBH PEHACPCHKHX aTaK, 3aXOIUICHHS i MEePepO3IOAiI BIACHOCT], CIMPAIOYHCh HA 3aKOHONABCTBO, SIKE HE MOKE MHTTEBO
pearyBaTu Ha BUKJIHKH 6arato B oMy HerepeadadyBaHuX Tpancdopmariiiuux npouecis. Biarak, mopiunuii o6esr peitepchbkoro nepeposnoiny BIacHocTi B Ykpaini csrae B
cepenuboMy Bix 2 1o 3 mupn. pon. CHIA [2, c. 2].

Jlas mpotuAii 3arposi peiiziepcTsa MmiNPUEMCTBO Ma€ MPUALIMTH yBary repedopMaTyBaHHIO CBOEi CHCTEMH eKOHOMiuHOI Oe3meku i, B mepuly depry, 3abesrnednTu
30epexkeHHs KOH(1IeH i iiHOi iHpopMalii K Y BHYTPIIIHHOMY CEpPEIOBHIL, TAK i HEMOXUIIUBICTb ii BUTOKY BiJl KOHTPAreHTIB YM IIAPTHEPIB 110 Oi3Hecy.

B cyuacHiii puHKOBIii €KOHOMIIL y pa3u MiJABUIIAIACH IHTEHCHBHICTH iH(OPMALiitHO-KOMYHIKaIliHHUX MPOLECIB, XapaKTEPHOIO PUCOIO SIKHX € IHPOKE BIPOBA/DKEHHS i
BHKOpUCTaHHs iH(pOpMauifiHuX TexHoioriil. Pa3oM 3 MO3MTHBHMMU MOXXHA KOHCTATyBAaTH 30LIBIICHHS HEraTHBHUX SIBUIL, OE3[0CEPEHBO IIOB'SI3aHUX 3 BUKOPHCTaHHIM
inpopmanii, iHQopMamiiHUX NPOAYKTIB i MOCHYr. 3pOCTaHHS IMPABONOPYIIEHb y cdepi eIeKTPOHHOIO JOKYMEHTOO0OIry, 30iJbIIeHHS HECAHKI[IOHOBAaHMX MAOCTYIIB MO
indopmarii Ta HABMUCHE CHOTBOPEHHS 1 3MiCTY, picT 0OMaHy Ta IaxpaiicTBa CIIOHYKa€e JOCIIIHUKIB BU3HAYATH CTaH iHpopMaLiiiHol cdepu, sk «inpopmariiiny iliny» [3].

Jlns yenimHoro (yHKIiOHYyBaHHS cucTeMM iHQopMauiiHOT Ge3NmeKH MiAnpHEMCTBA, MEpII 3a Bce, HEOOXiAHO BU3HAYMTU KOJIO HAWOLIBII BipOTIAHHMX 3arpo3 Uit
cy0’eKTa rocHOJapIOBaHHs I OLIHMTH PiBeHb IX aKTyajizauii; BUSBUTH Ta CKJIACTH KapTy-CXeMy HaWOLIbLI Bpa3iMBHX Michb B iH(opMauiiHii cucremi, mocriiiHo ix
MOHITOPHUTH; PO3POOHTH CHCTEMY 3axOliB NpO(iNaKTUKU Ta MiHiMi3alii 30MTKiB, IO CIIPUYMHEHI iHpOpMaLiHHIUM TPOIYKTaM, pecypcaM, iHdopMaliiiHiid iHppacTpykTypn
cy0'exra B minomy. OcoOIMBO i AKPECIMMO, 10 ITPH CTBOPEHHI cucTeMH iHdOpMauiiiHoi Ge3rekn MmiAnpUeEMCTBO MO€E BpaxyBaTH cBoi crienndivHi ocobnuBocTi iHpopmaniitHoi
B3a€EMOJIT 3 IHIIMMU CY0’€KTaMH PUHKY, Cepell SIKMX MPOBiJHE Miclie 3aiiMaloTh: KOHKYPEHTO3IaTHICTh MPOIYKLii Ha BHYTPINIHIX i 30BHIIIHIX PUHKAX; IHHOBALliHHHUH piBEHb
TEXHIKHM 1 TEXHOJOTi|; MpaKTHKa CIIIJIKYBaHHS 3 KOHTPAreHTAMM Ha OCHOBI Internet-rexHosoriif; ykiajaHHs yroi Ta peasisaiis MpOAyKIil 3a JOMOMOIOI0 BUKOPHCTAHHS
E-commerce [4].

3axonu i3 3abe3neuenns inpopmauiitnoi 6e3nexu, 3 ofHiel CTOPOHH, CIPIMOBaHI Ha OXOPOHY KoH(ineHuiitHOT iHdopmaii (3armobiranHs HECAHKIIOHOBAHOMY JIOCTYITY
10 JIOKaJbHUX KOMII IOTEPHUX MEPEeX, YCYHEHHS (OKY4KiB» Ta iH.); 3 iHIUO - BKJIIOYAIOTH KOHTpP3axoiu (IOUIyK, 0OpoOKa i BUKOpHCTaHHS iH(GOpPMALil PO KOHKYPEHTIB,
MapTHepiB, KOHTPAreHTiB), SKi MiATPUMYIOTh PO3BUTOK IiNPUEMCTBA i € 623010 BiZBEpTaHHS HeOe3MeK.

Jlist orpuMaHHs HeoOXiqHOI iH(opMaLii peiiiepaMy MUPOKO BUKOPHUCTOBYETCS IIPOMHCIIOBE (MIANPUEMHUIIBKE) MIMUIYHCTBO. [ MiAIPUEMHUIBKOIO IIMUTYHCTBA
iHTepec CTAaHOBUTh came KOH(ieHUilHa iH(pOpMAaIis, sKa BiJHOCUTHCS N0 KOMEPILiifHOi Ta€EMHHMII, € LIHHOI, OCKUIBKH NPHHOCUTH MPHOYTOK YW HANAE MiANPHEMCTBY
nepesaru y Oynb-skiit cdepi [5].

CpOrosiHi MPOTUCTOATH MiANPUEMHHUIBKOMY INMHUIYHCTBY CTa€ JEAali CKIAAHIIe: Y CKIAaAHINH MONITHYHINH i COLialbHO-€KOHOMIUHIHM CHUTYyauii s KpaiHu yerie
BHKOPUCTOBYBATU HEaalTOBAHICTh 3aKOHOJABCTBA O CY4aCHOIO €TaIly PO3BUTKY CYCHIIbCTBA; 3HAWTH 1 (PIHAHCOBO 3aLliKABUTH «PO3BIIHUKIB» BHUCOKOI CTeleHi KBatidikarii,
030pPOEHHX CY4aCHOIO TEXHIKOIO; BHSBUTH MPOTAIIMHA B CHCTEMi €KOHOMIYHOI GE3MeKHU MiAnpHeEMCTBa, siKa MoTpedye MOCTifHUX MPOIIOBUX BIMBAHb JUIS YIOCKOHAJICHHS, 100
SIKICHO BIAIOBIZATH Ha HenepeadadyBaHi 3arpo3u.

J10 HOBITHIX 3arpo3 eKOHOMIiuHiii Oe3meli miupueMcTBa Cilij] BiiHecTH npodecionanizarito KpUMiHAJIBHOTO CBIiTY, SKUil HE OCTYNAETHCS «IUCTOMY» Oi3Hecy B cdepi
OTpUMaHHs KOPHCHOI iHdopMalii mpo crpareriui i TaKTHYHI HAMIPH KOHKYPEHTIB 3 METOIO 3700yTTs KOHKYPEHTHOI MepeBarn Ha PHHKY 4epe3 BUTICHEHHs ab0 3HHILCHHS
CYIEPHHKA; IPOTE IIPH PEiiIepChKUX aTakax BUKOPHCTOBYE MEPEBiPEHi MPAKTHKOO MPSIMI 3arpO31 MEHEDKMEHTY ITiITPHEMCTBA UM WICHAM iX POAMHH Ta CHIIOBE 3aXOIUICHHS.

Cy0'ekTaMi TiANPUEMHUIBKOTO IITUTYHCTBA, K MPaBWIIO, € 0COOH, siKi (ab0 3a JOMOMOTOI0 SIKMX) peai3yloTh 30BHIIIHI 3arpo3u iH(opMmamiiiHiii Oe3meri
rOCHOJAPIOIOYNX CY0’€KTiB: KOHKYPEHTH, areHTU KOHKYPEHTIB, 3JI0YMHHI eIEMEHTH, IAPTHEPH, a TAKOXK Cy0 €KTH, IO He 3B’sI3aHi 3 IiANPHEMHHULBKOIO JisUIBHICTIO Ta iH. J[0
cnenndivnoi kareropii cy6'eKTiB MiNPUEMHHUIBKOTO IIMUIYHCTBA BiTHOCUTHCS MEPCOHAN, SIKMI peasti3ye BHYTpPIlHi 3arpo3u iHdopmariiiHiii 6e3neni nignpuemcrsa. Tomy Ha
MiAIPUEMCTBI HOBHHHA OyTM BCTAHOBJICHA CHCTEMa, sika 3a0esledye Iepenady KOHKPETHHM 0co0aM TLIbKM Takoro obcsary indopmauii, skuil 103Bois€ M CyMIIIHHO
BHKOHYBAaTH CBOI CIIy)KOOBI 000B’SI3KH 1 3HMKYE PiBeHb MOXKJIMBHX 30MTKIB IIPH TMEPEXO/i MpaliBHUKA 10 GipMU-KOHKYPEHTA.

Peiinepu HoCTiiiHO HpaIio0Th 3 0co0aMu, SKi MalOTh JOIMYCK 10 KOMEpLiHHOI Ta€MHHMIi, BUKOPHCTOBYIOTb MiJKYIl, LIAHTAX, APYXKHE CHiIKyBaHHS. OTpHMaBIIM
JIOCTYIl Ha MiJAINPHEMCTBO, MOXYTh HE3aKOHHO IIPOHUKHYTH B KOMII'IOTEPHY MEPEXy MiJIPHEMCTBA, BUKPACTH BAKJIMBY JOKYMEHTAI[iI0, BCTAHOBHUTH amaparypy Juis
HPOCITYXOBYBAaHHS TeJIe(OHHHX PO3MOB.

Haii6inbi npocTuM i e(eKTHBHIM CIIOCOOOM OJIepyKaHHs KOMEPIifHOI TAEMHHUIII € i Kyl CIiBpOOiTHUKIB MiJIPUEMCTBA JOIYYEHHX JI0 TOTpiOHOT iHpopmarii. Tomy
00’eKTaMH peiiiepchKoi yBarn CTaloTh CIiBPOOITHHKH, sIKi HE3aJ0BOJICHI CBOIM 3ap00iTKOM, Kap’€pHHM 3POCTAHHSIM, XapaKTepOM BiIHOCHH 3 KePiBHHMIITBOM, Ti, XTO FOCTPO
norpebye rpoueii Ta iH. J[oCHTh PO3MOBCIOVKEHUMH METOJaMU OTPUMAHHS CeKPETHOI 1H(pOpMAILiT 3aJIMIIAETHCS IAHTAX, BIAIITYBAHHS «CBOIX» JIFOJCH /10 CKIIa/Ly IIepCOHAITY
M ANPHEMCTBA-KOHKYPEHTA Ta EPEeMaHIOBaHHS MPOBIAHUX ClieliaicTiB opraHizauii. OcTaHHE 03BOJISIE HE TINBKU OTPUMATH Y 3HAYHOMY 00cs131 moTpiOHY iHdopMmaito, ane i
0CabUTH KOHKYPEHTa, 3pOOUTH #0r0 BPasinBUM 10 PEHAEPCKHX aTak.

CpOrofiHi y BUTpaIIHiil MO3MLIT 3HAXOIAThCS Cy0'€KTH, IO MPOBAIATh iH(OpManito, BUpoOIstoTs iHGOpMaLiiiHi MPOAYKTH i MOCIYTH, CIUPAIOYUCh HA BIACTHBOCTI
indopmarii, BU3Ha4al0Th piBeHb i LIHHOCTI Ta MPOAYKYIOTh CHCTeMH Ii 3axucTy Bij HeOaxanux HeOesmek. Tomy cydacHi mianmpuemcTBa 11 e)eKTHBHOI iH(popMaLiiHol
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6e3meKH CBOET AiSUIBHOCTI BCE YACTillle CTBOPIOIOTH iH(OpMaNitHO-aHATI THYHHHI 11 APO3ALT CIy)KOu Oe3mekH, mo 3ade3nedye BrijeHHs iHpopManiiHOT CKJIaJOBOI €KOHOMIYHOT
GesmeKH MiIPpUeEMCTBA, Ma€ Ha METI HOCSTHEHHSI HAJIG)KHOro PiBHs iH(OpMauiiiHoi Ge3IeKH LUIIXOM HPOTrHO3YBaHHS TEHICHLIH PO3BUTKY HAYKHU i TEXHOJIOriH, JOTHYHHUX O
MPOLECIB JisUTBHOCTI MiJIPUEMCTBA; MOHITOPHHT iH(OPMALiIHOTO MPOCTOPY BCEPEAMHI i M03a MeXaMH MiANPUEMCTBA 3a Ul OTPUMAaHHA iH(OpMalii, IO CTOCYETHCS
JKUTTEBO BAYITMBUX JUIS i JMPUEMCTBA MPOLECIB, ii aHai3y | ONTHMAIBHOTO BAKOPUCTAHHS; 3aXUCT KoH]ineHuiiHOT inpopmanii [6].

Jlns crBopenHst edexTuBHOI cuctemMu iH(poOpMaliiiHol Oe3MeK ImiIpreMCTBa HEOOXiJHO: BU3HAYMTU Ta KOHTPOJIIOBATU HMOBIpPHI KaHAJ W BHTOKY iH(opMmauii Ha
i JMPUEMCTBI; HOCTIHHO KOHTPOIIOBATH JOCTYII CIiBPOOITHUKIB 10 KOPIOpaTHBHUX iHQOPMALIHHIX PeCypCiB, IT0CATOBUMH iHCTPYKIISIMH BCTAHOBHTH PiBEHb IOCTYILY JIHILE
1o Tiel inpopmarii, sika nmorpibHa 11 podoTH; 000B’A3KOBO 30epiraTH apxiB onepamiid 3 JOKyMEHTaMH, apXiByBaTH IOLITOBY KOPECIIOHJICHIIII0; MOHITOPUTH BHXiHUH IOTIiK
€JIEKTPOHHUX MOBIJIOMIICHB, IKi MOXYTh HECTH 3arpo3y BUTOKY Ta€MHOI iH(popMalil; 3aificHIOBATH MOHITOPHHT Ha PiBHI (ailOBUX Omepaliil; KOHTPOIIOBATH BUKOPHCTAHHS
MOOLIBHUX NPUCTPOIB 30epiranus iHpopmanii, npucTpoiB mepenadi iHdopmanii i KOMyHIKaTUBHHMX MOPTiB; HPABHIBHO MigiOpaTH KaapH, 3aCTOCOBYIOUM MaTepiajbHi Ta
MOpalbHI CTHMYIH; YTBEP/UKEHHS CIpPHATIAMBOTO COLIaJbHO-IICUXONOTIYHOTO KIIiMaTy BCEPEeIMHI MiANPHEMCTBA, CTBOPEHHS MOXIMBOCTEH Ui mpodeciiiHoro pocty
NepcoHally, CHPUSHHS 3HIKCHHIO INIMHHOCTI KapiB, (POPMyBaHHIO «(ipMOBOTrO MaTPiOTU3MY».

baxxaHuii pe3yapraT MOXKHA OTPHMATH JIMIIE IIPH CBOEYACHOMY Ta KOMIUIEKCHOMY BUKOHAHHIO IIMX 3aBJaHb.

AKTHBHE NPOTHCTOSHHS peiiiepCTBy MOXKIIMBE 3a peanizanii HU3KH (AaKTOpIB: BiJl BIOCKOHAJICHHS YMHHOIO KOPHOPATUBHOIO 3aKOHOJABCTBA Ta 00 €IHAHHS 3YCHJIb
CHJIOBHX CTPYKTYp A0 HIMPOKOi ydacTi rpomazachkocti Ta 3MI y 6opoTh0i 3 MpOTHIpPAaBHHM INEPEpO3NOAIIOM IpaB BlacHOCTi. [7]. Ane 3aBuacHe mnepenbadyeHHs Ta
HONEPEHKCHHS PEICPCHKIX aTaK, SIK PeabHOI 3arpO3d eKOHOMIUHIN Ge3rewi miAmpHeMCTBa, € OLTblI epeKTUBHIM Ta (iHAHCOBO BHTiAHHMM LUIIXOM BHPILICHHS O3HAYCHOI
npobnemMu, Hixk 60poThOa 3 HACHIIKAMH BiJl KOHKPETHUX PEHIEPChKUX JIii.

BaxMBUM MPEBEHTHBHUM 3aX0[0M MPOTHAII MPOTHIIPABHOMY IEPEPO3INOJITy IPaB BIACHOCTI € MPAaBUIIBHO OPraHi3oBaHa Ta ajanToBaHa 0 Cy4acHOI PHHKOBOI
CKOHOMIKH CHCTEMa €KOHOMI4HOi Oe3neku MiANpHeMCTBa, B sKill iH(popMaliiiHa cKiIamgoBa 3aiiMae MpoBiJHE Micle, K HaHOLIbII MOOIIBHA Ta BiKpHTA JO iHHOBALiHHUX
BUKJIMKIB TpaHC(HOPMaLiiiHOT eKOHOMIKH.

TMopanbIoro JOCTiKEHHs MOTpedye poib IHIMX CKIAJOBUX CUCTEMH CKOHOMIYHOI Oe3leKM MiANPUEMCTBA y BHUSBICHHI, JIOKaIi3awii I IPOTHCTOSHHI 3arpo3am
peiIepChKUX aTak.

BucnoBkmu.

B cydacHOMY yKpaiHCBKOMY CYCIHIJIBCTBI PEHICPCTBO € CYTTEBOIO 3arpo30l0 JUlsi €KOHOMiYHOI Oe3NeKH sSK Ha piBHI TOCHONAPIOIOUMX CYO’€KTiB, Tak 1 Ha piBHI
Hal[iOHAJIBbHOT Oe3MeKH KpaiHH.

B po3BuHeHNX KpaiHax peiiiepcTBO € AiOBUM iHCTPyMEHTOM BILIMBY Ha Hee(EeKTUBHI MiANPHEMCTBA, B YKpaiHi, MepI 3a Bce, - BUCTYNAE 3HAPAULIM [EPEPO3NOALTY
BIACHOCTi Ta JOCATHEHHs ocobucTux iHTepeciB. 3aroctpeHHst GOpoTHOM 3a MpPaBO BONOAITH Gi3HECOM UM KOHTPOJIOBATH HOro akTyami3yeThCs B HEpioj 3MiHM BIajH,
MOCHJICHHS IIPaBOBO1, OpraHi3aliifHoOl Ta eKOHOMIYHOI HeCTablIBHOCTI B KpaiHi.

Cepen HU3KH O3HAK, IO CHTHAI3YIOTh PO NPUBAGIHBICTE IMiANPUEMCTBA UL Pei/iepiB, NEPLIOPSIHOIO € 30ip eKOHOMIUHOI, IOPUAMYHOI Ta couianbHOl iHdopmanii
npo xommnasiroo. [y orpuManHs HeoOXifHO1 iHdopMmauii peiiiepaMu MMPOKO BUKOPUCTOBYETHCS IPOMHUCIIOBE INIIUTYHCTBO, IS SIKOTO HAHOUIBII LIHHOK € iH(pOpMAaLis, o
CTAaHOBUTH KOMepIiiiHy Taemuuio. EQekTnBanMu criocobamu ofepikanHs HeoOxiaHoi iHpopmaii € miakyn crniBpo6iTHHKIB MiANPHEMCTBA, MAHTAXK, BIAIITYBAHHS «CBOIX»
JIFOZIeH 10 CKJIaly TIepCOHAIY i JIPUEMCTBA-KOHKYPEHTA Ta IIePEMaHIOBaHHs IIPOBIJHUX CIIEL[iaIiCTiB opraHizaii.

Tinpky mpaBUIBHO OPraHi3o0BaHA Ta aJaNTOBaHA 10 Cy4aCHOI PHMHKOBOI €KOHOMIKM CHCTEMa €KOHOMIYHOI Oe3MeKM MiIIpHeMCTBA MOXKE HE TiIBKU HE JOIMYCTHTH
BUTOKY KOH(ieHLiiHOT iHpopMalii, ae i 3a0e3meunTy HeiHTpai3alito 3arpo3u peiiiepCbKIX aTak yepes CUIIOBY, (piHAHCOBY, KaApoBy, iHTepdeiicHy Ta iH. CKIIa0Bi.
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