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Data Insertion in Blockchain For Legal Purposes.
How to Sign Contracts Using Blockchain

The use of blockchain technology, in particular, data insertion (anchoring, hashing) in the
blockchain as a way of signing documents or imparting legal properties to facts is researched. A
comparative analysis of the known methods of using electronic digital signature with the method
of inserting data into the blockchain is carried out. The following issues were addressed. What is
the data insertion in the blockchain and what properties do the data acquire? What is the differ-
ence between insertion, anchoring, and hashing on the blockchain? What is the difference be-
tween blockchain hashing and a digital signature on a document? Will the document be legally
binding if it is anchored in the blockchain? What conditions must be met to give legal force for the
document? How can anchoring be used to sign contracts, certify evidence that has legal value, de-
note time stamps, confirm authorship and copyrights, as well as transfer them, issue, and transfer
power of attorney and delegate other rights, issue and transfer bearer instruments?

K e y w o r d s: Blockchain, OP_DROP, OR_RETURN, electronic signature, eIDAS, PKI, proof-
of-existence.

Introduction. The blockchain has been designed to securely store transaction
data [1]. However, starting from the first block, non-payment information was
inserted into the database, also as «ledger» [2]. Since then, not only different
methods of inserting data into Bitcoin have been invented, but a variety of
blockchains appeared specifically designed for such and similar purposes. Al-
though the technical side of the question of inserting data into the blockchain is
already well studied, not much is said about the use of data insertion for legal
purposes. In publications [2, 3], the accumulated experience of data insertion on
Bitcoin is revealed.

Therefore, we decided to explore this area and answer the following ques-
tions. What is data insertion in the blockchain and what properties do the data ac-
quire? What is the difference between insertion, anchoring, and hashing on the
blockchain? What is the difference between blockchain hashing and a digital
signature on a document? Will the document be legally binding if it is anchored
in the blockchain? What conditions must be met in order to give legal force for
document?
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How can anchoring be used to sign contracts, certify evidence that has legal
value, denote time stamps, confirm authorship and copyrights, as well as transfer
them, issue, and transfer power of attorney and a general concept of delegation
of rights, issue, and transfer bearer instruments and others? To understand
blockchain technology and how a distributed ledger and infrastructure work, the
reader must understand the basics of cryptography: asymmetric pair, crypto-
graphic hash function. Therefore, it is recommended that you first expand your
knowledge in this area.

Data insertion for legal purposes. 1. What is data insertion in the block-
chain? There are a few methods of data insertion in the blockchain. The analysis
of known methods in Bitcoin can be found in this paper [2]. However, this can be
irrelevant in some aspects for other blockchain protocols. Accordingly, to sum-
marize the existing experience of data insertion in the blockchain, we will em-
phasize the following. The arbitrary data is inserted into the blockchain as the re-
sult of a transaction. By the transaction, it is understood that the individual has
spent some cryptocurrency. However, this is not a normal sending of «coins» to
someone but a transaction when some cryptocurrency is permanently immobi-
lized («burned») in the result of the application of some scripts (OP_RETURN,
OP_DROP, etc.).

Such transaction as any other on the blockchain is signed by the sender us-
ing their asymmetric cryptographic private key. The user attaches arbitrary data
which is signed within the body of the transaction.

The use of the blockchain provides a set of advantages, which are inherent to
the blockchain itself:

I m m u t a b i l i t y. Once published on the blockchain the data cannot be al-
tered or deleted; therefore, it is tamper-proof.

P u b l i c. User’s data is stored on each node of the network; therefore, it
is public.

U n c e n s o r e d. Using the blockchain is permissionless. The only condi-
tion of the transaction being accepted by the network is that it must be performed
as per the blockchain protocol. Because each node is a carrier of the copy of the
protocol, each block of transactions is verified by mining nodes. When the node
propagates a new block to the network, other nodes using the same set of rules
verify the validity of this block before to add it to their copies of the ledger.

P e r m a n e n t a c c e s s. The published data in the blockchain database can
be retrieved from any remote node in the network, and the system will work
while at least one node exists, including a local node as well.

T i m e s t a m p. The blocks of the transactions are sequentially «chained»,
and because of immutability, the chronology is preserved as well. Therefore, the
time and date of any transaction are available with the accuracy of the average
time of block creation (for example, in Bitcoin it is 10 minutes in average).
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P s e u d o n y m o u s (anonymous1). Each transaction belongs to a specific
blockchain address2. To spend the balance from the address, the user must have
only the private key to this address. The address itself is retrieved from the public
key. Therefore, users are authenticated only by their private keys.

There are some negative aspects of data insertion. One of the main concerns
is about ledger overfilling. This is because the blockchain is a distributed data-
base on which copies are kept by every node of the network. During ten years of
operation Bitcoin database grew up to 197 Gb [7], and after four years Ethereum
grew to 720 Gb [8].

Such redundancy is emphasized, for instance, in Bitcoin wiki in a discussion
of one of the existing methods of insertion: «Many members of the Bitcoin com-
munity believe that use of OP_RETURN is irresponsible in part because Bitcoin
was intended to provide a record for financial transactions, not a record for arbi-
trary data» [9].

2. What does it mean to insert the data? The user may wish to insert in the
blockchain the data itself or anchor it by publishing a hash. The method of pub-
lishing itself is constrained by the maximum size of data, which can be inserted
in one transaction. The maximum size depends on a chosen method and script
and can be from 8 kB to �50 kB, which is not much from the perspective of
usability3. For the reason of data redundancy but not as the main one, it proposed
to store checksums (hashes) of data. Those hash functions are based on «strong
cryptography»4 [10] and provide for some advantages against keeping data
itself 5:
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1 In paper [1] of Satoshi Nakamoto offers to ensure privacy by keeping keys anonymous.
However, some researchers [4, 5] claim that it does not guarantee complete privacy because
other digital fingerprints (IP addresses, behavioral patterns and others) can disclose the user;
instead of this, it is proposed to use the term «pseudonymity» instead.

2 The blockchain address is retrieved from public key, see [6].
3 It should be noted that, some blockchain similar technologies (distributed ledger technologies,

DLT) are purposely developed to store unlimited amount of data. In other cases nodes do not
store the data in the ledger as well or at least not all of the nodes, therefore, the information is
not copied to every node of the network, instead some approaches to reduce data redundancy
are applied (Maidsafe, Storj etc.).

4 According to PCI DSS and PA-PSS (2016), as of the publication day of these standards,
industry-tested and accepted standards and algorithms include AES (128 bits and higher),
TDES/TDEA (triple-length keys), RSA (2048 bits and higher), ECC (224 bits and higher), and
DSA/D-H (2048/224 bits and higher). See the current version of NIST Special Publication 800-
57 Part 1 (http://csrc.nist.gov/publications/) for more guidance on cryptographic key strengths
and algorithms.

5 There can be different types of hashes. Here we are talking about cryptographic hashes. Other
hash functions may not necessarily provide for mentioned advantages.



P r i v a c y. User’s data does not become
public. Hash is the result of a one-way func-
tion. It is not feasible to generate a message
from its hash value (often also called a «di-
gest» or a «checksum») except by trying all
possible messages [11], which in practice is
extremely difficult when strong cryptogra-
phy is used.

A u t h e n t i c i t y v e r i f i c a t i o n. When the file is not inserted, the
blockchain cannot protect an integrity of it itself, but it can provide for an
auditability of integrity. When a hash function is applied, the same message re-
sults in the same hash with the negligible probability of a collision [12] if the
strong cryptography is in use. Therefore, to verify the integrity of data, the user
can compare the output hash with the hash which was earlier published in the
blockchain.

The existing experience of data insertion in the blockchain is showed in the
following relationship diagram (Fig. 1), from which the relationship diagram is:
data insertion, data anchoring and data hashing in the blockchain. We can see
that data insertion is a general concept attributed to any insertion which in-
cludes the subset of anchoring and hashing. When not the message itself but
something which represents this data is inserted, it is referred to as a notion of
«anchoring». Hashing is a subset of anchoring, referred to publishing hashes
(usually understood as cryptographic hashes) in the blockchain. Anchoring in
general might be referred to publishing of non-cryptographic hashes and some
other data which may represent the original file (date, time, index number,
author etc.).

The second column of Table 1 shows the properties that the original data
source acquires when it is directly inserted into the blockchain and in the third
column, the properties that acquire the data, if not the data itself is published in
the blockchain, but only their hash sum.

3. What is the difference between digital signing and blockchain hashing?
This question can be raised considering that a blockchain transaction is signed
using an asymmetric cryptography. As it known, asymmetric cryptography is
widely used beyond blockchain transactions. For example, to sign legal docu-
ments (transactions).
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There are two basic approaches in terms of what to sign: the data (the mes-
sage) or the hash (the message hash)6 [13]. It means that the user may decide to
apply a digital signature to the legal document itself or to sign the cryptographic
hash of the document, which is presented on Fig. 2.

In the first scheme the message is encrypted by Alice’s private key, and then
Bob decrypts it using Alice’s public key. In the process of decryption Bob recov-
ers Alice’s initial message. The difference in the second scheme is that Alice en-
crypts not a message, but a hash of the message, and Bob recovers this hash. The
hash without the message is useless for Bob, that is until Alice also sends him
the original message. Therefore, Bob calculates the hash from the message and
compares the two hashes. If they are equal, then Bob understands that this is
the original message which belongs to Alice. The hash signing scheme is wide-
spread; however, some other schemas exist, but this is not crucial for the level
of our discussion.

Data Insertion in Blockchain For Legal Purposes.

ISSN 0204–3572. Åëåêòðîí. ìîäåëþâàííÿ. 2019. Ò. 41. ¹ 5 107

Source Data insertion Hashing insertion

User’s data become Public Private

Limited (up to 50 kB) Unlimited

Tamper-proof Verifiable

Table 1

Alice Alice’s private key

Hello Bob! Sign

eb0dbf12

Message signing scheme

Bob

Hello Bob! Verify

Alice’s private key

Alice Alice’s private key

Hello Bob! Sign

929f882

Hash signing scheme

Bob

Hello Bob!
Verify

authorship

Alice’s private key
Hash

Function

Hash
value

Hash
value

Verify
Authenticity

7f6d7659dc3 7f6d7659dc3=

Hash
Function

Hash value
7f6d7659dc3

Fig. 2. Comparison of signing schemas: «message recovery» vs. «signature with appendix» (hash
signing)

6 To sign a digest message (hash value) is a scheme also known as “signature scheme with
appendix” developed in Public Key Cryptography Standards # 1 (PKCS#1, based on RSA-PSS
standard). The implementation can be found in RFC 8017 https://tools.ietf.org/html/rfc8017,
and a similar approach is found in DSS-DSA standard (US Federal Information Processing
Standard) and ENISA Standards (EU); this method is opposed to the initial concept of message
signing, which however is also standardized. For example, ISO/IEC 9796-2:2010 — Informa-
tion technology — Security techniques — Digital signature schemes giving message recovery.



In typical digital signing, as an input is taken, only user’s data (a document
or a hash value) is to be signed, but in the blockchain, both the transaction data
and user’s data are signed (Fig. 3). In blockchain scheme it can be seen that the
user’s data can be a document itself or a hash of the document. Therefore, the
practice of asymmetric cryptography is still in place in such case when the
blockchain is applied: either document inserted itself, or a hash of it. In both situ-
ations this data is signed within the blockchain transaction with the user’s pri-
vate key. Some principal differences are found in comparison with the use of a
Public Key Infrastructure.

4. Public Key Infrastructure and Blockchain. More substantial differences
are apparent in a comparison of document e-signing with the use of Public Key
Infrastructure (PKI). PKI is a set of technologies and procedures that enable the
deployment of public-key cryptography-based security services [14].

In practice, to use digital cryptography for signing legal documents, many
countries introduced regulations that mainly provide for:

trust services – which are performed by Certificate Authorities7 (CA) or
Trust Service Providers8 (TSP) to identify signatories, so they can interact with
each other remotely.

Timestamp – To guarantee that during signing, the trusted third party pro-
vides for a timestamp, known as a Time Stamping Authority 9 (TSA) or a Trus-
ted Timestamp Authority10.
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Typical Signing

Digital signature

User’s datas User’s datas

Digital signature

Blockchain insertion

Blockchain transaction

7 More common name in the USA.
8 An official name as per eIDAS regulation in the EU.
9 Typically in EU [15, 16].

10 Terminology commonly used in the US [17].

Fig. 3. Typical document
e-signing vs. insertion in
the blockchain



Obviously, there are a lot of other aspects of PKI relationships. The regula-
tions are supplemented with a set of technical standards and best practices.

A distinguishing feature in a blockchain is that it does not require TSA as a
standalone service. As mentioned, the timestamping is an inherent feature of the
technology that does not require any trust to a certain provider but depends on a
distributed consensus scheme, in some academic literature this is called «decen-
tralized trusted timestamping» [3].

As to identity, the blockchain is the technology that provides for pseudo-
nymity. The blockchain address works as an authentication and authorization
mechanism meaning that only the holder of the private key to this address can
perform a transaction. Therefore, the blockchain itself can be called a decentral-
ized pseudonymous PKI. At the same time, PKI-based identity services are stan-
dards that allow trusted parties (usually authorized/licensed by the government)
to provide IDs. Similar services can also be applied as an overlay service of a
blockchain infrastructure.

One of the most developed PKI schemes is in the EU and was introduced by
eIDAS regulation [18]. Typically, the scheme is the following: TSP identifies a
user in person and generates an asymmetric pair using one of the recognized
standards. The public key is signed by such TSP and included in a certificate (us-
ing x.509 standard), which then is uploaded to a public repository. When the user
computes a signature for a document using their private key, the software
enquires a timestamp from the TSA server and includes it in the signing package.
When the timestamp is retrieved and the signature of the document is computed,
the system will form a data package in a container (see for details standards
XAdES, CAdES, PAdES, and ASiC [19]). An addressee of the signed document
will check the certificate (valid or not at the time of signing) and will verify the
file and the digital signature. The successful verification means that an addressee
holds a copy of the document, which is signed by the person who is specified in
the certificate.

To ensure the sustainability of this system, there are some mechanisms to re-
voke certificates when the key is outdated, lost or compromised. To enable an
Advanced electronic signature (AES), the TSP provides a scheme for mul-
tifactor authentication of the user and some other technical and organizational
measures, which add more reliability that the transaction is signed exactly by the
claimed person.

To enable a Qualified Electronic Signature (QES), the TSP provides for the
highest standards of the security, including hardware devices for signing. The
user will use only a certified device that computes the signature on a secure
cryptoprocessor [20] (smart cards, USB devices, etc.). QES signature guarantees
the authenticity from the point of view of the technology and the law.
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The European Union Agency for Network Information Security (ENISA)
issued a guidance brochure where they explained «non-repudiation of a signa-
ture» as a signature for which the signatory cannot deny that they are the origina-
tor of such a signature. For that reason, signature is archived with a set of tech-
nologies and standards described as follows: «Such electronic signatures thanks
to the obligations set by the eIDAS Regulation on both the TSP managing them
(in particular the CAs) and on the underlying technologies: warrant data integ-
rity, identify the signatory with a high level of certainty, and ensure the non-re-
pudiation of signing» [21].

This system is also typical in many other countries and based on the high at-
tention of the government in this domain and thorough regulation and standard-
ization. However, eIDAS also guarantees for technological neutrality and does
not deprive any electronic signature of its legal force only based on the premise
that it does go along with existing standards or accepted schemas [18]. Neverthe-
less, the use of other e-sign schemas may require proof of the evidentiary value
in any concrete case. For that reason, there may be applied a methodology intro-
duced by UNCITRAL.

5. UNCITRAL and Legal Validity. An electronic signature is considered to
be reliable as per the requirements provided in [9]:

«(a) the signature creation data are, within the context in which they are
used, linked to the signatory and to no other person;

(b) the signature creation data were, at the time of signing, under the control
of the signatory and of no other person;

(c) any alteration to the electronic signature, made after the time of signing,
is detectable;

(d) where the purpose of the legal requirement for a signature is to provide
assurance as to the integrity of the information to which it relates, any alteration
made to that information after the time of signing is detectable» [22].

An analysis of the blockchain insertion. Requirement (a) is ensured by the
strong relationship between the signatory and the document by the use of asym-
metric cryptography, where the blockchain address (public key) is an identifier.
Requirement (b) is also ensured by the nature of asymmetric cryptography: the
right to sign the transaction exclusively belongs to the holder of the private key,
meaning that technically there is no any other way except by this key.

Of course, any fact of unauthorized seizure and use of the private key ends
the legal validity of the e-signature. In [9] of the mentioned article discusses the
level of reliability: «Where the law requires a signature of a person, that require-
ment is met in relation to a data message if an electronic signature is used that is
as reliable as was appropriate for the purpose for which the data message was
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generated or communicated, in the light of all the circumstances, including any
relevant agreement».

For that reason, to ensure requirement (b) of being «under the control of the
signatory and of no other person», the use of the blockchain may require overlaid
services of identification and authentication, which depend on a combination of
certified hardware, standardized software, and participation of an authorized
trust service provider (CA/TSP).

The compliance with the requirements (c) and (d) – the integrity of the sig-
nature and data itself is also based on asymmetric cryptography. The usage of
asymmetric cryptography itself can provide for a certain level of reliability to the
transaction notwithstanding the use of the blockchain.

The analysis is correct for the blockchain, which is based on a standard
asymmetric signature among the existing; otherwise, it may require additional
expertise of the applied cryptography itself. For example, Bitcoin is based on
ECDSA cryptography, which is a standard in the USA, EU, and many other
countries. The compliance of the used technology to any certain standard is en-
sured by the fact that blockchain is open source, and thus, verifiable.

6. Applicability. The usage of any blockchain requires an understanding of
whether the network itself it reliable or not. As of the day of publication, there
are no technical standards that allow for formally defining the security of the net-
work, but it is clear that the network with 3 nodes is less reliable than the one
having three thousand. Therefore, an empirical analysis of number of nodes,
hash rate, consensus mechanism, and existing experience of the use will help to
find a proper blockchain for concrete legal tasks.

As it was found, data insertion inherits both features of the asymmetric cryp-
tography and the blockchain. In practice, blockchain provides for a reliable de-
centralized timestamping and a secure immutable public repository.

Being decentralized, timestamping becomes more effective: disappears so
called «single point of failure», meaning that the risk of corruption, multiple
sorts of denial-of-service attacks is much lower especially if we are talking about
scaled blockchain networks. At the same time, the transactional costs as to the
achieved level of data protection and timestamping are affordable if not say, low.
For example, the cost per publication in Emercoin is around 0,1 cents of US dol-
lars (at the time of this publication). The average cost per transaction in Bitcoin
is 2 US dollars, and at the highest historical point of exchange rate, it was around
25 dollars, which still can be affordable, for example, if the alternative to
timestamping of copyrights is a visit to a notary public in person, which can be
costly and time-consuming.

Timestamping is important for contracts, protection of copyrights and au-
thorship and other evidence where proof-of-existence is required. But before the
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blockchain, timestamping itself was not an open issue, the blockchain just raises
the reliability of timestamping when compared to previous technologies. The
real advantage of the blockchain is that it can extend the use of electronic com-
munication, make it more «smart».

When data insertion is applied with some sort of blockchain-based technol-
ogies as tokens (Ethereum, NXT, NEM and others), smart contracts11

(Ethereum, EOS and others), name-value storage (NVS) (Emercoin, Namecoin
and others), it can make legal relationships more «intelligent» and interactive.
The electronic document, while it is a file, is still a paper analogy – «flat» and
non-interactive. With blockchain, the user can issue bearer instruments, power
of attorneys, transfer and manage rights online.

For example, an artist can create a copyright and use www.emernotar.io to
protect it in the blockchain. The artist will publish via this web-service in
Emercoin a hash sum of the file adding a hash of his/her identity with the help of
PayPal payment. In the result, the artist will have a NVS record12 in Emercoin
blockchain [24], where «Name» field is a hash record of the created picture and
the field «Value» which contains the hash of email of a PayPal account which
was retrieved as a result payment (therefore, the payer is the owner of the re-
cord). The user may also wish to add to this record a license data or any other
public message. Then such NVS record can be transferred (i.e. sold) to any other
user, and copyrights are transferred as well.

Another example can be a power of attorney. The hash of the file that con-
tains the text of a power of attorney can be inserted in a NVS record or a smart
contract. This then carries this data and has an expiration date and can be termi-
nated by the issuer. To check the authorization of the attorney, the counterparty
will check the integrity of the file by comparing hashes, and the status of NVS
record or smart contract will tell the user if delegated rights are still valid or not.
In «flat» paper PoA or even in an electronic file digitally signed, that would not
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11 Usually the term «smart contracts» is attributed to [23], however, Ethereum introduces their
smart contracts as a tool for creating applications, which by fact are not necessarily contracts.

12 Name-Value Storage is similar to the concept of tokens but non-monetary. In this record, data
is stored in the form of «key & value» pair. «Name» is a searchable indexed key, and is always
exclusive in the database; therefore, no one can create the record with the same Name while it is
valid. «Value» is the second field, where the user adds any arbitrary information related to this
Name (for example, user’s name and telephone number). The NVS record is valid during the
period defined by the user. The NVS record can be transferred to any other user of the
blockchain, terminated or updated. In all these cases the initial record is not changed (the data is
immutable in the blockchain) but new records with the same Name are inserted in following
blocks with the updated information. See more details in Namecoin https://namecoin.org / and
Emercoin https:// emercoin.com/



be possible, the principal cannot remotely revoke PoA at any moment, or vice
versa to issue a new document or extend the existing PoA in minutes.

Another important feature of that as any closed system it can provide for
proof of non-existence. It should be noted that «evidence of absence» is a funda-
mental gnoseological issue [25]. To assert the absence, one needs to check all the
existing places, after which it can be argued there is nothing found. Due to the
fact that the blockchain is a closed database, it can serve as a solution for a reli-
able local proof of non-existence.

This is important for jurisprudence since the parties can agree that a certain
fact should be reflected in the blockchain to trigger the legal consequences for
them or some rights and obligations to appear. The absence of the expected data
in the specified blockchain will be considered as reliable evidence for private
relations.

To mention here that the original blockchain protocol does not have a native
lookup tool for inserted data. But for practical use, especially for legal purposes,
it is important to have a reliable data retrieval system. To provide for the exclu-
siveness of records, there must also be developed algorithms that deny repetitive
insertion, if the same data has ever been published thereof. There is no known
implementation in the blockchain as a part of protocol core by the moment of this
publication, but it can be be developed as an overlaid technology using the
Name-Value Storage technology and custom developed decentralized applica-
tions (DApps) using smart contracts.

The main idea of this solution is that algorithms trace the ledger and select
the inserted data to the custom database, which is by the fact an interpreter (the
filter). When the user tries to publish the same data (for example, in «key-value»
pair where the field «key» must always be exclusive through the whole data-
base), the algorithms will then deny the publication. By fact, such «watchdog»
can be omitted by publishing directly to the ledger the same record because as
we mentioned above, the blockchain has no native censorship mechanisms to fil-
ter data (except the double spending denial), which is already published. Any-
way, double publishing does not make much sense, because there is still
timestamping, and strict chronology is in place. So, the first record is always the
first, and the evidence of absence thereof is achieved by the whole scan of the
ledger. Therefore, the role of a data retrieval mechanism is very important here,
as it must present the reliable result of the search in the ledger.

Also, the blockchain database can be used for public purposes. For example,
the government can keep cadastral records of ownership of real estate. The dif-
ference is that the blockchain is a distributed database that does not require a
high level of trust in the central holder of such a database. However, this is a
topic for another research, as there are a lot of other legal issues as well.
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# Issue Comment

1 Is the blockchain reliable? Consensus mechanism, number of nodes, hash rate, history of
successful use helps assess the reliability of concrete techno-
logy.

2 Which asymmetric cryp-
tography is in use?

Is it a standard cryptography? Which standard? Is there any
expertise of the compliance with the standard? If the cryptog-
raphy is not standardized, is there any expertise? Does it com-
ply with Art.6 of UNICITRAL Model Law on Electronic
Signatures?

3 Which method is chosen:
data insertion, anchoring
or hashing?

Anchoring is useful if other metadata must be published.
Data insertion for public purposes, and to protect the data in-
tegrity itself. Data integrity and privacy are also provided if
data is ciphered.
Hashing is for privacy and for verification of data authenticity,
but the user must securely keep the data itself beyond the
blockchain.

4 What method of data in-
sertion is chosen? How
much data can be inserted
per one transaction?

Different scripts and methods provide for different file capac-
ity limits. There may be some constraints, and theoretical
flaws that must be taken into account depending on the pur-
pose and required reliability.

5 Is there a reliable data re-
trieving mechanism from
the ledger?

The blockchain wallet may not necessarily have native lookup
tools or they may not have a user [friendly] interface.

6 Are there tools for the
search of proof-of-existen-
ce or proof-of-non-exis-
tence?

Typically, the blockchain will not have native censorship
mechanism. Therefore, the applied filters must be reliable and
correspond with the use case. If the task is proof-of-existence
and exclusiveness, only the first record must be considered as
valid. If local proof-of-non-existence, then the absence
through the whole ledger must be ensured.

7 Is exclusiveness of entry
necessary?

If so, then take into account that a blockchain is designed as
free of censorship. Therefore, there needs to be some sort of
«watchdog» solutions developed on top to ensure that the same
data will not be inserted, otherwise, the lookup instrument
need to know how to filter irrelevant data when finding the
first ever entry. Such overlaid solutions are available in Name-
Value Storage technology (Emercoin, Namecoin and others)
or if designed through a smart contract/DApp (Ethereum,
EOS, TRON and others).

8 Is there an applicable law
or an agreement between
the parties to use the
blockchain for a contract
signing?

Any specific jurisdiction may or may not provide a framework
for electronic signing. And thus, do parties need to have a
prior-agreement where they mutually recognize blockchain
signing/insertion as legally binding for themselves (if the law
does not provide this by default)?

9 Are identity and authen-
ticity reliable?

Typically, trusted third parties (CA/TSP) may provide for
identification and authentication services. As many standards
and best practices are applied as better, as they all are imper-
fect. However, any use case may require a different level of
identification/authentication.

Table 2



The user may wish to sign the data or a hash it is depending on the purposes.
Some facts that require publicity can be inserted in the blockchain in its initial
state and vice versa hashed or cyphered data provides for privacy.

A buzz question that recently appeared in the blockchain-oriented commu-
nity is whether the smart contract is a contract? It is important to admit here that
there is no general answer. As it comes from this research any concrete
blockchain and any concrete case must be considered in the context of law and
practice. This is the same as if someone were to ask if a napkin constitutes a con-
tract or not. If one wrote a contract on the napkin (meaning that it has all ele-
ments of a contract), then yes, this is a contract.

The result of this study is Table 2, which allows you to analyze the applica-
bility of the data insert for legal purposes.

Conclusion

In the result of this research we saw that the blockchain is useful for legal rela-
tions. The blockchain transaction is signed using asymmetric cryptography.
That is why it inherits all properties of the modern cryptography and can be ap-
plied to sign legal documents and certify facts. This is also confirmed by the
analysis of UNCITRAL Model Law on Electronic Signatures.

The real use of the blockchain comes from the nature of this technology. To-
wards the legal counter-parties (signatories) the blockchain plays the role of a re-
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# Issue Comment

The non-third-party scheme may include a prior “handshake”
when signatories identify each other and exchange with each
other their public keys (blockchain addresses) by meeting in
person, for example.

Signatories may publish their public keys through their public
social accounts or perform a penny bank transition or use other
services which are not purposed to provide ID services
howbeit can be relevant evidence as well.

10 If data insertion is used
for copyrights

A good practice is if an author will:
insert in the blockchain the hash prior to sharing the file any-

where
include license terms in the publication
include the author’s name (pseudonym) or hashes of their con-

tact details (if privacy is preferred)
publish blockchain transaction ID in their public social ac-

count or use third-party services to connect transaction ID and
their identity (for example, using a banking payment).

Ending of Table 2



liable channel of the communication and a timestamp machine ensuring that the
message will be public, immutable, irrevocable and accessible at any time.

The comparison of the blockchain in regard to the public key infrastructure
shows that trusted third parties are required to play the role of certificate authori-
ties; otherwise blockchain addresses are pseudonymous.

Users may wish to establish their own private channels of communication
by peer exchange of their public keys (actually, blockchain addresses). They can
also use open channels of communication, such as social accounts, where they
share their public keys (blockchain addresses) upon the so-called scheme of
«web of trust» or they can use conventional public key infrastructures with Cer-
tificate Authorities/Trust Service Providers.

The blockchain itself does not have any layer of «trusted services» and,
therefore, cannot compete with such highly developed systems as European
eIDAS. But it does not mean that the blockchain cannot be endowed with rele-
vant layers of ID services, multi factor authentication, hardware signing devices
and other properties. For that reason, the blockchain and blockchain-related
technologies must be standardized.

The practical advantage over PKI is that the blockchain has one inherent
feature out-of-box, which is timestamping. It does not require any centralized
third party such as TSA, as in the traditional PKI scheme.

The blockchain which uses standardized asymmetric cryptography can be
applied to legal relationships without obstacles. Otherwise, non-standard cryp-
tography may require painful expertise to prove its reliability. Many known
blockchain projects (Bitcoin, Ethereum, EOS, Emercoin, Litecoin and others)
are based on standard cryptography.

Data insertion in the blockchain is a method of use of the blockchain beyond
cryptocurrency. To make it happen, the user must publish a transaction, applying
special scripts to add arbitrary data and «burn» coins.

Blockchain anchoring and blockchain hashing are subsets of the concept of
data insertion. Instead of the initial data, the user publishes some metadata
and(or) a hash value of this data. Anchoring and hashing are useful when privacy
is required. Also, it reduces the bloat of the ledger.

Why might one wish to use the blockchain for legal purposes?
Reliable timestamping is useful for protecting copyrights. The author can

publish in the blockchain the data (hash) before to share it with anyone. Any
claims in the future can be resolved easier because of the timestamp which pro-
vides evidence of having this data earlier than anyone else.

The blockchain can make electronic contracts more interactive. For exam-
ple, the Power of Attorney can be revoked or extended remotely by the principal
at any moment by publishing updated information of the status of the document.
For example, using Name-Value Storage or a relevant smart contract app.
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Such publishing of legal documents can be useful for any sort of bearer doc-
uments. To make them more interactive, beyond revoking, the parties may wish
to transfer NVS records or tokens. The bearer will show the electronic file of the
warehouse receipt to certify their rights. The hash sum of the file will be pub-
lished in NVS record or a token data. Therefore, it can be transferred to a new
owner or filed for receipt of goods at the warehouse.

To sign a contract remotely, the first signatory can hash their legal document
in the blockchain and send it to the counterparty. The counterparty will answer
by publishing it again. Therefore, signatories, having each other’s blockchain
addresses known, will understand that they remotely came to the agreement.
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À.È. Êîíàøåâè÷

ÂÑÒÀÂÊÀ ÄÀÍÍÛÕ Â ÁËÎÊ×ÅÉÍ ÄËß ÞÐÈÄÈ×ÅÑÊÈÕ ÖÅËÅÉ.
ÊÀÊ ÏÎÄÏÈÑÀÒÜ ÊÎÍÒÐÀÊÒ Ñ ÏÎÌÎÙÜÞ ÁËÎÊ×ÅÉÍÀ

Èññëåäîâàíà òåõíîëîãèÿ áëîê÷åéí, â ÷àñòíîñòè, âñòàâêà äàííûõ (ïðèâÿçêà, õåøèðîâàíèå)
â áëîê÷åéí êàê ñïîñîá ïîäïèñè äîêóìåíòîâ è ïðèäàíèÿ þðèäè÷åñêèõ ñâîéñòâ ôàêòàì.
Ïðîâåäåí ñðàâíèòåëüíûé àíàëèç èçâåñòíûõ ñïîñîáîâ ïðèìåíåíèÿ ýëåêòðîííîé öèôðîâîé
ïîäïèñè ñ ìåòîäîì âñòàâêè äàííûõ â áëîê÷åéí. Ðàññìîòðåíû ñëåäóþùèå âîïðîñû. ×òî
òàêîå âñòàâêà äàííûõ â áëîê÷åéí è êàêèå ñâîéñòâà îíè ïîëó÷àþò? Â ÷åì ðàçíèöà ìåæäó
âñòàâêîé, ïðèâÿçêîé è õåøèðîâàíèåì â áëîê÷åéíå? Â ÷åì ðàçíèöà ìåæäó õåøèðîâàíèåì â
áëîê÷åéíå è öèôðîâîé ïîäïèñüþ íà äîêóìåíòå? Áóäåò ëè äîêóìåíò þðèäè÷åñêè
îáÿçàòåëüíûì, åñëè îí áóäåò çàêðåïëåí â áëîê÷åéíå? Êàêèå óñëîâèÿ íàäî âûïîëíèòü,
÷òîáû ïðèäàòü çàêîííóþ ñèëó äîêóìåíòó? Êàê ìîæíî èñïîëüçîâàòü ïðèâÿçêó äëÿ
ïîäïèñàíèÿ êîíòðàêòîâ, ñåðòèôèêàöèè äîêàçàòåëüñòâ, èìåþùèõ þðèäè÷åñêóþ öåííîñòü,
îáîçíà÷åíèÿ âðåìåííûõ îòìåòîê, ïîäòâåðæäåíèÿ àâòîðñòâà è àâòîðñêèõ ïðàâ, à òàêæå èõ
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ïåðåäà÷è, âûäà÷è è ïåðåäà÷è äîâåðåííîñòåé è äåëåãèðîâàíèÿ äðóãèõ ïðàâ, âûäà÷è è
ïåðåäà÷è èíñòðóìåíòîâ íà ïðåäúÿâèòåëÿ?

Ê ë þ ÷ å â û å ñ ë î â à: áëîê÷åéí, OP_DROP, OR_RETURN, ýëåêòðîííàÿ ïîäïèñü, eIDAS,
PKI, äîêàçàòåëüñòâî ñóùåñòâîâàíèÿ.

Î.². Êîíàøåâè÷

ÂÑÒÀÂÊÀ ÄÀÍÈÕ Ó ÁËÎÊ×ÅÉÍ ÄËß ÞÐÈÄÈ×ÍÈÕ Ö²ËÅÉ.
ßÊ Ï²ÄÏÈÑÀÒÈ ÊÎÍÒÐÀÊÒ ÇÀ ÄÎÏÎÌÎÃÎÞ ÁËÎÊ×ÅÉÍÀ

Äîñë³äæåíî òåõíîëîã³þ áëîê÷åéí, çîêðåìà âñòàâêó äàíèõ (ïðèâ’ÿçêó, õåøóâàííÿ) â áëîê-
÷åéí ÿê ñïîñ³á ï³äïèñó äîêóìåíò³â ³ íàäàííÿ þðèäè÷íèõ âëàñòèâîñòåé ôàêòàì. Ïðîâåäåíî
ïîð³âíÿëüíèé àíàë³ç â³äîìèõ ñïîñîá³â çàñòîñóâàííÿ åëåêòðîííîãî öèôðîâîãî ï³äïèñó ³ç
ìåòîäîì âñòàâêè äàíèõ ó áëîê÷åéí. Ðîçãëÿíóòî òàê³ ïèòàííÿ. Ùî òàêå âñòàâêà äàíèõ â
áëîê÷åéí ³ ÿê³ âëàñòèâîñò³ âîíè îòðèìóþòü? Ó ÷îìó ð³çíèöÿ ì³æ âñòàâêîþ, ïðèâ’ÿçêîþ ³
õåøåì ó áëîê÷åéí³? Ó ÷îìó ð³çíèöÿ ì³æ xeøóâàííÿì ó áëîê÷åéí³ ³ öèôðîâèì ï³äïèñîì íà
äîêóìåíò³? ×è áóäå äîêóìåíò þðèäè÷íî îáîâ’ÿçêîâèì, ÿêùî â³í áóäå çàêð³ïëåíèé ó
áëîê÷åéí³? ßê³ óìîâè òðåáà âèêîíàòè, ùîá íàäàòè çàêîííó ñèëó äîêóìåíòó? ßê ìîæíà
âèêîðèñòîâóâàòè ïðèâ’ÿçêó äëÿ ï³äïèñàííÿ êîíòðàêò³â, ñåðòèô³êàö³¿ äîêàç³â, ùî ìàþòü
þðèäè÷íó ö³íí³ñòü, ïîçíà÷åííÿ òèì÷àñîâèõ â³äì³òîê, ï³äòâåðäæåííÿ àâòîðñòâà òà
àâòîðñüêèõ ïðàâ, à òàêîæ ¿õ ïåðåäà÷³, âèäà÷³ òà ïåðåäà÷³ äîðó÷åíü ³ äåëåãóâàííÿ ³íøèõ
ïðàâ, âèäà÷³ òà ïåðåäà÷³ ³íñòðóìåíò³â íà ïðåä’ÿâíèêà?

Ê ë þ ÷ î â ³ ñ ë î â à: áëîê÷åéí, OP_DROP, OR_RETURN, åëåêòðîííèé ï³äïèñ, eIDAS, PKI,
äîêàç ³ñíóâàííÿ.
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